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WAN VPN Solutions

How Cisco Uses VPN Solutions
to Extend the WAN

A Cisco on Cisco Case Study: Inside Cisco IT



Overview

= Challenge

Finding cost-effective alternatives to dedicated circuits
connecting remote Cisco® locations, partner locations, and
regional locations in a disaster recovery scenario

= Solution

Cisco IT has deployed cost-effective WAN VPNSs to provide
WAN connectivity to remote Cisco sites and partner locations,
and for disaster recovery connectivity on critical WAN links



Overview (Contd.)

= Results
Cisco IT has deployed WAN VPNSs in every region of the world

= Next Steps

Cisco IT will continue to evaluate its connectivity needs
worldwide and employ WAN VPN technology when and where it
makes business sense



Challenge — Find Cost-Effective WAN
Links

= Cisco IT needed

Cost-effective and dependable alternative to dedicated circuits
at remote company sites

Cost-effective disaster recovery capability for the most critical
WAN links

Cost-effective alternative to dedicated circuits between Cisco®
and its partners that could be deployed quickly, using existing
partner Internet access infrastructure



Solution — Lower-Cost VPN Connections

= Cisco® IT has deployed Internet (or WAN) VPNs for
three types of applications:

WAN links between Cisco offices
Disaster Recovery between global regions

Links between Cisco and partner locations



Solution — VPNs as Primary WAN Links

= Cisco® has deployed WAN VPNs as a cost-effective,
dependable alternative to dedicated circuits at remote
company sites
= Can be deployed in several configurations
Primary connectivity with backup
Primary connectivity without backup

Backup connectivity with dedicated primary circuit



Solution — Primary WAN Links (Contd.)

= Primary remote site VPN
design

Appropriate when dedicated
circuits are cost prohibitive,
but high availability is critical

Consists of dual remote VPN
routers and dual
IPSec/GRE/VPNs

Offers primary connectivity
plus full redundancy

Has not been deployed to
date by Cisco® IT
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Solution — WAN Links Between Cisco

Offices (Contd.)

= Primary connectivity with
single remote ISP

Appropriate where
uninterrupted availability is not
as critical

Consists of single remote VPN
router connected to two
headend routers at the regional
hub using two IPSec/GRE
tunnels

Offers primary connectivity with
limited redundancy

Has been deployed in several
locations including Anchorage
and Honolulu in the United
States, and in Costa Rica




Solution — WAN Links Between Cisco

Offices (Contd.)

= Backup connectivity with
dedicated primary circuit

Appropriate where dedicated
primary circuit can be cost justified,
but cost of dedicated backup circuit
cannot

Consists of single remote VPN
router connected to a single
headend router at the regional hub
through a single IPSec/GRE tunnel
and VPN

Offers backup connectivity to
dedicated primary circuit

Has been deployed in several
locations including Mexico City,
Buenos Aires, and Rio de Janeiro
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Solution — Disaster Recovery

Between Global Regions

= WAN links between major
Cisco® locations have
been designed with
redundancies

= Additional measures may
be justified to protect links
In catastrophic situations

= Cisco IT has deployed
WAN VPN for disaster
recovery between the
United States and Europe,
using existing Internet
access




el
Solution — Links Between Cisco

and Partner Locations

= Cisco® has deployed WAN VPNSs as a cost-effective,
dependable alternative to dedicated circuits between
Cisco and partner locations

= Benefits of VPN extranet connectivity include:

Eliminating cost of WAN circuits used in traditional extranet
connectivity

Eliminating hardware costs for internal clients
Accelerating implementation

Facilitating short-term extranet connectivity or fast location
moves

Supporting partner telecommuters with user-based VPNs



el
Solution — Links Between Cisco

and Partner Locations (Contd.)

= Deployed in approximately 50 locations, in one of two
models

Extranet Remote LAN model

Interconnect model



Solution — Links Between Cisco
and Partners (Contd.)

= Extranet Remote LAN
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Solution — Links Between Cisco
and Partners (Contd.)

= |[nterconnect model

Partners connect through their
corporate LAN, which
connects with the Cisco® LAN

Respective firewalls protect
each company’s resources

Cisco translates C?_artner IP
addressing into Cisco
addresses using NAT

More than 30 partners
currently use Interconnect
VPN




Results — Summary

= Cisco® IT has deployed WAN VPNSs in every region of
the world

To provide cost-effective primary or backup connectivity, or both
to remote sites

To deliver disaster recovery capabilities along the most critical
WAN routes

To connect partner sites to the Cisco internal network in a
speedy and cost-effective manner



Results — Summary (Contd.)

= VPNSs are useful where they are usually lower cost in
comparison to the bandwidth

Sometimes a tradeoff exists with more frequent outages and a
greater difficulty in troubleshooting outages, especially when
there are multiple ISPs involved in providing service



Next Steps — Summary

= Continue to evaluate connectivity needs worldwide and
employ WAN VPN technology when and where it
makes business sense

= Upgrade remote WAN VPN sites from Cisco® 3640 to
newer Cisco 3745 routers as budget and time permits

= Consider, on a case-by-case basis, extending disaster
recovery WAN VPNSs to other regional hub sites, but no
Immediate deployment plans in place



Next Steps — Summary (Contd.)

= Regional regulatory issues and concerns about quality
of service will likely limit the use of WAN VPNs
throughout the Asia-Pacific region in the near future to
more infrastructure-challenged areas and to extranet
applications

= Add new extranet VPN endpoints to Cisco locations
other than San Jose, California, where appropriate



To read the entire case study, or for additional Cisco IT case studies on a
variety of business solutions, visit Cisco on Cisco: Inside Cisco IT
WWW.CISCO.com/go/ciscoit
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