
 Cisco IT Case Study Summary
Endpoint Intrusion Prevention 

 
All contents are Copyright © 

How Cisco IT Uses Intrusion Prevention to Protect User 
Endpoint Devices 

Cisco Security Agent Version 4.5 thwarts malicious behavior while reducing 
costs associated with virus and worm remediation. 

Organizations of all sizes are protecting their networks against the 
catastrophic effects of viruses, worms, and similar network 
security intrusions.. In late April 2004, an especially malicious virus 
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BUSINESS BENEFITS 
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known as bagle.aa attacked almost every PC and laptop within Cisco’s 
network. Yet Cisco’s operations were unaffected thanks to Cisco 
Security Agent. 

Before deploying Cisco Security Agent, Cisco used a multifaceted 
security approach that included security appliances, network-based 
detection systems, and antivirus software. But this approach had its 
limitations, particularly for a mobile workforce often connected to public 
and client networks that did not offer Cisco network programs or 
antivirus updates. Additionally, administering security across the wide 
variety of devices used by Cisco’s global workforce was complex. 

Cisco implemented Cisco Security Agent to prevent against 
ing threats and to simplify administration. Cisco implemented the solution on most of the company’s 
l computer assets. The solution provides built-in policies that recognize unusual behavior across diverse 

ons and operating systems. Customizable rule sets, transparent to users, define when and how applications 
ed to access files, networks, and system registries.  
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t of viruses and worms worldwide 
was US$28 billion. The cost is 
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ecurity Agent proved its value just two months after deployment. Of the 38,370 desktops running Cisco 
 Agent, only about 50 (0.14 percent of the total) became infected during the bagle.aa virus outbreak. The 
s were due to user error—the users clicked “Yes” twice when warned that a suspicious application was trying 
y their systems. Cisco Security Agent was 99.86 percent effective in stopping the bagle.aa virus at Cisco.  

 expects the solution to pay for itself quickly. With early notification of new abnormal activity, Cisco IT 
 preventive action and implement configuration changes as needed. Employees can feel confident that Cisco 
 Agent is protecting their data and applications. 

udy:  http://www.cisco.com/en/US/about/ciscoitatwork/case_studies/security_dl1.html
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FOR MORE INFORMATION 
To read the entire case study or for additional Cisco IT case studies on a variety of business solutions, visit Cisco on 
Cisco: Inside Cisco IT www.cisco.com/go/ciscoit

NOTE 
This publication describes how Cisco has benefited from the deployment of its own products. Many factors may have 
contributed to the results and benefits described; Cisco does not guarantee comparable results elsewhere. 

CISCO PROVIDES THIS PUBLICATION AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR 
IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR 
PURPOSE.  

Some jurisdictions do not allow disclaimer of express or implied warranties, therefore this disclaimer may not apply to 
you. 
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