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Cisco IT Deployment in Progress 
Cisco ACE XML Gateway

How Cisco IT Improves Commerce User Experience by Securely 
Sharing Internal Business Services with Partners 

Offloading XML processing to the ACE XML Gateway improves service performance 
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calling Cisco employees, which 

we could save time for customers, partners, and Cisco by developing a set of reusable network 
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 do when you place the 

Platform Selection 
Next came selecting a platform to manage the network services. Cisco IT tried out third-party SOA management 
solutions, but these software-based solutions failed to meet the business requirements. They did not provide the 
flexibility to work with the different middleware used within Cisco, so Cisco IT would need to write separate code for 
each type of middleware. The solutions lacked support for IBM WebSphere and Java Message Services (JMS), 
Cisco’s biggest development environments. And, like all software solutions, they imposed overhead that detracted 
from overall service performance. 

Cisco IT decided to use a network-based web services platform. The team selected Cisco’s own Application Content 
Engine (ACE) XML Gateway, a web services gateway designed specifically to manage web services security, XML 
processing, and encryption. “The Cisco ACE XML Gateway provides a robust SOA platform that provides essential 

and simplifies application development. 

Business Opportunity 
Cisco’s Commerce T
customers and partners to conduct business with Cisco. “By adopting a Services Orient
are creating a solid architectural and technology foundation that will deliver scalable sol
experience, and provide our entire ecosystem with secure access to the services they need,” say
vice president of commerce IT. 

To support the cross-company Commerce Transformation initiative, Cisco IT needed 
internal business services with partners and customers. Examples include pricing prom
Cisco® network devices, services, software, and solutions. These business service
where partners cannot access them. Therefore, partners have no option other than 
creates additional work and prolongs deal cycle times. 

“We realized that 
ser
are common to multiple Cisco business services, include security and XML processing. “W
secure, scalable, and manageable way to expose business services,” says Steve Adac
“Reusability was very important because customizing and maintaining the same business 
partner and application requirements would take too much time to be practical.” 

Cisco IT

Planning 
Cisco IT first identified common network services in the business services that the co
customers and partners. Examples include security, XML processing, virtualizing the p
that they are not visible to par
services like these independent of the business service logic,” says Kalsi. “This is easy to
services in the network and use the network as a platform for delivery.”  



 
Cisco IT Deployment  in Progress

Cisco ACE XML Gateway

 
All contents are Copyright © 1992–2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 6 

functions common to many of our business services,” says Ravi Akireddy, IT architect,
processing to the network imp

 Cisco. “Offloading XML 
roves service performance and simplifies application development.” The application 
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party products in Cisco’s 
opriate middleware, such as Tibco 

BusinessWorks or IBM WebSphere, over JMS or HTTP transports that the application developer has exposed. The 
se an intuitive web-based 
cations.  

f of concept using the Cisco ACE XML Gateway to expose current 
hat they can find the discounts for which they qualify (Figure 1). The gateway delivers the 

sername and password, tokens, or certificates 
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crypting messages 

- Signs XML payload 

● Performs protocol translations, such as HTTP to JMS 

● Enforces web services policies such as service versioning 

● Performs XML firewall screening 

● Prevents denial-of-service (DoS) attacks against application servers by throttling XML traffic  

● Virtualizes the physical service endpoints and provides content-based routing 

 

delivery services that the Cisco ACE XML Gateway provides are a core network serv
Oriented Network Architecture framework. 

With support for industry standards, the Cisco ACE XML Gateway integrates with third-
infrastructure, including middleware. It maps partner requests to the appr

gateway does not host application-specific code. Instead, Cisco application developers u
administrative interface to configure policies that provide services for their business appli

Proof of Concept and Pilot 
Beginning in July 2007, Cisco IT conducted a proo
promotions to partners so t
following services: 

● Authenticates users with u

● Offloads XML processing to improve application perform

- Performs schema validation 

- Encrypts and de

- Performs fast XML transformations  
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Figure 1 Architecture for Secure Delivery of Web Services to Partners Using ACE XML Gateway  

 

 

Cisco IT established a secure channel between the internal gateway and the gateway between the Internet and 
firewall using HTTP with bidirectional Secure Sockets Layer (SSL) encryption (Figure 2). “We were able to segregate 
internal and external traffic and provide a secure communications channel between them,” says Kalsi. 

 

Figure 2  Service Oriented Architecture Implementation 
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After the successful proof of concept, in September 2007, the IT team began the pilot, w
Cisco IT deployed 24 ACE XML Gateways in the San Jose, California data center as we
Park, North Carolina data center used for disaster reco

hich included load testing. 
ll as the Research Triangle 

very. Each gateway occupies only one rack unit, which 
y collects metrics and produces 

erformance, number of hits, and errors. 

8, Cisco IT rolled out the web services to all worldwide Cisco partners as part of the Partner Deal 
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web service for more than 58,000 

deals, with benefits that include:  

d savings of US$17 million to date  

’s capacity of 30,000 XML 
ty would be difficult to achieve with a software-based solution,” Kalsi 

e and more services, the scalability and load-balancing capabilities in the Cisco ACE XML 
ily.” 

ation performance. 
, which seems almost immediate to the 

er. The response time includes back-end business logic. 

ema validation and other XML processing are performed in software, which degrades application 
bility. “Offloading schema validation to the gateway not only improves performance, it also 

ductivity,” says 
 as well. In just two months 
rs: 

● Pricing 

● Next-generation configuration 

● Cisco Service Contract Center install-base search 

● Order orchestration 

Better XML Application Security 
The Cisco ACE XML Gateway lets the IT team add capabilities that were not possible previously. One is to perform 
deep packet inspection of any XML traffic entering the network, an important capability because the XML payload can 
carry different types of attacks. “Stopping bad requests at the gateway offloads the application from having to perform 
packet inspection, which improves performance,” says Srivastava.  

reduces data center space, energy, and cooling requirements. The manager gatewa
reports that summarize p

In March 200
Registration application.  

Results to Date 

Deal Acceleration and Increased Profitability 
As of June 26, 2008, 13,074 Cisco partners had sign
demonstrating strong interest and acceptance. These partners have used the 

● 7500 hours saved for Cisco sales teams because of partner self-service 

● Reduction in average deal cycle time from 10.5 days to 6 days 

● Reduction in discounts and nonstandard pricing, for estimate

Scalability 
The Partner Deal Registration application uses only a small fraction of the gateway
transactions per second. “This level of scalabili
says. “As we expose mor
Gateway will become more critical. We might receive hundreds of thousands of hits da

Fast Application Performance 
The ACE XML Gateway offloads XML processing from the application, accelerating applic
Average response time for the “Get Price” feature is 500 milliseconds
consum

Faster Application Development 
Traditionally, sch
performance and scala
frees up application development teams to focus on core business logic, which increases their pro
Amit Srivastava, IT program manager. Cisco IT can expose the business services rapidly,
in mid-2008, the team securely exposed the following internal business services to partne
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Next Steps 

following business services by March 2009:  

n and integration with salesforce.com 

• Customer Service Address Services  

hampion program, which recognizes and rewards Cisco employee behaviors that 

ion, which provides information about incentive programs, promotions, and offerings 

ommerce Workspace, which provides information about sales, orders, and pricing 

n with Scientific Atlanta  

 Services: Worldwide Reverse Logistics, responsible for redeploying returned products to bring the 
to Cisco 

apital Finance  

• Real estate leasing  

ecifying the partners 
y can use them.  “The goal is to maintain centralized control of web 

services while delegating policy configuration management,” says Kalsi. 

odule to simplify the delivery 
ule will provide the same functions as the Cisco Content Switching Module and 

also support multiple virtual gateways, each mapped to a distinct set of web services. The ACE XML Gateway will 
segregate services to particular gateways based on payload and protocol. “Using the ACE XML Gateway as a shared 
platform rather than dedicating a separate physical gateway to each set of web services will increase return on 
investment and reduce our support cost,” says Srivastava. 

Automated Policy Deployment 
As the deployment expands, Cisco IT will automate the process of deploying new policies to the gateways. When this 
occurs, application teams will be able to use the Cisco ACE XML Gateway as a service for the applications they 
develop. The Cisco Application Networking Services business unit is aware of the need for management APIs and is 
committed to providing them in upcoming releases. 

New Services 
Cisco IT plans to use the Cisco ACE XML Gateway for the 

• Opportunity collaboratio

• Customer Registry Address Services  

• Human Resources IT C
foster success  

• Partner Deal Promot

• Manufacturing IT Arvato Integration  

• Integrated C

• Integratio

• Customer
best value 

• Cisco C

• Manufacturing IT 

• HireRight Integration  

Delegated Policy Control 
Cisco IT plans to let individual project teams make their own policy changes, including sp
authorized to use the services and the dates the

Shared Gateway for Multiple Programs 
Cisco IT plans to use the Cisco ACE XML Gateway in conjunction with the Cisco ACE m
of web services. The Cisco ACE mod
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Last-Mile Security 
An end-to-end security solution requires securing messages to the final endpoint. Cisco IT is currently using HTTP 
over SSL for last-mile security. Later it might use Security Assertion Markup Language (SAML)/federation and a 
secure transport layer. 
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