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Overview

= Challenge

Monitor and manage IPS sensors

= Solution
Managed IPS Service from Cisco ROS

= Results

Early awareness of security events

= Next Steps

Active prevention by stopping traffic on routers and firewalls



Challenge

Monitor and Manage IPS Sensors

= Scientific Atlanta lacked IT staff to provide:
24-hour monitoring of sensor data
Continually update signatures

Ongoing tuning to reduce false positives

= Selection criteria for a managed service provider were:
Commitment to communication
SLAs for response times

In-depth knowledge of Cisco IPS Sensors



Solution

Managed IPS Service from Cisco ROS
= Pre-implementation meeting

Types of attacks requiring notification
Places in the network to monitor
Asset values
Contact methods
Sensor model recommendations
= Two-step deployment
Perimeter sensors
Internal sensors

= 24-hour monitoring

= Notification by e-mail or phone

Scientific Atlanta can view more information about threats reported in
e-mail trouble tickets using an online portal



Solution
Perimeter IPS Implementation
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SPAN inputs.

CROS-managed
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Solution
Internal IPS Implementation

CROS-monitored IPS’s
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Results
Early Awareness of Security Events

= Reduced false positives

= Visibility into security events and performance, using
online portal

= Easy access to experienced staff



“The most important part of the Cisco ROS
managed security service iIs converting raw sensor
data into actionable information. Trouble tickets
explain the significance of sensor data and
recommend corrective actions.”

Scott Stanton
Information Security Architect
Scientific Atlanta, a Cisco Company




Next Steps

Active Prevention

= |n the future, Cisco ROS will block malicious traffic on
Cisco routers and firewalls

After Scientific Atlanta confirms the threat is real



To read the entire case study, or for additional Cisco IT case studies on a
variety of business solutions, visit Cisco on Cisco: Inside Cisco IT
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