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Cisco Firewall Deployment at Scientific-Atlanta Headquarters

Deployment increases network security, reliability, and availability

BUSINESS BENEEITS The ac.quisition of Scientific-AtIanta .by Cisco necessitated the
: migration to Cisco® networking equipment at the company’s
o CUEETEIg, JEMEnTErCE headquarter campus to conform with and provide full

® Deep packet inspection

® Transparent mode support

® Multiple-context mode support

¢ Integration with Cisco global network
® Low total cost of ownership

integration with the Cisco worldwide network. Scientific-Atlanta
had been relying on firewall products from a non-Cisco vendor.
These firewalls were nearing their end of life, after which point the
vendor would no longer provide support.

"The failover capability of the FWSM|is To ensure a high level of security, reliability, and availability,
almost instantaneous. We could lose several Cisco IT implemented Cisco Catalyst® 6500 Series switches
ports in the primary module and never notice . . . .
it because the transition to back up occurs so with Cisco Firewall Service Modules (FWSMs).
quickly.”
G E IR, NEUTE S A TE Deployed in high-availability pairs, the switches and firewalls

Cisco Information Security Group ) . o ) o )

provide failover capabilities for superior reliability. The Cisco FWSM

is designed to deliver high performance with stateful, deep-packet inspection for added security.

Cisco FWSMs offer exceptional performance and capacity for future growth. By increasing
manageability, the FWSMs have also reduced total cost of ownership. The reliability and availability of the
FWSMs is far superior to the previous firewall solution, providing nearly instantaneous failover.

The DMZDC firewalls are currently deployed in a routed mode. Once it becomes the Cisco standard, the
firewalls will be migrated to Multiple-context Transparent mode, which will provide support for multiple logical
firewalls resulting in a high return on investment.

FOR MORE INFORMATION
Case Study: http://www.cisco.com/web/about/ciscoitatwork/case studies.html

For additional Cisco IT case studies on a variety of business solutions, go to Cisco on Cisco: Inside Cisco IT:
WWW.Cisco.com/go/ciscoit
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NOTE

This publication describes how Cisco has benefited from the deployment of its own products. Many factors
may have contributed to the results and benefits described; Cisco does not guarantee comparable results
elsewhere.

CISCO PROVIDES THIS PUBLICATION AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

Some jurisdictions do not allow disclaimer of express or implied warranties, therefore this disclaimer may not

apply to you.
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