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How Cisco IT Deployed Firewall Protection for a Small 
Business Acquisition 

FWSM is flexible enough to secure small businesses as well as large 
enterprises. 

Linksys, a division of Cisco®, needed to replace a PC-based 
firewall with a solution that would provide greater security and 
reliability. Like many small and midsized businesses, Linksys 
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previously used a Linux-based PC as the firewall for its external 
Website. Linksys IT wanted to deliver 99.99 percent (four 9s) 
availability for the Linksys.com Website. However, even minor 
problems were causing the firewall to fail, which created more frequent 
downtime for the Website.  

To improve overall network availability, Cisco IT helped the 
Linksys network staff implement a pair of Cisco Catalyst® 6500 
Series switches with Cisco Firewall Services Modules (FWSM) and 
Cisco Content Switching Modules. Deployed in parallel in the 
Linksys data center, the switches provide redundancy and failover 
capabilities, as well as capacity for growth in Linksys network traffic. 
The Cisco FWSM provides a high-performance, stateful inspection 

ith engines for examining traffic at the application and protocol levels. 
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lution delivers greater network security, failover capabilities, and tools for central management. 
security capabilities and firewall availability means the Linksys.com Website can achieve its objective of 
rcent availability while also supporting scalability to meet traffic growth or new availability requirements. 
as no downtime for the Linksys.com Website or impact on applications or users during the migration from the 
d firewall, or during firewall maintenance activities. 

pabilities are planned for improving network security and availability. These capabilities include server-
over and additional tools for protection against denial-of-service attacks. Linksys IT is also evaluating internal 
ons for allowing firewall-protected, external access by users and new types of traffic. 
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FOR MORE INFORMATION 
To read the entire case study or for additional Cisco IT case studies on a variety of business solutions, visit Cisco on 
Cisco: Inside Cisco IT www.cisco.com/go/ciscoit

NOTE 
This publication describes how Cisco has benefited from the deployment of its own products. Many factors may have 
contributed to the results and benefits described; Cisco does not guarantee comparable results elsewhere. 

CISCO PROVIDES THIS PUBLICATION AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR 
IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR 
PURPOSE.  

Some jurisdictions do not allow disclaimer of express or implied warranties, therefore this disclaimer may not apply to 
you. 
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