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Overview

= Challenge: Provide secure extranet access to internal
Cisco® resources

Cisco needed to focus on core business and outsource
manufacturing, engineering, finance, technical support to
partners

= Solution: Cisco Extranet Connection

The Cisco Internet Services Group (ISG) deployed extranet
connections providing secure, highly available connections to the
Cisco intranet for our partners in 1999



Overview (Contd.)

= Results: About 200 extranet connections in Cisco

The extranet has changed the way we do business by providing
our partners with real-time data

= Next Steps: VPN growth and improved service

ISG is looking at ways to extend cost savings and improved
service to more critical partner activities



Challenge - Extranet Strategy

= Qutsourcing partners

Cisco® manufactures in-house for new product introductions only
and then engages a manufacturing partner for ongoing work

Partners provide world-leading expertise and economies of scale
that keep our cost low and margins higher

= Secure and affordable

Cisco needs secure, affordable connectivity between its network and
partners’ sites to outsource ongoing functions such as

manufacturing, engineering, finance, technical support, and
advanced network services
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Challenge - Extranet Strategy (Contd.)

= Extranet Strategy — 3 types of connectivity
reguirements

1.Partner access to the Cisco network

2.Cisco access to the customer extranet networks, for
remote troubleshooting and support

3.Reciprocal network access between Cisco and its partners



Solution - Extranet Connections

= Extranet architecture in all regions

In 2000, Cisco® completed the distributed extranet backbone
architecture in all regions (Asia and the Pacific; the Americas; and
Europe, the Middle East and Africa)

= VPN connectivity

In 2002, Cisco dramatically cut the costs of extranet connectivity by
Introducing secure VPN connectivity as an alternative to leased-
line deployments.

= Managed service

ISG provides extranet connectivity as a managed service,
supplying and managing Cisco equipment for the partner site



I
Solution - Connectivity

= Cisco® ISG deploys one of three types of extranet
connection

Leased line - Cisco manages Frame Relay leased-line extranet
connections end-to-end, including the equipment at the partner
site (with Frame Relay or ISDN backup)

Site-to-site VPN - VPN has been offered recently as an
alternative extranet option; the ratio of requests for VPN
connectivity compared to leased lines has risento 5to 1

User-based VPN - Currently user-based VPNs are available in
the United States and the Asia Pacific region



Solution - Extranet Topologies

Intranet
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Remote LAN Model for Site-Based VPN Extranets



Solution - Extranet Topologies

= [nterconnect Model

With the interconnect model, a
partner connects through its
own corporate LAN, which
iInterconnects with the Cisco
LAN.

Firewalls at each side protect
each company’s respective
resources.

Partners can connect from any
desktop at their site.




Solution - Security

= The ISG group works closely with the Cisco® Information
Security group to ensure the security of extranet
connections

= Cisco Information Security Group takes the following
approaches to security challenges:

Legal Measures — Extranet partners are required to sign two
nondisclosure agreements, one for each individual and the other
IS a company-wide network connection agreement



Solution — Security (Contd.)

Access Restrictions
» Firewall permissions
* Web proxy
« Sandbox infrastructures
« Authentication and authorization

Enforcement - Cisco enforces extranet security with a
combination of intrusion detection systems, occasional physical
audits of partner environments, and periodic ACL reviews to
ensure that partners still need access to the same hosts and

services



Results - Benefits of the Extranet

= |SG supports about 200 extranet connections globally
One half in the United States

One third used for manufacturing

= The Cisco® extranet frees in-house Technical
Assistance Center (TAC) employees to apply their
expertise to more challenging cases and pass routine
cases to partners



el
Results - Benefits of the Extranet
(Contd.)

= Before taking on a task, the Cisco manufacturing
organization considers whether a partner can do it
more efficiently, at less cost, or with higher quality, and
If so, we give them an extranet connection to the
Internal resources they need



Next Steps - VPN Growth, Improved
Support

= |SG anticipates that an ever-larger portion of extranet
connections will be VPN-based

Faster installation time (especially when the partner already has
Internet access)

Lower cost connectivity

= Cisco® Is looking at ways to provide Platinum-level
service using VPN technologies

Low-cost VPN connectivity with high-priority support will render a
partner’s location irrelevant



Managed Extranet Service

= The extranet has made a strong contribution to our abllity
to manufacture high-quality products at a low cost



To read the entire case study, or for additional Cisco IT case studies on a
variety of business solutions, visit Cisco on Cisco: Inside Cisco IT
WWW.CISCO.com/go/ciscoit
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