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How Cisco IT Provides Remote Access for Small Offices 
and Telecommuters  

Enterprise Class Teleworker Solution improves reliability, availability, and 
security for small- and home-office users. 

Many Cisco Systems® employees have a need to work from 
home on a full-time, part-time, or occasional basis. In 2001, the 
company introduced a “software” virtual private network (VPN) 
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solution to provide remote connectivity. 

The software solution presented limitations and management 
challenges. Cisco® needed a way to increase the capabilities of 
home-based services while making deployment and ongoing 
management simpler, more secure, and less labor intensive. 

Cisco IT implemented a new, hardware-based solution—the 
Enterprise-Class Teleworker solution. The solution’s four main 
constructs are end-to-end connectivity, end-to-end deployment, end-
to-end management, and end-to-end security. The solution combines 
a router with a high-speed broadband connection at the employee’s 
home. 

Several components work together to manage the solution. 
internally developed enterprise management tool (EMAN) performs resource monitoring, automatic page 
 change management tracking, and availability measurements across the worldwide Cisco network. The 
 Solution Center generates and maintains router configurations and policies. And the Cisco CNS 2100 
ce Engine downloads configuration and policy information to the remote router. 
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 innovation. The Cisco IT project team had an ambitious goal of creating a sustainable global deployment 
port model that could meet the needs of teleworkers around the world. The biggest challenge of this project 
ucing operational costs, support costs, and management costs without compromising on security. 

 the need for technical support. One of Cisco IT’s goals was to reduce the need for technical support 
onfiguration and deployment. Cisco IT implemented “zero-touch” provisioning, which automates the 
ation process, eliminating virtually all the time and effort previously spent by technicians—and simplifying the 
on process for the user. 

ecember 2005, the Cisco Enterprise-Class Teleworker solution supports more than 4200 users. The 
s global management capabilities help ensure reliability, availability, and security. The solution combines a 
ifferent Cisco technologies, integrating them into a single device while maintaining low TCO. The Enterprise-
leworker solution achieved a number of “firsts” within Cisco, including the proof of concept of Dynamic 

nt VPN (DMVPN), which transforms the Internet into a virtual “office network; the first use of a public key 
cture (PKI) within the IT environment; the first implementation of zero-touch deployment; the first fully 
ed end-to-end deployment, provisioning, and management; and for the first time, the ability to push changes 
ly security policies in real time without disrupting the end user’s connection. 
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FOR MORE INFORMATION 
To read the entire case study or for additional Cisco IT case studies on a variety of business solutions, visit Cisco on 
Cisco: Inside Cisco IT www.cisco.com/go/ciscoit

NOTE 
This publication describes how Cisco has benefited from the deployment of its own products. Many factors may have 
contributed to the results and benefits described; Cisco does not guarantee comparable results elsewhere. 

CISCO PROVIDES THIS PUBLICATION AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR 
IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR 
PURPOSE.  

Some jurisdictions do not allow disclaimer of express or implied warranties, therefore this disclaimer may not apply to 
you. 
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