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Overview

Challenge

Increase functionality of home-based network services while making
deployment and ongoing management simpler, more secure, and less
labor intensive

Solution

Hardware-based solution with end-to-end connectivity, deployment,
management, and security

Results

Enhanced network access, reduced support costs, increased
employee productivity and satisfaction, and reduced environmental
impact

Next Steps

Support for small offices and user mobility as well as increased
deployment automation and VPN resilience
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Challenge:

Ease of Use, Ease of Provisioning
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= Many Cisco employees need to
work from home on a full-time,
part-time, or occasional basis

= Software VPN solution presented
functional limitations and
management challenges

= Needed a way to increase
functionality of home-based
network services while making
deployment and ongoing
management simpler, more
secure, and less labor-intensive



Solution: Cisco Virtual O_ffice __

= Combines a Cisco 800 Series Router
with a high-speed broadband
connection at employees’ homes

= Cisco Unified IP phones for voice
over the VPN

= Cisco Catalyst 6500 Series Switch
and Cisco 7206VXR Routers
terminate the VPN tunnels at headend

= Cisco enterprise management system
monitors routers across the Cisco
worldwide network

= Cisco Security Manager generates
and maintains router configurations

and policies

= Cisco Configuration Engine automates
downloads to remote routers



Solution: Cisco Virtual Office
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Results: Sustainable Global Deployment

and Support Model

= Enhanced reliability, availability,
and security of VPN access

= 20 percent TCO reduction from
zero-touch deployment

= Cisco IT able to support
30,000 expected VPN users



Results: Work Improvements

29 percent overall productivity
improvement for users

Reduced commuting:

2.81 hours per week saved per
employee

257 gallons reduced annual gasoline
consumption per employee

2.5 tons reduced CO2 emissions
per employee per year

90 percent of surveyed employees
indicated higher job satisfaction
from ability to work at home

4.7 satisfaction ranking (out of 5) by
Cisco Virtual Office solution users



Next Steps: Phased Rollout

= Extend Cisco Virtual Office solution to small offices

= Support user mobility with VPN access from PDAs and
selected mobile phones

= Support more applications such as Cisco TelePresence
In employee homes

= Increase VPN resilience with a fully redundant VPN
design

= Extend zero-touch deployment to other Cisco products
and network services



To read the entire case study, or for additional Cisco IT case studies on a
variety of business solutions, visit Cisco on Cisco: Inside Cisco IT

WWW.CiSC0O.com/go/ciscoit
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