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Reaching the cloud
What did we learn from our own cloud journey? We 
learned the network is the lynchpin and enabler of 
adaptable IT service delivery. We also learned that it 
must be primed for the cloud. Through self-service, 
dynamic provisioning, automation and virtualization, 
we were able to turn our infrastructure into an 
elastic pool of resources and applications. And 
we’ve never looked back.

 

Those lessons have become our guiding principles 
for successful cloud journeys. The stories appearing 
in this feature describe available cloud models 
(page 3), offer best practice guidance (page 4),  
and highlight several real world examples. 

The U.S. federal government is recognizing 
the value of the cloud to enable telework 
initiatives that reduce risk, capital expenses and 
administration (page 9). Tripwire improved its 
product development and delivery capabilities 
through data center virtualization and cloud 
enablement (page 10). And Educational Testing 
Service piloted the cloud to improve its price 
point, boost its on-demand capacity and seize 
global opportunities (page 12).

Each time we participate in a cloud journey, we 
focus on building or evolving the network platform 
to enable automation and unleash IT. Regardless 
of cloud approach or business goals—cost 
reduction, growth, agility—it’s the first and most 
important step.

For more information, follow the links inside or 
contact Cisco at 1-800-553-6387 and select option 
1 to speak to a Cisco representative. We welcome 
your feedback on the articles in this feature at:  
www.UnleashingIT.com
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The hotel option

The truest form of cloud computing can 
be found in public cloud offerings. Like a 
hotel where rooms are rented for a period 
of time, public cloud services offer the four 
basic tenets of cloud-based application 
delivery: shared computing resources, 
virtualization, the ability to quickly ramp up 
or down and a “pay-for-what-you-use” 
financial model. 

Public cloud offerings feature excellent 
economies of scale that keep costs low. 
They don’t require commitments, contracts 
or long-term investments related to 
hardware procurement. And they allow 
organizations to adjust their cloud usage, 
and related expenses, as needed.

This communal approach to computing 
doesn’t work for all organizations, 
however. Because they are like a hotel 
where all the rooms are the same, most 
mass market public cloud services 
are not primed for mission-critical 
applications. Organizations don’t always 
have control over application security, 
and they also have a limited ability to 
integrate public cloud-based applications 
with internal systems and workloads. And 
without service-level agreements (SLAs) 
in place, there are no guarantees for 
performance, availability or security.

“Mass market public cloud offerings are 
great for general purpose computation 
and storage,” says Brian Klingbeil, 
General Manager of Hosting Services 
at Savvis, a global leader in cloud 
infrastructure and hosted IT solutions, 
“but most are not ready for mission-
critical application needs.”

The house option

Organizations  wanting better control and 
customization can have a private cloud 
created for them. This approach is tantamount 
to having a contractor design and build a 
house specifically for the occupant. 

Instead of force-fitting diverse applications 
into a one-size-fits-all public cloud, 
private cloud services can be tailored to 
a company’s existing infrastructure and 
application environment. Because there is 
no need to share computing resources that 
transfer and store sensitive data, private 
clouds also come with peace of mind.

The mortgage for this custom house cannot 
be resold, however. As a result, private 
clouds nullify several benefits of the cloud 
computing ideal. Without multi-tenancy, 
organizations can’t maximize economies 
of scale. No pay-per-use means a fixed 
cost and high probability of underutilization. 
And organizations must invest in hardware, 
implementation services and ongoing 
systems administration.

“Private clouds work for the largest of 
enterprises; those that have enough 
organizations, departments and locations 
to justify an internally shared cloud,” 
Klingbeil explains. “But for all others, the 
high cost and probability of underutilized 
capacity rarely outweigh the benefits.”

The high-end condominium option

For some organizations, the best of both 
public and private cloud models can be 
found within a hybrid infrastructure that 
taps into an enterprise-class cloud. Like 
a high-end condominium, this mixed-use 
approach offers the benefits of a hotel with 
the comfort and necessities of home. 

It involves the creation of a virtual private 
data center (VPDC) inside a multi-tenant 
cloud. Similar to a private cloud, a VPDC 
provides control and customization of 
computing resources, with application-
specific provisioning, performance and 
security. Because the VPDC is housed 
within a multi-tenant cloud, organizations 
receive cost benefits and economies of 
scale comparable to a public cloud offering.

“Different applications have different 
needs,” says Klingbeil, “and hybrid 
cloud approaches allow organizations to 
provision and support them accordingly.” 

Providers such as Savvis offer multi-tiered 
security and service profiles, he adds, 
enabling organizations to tap higher levels 
of security and support for their mission-
critical applications. And with a hybrid 
model, applications and workloads hosted 
in the cloud can be tightly integrated 
with applications and workloads hosted 
internally or at a third-party data center.

“Hybrid infrastructures using enterprise-
class cloud services provide the control and 
peace of mind that comes with the private 
cloud,” says Klingbeil, “plus the economies 
of scale and cost of the public cloud.”

Trial Offer

Need help assessing which 
cloud model is right for your 
organization? Inquire about the 
Savvis Symphony trial offer at 
cloud@savvis.com and download 
cloud white papers at: 
www.UnleashingIT.com/SAVVIS 
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Which cloud model is right 
for your organization?

Perspectives and Solutions

Organizations planning a move to the cloud 
should consider the following options, which 
extend beyond public and private cloud models.
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Perspectives and Solutions

In most enterprises, IT is constantly 
looking for new ways to provide better 
service to users without increasing 
budgets. Many IT departments are 
embracing the private cloud to automate 
key stages of service delivery including 
provisioning, management and 
governance. But a private cloud can be a 
complex proposition without best practice 
guidance for implementation.

“When it comes to service delivery, 
business decision makers want to 
understand the cost of the service and the 
availability timeframe,” says Mark Peterson, 
Cloud Product Manager, Cisco Intelligent 
Automation Solutions. “Prior to the private 
cloud, IT decision makers would evaluate 
individual business service requests based 
on the staff and budget required for the 
implementation. There was a certain level 
of IT staff time commitment required to 
provide, provision and run that service.”

Defining the service strategy 

IT can simplify service and infrastructure 
provisioning, management and governance 

through service standardization, service 
entitlement policies, and automation. 
As a first step, it is critical to identify 
the services that you want to automate. 
Considerations for determining which 
services will deliver the best return to both 
the business and IT include: frequency and 
complexity of requirements for provisioning 
and ongoing operation, services that 
are notoriously problematic, potential for 
cost savings and error reduction, and 
importance to the business.

Once you have identified the services to  
automate, you can proceed to step two— 
defining the service catalog and self-
service interface. The process involves 
describing the services in terms of their 
key elements: service components, 
service-level agreement (SLA), price, 
billing and approvals. By building this 
information into a self-service interface, 
business users can evaluate the service 
to decide if they want to subscribe, 
understand how much the service costs 
and gain insight into the approval process. 
And all of this is automated to remove the 
time and budget strain on IT.
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Best practices for private cloud automation and 
orchestration can help you overcome complexity and 
deliver services with speed, reliability and affordability.

Four steps to private cloud 
implementation success



Service delivery automation

Step three focuses on orchestrating and 
automating the back-end processes 
for service delivery. This step includes 
automating the provisioning and 
configuration of each component that 
makes up the service in the right order and 
in compliance with policy. “In this stage of 
the implementation, a client will execute 
the entire provisioning exercise until the 
service comes online by working across the 
resource pools, dealing with any errors that 
arise and reserving resources as required,” 
says Peterson. “After the infrastructure 
implementation, IT can trigger all associated 
workflows—such as billing, metering, change 
management, help desk and monitoring—
and present the service on the portal.”

Step four encompasses updates to 
operational processes and systems, 
which are critical components of effective 
service management. The automated 
service becomes a part of the standard 
IT operations and management systems 
used to control the overall environment. 
Automated health, compliance, and 
capacity checks with associated 
corrective actions help manage and 
optimize the resource pools to ensure 
service health, speedy issue resolution 
and problem remediation.

Advantages of a private cloud

A provider of software and hardware 
performance management products 
implemented Cisco ® Intelligent Automation 
(IA) for Cloud to address requirements 
for virtual and physical provisioning of 
demo servers. The company needed 
help automating the ordering of virtual 
machines (VMs) and dropping a Linux OS 
on them prior to live customer demos. The 
machines are only provisioned for a few 
hours and then released to others.

“The client implemented IA for Cloud managing 
a Cisco Unified Computing System (UCS) 
blade farm, allowing sales engineers to 
leverage automation and self-service for 
ordering, confirming approvals, receiving 
server IP addresses and provisioning and 
running the VM,” says Wayne Greene, Director 
of Product Management for the Intelligent 
Automation Solutions Business Unit at Cisco. 
“Prior to IA for Cloud, it took three to five days 
to provision the machines manually. Now it all 
happens in less than an hour. As a result, the 
client has chosen to purchase approximately 
a dozen Cisco UCS blades to help enable 
automated provisioning of demo VMs.”

In addition to time savings, companies 
can gain efficiencies in how they leverage 
internal expertise. Traditionally, when 

provisioning a service, IT must coordinate 
the actions of network, storage and 
compute for service delivery. But the 
private cloud environment empowers 
individual experts to encode their expertise 
into the environment, allowing others to 
take advantage of that expertise in an 
automated way.

“When setting up infrastructure, companies 
typically have different teams involved in 
a siloed way,” says Peterson. “With an 
automated approach in the private cloud, 
those groups define their standards for 
provisioning and resource pools, but the 
actual work is automated. It eliminates 
those teams coming together for every 
provisioning instance and allows them to 
focus on high value activities.” 

Complimentary Consultation

To qualify for a complimentary 
30-minute ROI Consultation and 
Introduction to Cisco Intelligent 
Automation for Cloud, and to 
download an IDC paper on 
automated provisioning and 
orchestration, see Intelligent 
Automation and Orchestration at:  
www.UnleashingIT.com

5Seize innovation, accelerate business, drive outcomes. All through the Cloud.

http://www.UnleashingIT.com


Perspectives and SolutionsEnterprise cloud migration creating 
service provider opportunity

With expertise in 
networking, service-
level agreements and 
enterprise-class billing, 
service providers are 
uniquely positioned to 
deliver cloud services .

The great cloud migration is neither hearsay 
nor hype. A recent study showed that 
enterprises across many sectors—including 
manufacturing, financial services, retail, 
healthcare, professional services and public 
sector organizations—are in various stages of 
cloud adoption, from strategy to planning to 
piloting. The study also revealed tremendous 
opportunity for network service providers 
(NSPs) that capitalize on such developments.

Conducted by Cisco Internet Business 
Solutions Group (IBSG), the study 
interviewed more than 80 IT decision 
makers from 43 enterprises as well as 
20 subject-matter experts from around 
the globe. Survey participants were 
asked a broad range of questions: 
How are they reacting to cloud value 

propositions? How are enterprise decision 
makers approaching cloud migration? 
Which applications or workloads are 
organizations likely to move to the cloud? 
What is the role of the network, and which 
NSP capabilities can add value to the 
cloud experience?

“We wanted to learn more about the 
needs and preferences of enterprise 
executives in relation to cloud computing,” 
says Scott Puopolo, Vice President of 
Cisco IBSG’s Service Provider Practice. 
“There is a lack of research and 
understanding in the marketplace, so we 
went straight to the source.”

The study revealed that cloud migration 
decisions are being made at the 
application level. Most decision makers 
envision a staged migration to cloud 
services, beginning with non-critical 
applications. Enterprise executives 
believe that in the long run, however, 
no applications should be automatically 
excluded from migration to the cloud. 

For enterprises, the decision about moving 
to an internal (private) versus public cloud 
is not binary. It hinges on executives’ 

perceptions around security and control, 
data center overcapacity and scale as 
well as access to skilled IT personnel. 
Enterprises will potentially use both the 
private and public cloud to deliver IT 
resources going forward.

Based on direct feedback from enterprise 
decision makers, Cisco IBSG estimates 
that close to 12 percent of enterprise 
workloads will run in the cloud by the end 
of 2013. This, in turn, will yield a market 
for public cloud services of approximately 

US$43 billion.

Opportunity for network 
service providers

As enterprises migrate to the cloud en masse, 
the business prospects for NSPs continue 
to swell. The Cisco IBSG study revealed that 
significant opportunities exist for NSPs to 
grow and differentiate themselves by offering 
on-demand IT and network resources that 
are supported by end-to-end service-level 
agreements (SLAs). 

“With their expertise in networking, 
SLAs and enterprise-class billing, NSPs 
are uniquely positioned to deliver cloud 
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services,” says Puopolo. “But they have 
to move beyond pure network access and 
data transport business models. They need 
to architect their business environment and 
service offerings so they can react quickly 
to customer needs and requests.”

Puopolo suggests NSPs start with 
horizontal and networking-centric 
applications, and then pursue vertical 
industries that are most receptive. The 
Cisco IBSG study identified a set of 
target applications for cloud computing 
that spans various verticals. Targets 
for infrastructure as a service (IaaS) 
include application development and 
testing, disaster recovery, simulations, 
data warehousing and analysis. Targets 
for software as a service (SaaS) include 
customer-relationship management 
(CRM), email, unified communications 
(UC), web applications and desktop 
environments. From a vertical market 
perspective, manufacturing, public  
sector and professional services  
showed the highest potential for public 
cloud computing. 

The study also confirmed an organizational 
convergence taking place across IT and  

networking departments within 
enterprises. Eighty percent of the 
enterprises surveyed by Cisco IBSG 
have converged or are in the process 
of merging these departments into one 
organizational structure. This trend should 
facilitate sales of end-to-end network and 
IT propositions, says Puopolo.

Advising enterprises and 
service providers on cloud 
strategies

Cisco IBSG, the company’s global 
consultancy, helps CXOs from the 
world’s largest public and private sector 
organizations solve their most pressing 
business challenges. By combining 
strategy, process, technology and 
innovation, Cisco IBSG industry experts 
work with customers and service 
providers to take their visionary ideas from 
concept to reality. 

“We’re unique because we focus on 
business problems more than technology 
solutions,” Puopolo explains. “Instead of 
pushing products, we help enterprises 
and service providers develop a strategy, 
justification and roadmap for addressing 

complex challenges and maximizing 
business opportunities.” 

As enterprises move toward the cloud 
and NSPs seek growth and differentiation 
within the marketplace, questions abound. 
With more than 200 industry experts 
and business strategists who have deep 
experience in 10 global industry sectors, 
Cisco IBSG can help find the answers.

“When it comes to cloud computing, there’s 
no such thing as one-size-fits-all,” says 
Puopolo. “For enterprises and service 
providers considering cloud paradigms, 
we act as an independent and objective 
consultancy to determine the strategies and 
approaches that make the most sense.”

More information

To download a white paper containing 
the study results and for more 
information on the Cisco IBSG Service 
Provider Practice, see Cisco Internet 
Business Solutions Group at:  
www.UnleashingIT.com 

“There is a lack of research and understanding in the 
marketplace, so we went straight to the source.”
 
Scott Puopolo, VP, Service Provider Practice, Cisco Internet Business Solutions Group
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The operations side  
of the cloud journey
The journey to the cloud is about more than just 
infrastructure technology. An equal focus on 
technology, people/processes/tools and strategy 
can help ensure a more successful transition.

The public cloud—and the business groups that hope to utilize 
it—are exerting pressure on internal IT organizations. To maintain 
relevance, IT teams need to transition their mindset from 
technology delivery to service delivery, enabling speed and 
agility in service access and consumption. The cloud enables this 
transition. But making a successful journey to the cloud requires 
a three-pronged operations approach that includes technology, 
people/processes/tools and overall strategy.

“Traditionally, IT has been about delivering silos of hardware 
to satisfy silos of applications,” says Keith Weaver, Technical 
Solutions Architect, Cisco. “The cloud is about transforming the 
core services that IT provides so that the business can consume 
them more quickly and conveniently. It’s a change of mindset 
within IT and a change of mentality across the organization of 
what IT is to the business. Cloud is about IT’s ability to match the 
business’ agility.”

Starting the journey

Ravi Rajamani, Cloud Solutions Architect, Cisco Advanced 
Services, recommends assessing six key operational areas. First, 
it is important to understand your IT organizational structure, how 
you control resources, and how you manage and supervise that 
organization. Second, you want to examine the technical skills of 
your staff, and identify training opportunities that will help ensure 
proper cloud architecting and operations. Technology is the next 
area, examining how you would map network, storage, servers 
and software to the cloud infrastructure.

Process follows tools and technology, including the organizational 
structure, governance and standards that will sustain a cloud 
strategy. Metrics are next. It is critical to establish KPIs that prove 
IT is meeting SLAs and promote effective ongoing management 
of the services delivery model. Finally, management processes 
comprise the framework, which supports the end-to-end cloud 
lifecycle that includes strategy, design, transition, operation and 
service improvement.

“The findings of the Cisco Cloud Operational Management 
Assessment inform the three pillars of the cloud framework–
technology, people/processes/tools and strategy,” says Rajamani. 
“To support the cloud, a multi-tenant infrastructure design is 
required, which should prompt people and process changes to  
avoid operational challenges. Change and patch management 

as well as open communication channels between the traditional 
silos of network, storage, security, application, and server teams 
will help ensure that everything is coordinated and in sync. Then 
you can layer on a proven methodology like ITIL v3 with cloud 
adaptations to manage the lifecycle.”

Cloud best practices

When contemplating your cloud journey, Rajamani points to 
several best practices based on other implementations that he 
has observed. First, the CTO/CIO vision for the organization’s 
evolution is a critical guidepost for the cloud journey. He also 
stresses the importance of proactive change management 
and a strong implementation plan, which can help ease the 
transition into a new cloud environment. And having a formalized 
approach to optimization can help improve process, service and 
performance throughout every stage of the lifecycle.

Bill Dufresne, Distinguished Systems Engineer, Cisco, adds to 
Rajamani’s insights: “The same type of standardization and 
application classification that companies commonly do for 
virtualization also applies to the cloud. Once you’ve classified 
applications, it is a good idea to create a test environment to 
identify inconsistencies as well as support and management 
challenges. This also provides an excellent opportunity to begin 
a dialogue within IT about who is responsible for maintaining 
the automation and services catalog portion of orchestration. 
Cross-pollinating storage, networking and compute within IT 
creates the potential for new positions like cloud architects and 
cloud administrators who can move the IT organization closer to 
supporting business agility and growth.” 

Cisco Cloud Adoption Strategy Workshop

The Cisco Cloud Adoption Strategy Workshop is offered to 
qualifying organizations at no cost. The customized workshop 
can enable you to develop an understanding of cloud adoption 
and its impact on your business, identify opportunities and 
challenges and define an approach to develop a migration 
strategy. To qualify, see Cisco Cloud Adoption Strategy 
Workshop at www.UnleashingIT.com and also download a 
Cisco white paper for business leaders. 

Perspectives and Solutions
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Perspectives and Solutions

“Snowmaggedon” hit 
Washington D.C. in December 
2010, forcing many U.S. 
federal offices to shut down for 
as long as a week. In addition 
to sparking government 
continuity concerns, the Office 
of Personnel Management 
(OPM) Director John Berry 
has said the government loses 
$102 million each day it closes 
all Washington-area offices 1.

Truth be told, lost revenue 
and government continuity are 
merely two warning signs at the 
public sector crossroads.

With 30 to 40 percent of 
government employees 
expected to retire in the next 
five years, there is mounting 
pressure to attract and retain 
younger workers; individuals who 
have come to expect workplace 
flexibility and technology 
enablement. There are 
widespread calls to reduce the 
environmental and real estate 
footprint of federal agencies. 
And economic realities dictate 
drastic cuts to the government’s 
capital and operating expenses.

Mandates spark action

The Telework Enhancement 
Act of 2010 was signed 
into law mere months after 
“Snowmaggedon.” In an 
executive memorandum 2, 
Berry said the Act “provides 
a framework for agencies to 
better leverage technology 
and to maximize the use of 

flexible work arrangements, 
which will aid in recruiting 
new Federal workers, retain 
valuable talent and allow the 
Federal government to maintain 
productivity in various situations 
—including those involving 
national security and other 
emergency situations.”

The Act followed a new “Cloud 
First” policy that aims to improve 
federal IT procurement after 
several technology programs ran 
over budget, behind schedule 
or were abandoned altogether. 
The policy requires all federal 
agencies to identify three 
services to transition to the 
cloud, and move at least one of 
the three by March 2012. 

“Federal mandates like the Cloud 
First policy and the Telework 
Enhancement Act help spur 
people into action,” says Dan 
Kent, Director, Federal Solutions 
and CTO at Cisco. “But everyone 
understands that government 
agencies need to dramatically 
lower their capital and operating 
costs; they need to be more 
flexible with their workforce; 
and they need to catch up with 
the private sector in terms of 
technology enablement and 
footprint reductions.” 

Public sector agencies have 
an opportunity to address all of 
these issues, Kent says, with a 
single strategy.

“Hosting telework services 
in the cloud satisfies two 

requirements: the Cloud 
First policy and the Telework 
Enhancement Act of 2010,” 
he explains. “But the resulting 
benefits extend well beyond two 
mandate-driven checkboxes.”

Telework enablement 
in the cloud

According to Cindy Auten, 
General Manager of the 
Telework Exchange, a public-
private partnership that works to 
demonstrate the tangible value 
of telework in the public sector, 
several government agencies 
have long benefited from 
telework programs.

“The U.S. Patent and Trademark 
Office has saved $11 million 
in real estate costs by allowing 
1,300 patent examiners to work 
from home four days a week,” 
Auten explains. “85 percent 
of TIGTA [Treasury Inspector 
General for Tax Administration] 
employees telework to the tune 
of $1 million in annual savings. 
The list goes on, but the public 
sector at large is just now 
realizing that telework programs 
are not a luxury, but an 
essential component of every 
government agency.” 

With 70 percent of the federal 
workforce eligible for telework 
and only 10 percent doing 
so today, there is ample 
opportunity for telework 
adoption. According to Kent, 
cloud computing can be the 
lynchpin and enabler.

“Telework services can satisfy 
a number of pressing public 
sector needs, but not if they 
are difficult and costly to deploy 
and sustain,” Kent explains. 
“Hosting these services in 
the cloud—which minimizes 
risk, capital expenses and 
administrative requirements—
can be the answer.”

Government leaders certainly 
endorse such approaches. 
“The cloud computing model 
can significantly help agencies 
grappling with the need 
to provide highly reliable, 
innovative services quickly 
despite resource constraints,” 
U.S. Chief Information Officer 
Vivek Kundra wrote in a 
recent report 3. “An estimated 
$20 billion of the Federal 
Government’s $80 billion 
in IT spending is a potential 
target for migration to cloud 
computing solutions.”

Cisco Teleworking and 
Mobility Advisor

The Cisco Teleworking and 
Mobility Advisor tool can help 
you estimate the potential 
savings and/or gains from 
teleworking and mobility 
solutions. To access the tool 
and download related papers, 
see Teleworking and Mobility 
Solutions at:  
www.UnleashingIT.com 

Public sector at a 
crossroads
Hosting telework services in the cloud satisfies two 
federal mandates, reduces public sector costs, improves 
government continuity and expands workforce flexibility. 
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Experiences

“We needed to make a transformative 
investment in product development,” says 
John Pierce, Vice President of Information 
Systems at Tripwire. 

The leading IT security and compliance 
automation software company had 
experienced years of dramatic business 
growth. Larger clients, who have more 
complex and diverse needs as well as 
higher expectations for service and 
solution scalability, had been ushered 
in. And Tripwire needed to ensure its 
infrastructure and approach to IT were  
able to accommodate them. 

“Every time one of our teams had a 
new computing requirement, we had to 
further build out our IT infrastructure,” 
Pierce explains. “To continue our growth 
trajectory and realize our full potential, we 
needed to evaluate and invest in a more 
efficient, long-term solution.”

Tripwire found the answer in a virtualized 
data center and progressive transition to the 
cloud. What stands as one of the largest 
capital investments in Tripwire history has 
company leaders optimistic about the future.

Transforming product 
development

To satisfy burgeoning customer 
requirements and compete with the world’s 
largest security software providers, Tripwire 
recognized a need to bolster its product 
development capabilities. Doing so would 
enable the company to produce better 
products and get them to market faster. 

“In addition to developing a broader suite 
of products, we wanted to increase our 
capacity for research, test and development 
and quality assurance,” says Pierce. 
“We needed the ability to quickly spin up 
thousands of VMs [virtual machines] for 
tests and analysis.”

Through data center virtualization and cloud 
enablement, Tripwire is transforming the way it 
develops and delivers products to market.

Moving to the cloud a  
“game changer” for Tripwire

John Pierce, VP of Information Systems at Tripwire
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With the help of service provider Sirius 
Computer Solutions, Tripwire evaluated 
multiple reference architectures, including 
both virtualized and discrete server models. 
The company settled on FlexPod for 
VMware, a unified and shared infrastructure 
that simplifies data center transformation. 
Developed by Cisco and NetApp, FlexPod 
can easily scale, be optimized for a variety 
of mixed application workloads and be 
configured for virtual desktops or server 
infrastructure. It also facilitates Tripwire’s 
move to the cloud.

“Tripwire is taking a very smart approach, 
with a focus on both short- and long-term 
goals as well as investment protection,” 
says Mark Tarmy, IT Consultant at Sirius 
Computer Solutions. “FlexPod allows them 
to virtualize and consolidate their data 
center in the near-term, begin building an 
internal cloud for the long-term and still tap 
into public cloud services when needed.”

Once the FlexPod is fully implemented 
in summer 2011, Tripwire will utilize a 
“shared, elastic infrastructure” for product 
development tasks, Pierce confirms, and 
take advantage of public cloud offerings for 
customer training and sales activities.

Proof-of-concept reveals 
significant efficiency gains

The tipping point of Tripwire’s decision 
process came during a weeklong proof-of-
concept (POC) conducted jointly by Cisco, 
NetApp, VMware and Sirius Computer 
Solutions. The POC validated and quantified 
the performance and efficiency gains 
Tripwire could anticipate with FlexPod.

“The POC was an eye-opener,” Pierce 
reveals. “It showed that we can achieve an 
80 to100x performance improvement over 
our current environment, in half the space.”

Traditionally, Tripwire engineers would spend 
roughly 40 hours setting up a single software 
test, and five minutes provisioning a single 
VM. The POC proved that tests could be set 
up in a scant 30 minutes and 17 VMs could 
be provisioned every minute using FlexPod.

“This is a game changer from an R&D 
perspective,” says Pierce. “With dramatically 
higher test and development efficiency, 
our engineers can enhance our products 
in ways that were previously unimaginable. 
They’ll be able to find problems faster, 
develop additional features and functions 

for every release and bring exceptional 
products to market more rapidly.” 

They will do so with a much smaller 
technological and environmental footprint. 
Using Cisco® Unified Computing System 
(UCS) blade chassis to run FlexPod for 
VMware, Tripwire is moving from 15 racks 
of data center gear to eight. Not only will the 
company experience significant performance 
gains, but also cost reductions related to 
power and cooling. Tripwire also has room to 
grow as it continues moving toward the cloud.

“My hat is off to Cisco, NetApp, VMware 
and Sirius,” says Pierce. “They are 
transforming the way we develop and 
deliver products to market. And we’re 
excited about the prospects for our future.”

FlexPod Proof-of-Concept

To request a proof-of-concept, 
please contact your Cisco Account 
Representative, Cisco Channel Partner 
or call 1-800-553-6387 and select 
option 1. For more information on 
FlexPod, visit: www.UnleashingIT.com

Ready to rumble: Tripwire is transforming its product development capabilities and looking to knock out the competition.
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ExperiencesCloud enabling global 
opportunities

The cloud enables 
Educational Testing Service 
(ETS) to leverage on-demand 
capacity for improved 
workload management 
while supporting the price 
points and computing 
power needed to pursue 
global opportunities. 

As the world’s largest private educational 
testing and research organization, ETS 
develops, administers and scores more 
than 50 million tests annually in more than 
180 countries. Much of its business is 
seasonal and has severe cyclical peaks in 

demand. For example, ETS administers 
The College Board’s Advanced Placement 
assessments to millions of students on one 
weekend out of the year.

“In addition to our virtualized development 
and test environments, we have 600 
to 700 servers with an average server 
utilization of approximately four to seven 
percent,” says Dan Wakeman, VP and 
CIO, ETS. “We want a pay-for-what-you-
use computing capacity model to improve 
workload management. Cost reduction 
is certainly an important goal, but so is 
increased elasticity and burstability to 
support global business growth.”

ETS wanted to become more nimble by 
having the capability to add new services 
quickly and adapt to the changing needs of its 
markets. Customer satisfaction and reducing 

cycle times for processing test results were 
also core priorities. The company also wanted 
to transition from an IT capital investment 
model to an ongoing operating expense 
business model. To Wakeman and his team, 
this transition was critical to ensure a focus 
on core business priorities and support ETS’ 
market leadership.

Piloting the cloud

ETS outsourced its IT infrastructure to 
CSC nine years ago. When considering a 
cloud solution, it wanted more than just an 
infrastructure-as-a-service model; it wanted 
a fully managed offering that included 
monitoring, backup/restore and patching.

“With CSC managing our IT infrastructure, 
we no longer have skills in-house to  
manage a cloud infrastructure,” says  
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Bob Foy, Enterprise Architect, ETS. “In 
addition, the majority of our applications 
haven’t been developed to run over a wide 
area network, which limits the opportunities 
for using an external public cloud. The CSC 
CloudCompute offering, based on the VCE 
architecture and Cisco ® Unified Computing 
System, can be deployed as an extension 
of our current physical environment on our 
local area network. In addition, unlike a public 
cloud, CSC is able to limit other ‘tenants’ to 
trusted partners who have similar security 
and risk requirements as ETS.”

ETS conducted a proof of technology 
for CSC’s CloudCompute offering using 
Speech Rater, a proprietary application that 
assesses spoken responses to test items. 
With its traditional server model, ETS has to 
maintain servers to support both the current 
application demand and the peak volume, 
which results in considerable costs. And 
because those servers are only in use for 
several weeks at a time, ETS is paying for 
idle infrastructure in off-peak periods.

“Since ETS has standardized on VMware 
as its virtualization platform, using  Vblock 
featuring VMware as the cloud fabric 
means that we don’t have to re-architect 
the application and can leverage the same 
people, processes and tools in use currently,” 

says Wakeman. “With the configurations 
in the cloud being the same as the 
configurations in our data centers, we are 
establishing a standard operating environment 
that gives us portability and flexibility. And we 
can deploy more applications in the cloud 
without having to worry about investing cycles 
in re-architecting.”

Pursuing global opportunities

With the elasticity and burstability of the 
cloud, Wakeman is confident that ETS will 
be able to develop offerings and embark 
on opportunities that were out of reach 
previously. Testing can go beyond the 
traditional educational paradigm into areas 
including workforce readiness and teacher 
performance evaluation in both traditional 
markets and higher volume global markets 
like India and China.

Wakeman’s confidence comes from 
experience. An opportunity arose in South 
Korea for ETS’ Speech Rater application. 
To meet the demand in one weekend, the 
company would have had to stand up 400 
quad-core servers. It eventually passed on 
the opportunity because of the required 
infrastructure costs. And it wasn’t the 
first time that opportunities were simply 
too expensive to consider. Wakeman is 

hoping that with the infrastructure-on-
demand capabilities of the cloud, ETS will 
be able to pursue more discovery-based 
opportunities in new markets.

“Price point and on-demand capacity are 
the two key business benefits of the cloud 
that stand out for me,” says Wakeman. 
“For emerging markets like India and 
China, where hundreds of millions of 
people will be entering the workforce in the 
next five to 10 years, we need to be able 
to test more people at a lower price point 
with the same performance. And we also 
need to be able to offer different types of 
tests including workforce simulations and 
speech screening, which use significant 
compute capacity. With the cloud, we can 
start considering opportunities that would 
be out of our reach if we relied on standard 
data center hosting parameters.” 

Assess Application ROI

Have an application you are 
considering for the cloud? Let CSC 
help you assess your application 
ROI with a quick online survey—then 
choose the right cloud for you.  
Visit: www.UnleashingIT.com/CSC

“With the cloud, we can start considering opportunities that 
would be out of our reach if we relied on standard data center 
hosting parameters.”
 
Dan Wakeman, VP and CIO, ETS 

The ETS processing center provides on-demand capacity to crunch millions of test scores.

13Seize innovation, accelerate business, drive outcomes. All through the Cloud.

http://www.UnleashingIT.com/CSC


ExperiencesVirtualizing on Cisco UCS 
keeps hospitals running

Healthcare provider 
Aspirus migrated to Cisco 
Unified Computing System 
(UCS) blades to  
regain virtualization 
capabilities for its 
business-critical Epic 
Hyperspace environment, 
reducing server count from 
20 to seven and improving 
user performance.

As a non-profit healthcare network with six 
hospitals, 60 clinics, and other healthcare 
facilities, Aspirus runs its “business” 
on the Epic electronic medical records 
(EMR) solution. Epic touches every aspect 
of healthcare delivery, including billing, 
reconciling, patient care documentation, 
physician medication orders, and patient 
scheduling in clinics, surgery, and the ER.

“When I arrived at Aspirus five years ago, we 
had severe server sprawl—our data center 
was running out of footprint, and we were 
having serious power and cooling issues,” 
says Glynn Hollis, Director of Technical 
Services, Aspirus IT. “It was crunch time for 
us with upcoming healthcare reforms and 
the associated rising costs. We knew we 
had to take decisive action to improve our 
resource efficiency and spend more wisely.”

The IT industry was on the cusp of 
virtualization, and VMware was gaining 
significant traction. After a data center 
analysis showed that CPU utilization was at 
a mere five percent, Aspirus decided that 
it was time to move aggressively toward a 
virtualized environment. The organization 
transitioned Epic to VMware and 
experienced the performance, redundancy 
and flexibility benefits of virtualization. 

Hitting a wall

But things changed in 2008. Aspirus added 
two new hospitals to its network and rolled 
out surgery and ER modules, doubling 
the Epic user count to 2500. At the same 

time, Epic released a new version, which 
lifted the performance curve beyond what 
Aspirus had architected for its existing 
virtualization model. 

“The 2008 version of Epic changed the 
way that lists were rendered,” says Hollis. 
“Doctors create lists like macros, which pop 
up diagnoses and treatment plans. Some 
doctors go to the extreme in list creation, 
having 150 lines of scripting code. In the 
2008 version of Epic, those lists, which 
were previously simple Microsoft text 
scripts, were being rendered in Internet 
Explorer. It was a lot more overhead.”

So much so that if a doctor was on 
the same system with 120 other users 
simultaneously, they all experienced a 
huge performance slow down. In the end, 
Aspirus faced a situation where a few doctors 
using these scripts were affecting 1000 users 
at any given time in a day.

“We pulled Epic off of VMware immediately 
to diagnose the problem and we chose to 
put Epic back on raw servers,” says  

Glynn Hollis, Director of Technical Services, Aspirus IT
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Tom Whalen, Core Infrastructure Team 
Leader, Aspirus IT. “The application was 
running, which was critical for our users and 
our daily business operations. But from an IT 
perspective, we spent $150,000 to increase 
the number of Epic servers to 20 to run the 
Epic front end for 2500 users. We were back 
to that five percent CPU utilization model and 
lost the redundancy, flexibility, and agility of 
virtualization. We basically hit a wall. Adding 
hardware to keep performance running at 
the same level was becoming unsustainable 
for us, and we wanted a new way to 
architect for this specific workload.”

Virtualizing with Cisco UCS

Working with its partner Ahead, Aspirus 
began a proof-of-concept around 
virtualizing with Cisco UCS. To really 
test the architecture, Aspirus wanted 
to duplicate what it was doing with a 
virtualized version of Epic and extend 
those capabilities with Cisco UCS. Hollis 
and Whalen wanted to see how far they 
could go using a single blade with the Epic 
production workloads, so they included live 

clinical users as part of the testing. Proving 
the linear scalability of the architecture 
was critical from both the IT and business 
perspectives, as Aspirus is bringing three 
new hospitals into its network in 2012.

Based on the workloads that Aspirus was 
putting against Cisco UCS, general CPU 
utilization was lower than with its previous 
architecture. When Hollis and Whalen 
layered more virtual machines on that blade, 
CPU utilization scaled linearly. With the 
Cisco® B440 blade, they realized that they 
could have 1000 users on that blade while 
maintaining the 30 to 40 percent headroom 
required for possible peaks in Epic usage.

“We reduced our servers from 20 to seven, 
which saved us money,” says Hollis. “But we 
also improved performance and still have 
the headroom in Epic in order to operate 
the client effectively. With only seven blades 
required to do the same work, we were 
able to show our current user base a better 
performance curve while gaining back the 
capabilities of using VMware for Epic. Upon 
practical implementation of Cisco UCS, 

we’ve proved that this is a better architecture 
to manage this client workload than anything 
that we’ve seen.”

Aspirus plans to move toward a private 
cloud, leveraging Cisco technology for 
its server platform, network and SAN 
connectivity. By building its infrastructure 
as an on-demand utility model, Aspirus will 
automate provisioning, driving efficiency 
and flexibility. Through automation, 
Aspirus IT will gain back cycles to focus 
on providing the tools that can enable end 
user productivity and efficiency. 

Cisco Healthcare Solutions

Get the latest news about Cisco 
Healthcare Solutions. Visit www.
UnleashingIT.com/HC and register 
to receive access to complimentary 
healthcare webcasts, case studies 
about healthcare implementations, white 
papers highlighting innovations such as 
Medical-Grade Networks, and more.

After hitting a virtualization wall, Aspirus found relief with the Cisco Unified Computing System. 
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move fearlessly among the clouds
it’s open, yet secure.
agile, yet efficient.
virtual, yet real.
intelligent, yet simple.
virtual, yet real.

it builds on your current network,
combining servers, networking,
storage and virtualization.
so you can deploy
applications in minutes,
not weeks.

move among the clouds.
grow your business.
and turn silos into
new ways of working together.
introducing the Cisco data center
business advantage.

cisco.com/go/dcbusiness
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