
Cisco NAC
Guest Server
Enhanced Guest Management 
for NAC Appliance and 
Wireless LAN Controllers
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Providing The Services Needed for NACProviding The Services Needed for NAC
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How NAC EvolvesHow NAC Evolves
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Most Customers begin NAC with Guest Access



Introducing Cisco NAC Guest ServerIntroducing Cisco NAC Guest Server
Managing The Guest User Lifecycle

PROVISIONING
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REPORTING



The Pieces of Guest AccessThe Pieces of Guest Access

Web Authentication 
alone DOESN’T 

idprovide guest access
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Completing the guest access puzzleCompleting the guest access puzzle

Guest Access 
requires many 

ddi i ladditional 
services 
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ProvisioningProvisioning

Who should create user accounts?
Receptionist/Lobby Ambassador

IT Security

Managers

Anyone

NAC Guest Server lets you chooseNAC Guest Server lets you choose
based upon your security policy

Allowing anyone to create accounts providesAllowing anyone to create accounts provides 
increased usage and will be just as secure

Reduced Cost Speed of access
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Reduced Cost
Full Audit Trail

Speed of access
Ease of use



Sponsor PortalSponsor Portal

Web PortalWeb Portal

Authenticate with 
corporate 
credentialscredentials

Local Database

Active DirectoryActive Directory

LDAP

RADIUS
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Creating Guest AccountsCreating Guest Accounts

1. Enter user details

2. Specify start and
end times

3 Add user
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3. Add user



Guest User Account Detail DeliveryGuest User Account Detail Delivery

Send account
information via
print-out, email,
or SMSo S S
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Audit and ReportsAudit and Reports

Sponsor Guest AccountSponsor
Information

Guest
Information

Account
Information
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Detailed informationDetailed information
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Return On InvestmentReturn On Investment
Cisco Internal Savings from Self Service Provisioning

230,000 Guests per year (and increasing)
$25 per call to setup a guest (cost avoided)

30,000
Guests

Cost savings of $5.5M by self provisioning

January 05 March 07
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Summary:
Cisco Simplifies Security 
Management for G ests AccessManagement for Guests Access 

Cisco NAC Guest Server

Provides efficient and secure guest access solution

Expands the Cisco NAC services (Identity Posture Profiling Secure Guest)Expands the Cisco NAC services (Identity, Posture, Profiling, Secure Guest)

Improves customer satisfaction, productivity, and business competitiveness
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cisco.com/go/nac
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