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Providing The Services Needed for NAC
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How NAC Evolves

From Guest
Access

To All Aspects of
Access Control

Most Customers begin NAC with Guest Access




Introducing Cisco NAC Guest Server
Managing The Guest User Lifecycle

PROVISIONING
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The Pieces of Guest Access

Web Authentication
PN alone DOESN'T
S wed wee Provide guest access

JI Captive | -~




Completing the guest access puzzle

— Guest Access

| Captive requires many
Portal additional
' services




Provisioning

Who should create user accounts?
Receptionist/Lobby Ambassador
IT Security
Managers

Anyone

NAC Guest Server lets you choose
based upon your security policy

Allowing anyone to create accounts provides
Increased usage and will be just as secure




Sponsor Portal

Web Portal
Authenticate with %
corporate

credentials

Local Database ' Cisco NAC Guest Server
Active Directory

LDAP

RADIUS




Creating Guest Accounts

I.lll | I n
CcISCO Create a Guest User Account

1. Enter user details

Enter tha guest usars details below and then click Add User

First Name: jahn
User Accounts

Last Mamea:  smith

Company: mycompany

Ft:-; por tin_g Email Address: john@mycompany.com

Mobile Phone Mumber: [ +1 us) 1) '555.6556

Account Start Time | 00 P8 : | oo &

2. Specify start and oo (197%) (oo ) (7007 BLEB
end times ccomtens e (58): (5518

Timezone:  America/Los_Angeles

“Add User | | Reset Form

o Cioco 2007 3. Add user




Guest User Account Detall Delivery

ciSsco Create a Guest User Account

Send account
Username: jochn@mycompany.com3 I nfo rm a.ti O n Vi a.

Password: WCnSan02

User Accounts Account Start: 2007-8-19 00:00:00 p rl nt_o ut e l ' a| |
y ’

Account End: 2007-9-19 23:59:00

Timezone: America/Los_Angeles S I\/I S
“print | Email ) ("sMms Or

Reporting

Enter the guest usersddetails below and thendlick Add User.

rane(LA - .

) e i GuestDetails
Guest User Cetails B Guest User Account Details - Message [Plain Text)

Tio it & D e, [t 8 e ol o) o 2 , : g Username:
& Repls i Reply ko Al - Forward | = = L niall@cisco.

Paszword:
JFdGTFUTI*
End: 17:00
by R 0 B Wi rmbbriy s i et B I Tk sl st T i | 11407
Whinid o i s Frarm: quest-access-portal Sent:  Tue 13/03/2007 14:07

P i) pind GG A & e O e e el D Wi e 4| Subject:  Guest User Account Details
Wi Gosrrrctn

st omnalin fup appacd it Pop B0 = o, Thas open o vl e h‘he following cuest user account has heen created

! Fle Edit Yiew Insert Format  Tools  Ackiors  Help

Father Asshilares for wou

Acceptable Use Palicy Usernsme: cs000013
Password: ELCVNEXP

WValid From: =2007-03-13 00:00:00
Valid To: Z007-03-13 23:59:00

=l wappor olevery amsia

. ey i To asccess the network you must agree to the ATPR




Audit and Reports

A

Sponsor Account
Information ; B Information dggm Information

e And | 31

g | ] ~ "
User Accounts Last N3 Locale Show All B

Compafy

Email “Submit ’ (Reset’

Reporting

Created By Username Full Company Email tart Time End Time Status
Name

nelassaa niall niall el-  cisco niall ?3rd Sep 2007 23rd Sep 2007 active
assaad 00:00:00 23:5800
Anericallos_Angeles Americallos_Angeles
nchong@cisco.cof fnelassaa@cisco.com niall el- nelassaa@cisco.com 23rd Sep 2007 23rd Sep 2007 active
acsaad N0:00:00 23:5400
Anericallos_Angeles Americallos_Angeles

alok john@acme.com jon john@acme.com 23rd Sep 2007 23rd Sep 2007 active
smith 00:00:00 23:5900
PurmialLos_Angeles  AnmnicalLos_ Anyulus
syed.ghayur sarah@greatstores.com serah Qeat sarah@greatstores.cony B3rd Sep 2007 23rd Sep 2007 active
jones slores 00:00:00 23:5900
Anericallos_Angeles Americallos_Angeles
sponsor paul@bigcompany.com paul bg paul@bigcompany.cony B3rd Sep 2007 23rd Sep 2007 active
jownson  company 00:00:00 235900

frnericallos_Angeles Americallos_Angeles
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Detalled information

Status

agtive
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Return On Investment

Cisco Internal Savings from Self Service Provisioning

30,000
Guests

230,000 Guests per year (and increasing) B
$25 per call to setup a guest (cost avoided)
Cost savings of $5.5M by self provisioning

January 05




Provides efficient and secure guest access solution
Expands the Cisco NAC services (ldentity, Posture, Profiling, Secure Guest)

Improves customer satisfaction, productivity, and business competitiveness

cisco.com/go/nac
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