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Protocol Classification  
The goal of this research area is to address trade-offs am on g flex ib ility ,  sp eed,  an d cost,  
related to p rotocol descrip tion  lan gu ages for high-sp eed p ack et classification  u sed b y  
en gin eers to b u ild stron ger in tegration  of ap p lication s w ith n etw ork  dev ice.  I n  addition ,  
this area ex p lores sim p ler lan gu age in  classification s to b e u sed b y  the en dp oin t 
cu stom er.     

High-s p e e d  p a c k e t  c l a s s if ic a t io n  r e s e a r c h e n c o m p a s s e s  t he  in v e s t iga t io n  o f  n o v e l  t e c hn iq u e s  f o r  
f l e x ib l e  p a c k e t  c l a s s if ic a t io n  a t  v e r y  high s p e e d ,  f o c u s in g o n  
t he  p r o t o c o l  d e s c r ip t io n  a n d  r e c o gn it io n  c o m p o n e n t s .   
F l e x ib il it y  is  t r a d it io n a l l y  a  s o f t w a r e -b a s e d  s o l u t io n .  S p e e d  is  
m o s t  o f t e n  o b t a in e d  t hr o u gh d e d ic a t e d  ha r d w a r e  s u c h a s  
A S I C s .  C o s t  is  c o m m o n l y  r e d u c e d  b y  in c o r p o r a t in g s u c h 

c a p a b il it ie s  in t o  t he  d a t a  p a t h o f  a  n e t w o r k  d e v ic e .  
P o t e n t ia l  r e s e a r c h t o p ic s  s ho u l d  a l s o  s e e k  t o  a d d r e s s  c u s t o m e r -f a c in g l a n gu a ge s  t o  p r o v id e  e a s ie r  
c u s t o m iz a t io n  a n d  gr e a t e r  f l e x ib il it y  t o  a d a p t  t o  n e w  p r o t o c o l s  a n d  a p p l ic a t io n s  a s  t he y  e v o l v e .  

Protocol classification and description languages description are listed below: 
• C o m p a r is o n  o f  “ s t a t e f u l ”  a n d  “ s t a t e l e s s ”  t e c hn iq u e s ,  “ s ign a t u r e -b a s e d ”  a n d  “ b e ha v io r a l ”  

s t r a t e gie s  f o r  in -d e p t h ( L 7 )  p a c k e t  a n a l y s is   
• P r o f il in g a n d  a r c hit e c t u r a l -l e v e l  d e c o m p o s it io n  o f  p a c k e t -p r o c e s s in g  
• A r c hit e c t u r a l  is s u e s  f o r  a  n e w  ge n e r a t io n  o f  A S I C s  f o r  l in e -r a t e  L 7  p r o c e s s in g,  ha r d w a r e  

v s .  s o f t w a r e  d e c o m p o s it io n ,  s o f t w a r e  o p t im iz a t io n  
• L a n gu a ge s  a v a il a b l e  t o  c u s t o m e r s  f o r  p r o t o c o l  d e s c r ip t io n  a n d  p a c k e t  c l a s s if ic a t io n .  

R F P :  P r o t o c o l  O b l iv io u s  ( B e ha v io r a l )  I n t e r n e t  T r a f f ic  C l a s s if ic a t io n   
 
I f  y o u r  r e s e a r c h t o p ic  d o e s n ' t  d ir e c t l y  a d d r e s s  a n y  o f  t he  p r o p o s e d  R F P s  p l e a s e  s u b m it  it  a s  a  
ge n e r ic  p r o p o s a l  f o r  t his  a r e a .   
I f  y o u  ha v e  c o m m e n t s ,  q u e s t io n s  o r  f e e d b a c k s  r e l a t e d  t o  t his  a r e a  p l e a s e  d o n ’ t  he s it a t e  t o  c o n t a c t  
u s  a t  r e s e a r c h-p d l @ c is c o . c o m  
Related material 

● N e t B e e  /  N e t P D L  - ht t p : / / w w w . n b e e . o r g/  
● N e t V M  - ht t p : / / n e t gr o u p . p o l it o . it / r e s e a r c h-p r o j e c t s / n e t v m / n e t v m  

 
 
 

High-s p eed  p a c k et  c l a s s if ic a t io n  r es ea r c h 
en c o m p a s s es  t he in v es t iga t io n  o f  n o v el  t ec hn iq u es  
f o r  f l ex ib l e p a c k et  c l a s s if ic a t io n  a t  v er y  high s p eed  
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