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F r o m  T h e  E d i t o r

 

Major Internet events such as the IETF meetings, the Regional Internet
Registry meetings, APRICOT, SIGCOMM, and NetWorld+Interop to
name a few, all provide Internet access for attendees. Commonly re-
ferred to as the “Terminal Room,” these facilities have evolved into
complex high-speed networks with redundant paths, IPv6 routing, mul-
ticast, and more. In the last five years or so, these networks have also
been providing wireless access using various flavors of the IEEE 802.11
standard. As I write this, I am sitting in the lobby of the Minneapolis
Hilton Hotel, where the 53rd IETF meeting is being held. The lobby
area and two floors of meeting rooms have IEEE 802.11 coverage, and
a directional high-gain antenna provides access in the pub across the
street. Wireless Internet computing is a reality, at least when you have a
large gathering of engineers such as an IETF meeting. In our first arti-
cle, Edgar Danielyan takes a closer look at this technology, its
applications and evolution. 

More and more software is being distributed via the Internet rather
than through the use of conventional media such as CD ROMs or
floppy disks. Downloading software via the Internet is very convenient,
especially if you have reasonably high bandwidth. However, with this
convenience comes a certain risk that you may be receiving a modified
copy of the software, perhaps one that contains a virus. Code signing is
a method wherein software is cryptographically signed and later
verified. Eric Fleischman explains the details of code signing.

I should have known better than to announce the imminent availability
of our online subscription system in the previous issue. We are working
on it, but it isn’t ready yet, so please continue to send your subscription
requests and updates to: 

 

ipj@cisco.com

 

 

 

—Ole J. Jacobsen, Editor and Publisher

 

ole@cisco.com

 

You can download IPJ
back issues and find

subscription information at:

 

www.cisco.com/ipj
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IEEE 802.11

 

by Edgar Danielyan

 

ntroduced in 1997, the IEEE Standard 802.11 for wireless local-
area networks has seen modifications and improvements in the
past years and is promising a brighter wireless future, so yearned

for by many of us. However, during its lifetime, the standard also has
had a few setbacks, which are reminders that nothing is perfect in this
world, much less in networking. This article provides a brief but com-
prehensive introduction to IEEE 802.11 wireless networking, its
present and future, and highlights some of its security, performance,
and safety aspects. 

 

IEEE 802.11 

  

trical and Electronics Engineers

 

 (IEEE) in 1997. That standard is
known as IEEE 802.11-1997 and is now updated by the current stan-
dard, IEEE 802.11-1999. The current standard has also been accepted
as an American national standard by the 

 

American National Standards
Institute

 

 (ANSI) and has been adopted by the 

 

International Organiza-
tion for Standardization

 

 (ISO) as ISO/IEC 8802-11:1999. The
completion of IEEE 802.11 in 1997 set in motion the development of
standards-based wireless LAN networking. The 1997 standard specified
a bandwidth of 2 Mbps, with fallback to 1 Mbps in hostile (noisy) envi-
ronments with 

 

Direct Sequence Spread Spectrum

 

 (DSSS) modulation,
and bandwidth of 1 Mbps with 

 

Frequency Hopping Spread Spectrum

 

(FHSS) modulation, with possible 2-Mbps operation in friendly (noise-
less) environments. Both methods operate in the unlicensed 2.4-GHz
band. What is less known about IEEE 802.11 is that it also defines a
baseband infrared medium, in addition to the DSSS and FHSS radio
specifications, although its usefulness seems somewhat limited. There
are also several task groups inside the 802.11 working group itself that
work on substandards of 802.11: 
• 802.11D: Additional Regulatory Domains 

• 802.11E: Quality of Service (QoS) 

• 802.11F: Inter-Access Point Protocol (IAPP) 

• 802.11G: Higher data rates at 2.4 GHz 

• 802.11H: Dynamic Channel Selection and Transmission Power
Control

• 802.11i: Authentication and Security 

The IEEE 802 group has an official Web site at 

 

www.ieee802.org,

 

and IEEE 802.11 has an official Web site at 

 

www.ieee802.org/11/.

 

 

I

The initial IEEE Standard 802.11 was published by the Institute of Elec-
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DSSS

 

Direct Sequence Spread Spectrum

 

 (DSSS) is one of the modulation tech-
niques provided for by the IEEE 802.11 and the one chosen by the
802.11 Working Group for the widely used IEEE 802.11b devices.
DSSS modulation is governed in the United States by FCC Regulation
15.247 and in Europe by ETSI Regulations 300-328. DSSS in IEEE
802.11 uses 

 

Differential Binary Phase Shift Keying

 

 (DBPSK) for 1
Mbps, and 

 

Differential Quadrature Phase Shift Keying

 

 (DQPSK) for 2
Mbps. The 

 

Higher-Rate DSSS

 

 (DSSS/HR) defined in IEEE 802.11b uses

 

Complementary Code Keying

 

 (CCK) as its modulation scheme and pro-
vides 5.5- and 11-Mbps data rates. Because of their compatibility, all
three modulation schemes can coexist using the rate-switching proce-
dures defined in the IEEE 802.11. The 

 

Orthogonal Frequency Division
Multiplexing

 

 (OFDM) used by the IEEE 802.11a is regulated in the
United States by Title 47 Section 15.407 of the U.S. 

 

Code of Federal
Regulation

 

 (CFR). IEEE 802.11a uses a system of 52 subcarriers modu-
lated by BPSK or QPSK and 16-quadrature amplitude modulation. It
also uses 

 

forward error correction

 

 (FEC) coding, also used by the Digi-
tal Video Broadcasting (DVB) standard with coding rates of 1/2, 2/3,
and 3/4. 

 

FHSS 

 

Although specified by the original IEEE 802.11, 

 

Frequency Hopping
Spread Spectrum

 

 (FHSS) modulation is not favored by vendors and, it
seems, the 802.11 working group itself. DSSS has won the battle—very
few vendors support 802.11/FHSS, and further developments with
802.11 use DSSS. Some have expressed ideas that frequency hopping in
FHSS may contribute to the security of 802.11, but these are invalid ex-
pectations—the hopping codes used by FHSS are specified by the
standard and are available to anyone, thus making the expectation of
security through FHSS unreasonable. 

Two supplements to the IEEE 802.11-1999, known as IEEE 802.11a
and IEEE 802.11b, brought considerable changes and improvements to
the IEEE 802.11-1999 standard. 

 

IEEE 802.11a 

 

IEEE 802.11a specifies a high-speed physical layer operating in the 5-
GHz unlicensed band utilizing a complex coding technique known as
OFDM. The data rates specified by IEEE 802.11a are 6, 9, 12, 18, 24,
36, 48, and 54 Mbps, with support for 6, 12, and 24 Mbps as a man-
datory requirement. IEEE 802.11a is seen by some in the industry as
the future of IEEE 802.11. Some products already implement the IEEE
802.11a, such as the chip from Atheros (

 

www.atheros.com

 

) and a
PCMCIA/CardBus adapter from Card Access Inc (

 

www.cardaccess-
inc.com

 

) based on it. However, 802.11a is not without disadvan-
tages. The increased bandwidth of IEEE 802.11a results in a shorter
operation range.



 

IEEE 802.11: 

 

continued
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Additionally, because of the protocol overhead and interference/error
correction, the real bandwidth may be considerably less than the nomi-
nal. New surveys and installation will also be required in many cases;
the underlying infrastructure will also be more expensive because of the
shorter operation range (about 1/3 of 802.11b) and higher density of

 

base stations

 

 (also known as 

 

access points

 

).

 

IEEE 802.11b 

 

Probably the most widely implemented and used wireless LAN technol-
ogy today, IEEE 802.11b specifies 5.5- and 11-Mbps data rates (in
addition to the already specified 1 and 2 Mbps), but operates in the
original 2.4-GHz band also using DSSS modulation. Most currently
selling IEEE 802.11 products implement IEEE 802.1b. IEEE 802.11b-
compliant devices can operate at 1, 2, 5.5, and 11 Mbps. 

It is important to note that both incarnations of IEEE 802.11 use the
same 

 

Media Access Control

 

 (MAC) protocol, 

 

Carrier Sense Multiple
Access with Collision Avoidance

 

 (CSMA/CA); therefore, these
modifications affect only the physical layer (PHY layer in IEEE par-
lance) of the standard. The 1/2- and 5.5/11-Mbps DSSS (IEEE
802.11b) networks can coexist, enabling a painless transition to IEEE
802.11b (High Rate) at 11 Mbps. Eleven to fourteen radio channels
are available for use with IEEE 802.11b in the 2.4-GHz band, depend-
ing on the local legal and administrative restrictions. 

 

Distance, Power, and Speed Issues 

 

It is obvious that all three of these parameters of wireless systems are in-
terconnected. However, as with other radio-based technologies, the
external conditions (such as the line of sight in case of outdoor use)
greatly affect the operation of IEEE 802.11 devices. 

 

Antennae 

 

Antennae used with IEEE 802.11b devices may be grouped into two
categories: 

 

omnidirectional

 

 and 

 

point-to-point.

 

 Obviously, omnidirec-
tional antennae are the easiest to use, because they do not require
positioning. Omnidirectional antennae are used in most base stations,
as well as in most access cards. However, because of their nature, omni-
directional antennae do not work well over longer distances, unless
used with external amplifiers; and these are not always legal or appro-
priate to use. Directional, or point-to-point antennae, on the other
hand, require careful positioning and are used outdoors. Although the
typical range for an omnidirectional antenna system is 150 ft (45m),
configurations with high-gain directional antennae can work on dis-
tances up to 25 miles (about 40 km). In localities where amplifiers are
allowed, the maximum distance may be considerably increased and is
limited only by the line of sight.
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Among other factors affecting the operational range of IEEE 802.11b
devices are the base-station placement (when used in the infrastructure
mode) and radio interference. As mentioned earlier, IEEE 802.11b de-
vices will auto-configure for the highest possible speed and fall back to
lower speeds when circumstances so require. 

 

Performance Issues 

 

Aside from obvious factors that affect performance (such as antennae,
distance, radio interference) there are numerous other, more subtle is-
sues. In the infrastructure mode, when all devices have to register with
the base station(s), the load on the base station(s) increases with the
number of clients and may reach a point when the performance reaches
unacceptable lows. For example, Apple’s AirPort Base Station (Version
2) can support up to 50 simultaneous clients. However, the actual per-
formance of the whole system also depends on the kind of traffic. In
particular, isochronous traffic (time-sensitive traffic, such as some types
of video, audio, and telemetry), as well as multicast traffic, are particu-
larly taxing for IEEE 802.11 networks and are better kept off the
wireless LAN. However, several groups are currently working on exten-
sions to 802.11 to provide for such kinds of traffic in a future version of
the standard.

 

Figure 1: Typical IEEE
802.11 Configuration in

Infrastructure Mode

 

IEEE 802.11 Base Stations and Clients 

 

All IEEE 802.11 devices can be grouped into one of two groups: base
stations or clients. Base stations can function as clients; however, not all
clients can function as base stations. The reason for this is that base sta-
tions are required to provide certain network services to clients
(association, distribution, integration, reassociation, and so on) that not
all client hardware, firmware, or software can or intended to provide. 

The Internet

Corporate
Intranet

Firewall

Base Station

Client
Client

Client

Client

Client
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These considerations apply when the infrastructure mode of IEEE
802.11 is deployed. In 

 

ad hoc

 

 networks, where there are no base sta-
tions, all clients communicate directly with each other, reminiscent of a
traditional shared Ethernet network, with all nodes sharing equal rights
and responsibilities. As noted earlier, 11 to 14 radio channels are avail-
able, but separate networks may coexist on the same frequency (using
different network IDs (

 

Service Set Identifiers

 

 [SSIDs]), albeit with per-
formance penalties. 

The workings of 802.11 devices also differ in the infrastructure and ad
hoc modes. In the infrastructure mode (Figure 1), clients associate (and
optionally authenticate) themselves with a base station, and the pres-
ence of the base station is necessary for the operation of the network. 

Complex 802.11 networks may be built using the infrastructure mode,
with numerous base stations providing coverage over relatively large
physical areas, and clients may roam within this roaming domain,
which theoretically may extend from a single building to the entire cam-
pus or town. The 

 

Spanning-Tree Protocol

 

 (STP) is usually used in these
cases to provide loop-free bridging in this wireless LAN. 

In the ad hoc mode (Figure 2), base stations are not used and are not
necessary, because all nodes of the wireless LAN have direct reachabil-
ity (that is, they “see” each other). This mode is usually used in
circumstances where all devices are in close proximity to each other
(such as a floor or office) and when omnidirectional antennae are used.

 

Figure 2: IEEE 802.11
ad hoc Network

 

IEEE 802.11 Roaming and Mobility 

 

IEEE 802.11 provides for roaming and mobility of 802.11 client de-
vices and allows clients to roam among multiple 802.11 base stations
that may be operating on the same or different frequencies (channels).
This is achieved through the use of 

 

beacon frames,

 

 which are used to
synchronize 802.11 devices and, in the infrastructure mode, to associ-
ate with a base station. 

Area of direct radio visibility

Client Client

Client

Client
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sive scanning. In active scanning mode, the 802.11 device sends out
“probe” frames, soliciting “I am here” responses from existing 802.11
devices. In the passive mode, the devices just listen for beacon frames,
which are periodically transmitted by the active devices. In addition, the
IEEE 802.11 Task Group F is working on the IAPP, which is to pro-
vide better and interoperable mobility and roaming mechanisms. 

 

Security of IEEE 802.11 

 

Up to this point IEEE 802.11 could be considered an absolute success;
however, security of IEEE 802.11 is not quite on par with other aspects
of the standard. Although an entire chapter (Chapter 8) of the standard
is dedicated to authentication and privacy, it is now the common con-
sensus that designers of IEEE 802.11 did not excel in this area. Two
reports widely covered in the media, “Your 802.11 Wireless Network
Has No Clothes”

 

[7]

 

, and “Intercepting Mobile Communications: The
Insecurity of 802.11”

 

[6]

 

, shed light on the apparent shortcomings of the
standard, or to be more exact, on its “vulnerability by design.” They
demonstrated that although the designers were well aware of the need
to plan for authentication and privacy, the actual implementation was
not an excellent one. The WEP algorithm, used to provide authentica-
tion and privacy in 802.11 wireless networks, is the problem. 

 

WEP 

 

Before discussing the security weaknesses discovered in IEEE 802.11,
we quote the aim of the 

 

Wired Equivalent Privacy

 

 (WEP) algorithm as
specified in the IEEE 802.11 standard document: 

“Eavesdropping is a familiar problem to users of other types of wireless
technology. IEEE 802.11 specifies a wired LAN equivalent data
confidentiality algorithm. Wired equivalent privacy is defined as
protecting authorized users of a wireless LAN from casual eaves-
dropping. This service is intended to provide functionality for the
wireless LAN equivalent to that provided by the physical security
attributes inherent to a wired medium.” 

As you see, the aim of WEP is to provide a level of privacy equivalent to
that of a wired LAN. The wording of standard is very important here:
the developers of the standard did not intend to provide a level of secu-
rity superior to or higher than that of a regular wired LAN, such as
Ethernet. The very name of the algorithm, “Wireless Equivalent Pri-
vacy,” signifies the actual intention of the developers. However, as the
practice has shown, the level of security roughly equivalent to the level
of security provided by wired LANs is not sufficient—and it is the as-
sumption that “it is OK if wireless LANs are as secure as wired LANs”
that is wrong. Other problems, such as the choice of 

 

Cyclic Redun-
dancy Check 32

 

 (CRC-32) instead of 

 

Message Digest Algorithm 5

 

(MD5) or some other secure hash algorithm, just worsen the problem. 

There are two ways to scan for existing 802.11 networks: active and pas-
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Code Signing
by Eric Fleischman, The Boeing Company

ode signing is a common mechanism that authors of execut-
able code use to assert their authorship of that code and to
provide integrity assurance to the users of the code that an un-

authorized third party has not subsequently modified the code in any
way. Code signing is widely used to protect software that is distributed
over the Internet. It is also widely used for mobile code security, being a
core element of the mobile code security systems of both Microsoft’s
ActiveX and JavaSoft’s Java applet systems. Despite this widespread
use, common misunderstandings have arisen concerning the actual secu-
rity benefits provided by code signing. This article addresses this issue. It
explains how code signing works, including its dependence upon under-
lying Public Key Infrastructure (PKI) technologies. 

Motivation for Code Signing 
Code signing, which is also known as object signing in certain program-
ming environments, is a subset of electronic document signing. In many
ways code signing is a simplification of the more generic technology in
that generally only a single signature is permitted and that signature per-
tains to the entire file. That is, code signing usually does not support
multiple signatures, encryption of (data) content, dynamic data place-
ment, or sectional signing, which are commonly available in many
document-signing systems. As a result, code signing provides only au-
thenticity and integrity for electronic executable files—it does not
provide privacy, authentication, or authorization, which are supported
by several electronic document-signing approaches. 

A signature provides authenticity by assuring users as to where the code
came from—who really signed it. If the certificate originated from a
trusted third-party Certificate Authority (CA), then the certificate em-
bedded in the digital signature as part of the code-signing process
provides the assurance that the CA has certified that the code signer is
who he or she claims to be. Integrity occurs by using a signed hash func-
tion as evidence that the resulting code has not been tampered with
since it was signed. 

In the pre-Internet era, software was distributed in a packaged manner
via branding or trusted sales outlets. It frequently came in a shrink-
wrapped form directly from the vendor or a trusted distributor. In the
Internet era, software is often distributed via the Web, by e-mail, or by
file transfer. Code signing provides users with a similar level of assur-
ance as to software authenticity in this comparatively anonymous—and
comparatively insecure—new distribution paradigm as was previously
offered by packaged software in the pre-Internet era. 

C
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• A Microsoft Authenticode Certificate is used with the Microsoft In-
etSDK developer tools to sign Web applets (for instance, ActiveX
controls) as well as .CAB, .OCX, .CLASS, .EXE, .STL, and .DLL
files, and other potentially harmful active content on Microsoft OS
platforms. These Authenticode certificates work only with Microsoft
IE 4.0 and later browsers.

• VBA Developer Certificates are identical to the Microsoft Authenti-
code certificates. They are used by developers to sign macros in

• Netscape Code-Signing Certificates are used to sign Java applets,
browser plug-ins, and other active content on the Netscape Commu-
nicator platform. 

Despite this diversity, the clearly dominant code-signing systems today

systems generally adhere to the same set of standards, their approaches
are highly diverse from each other. Each has its own certificate type.
Each system approaches code signing with different orientations, goals,
and expectations. 

Interoperability Problems 
Although all code signing uses similar technology, interoperability prob-
lems currently impact code signing. These problems may originate from
interoperability problems within the underlying PKI infrastructure,
from certificate differences, or from different (vendor) approaches to
code signing itself. 

PKI Infrastructure Interoperability 
The PKI Forum has identified ten impediments to the widespread adop-
tion of PKI[23], the most significant being the “lack of interoperability”
between PKI products. Because of this, the technical working group of
the PKI Forum is currently concentrating on addressing PKI interopera-
bility problems: “The Technical Working Group continues its focus on
multi-vendor interoperability projects. Over the last six months, it has
sponsored monthly interoperability “bake-offs” based on the Certificate
Management Protocol (CMP) standard, with participation from a grow-
ing number of vendors. In addition, two workshops have been held to
date on application-level interoperability through the use of digital
certificates, with remote testing ongoing. Looking forward, the Techni-
cal Working group plans to initiate two new interoperability projects in
the areas of Smart Card/Token Portability and CA interoperability, and
it will be defining a large-scale, multi-vendor interoperability project for
public demonstration in the first quarter of 2001.”[24]

Certificate Interoperability 
Numerous potential interoperability issues stem from the certificates
themselves because certain certificates are themselves tied to specific
types of applications. 

Office 2000 and other VBA 6.0 environments. 

come from Microsoft, Netscape, and JavaSoft. Although these three
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Book Review
Internet Performance

Survival Guide
Internet Performance Survival Guide: QoS Strategies for Multiservice

2000. 

Many readers of IPJ are familiar with the name Geoff Huston. He con-
tributes articles frequently. I find his style to be very lucid and his
writings to be very well structured and organized. 

I have need at my job to begin implementation of Quality of Service
(QoS) strategies to deal with an ever-increasing demand for Virtual Pri-
vate Network (VPN) tunnels over shared media. So, when I came across
the title of this book and saw who wrote it, I jumped at the opportu-
nity to review it for IPJ. 

Organization 
This book is organized more like a textbook than a reference manual. If
you are looking for a quick and dirty guide that simply lists all the tricks
of the trade and gives examples of how to implement them on specific
equipment, then this book is not for you. If, however, you are looking
for a well-written text that will help you to understand the issues, the
practices that address them, and the theory that underlies these prac-
tices, then this is an excellent book. 

The book begins with a chapter that explains in detail the problems that
administrators and engineers on heterogeneous, multiprotocol net-
works face today. There is a quick historical survey of the evolution of
networking and how that has shaped the nature of the problem. In a
very topical fashion, this introduction covers the basic techniques that
can be used to implement QoS, but also explains the complexity in-
volved with these techniques, their limitations, and why they are not
widely deployed yet. The book continues from there, starting with a
low-level view of the building blocks of the network and gradually
building to higher- and higher-level topics. 

The second chapter begins with some details about the performance fea-
tures built into the Internet Protocol, and in particular IPv6. This
chapter continues into TCP and covers all the well-known performance
features that are built into it, and then moves on to routing, switching,
and Multiprotocol Label Switching, or MPLS. MPLS is a unified ap-
proach to switching across large networks, and it has particular
applications to QoS. This topic is one of the main reasons I sought for
this book, and I am glad it was covered in such detail. The second chap-
ter ends with a survey of the various transmission systems that are
available today, and discusses in detail the performance characteristics
and problems that are peculiar to each. 

Networks, by Geoff Huston, ISBN 0-471-37808-9, John Wiley & Sons,
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Fragments ICANN Considers Structural Reform
Stuart Lynn, President and CEO of The Internet Corporation for As-
signed Names and Numbers (ICANN) recently proposed a sweeping

noted Board Chairman Vint Cerf. “The rapid expansion of and increas-
ing global dependence on the Internet have made it clear that a new
structure is essential if ICANN is to fulfill its mission.” 

ICANN was formed three years ago as an entirely private global
organization designed to assume responsibility for the DNS root from
the U.S. government and to coordinate technical policy for the Internet’s
naming and address allocation systems. In the new proposals, the basic
mission remains intact, but the means of achieving that mission changes.
“What has become clear to me and others is that a purely private
organization will not work,” said Lynn. “The Internet has become too
important to national economic and social progress. Governments, as
the representatives of their populations, must participate more directly in
ICANN’s debates and policymaking functions. We must find the right
form of global public-private partnership—one that combines the agility
and strength of a private organization with the authority of governments
to represent the public interest.” 

Noting that current organizational inertia and obsession with process
over substance has impeded agility, Lynn laid out a roadmap designed
to instill confidence in key stakeholders and to ensure that ICANN can
be more effective. This roadmap entails restructuring the Board of Di-
rectors into a Board of Trustees composed in part of trustees nominated
by those governments who participate in the ICANN process; in part by
the chairs of proposed new “policy councils” that would replace the ex-
isting supporting organizations and that would provide expert advice;
and in part by trustees proposed by a broadly-based nominating com-
mittee and appointed by the Board itself. The roadmap is designed to
bring all critical stakeholders to the table, something that has been
difficult to achieve with the present structure and has slowed ICANN’s
progress and its ability to fulfill its responsibilities. It is also designed to
establish a broad-based funding mechanism sufficient to support the
critical mission of ICANN. 

“We need to build a stronger organization, supported by our key stake-
holders, led by the best team that can be assembled, and properly
funded,” Lynn said. “We must be structured to function effectively in
this fast-paced global Internet environment.” “A key requirement is to
keep the best of the present ICANN,” added Cerf, “in ensuring trans-
parency, openness, and participation, while creating an ICANN that
can act responsibly and quickly. That will mean rejecting practices that
have emphasized process over achievement. Above all, ICANN must
be—and be seen to be—effective and supportive of technical innova-
tion and of a reliable Internet.” 

A paper written by Lynn that
explains the reasons for
change and the roadmap for
reform is posted on the
ICANN web site:
http://www.icann.org/
general/lynn-reform-
proposal-24feb02.htm

series of structural reforms designed to lead ICANN towards
attainment of its core mission. “The current structure of ICANN was
widely recognized as an experiment when created three years ago,”
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