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Performance

Cisco ASA 5500 Series Portfolio

Comprehensive Solutions from SOHO to the Data Center

A
ASA 5585 SSP-60
(35 Gbpsy#350K cps)
ASA 5585 SSP-40
(20 Gbps,200K-€cps)
ASA 5585 SSP-20
(10 Gbps,125K-€cps)
ASA 5585 SSP-10
(4 Gbps,50K cps)
ASA 5540
— (650 Mbps,25K cps)
ASA 5520
— (450 Mbps, 12K cps)
ASA 5510
e (300 Mbps, 9K cps)
ASA 5505 .
(150 Mbps, 4K cp ?\(

HHH

Jﬂ

Nl

>
SOHO Branch Internet Campus Data Center

Office Edge
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High Performance Multi-Service
Cisco ASA 5585-X Series

Under the Covers

_ Redundant Hot
2 RU Chassis Swappable Power
= 2 x Full-Slot Modules Supply Units

* 1 x Full-Slot + 2 x Half- = Front to Back Air Flow

Slot Modules
= OIR capable
Multi Gigabit Fabric
» Passive Backplane
GE Ports = Module to module

communications
= Packet prioritization

= Up to 8 x 10G SFP+ with OIR
support

= Up to 16 x 1GbE Cu and shaping
» SFP/SFP+ slots on all modules 3.465"
Security Service Processors
(SSP)
= Multi-Services Capable eUSB
= Dedicated 64bit Multi-Core " 2 Gb Internal
Processors = Convenience storage
= Future-Proof Hardware = Security credentials
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Cisco ASA 5585-X Series High-End

Lineup S

Platform

Performance

Max Firewall (Large Packet)
Max Firewall (Multi-Protocol)
Max IPS (Media Rich)

Max IPSec VPN

Max IPSec/SSL VPN Peers

Platform Capabilities
Max Firewall Conns

Max Conns/Second
Packets/Second (64 byte)
Base I/0O

Max 1/0

VLANS Supported

HA Supported

Presentation_ID
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ASA 5585-X
SSP-10
IPS SSP-10

4 Gbps
2 Gbps
2 Gbps
1 Gbps
5000

750,000
50,000
1,000,000

8 GE + 210 GE
16 GE + 4 10 GE

250

A/A and A/S

10 Cisco and/or its affiliates. All rights reserved.

ASA 5585-X
SSP-20

__ IPS SSP-20

10 Gbps
5 Gbps
3 Gbps
2 Gbps
10,000

1,000,000
125,000
3,000,000

8 GE + 210 GE
16 GE + 4 10 GE

250

A/A and A/S

ASA 5585-X
SSP-40
IPS SSP-40

20 Gbps
10 Gbps
5 Gbps
3 Gbps
10,000

2,000,000
200,000
5,000,000
6 GE + 4 10GE

12 GE + 8 10GE

250
A/A and A/S

Above benchmarks are subject to change.
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ASA 5585-X
SSP-60
IPS SSP-60

35 Gbps
20 Gbps
10 Gbps
5 Gbps
10,000

2,000,000

6 GE + 4 10GE
12 GE +
250
A/A and A/S




Access Control
Granular Policy for Modern Networks

ASA scales to support

o
@ Home‘o% Emﬁguranm‘ @ Monlhmng‘ Qsave @Rzﬁesh o Back OFnrward‘ ? Heb‘ l ICIISICIOI

hundreds Of thousal IdS T — e —— fules = Addresses | Services | Time Ranges
4 Add [ Deete & Comect A - B Edt [ ockte |+ %[ § B2 - QFnd (eExport + (9 Clear tits {3) Show Log & Packet Trace Juldvesses S
%] 10.10.10.1] 4 add + [2f Edit [ Delete | Q Where Used
- = # Source Destination Service Acton  Hits  loggng  Enabled
O O I C I e S B inside (1 incoming rue) e ==
ot
B inside 1Pv6 (1 mplicitincoming rule) Name
5 outside (0 implicit incoming rules) TPv4 Network Objects -
Firewall a B ox 54 outside 1Pv6 (0 implcit incoming rules) 158 Corporate-dmz-net M
@ 5 Global (11 rules) = Corporate-dns-ext
- - NAT Rules 1 Pany webservers - http + Permit 0 58 Corporate-finance-net
- @ Service Policy Rules 1 htps 8 Corporate-hrnet
O I C I e S C a n e C re a ( E ) m:ri':‘j:s 2 g Remote-2internal @ any 1® hitp o Pemit 0 ol Corporste-ntemalnet
(B Public Servers 3 @ Corporate-internal-net 58 Corporate-finance-net 1. ip « Permit 0 = Corporate-internal-terminal-server
5L R Filtering Servers 8l Corporate-hr-net = Corporate-mail-server
5 Threat Detzction 1B Corporate-rnd-net
[ - = Corporateproxy-server
S e LT T ot ETT Ty LT T N T N |3 e
Obiects 5 B Corporate-internal-terminal-server @ any i + Permit 0 ae P g
. . Unified Communications 6 @ay 8 Corporatednsext e domain & Permit 0 45 disabled orproate-dns-ex E
’Ea Advanced N = Public-IP-Remote-1
7 @ay 8} Corporate-proxy-server i htip + Pemit 0
B - =) Public-IP-Remote-2
8 @ any 18l Corporate-dmz-net e http « Permit 0
i hitps = Public-IP-Remote-3
B smip - 8 Public-IP-Remote-4
Ll ) Corporate-mail-server Internal-net-group & smip « Permit 0 = Public-IP-Remoate-5
& Device Setup 10 [ Internal-net-group @ any aeip  Permit 0 - &) Public IP_ISP1
1 @any @ any = ip @ Deny 188 Remote- L-internal
Powerful Network Address LT
£45] Remote Access VPN gl i ] v 58 Remote-Z-nternal
. . . - 8 Remote-3-nternal L4
- - @ Ste-to-Site VPN AccessRule Type @ TPvdand IPV6 () P4 Only () Pv6 Only o Remote-intamel
e — -
ranslation engine enables |:- L ?|
B 210,155.35.2 192,168.2.2
125, http - [® Tech-Support
mmamun g Pornit mmmm 2 -
E Device Management
. .
- B www_server2
S e g m e n tatl O n : [ = ] [ = ] [ — ] 2 o serverd =
Runring configuration successfully saved to flash memory. <admin= 15 =) '3/4/10 6:55: 12 PM UTC.

ACL Real IP based (NAT)
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Real IP

= Prior to 8.3, access control policies are constructed
such that it references the mapped (NAT'd) IP
addresses when NAT is used for a particular host

or network.

Example:

Pre-nat IP used if your are doing ingress filtering on higher
security interface

Post-nat IP used if you are doing ingress filtering on lower
security interface

3 Sec 100 .I Sec 0 '

-
T T T

Pre-nat Post-nat
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Real IP

= In 8.3 you reference the real IP address, which is the
address of the host or network before being translated.

= An object with the real IP address of a host, network or
range and access control policies are constructed to
reference the object pointing to the real IP address(es).

= Advantages:
Not impacted by any change in NAT configuration

Only single access list, If address is translated differently based on
the interface or destination.

Example:
NAT: 192.168.1.100 (inside) ->1.1.1.100 (outside)

Then the access-list would need to operate on the internal-real address
(192.168.1.100) instead of before the outside-post-nat address
(1.1.1.100)




NAT Redesign
Unified NAT table

= NAT rules evaluation are applied on a top-down, first
match basis.

= Once a particular NAT rule is matched, no further
evaluation is done.

= |Insert the most specific NAT rules above the broader
NAT rules if there are NAT rules that overlap

Configuration = Firewall > NAT Rules
g add - [F Edi m Delete | + + | & B -| QFnd Diagram ) Packet Trace

Match Criteria: Driginal Packet Action: Translated Packet X
#* Cptions
Source Inkf I Dest Intf I Source I Destination I Service Source I Destination I Service
Any outside =8 Eng_swr @ any @ any B3 outside (P) -- Qriginal -- -- Criginal --
=8 inside-network,

any Any = MiE_swr @@ any @ any = Outside_Mkk:_. ., - Original - -- Criginal -
any Any @ any =8 Outside_Mkk_svr @ any -- Original -- B MkE_svr -- Original --

= "Mebwork Object” MAT (Rules 3-10)
inside outside = publicServer_MATL & any @ any = 4_20.1.1.1(5) -- COriginal - -- Original --
outside inside @ any = oA _20.1.1.1 @ any - Qrriginal - = publicServer.., -- Original --
Any Any =} DB_serverl P any e BOS0 =) 172.16,1,100.,, - Criginal - ek hittp
Any Any @@ any =} 172.16.1.100 ek http -- Original -- =l DB_serverl Tee- 3030
Any Any = webserverl P any ek http 5} 172.16,1.5(5) - Original - Ter- B0R0
Any Any @ any B} 172.16.1.5 ce. 8080 == Criginal - 2| webserverl e http
Any Any = mailserver &P any @@ any 5}, 172.16.1.10 (5} -- Original - -- Criginal -
Any Any @ any E}, 172.16.1.10 & any -- Original -- = mailserver -- Criginal --
any any =8 DMZ_nietwork. @ any @ any 5} 172.16,1.0(5) - Original -- -- Criginal --
any any @@ any B 172.16.1.0 & any -- Original -- afh DMZ_rietwark - Original --
any outside =8 inside-rietwork &P any P any E& outside (F) -- Original -- -- Otiginal --
inside outside @ obi-10,130.1.0 P any @ any &3l outside (F) -- Original - -- Original --
Any outside =8 Inside_10_Netwarks P any B2 outside (P} -- Criginal - -- Criginal --

’Any Any @ DMZ_nietwork, =8 inside-nietwork, @ any -- Orriginal -- -- Original -- -- Criginal --
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Global Access Policies
= Global access control policies (ACLS)

= Independent of interfaces

= Global access control applied in inbound direction of all
Interfaces

= Allow user to specify access control based on source and
destination addresses regardless of interface.

* Increased readability of security policy

Configuration = Firewall = Access Rules

& add I [Zf Edit ﬁDelete ‘ 4+ ¥ ‘ & [ -} v| €, Find | 24 Diagram GExpnrt - ﬁ,clearHits Showlag o} Packet Trace

# I Enabled | Source I Destination I Service I Action I Hits I Loggingl Time I Description
= _F driz {1 implicit incoming rule)

1 @@ any @@ Any less secure networks IFip & Permit Imnplicit rule: Permit all traffic bo less secure networks
= _F inside (1 implicit incoming rule)

1 @@ any @@ Any less secure networks IR 0p o Permit Implicit rule: Permit all kraffic ko less secure networks
= _F outside {1 incoming rule)

1 T @ oany B inside-rebwork/24 e  Permit o
'—_:I__F Global (6 rules)

1 ¥ @8 inside-network @@ any IE-ip o Permit a

4 v @ any = mailserver ik smkp & Permit 1]

3 I @@ any = webserverl Tk hkkp o Permit

I I N
TEE B080 & Permit 1

IFp & Deny Implicit: rule
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-
Access Policies Order of Operation

= Interface specific rule (ACL) takes precedence when
used together with Global ACLs.

= Access control policies are processed
Top-down
First match

= Presence of Global rule table removes implicit “deny
traffic” from interface ACLs

= Traffic falls through to Global rule table for evaluation if
no interface match was found



I
CISCO

Demo

ASA 8.3 Global Rules & NAT

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved.
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IPv6 Support

= ASA can use IPv6 in Access Rules
= ASA supports IPv6 in faillover mode

* |PS Module in ASA can Inspect IPv6 Traffic, natively
and tunneled traffic

= 3
=] & OUTSIDE IPv6 (2 incoming rules)
I I T e N e - 200 i:cbe:2::jed T I N

P2 5} 2001:db8: 1::2 Tk smitp L 2001:db8: 3:: /64 Permit
=] —? Global Pvé (1 implicit rule) Time: ( Real Time % Last |1 minuteﬂ (" Start Time: IFriJ 21 Aug 2009 00:00:00 LI End Tirme: |Fri,
| & any IF-ip | @Evert - @ show Al Details | M Fiter - | §8 Edit Signature & create Rule  [llyStop Attacker - |
“‘Wﬂw Severty | Date | Tme | Dewice | sgm | wictim [P

L= =3 Frr
. B Attacker IP: 2001 :db&:0:0:0:0:0:35 (2 items)

... 08j211/2009 17135840 4240-munsec 1611)0 2001:dbs:m0:0:46
O =T e W e bt 1= 4240-munsec 161170 2001 :dbs:0: 0046

Bl Attacker TP TEST OO C e o items) \
P Lo i, 08212009 17:38:45 4240-munsec 1621/0 2001 b3 046
| [ Attacker IP: Fe80:0:0:0:20:29fF Feee:S187 (1 items)
Lo i, 08MZ1Z009 173845 4240-punsec  1621/0 2001:db5:0:0:0:0:0:38
B~ Sig. Mamef ICMPva Meighbor Advertisement: (2 items)
E| Atkacker TPT Ha i HIHEHEHERIH y
j Lo L., 08f21f2009 17:358:45 4240-munsec 16220 fed0:0:0:0:20c: 29Ff :Fedd: 6500
- Attacker IP: 2001 :db&:0:0:0:0:0:38 (1 items)
L L, 08f212009 17:368:45 4240-munsec 16220 \I‘EBU:D:D:D:2Dc:29ff:l’eee:518y_
i i Exent Details ' ' ' '
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Cisco Security Intelligence Operations

Global i Global
Threat > CISCC.)® Threat Threat ——
Telemetry Operations Center Telemetry
* Cisco
¥ e SECUrity Services
— Corporate Headquarters Data enter Branch Office Coffe Shop —

Security in Every Location
Security in Every Form Factor

. - e O

Appliance Security Module Hybrid Hosted Security Software

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 14




= Monitors and blocks malware
traffic

Scans all traffic, ports & protocols
Detects infected clients by tracking
rogue “phone home” traffic

= Highly accurate

Identifies100,000s of malware
connections per week

Automatic DNS lookups of
addresses

Dynamic database integrated into
Cisco Security Intelligence
Operations

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Detecting Client Infections
Botnet Traffic Filter on ASA 5500 Series

! Cisco ASA
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Cisco Botnet Traffic Filter Reports
Top Botnet Sites, Ports and Infected Endpoints

Cisco ASDM 6.2 for ASA - Demo mode

Fle View Took Weads Window Hep

@ Home 0 Configuration @ Maritaring

Look For: Go l||| , |'
‘ B Save GRefvesh ‘ o Back \) Fnrwald‘ ? Help| CIsco

Top Botnet Traffic Filter Statistics
Top Botnet Sites | Top Botnet Ports | Top Infected Hosts |

Based on: Connections

Last updated: 11:07:51 AM

Display: IPie v I

Monitoring > Botnet Traffic Filter > Reports o
Renort
Tap Botnet Stes A
IP dddress Botnet ite Comections Whais
66.40.9.250 (data.ale. data.dlexa.com
061023 (. AA023 b,
200.100.1.100 209,100.1,100
P B4.12221.11 64.123.21.11
g 232211 (cgi.ale. 44,23.22,11 ogi.alea.com il
§ 631134123 (eplug. 631134123 igplugin.com 62
© oz iz, 81122201 zedocom 6l
209.123.1003 209.123.100.3 5
2081111231 {pay-p. 0811012300 pay-per-search,com 54
66.111.2.3 (contex. f6,111,2.3 context3kanood... 49
000 20 10 40 500
Connections
Tap Botnet Ports
Batnet Port Connections Save as FOF =
top 1000 tp 1000 617
tep 2001 tep 2001 47
tep23 tep 23 2
o0 tep 1001 19
[
- udp 2000 17
£ udp 2001 17
@ udp2001
tep 080 9
tep BOBO e 3
tep80 trp 38192 2
top 38182
v
Lask Lpdaked: 2/24/09 8:51:45 AW~

M 66.40.9.250 (data.alexa.com) (500) 37%

W 209.10.2.3 (cdnS tribalfusion.com) (200) 15%
209.100.1.100 (159) 12%
64,123.21.11 (94) 7%

I 44.23.22.11 (cgi.alexa.com) (80) 6%
63.11,34,123 (jeplugin.com) (62) 4%
208.11.222.11 (l1.zedo.com) (61) 4%

W 209.123.100.3 (59) 4%

M 208.111.123.11 (pay-per-search.com) (54) 4%

W 66.111.2.3 (context3.kanoodle.com) (49) 3%

A

Top Botnek Sites | Top Botnet Ports | Top Infected Hasts |

Live Dashboard

ic Filter Statistics

Based on! Connections

Data Refreshed Successhully,

cadnin: 15

31/07 11:09:41 41 FOT

172.18.10.10 (inside)
172.18.10.3 (inside)
182.188.2.2 (dmz)
172.18.10.13 (inside)
172.18.109 (inside)
172.18.12.8 (inside)
172.18.12.25 (inside)
172.18.12.11 (inside)
172.18.107 (inside)
172.18.10.4 (inside) .

Infected Host

0 100 200 300 400 500 600 700 800 900 1000 1100 1200 ¥

Monitoring

Presentation_ID
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IPS — Global Correlation in Action

Cisco® Security Intelligence Operations
Internej/ %%T o
I

\ o

-I - Local Connectivity
@ Internet/

]

Cisco ASA

SSM - \ ’

’ d Cisco ASA SSM
-I Worldwide Visibility Filter

Cisco IPS

)

y

Step 1: Step 2: Step 3:
The sensor base network Cisco IPS gets updated Alerts go out to the
within the Cisco SIO reputation filter list; security teams for
gathers telemetry data influences policy prevention, mitigation,
from other sensors decisions (deny or and remediation

across the world drop attacker, etc.)
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AnyConnect Client
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AnyConnect 2.5 T

O sateics | ) Ao

= Supported on il

' : : CISCO
Windows 32-bit & 64 bit, XP, |
VI Sta . W7 Connection State: Connected

Client Address: 172.16.18.16

1 5 Address: 10.49.216.37

LI n UX W 2 . 6 Ke rn eI C:;ir.ﬁ.ddr;zzsﬂpvﬁ}: Mot Available

Mac OSX 10.5 % 10.6 Bytes Sent: 73753
Bytes Received: 558616 I

Windows Mobile 5,6 & 6.1 ®©®6 < cisco AnyConnect veN Client
iPhone OS 4.1 (version 2.4) o S oo

[ | E n C ry pti O n Connection Duration:  00:15:34 " Disconnect &

SSL with DTLS (udp/443 :”" Nl @
For Medla & Bytes Received 2461384
Realtime Traffic Connectin Log

= Details...

Version 2.5.1025
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Secure Mobility
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Cisco AnyConnect Secure Mobility

AnyConnect Web Security Appliance
Secure Mobility Client Richer Web Controls
Simplified remote access Location-aware policy
Connection and app persistence Application controls
Always-on VPN enforcement SaaS Access Control

OGS & Location Awareness

Combined Solution
End-to-End Seamless Security

Information Sharing
Between Cisco ASA
and Cisco WSA

Cisco Web :
Securlty Appliance :

Social Networking  Enterprise SaaS
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AnyConnect 2.5: Secure Mobility

Always-on tunnel

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 22



AlwaysOn

= Client Connection is kept both on ASA and on the
Client

= |[f PC is coming back from Standby or is changing
network, Client re-authenticates silently using a signed
Cookie

= User does not need to manually reconnect

Automatic VPN Policy

Trusted Netwark Policy iDi nnnnn ct -
Untrusted Metwork Policy :Connect -
Trusted DNS Domains fieldlab.dsco.com
Trusted DNS Servers 10.1.99.101
Always On

Connect Failure Policy :Closed

Allow Captive Portal Remediation

Remediation Timeout (min.) 5
|| Apply Last VPN Local Resource Rules

A= e S e S————— e SN
' " W Cisco AnyConnect VPN Client % * ]

VPM Sessicn is attempting to reconnect.

3 v ®100% ~

0854 |
08.03.2010

DE & oo b @3 O
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AnyConnect Trusted Network Detection

Trusted Network Detection is

Configurable via the AnyConnect
Profile

Trusted Networks can be Defined
as DNS Suffixes or DNS Server
IP Addresses

DNS Suffixes and DNS Server IP
addresses must be defined
dynamically (DHCP) on the client

If both, the trusted DNS Suffix and
DNS Server IP address are

defined, the entries will be ANDed
to determine the Trusted Network

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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AnyConnect 2.5: Optimal gateway

selection

25



Optimal Gateway Selection (OGS)

= Administrator Managed Feature

= Client determines the “nearest” ASA (a.k.a fastest
response)

= OGS will initiate upon the following conditions:

Prior to initial connection

Upon reconnects (ex. coming out of standby)

4 hours have elapsed since last connection

\é\(l)i(l}not switch ASA's when results are not faster by >
0

= If ASA switch occurs, this results in a
disconnect/connect



Captive Portal Remidiation

= Captive Portal Remidiation allows User to authenticate
to a HOTSPOT Portal

= AnyConnect discovers CaptivePortal
= User has option to authenticate via Browser

= Connection of AnyConnect is resumed after
successfull authentication

Automatic VPN Policy

Trusted Metwork Policy iDi nnnnn k-
Untrusted Network Policy :Connect -
Trusted DNS Domains fieldiab. dsco.com
Trusted DMNS Servers 10.1.95,101
Always On

Connect Failure Policy :Closed -

Allow Captive Portal Remediation

Remediation Timeout (min.) 5

[] Apply Last VPM Local Resource Rules
MMH‘M .
' ' wr Cisco Anyconnect VPN Client % X
VPN Session reestablished.

d3 v H100% -
s C e

T =L d 08:57
DE . &g |!| IIJ:H I":I_II

08.03.2010
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Captive Portal Remediation

Presentation_ID

) Cisco AnyConnect VPN Client (beta) B
© stotcs [ @) Abau 7.
>

] 4
CISCO

Connection State: Reconmecting
Client Address: 10.21.104.193
Server Address: 171.70.192.85
Client Address (IPve): Mot Available
Bytes Sent: 83289 -
— || =i =
Bytes Received: 73517 =
"# Time Connected: 00:01:00 PEr

' Cisco AnyConnect VPN Client

f The service provider in your current location is restricting access to the
4 8% Internet, You need to log on with the service provider before you can
establish a VPN session. You can try this by visiting any website with
your browser,

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Client Firewall

= Uses the native OS firewall to configure firewall rules
I(%(l/vthelendpomt device - basic ipvo and ipv4, no app
rules

= ASA will pass the firewall rules to the client on connect

= Rules will be applied when:

The VPN tunnel is active
Or:

The user is in a Fail Close state (allows user to do local print if
no VPN is active)

= The original FW rules are cached upon connect and the
original rules are restored after disconnect
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Client Firewall: ASDM Configuration

= Public

Any physical interface that has direct connectivity to a network other than
the VPN

Only applied with a split tunneling configuration

If public rules can not be applied -> full tunneling will be applied.

= Private

The Virtual Adapter interface
Rules are independent of the public interface

Manage VPM group polides. A VPN group is a collection of user-oriented authorization attribute fvalue pairs that may be stored internally on the device or externally on a RADIUS/LDAFP ser
connection profiles and user account

% Edit Internal Group Policy: munlab-policy

To enforce authorization attributes fi

i -General The firewall rules will be pushed down to the dient device,
4 Add|v| & Edit| {7 Delete| Servers
Mame E'""ﬁ'd""'an'?Ed _ Public Metwork Rule: Inherit Manage. ..
-5plit Tunneling
I -Browser Proxy Private Network Rule: [] Inherit .Curporate_FW_F‘.ules -
DitGrpPolicy (System Default) =551 VPN Client - .
E----Lngin Setting
i
KE}' Regeneration
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Client FW Rules

= #2 Cisco AnyConnect ¥PN Client: Statistics Details
' =2 Cisco AnyConnect VPN Client = |I:I|ﬂ = E

%, Connection € Statistics | @ about |

Statisticsl Foute Details  Firewall Details |

T
CISCO

Interface | Permizsion | Protocol | Source Paort | D ezt Port | Dest Address |
Private Alla ANT 1-658535 1-68535 101.30.12/32
Private Al TCP 1-65535 443 10.1.30.23/32

T
CISCO

Connection Stake: Connecked

Client Address: 10.1.80.10
Server Address; 10.1.36.50
Client Address (IPveE); Mot Available

Bvtes Sent: 1318
Bytes Received: 2211

Time Connecked; 00:04:41

WPM session eskablished to munlab-asa-wpr-outside,

- SN N e L LN N L v——— =
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Benefits of Secure Mobility

= Different policies for local and remote Users

Example: Block high bandwidth sites for remote users
= Single Sign-On for users on wsa for authentication
= Dramatically enhancend user experience through

new client features
AutoHeadendSelection
AlwaysOn
Trusted Network Detection
SSO for SaaS
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AnyConnect 3.0
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AnyConnect 3.0 — Unified Client

= New Modules include
Anywhere+ (Ex-ScanSafe)
Network Access Manager
Telemetry

= Components can be
centrally distributed from
ASA, at initial install or at
later point of time

= Additional new features
IKEV2/IPSEC
SCEP proxy

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved.
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il AnyConnect 3,0.0305

CISCO Secure Mobility Client

¥PN: VPN session established to RTP.

Disconneck

Network: Connected (10.211,55.4)

v| [Cosstewiri ]

Web Security: Enabled (Germany)

advanced...

DE © v, o 11:024M
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Profile Editor

Integrated in ASDM on ASA
= Profile for VPN is ported from previous Versions

= Profiles for ScanSafe, NAM and Telemetry are new

"

:_ &"e ,_-__7 for ASA - 10.8 y y
3 - . | —
Home [ *] Monitoring | |5y Save Refresh Back € Forward | D Help |Look For: co bl
51 2 g cIs¢co
000 Device List = . — "
% Add [l Delete & Connect
Find: Go
[%110.86.94.245:444 This panel is used to manage AnyConnect Client Profiles and perform group
BB B orlaeaca Hera CAD Q assignment for AnyConnect version 2.5 or later.You can select a profile to edit, change
000 Remote Access VPN group or to delete. You can select the 'Add’ button to add a new profile. Pressing the
— Import or Export button is for upload and download of client profiles between local
2 Introduction E‘ machine and device.

v &} Network (Client) Access The profile Usage field is introduced with the Secure Mobility Solution. This field will be

£} AnyConnect Connection Profiles used later to contain different profile usage in future AnyConnect versions.

» B AnyConnect Customization/Localiz:
AnyConnect Client Profile

[0 Add[@ Edltl?}i Change Group Policy[m Delete@ lmpon[i Exponl@ Validate]

Profile Name Profile Usage | Group Policy Profile Location
3 oo e oe—tele —[Telemety | |disko/joe-tele.tsp
== joe Web Security DfitGrpPolicy disk0: /joe.wsp
% Firewall joe-vpn VPN DfitGrpPolicy diskO: /joe-vpn.xml

joe—nam Nelwork . Man.“ dlSKO:Ijoe_nam'nsp
p
853

@ Site-to-Site VPN

@ Device Management

( Reset ) ( Apply )

\<admin> |15 B dRNe |0 & 7/13/10857:15AM EDJ}
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AC 3.0 with Network Access Manager

= Connection Management for Layer 2

1| blizzard (:3']
Windows XP (32 bits) il alplea i

/| guestnet

Windows Vista and 7 (32/64 bits) - litr;:svs

i1l static-open
= Wired (802.3) and wireless (802.11) s @
connectivity il dep 2
il linksys_psk ,j

. il static-wep104h
= Layer-2 user and device st
authentication: . &

1l static-wpa-freeradius (3 |

802.1X, 802.1X-REV (wired key
establishment)

802.1AE (MACSec: wired encryption)
Supports numerous EAP types
802.11i (Robust Security Network)

static-wpa-pska =
| static-apa-tkp-cckm

= Supports both Admin (office) and Uselgs e i e
(home) network configurations.
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I
CISCO

Demo

AnyConnect 3.0 with Cert Authentication
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Summary
= Cisco ASA gives a broad Range of Platforms for =

Fl rewal I | ng, VP N & I PS p ‘ISCO Secure Mobility Iient

= Cisco ASA & IPS dramatically improve accuracy
due to integration with Cisco SIO Choose a comnecton..

Global Correlation for IPS
Telemetry for AnyConnect
Botnet Traffic Filter for ASA

= Cisco AnyConnect Client gives many functions
In one single, modular Client

= Cisco ASA is centrally managed & monitored by
Cisco Security Manager

= Cisco Secure Mobility is a Solution to deliver
Websecurity and ease of use to many different
devices, including mobile devices like iPhone
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Cisco Security Manager
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Management and Operations - CSM
Configuration and Policy Management

Policy Lifecycle Management Change Mgmt and Control

Complex, hierarchical policy support Manage privileges for rule creation,

Rule analysis tool identifies policy approval and deployment

conflicts and overlap Automatically push updated rule sets

Rule combiner simplifies rule sets per pre-defined schedule
Rule expiration timers with alerts

ACL Hit Counter identifies and
removes unused rules

T Cisco Security Manager - admin Connect

Fe Edt Yew Poicy Map Took Help

@ 6 B & D ?
Device: -+

[ iy Ay

Collaborative Policy Workflow v -

. ® rside
Security Create = =
i . i Approve v B 172,16.1,200 Siaw @ inside
Op?ra“on-s L. POlICy ReVIeW pp v @y 172,16.1,0/24 e @] inside
Policy Definition © s veleazme P =T
v By 172,161,200 bodaid (@ inside

® 58 any B any S @] inside

l v 5B any B any 2r | inside

Network Operations = Submit
Policy Deployment Job

{ |

Rollback

- Approve ¥ Deploy
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Management and Operations - CSM
Configuration and Policy Management

Troubleshooting

Create Packets flowing through your
policy with Packet Tracer

Get immediate Results

B% Cisco ASDM: Packet Tracer =] |

Select the packet type and supply the packet parameters. Click Start to trace the packet

Interface : inside hd Packet Type: * TCP ¢ UDP (" IcMp P

Source P [10.1.1.100 (10011100
Source Port : 028 B Destination Port EU B

) Start
By Clear

Destination IP

I Show animation

inside  low Lookup | Route Lookup Access list IP Optians. | NAT Lookup | NAT Lookup |IP Options Flow creation
Jup Lookup Lookup Lookup
| Phase [ action
FIROUTELOOKUP v
[ ACCESS-LIST v

Type - ACCESS-LIST  Action- ALLOW  Show mle i Access Fules table.

Config
ancess-group inside_access_in in interface inside
ancess-list iwside_sccess_in extended penmit tp 10.1.1.0 255.255.255.0 100.1.1.0 255.255.255.0 eq v log
emergenzies

F1P-OPTIONS

HAT

EINAT

F1P-OPTIONS

FLOW-CREATION

ASA TR YA YA SR Y

[HIRESIILT - The packet is forwarded
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Monitoring
Monitoring of Firewall & IPS Alerts

Powerfull Filtering to analyze
Firewall & IPS logs

&% CSM - Event Viewer = E|
Fle View Help .Ill.lll.
CISCO
views =
(Fvew et [oeee [ Al Device Events x ire
[E5] Predefined Views 4 View Settings £
. &g Firewal Traffic Events Search within results: Q.- Type b Yistoday - ave - | b Start Wl Stop | [ Qlear 20,000
Lo Firewal Denied Events
Receive... Severity v Eve.. v EventName Source ~ Sour..~ Destinaton v Dest.. v Action v Risk.[]
10/7/105... (& Debug PSStatus  loginAction 10.49.216.225 50728 =l
10/7/105... @ Crical 106007 Denied Inbound UDP 10,49.216.227  udp/54462 144.2547L184  udp/S3 @ deny
10/7/105... (® Debug PS5 Status  loginAction 10.49.216.225 50726 ||
10/7/105... @ Crical 106007 Denied Inbound UDP 10,49.216.227  ucp/54462 144.25410.123  udp/S3 @ deny
| 10/7/105... (® Debug PS5 Status  loginAction 10.49.216.225 50723
{3 AlTPs Events 10/705... @ Critical 106007  Denied Inbound LGP 10.49.216.227  udp[54461 144.254.7..184  udp/53 © deny
i igg :;'E“;’t'?v*:f:s 10/7H05... (® Debug 1PS Status  loginAction 10.49.216.225 50721
72 6 Status Events 101710 5... @ Critical 106007 Denied Inbound UDF 1049.216.227  udp/54462 144.25410.123  udp/S3 € deny
1PS Error Events o Debug 1PS Status  loginAction 10.49.216.225 50718
~[EE] My Views i Notification 304001
. i MNotification 304001
. i MNotification 304001
. i MNotification 304001
101710 5... @ Critical 106007 Denied Inbound UDF 10.49.216.227  udp/54461 144.2547L184  udp/S3 € deny
10/7105... (© Debug PSStatus  loginAction 10.49.216.225 50716
10/7/105... @ Critical 106007 Denied Inbound UDP 10.49.216.227 udp/54461 144.254.10.123  udp/53 © deny
10/7/105... i Motfication 106100 £ PermityDenied by ACL 10.49.216.2 3 munlab-ass-outside 13 @ deried
10/7/105... (6 Debug 1PS Status  loginAction 10.49.216.225 50712
10/7/105... @ Critical 106007 Denied Inbound UDP 10.49.216.227 udp/54460 144.254.71.184  udp/53 @ deny
10/7/105... (6 Debug 1PS Status  loginAction 10.49.216.225 50710
10/7/105... @ Critical 106007 Denied Inbound UDP 10.49.216.227 udp/54461 144.254.10.123  udp/53 @ deny
10/7/105... (6 Debug 1PS Status  loginAction 10.49.216.225 50707
10/7/105... i Notification 304001
ir‘ri - - o S S T o CT »
e
S .\i g
1.00 AM 3:00 AWM 5:00 AM 7:00 AM 0:00 AM 11:00 AM 1:00 PM 3:00 PM 5:00 PM ﬁ p
Event Details @

L start| M T Cisco Security Manager -... || ) €SM - Event Viewer DE‘ £ iy ez3em
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I
CISCO

Demo

Cisco Security Manager 4.0
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Cisco Email Security
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DLP Concerns — EU 95/46/EC

DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL

of 24 October 1995

on the protection of individuals with regard to the processing of personal data and o
thefree movement of such data

Article 17

Security of processing

1. Member States shall provide that the controllef must implement appropriate technical Jand
organizational measures to protect personal data aga on or
accidental loss, alteration, unauthorized disclosure or access, in particular where the

processing involves the transmission of data over a network, and against all other unlawful
forms of processing.

Having regard to the state of the art and the cost of their implementation, such measures shall
ensure a level of security appropriate to the risks represented by the processing and the nature
of the data to be protected.

B e S
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The PCI Data Security Standard

Purpose of standard — Protect
credit card data by reducing fraud
& theft

Applies to all companies that
handle credit card information

Developed by MasterCard
and Visa, endorsed by the other
payment brands

Merchants required to be PCI
compliant or face penalties /
termination by the credit card
issuers.

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved.

PCI Data Security
Standard
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Where PCIl Assessments Are Failing

PCI Requirement FEIBENEDE OT.
Assessments Failing

Requirement 3: Protect Stored Data 79%
Requirement 11: Regularly Test Security Systems and 24%
Processes
Requirement 8: Assign a Unique ID to Each Person with

71%
Computer Access
Requirement 10: Track and Monitor All Access to Network 71%
Resources and Cardholder Data .
Requirement 1: Install and Maintain a Firewall Configuration

66%
to Protect Data
Requirement 2: Do Not Use Vendor-supplied Defaults for 6204
System Passwords and Other Security Parameters
Requirement 12: Maintain a Policy That Addresses

: ) 60%

Information Security
Requirement 9: Restrict Physical Access to Cardholder Data 59%
Requirement 6: Develop and Maintain Secure Systems and 56%
Applications
Requirement 4: Encrypt Transmission of Cardholder Data 45%

and Sensitive Information Across Public Networks

SoureeVeriSign. “Lessons L.earned: 1op:Reasons-for PEl-Audit Failure and How to Avoid Them.” 46




Data Loss Prevention
Simple Set Up

. Message Body or Attachment
B On-BOX Integratlon Of RSA Does the message body or attachment contain tex
D|Ct|0nary matches a specified pattern?
“ . ” . O Contains text:
= Easy "3 click” set-up using | .
Content f||terS (®) Contains smart identifier:
. |.|5.E..ﬁ. Routing Number v|
. Use pre_deflned Content (O Contains term in content dictionary:
categories or create / customize [HIPAA-Dictionary_txt ¥
Mumber of matches required: |1_(1—1EIEIIII}
your own For content dictionaries, the humber of matches
. .- e weight,
= Can be applied to specific e

users under specific conditions

I rt f [ [ ter: () - .
©  Import from local computer = smart Identifiers: (20| gnopble smart Identifiers weight

| Credit Card Numbers

) Import from the configuration directory on your IronPort a

GLBA-Dictionary txt Social Security Numbers
HIP&A-Dictionary txt

PCI-Dictionary txt &BA Routing Murmbers 1w
README -
SOx-Dictionary txt v CusIps | |
configdtd BT 1 ™
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Data Loss Prevention
International Categories

= RSA Dictonaries support Add | Contact Information
international requirements Add | Credit Sand Humbers -
Add Custom Account Numbers Customizabion rec
[ | PCI and SOX mandatory for Add EU Debit Card Numbers
Europe since Dec 2008 Add | France BTC Numbere
Add France Drivers License Numbers
= Special Requirements for Add | France IBAN Numbers

dedlcated COUﬂtrleS Add France Mational Identification Numbers
Add France VAT Numbers
DLP Policy Manager: Add DLP Policy Add Germany BIC Numbers
Add Germany Drivers License Numbers
Display Settings: Expand All Categories | Display Policy Descriptians Add Germany IBAN Numbers
= Regulatory Compliance Add Germany National Identification Numbers

Add Payment Card Industry Data Security Standard (PCI-DSS)

Add Germany Passport Numbers

Add PIPEDA (Personal Information Protection and Electronic Documents Act)

Add FERPA (Family Educational Rights and Privacy Act) Customization recommende

Add GLBA (Gramm-Leach Bliley Act) Customization recommended.
Add HIPAA (Health Insurance Portability and Accountability Act) Customization recommended.
Add 50X (Sarbanes-Oxley)

- US State Regulatory Compliance

I Acceptable Use
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Data Loss Prevention
Comprehensive Remediation & Reporting

= Multiple remediation

Quarantine

aCtlonS - encrypt1 Strip Attachment by Cantent Quarantine
. Flags the message to be held in one of £
quarantlne drop Strip Attachment by File Info areas.
’ ’
. add Disclaimer Text
bounce’ BCC’ Strlp E N S S A S— Send message to quaranting: |Policy w
Content Send Copy (Boo:)
Notify U buplicate message

- Send a copy of the message to the spe
" Oﬁe n d I n g CO nte nt Change Recipient to continue processing the oniging! messar

actions will appiy to the original messac

hlghllg hted |n ﬁggtd to alternate Destination
quarantlne for easy Celiver from IP Interface

Strip Header

analysis 5dd Header

Encrypt and CDeliver {Final

= Reporting on a per action)
policy and per user 7
basis Drop (Final Action)
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