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ISAKMP/IKE Faza 1

= Router(config)# [no] crypto isakmp enable
= Router(config)# crypto isakmp policy priority

= Router(config-isakmp)# encryption {des | 3des | aes}

(
(
(
» Router(config-isakmp)# hash {sha | md5}

= Router(config-isakmp)# authentication {rsa-sig | rsa-
encr | pre-share}

* Router(config-isakmp)# group {7 | 2| 5}

» Router(config-isakmp)# lifetime seconds



Konfiguracija ISAKMP/IKE Faza 1

172.16.172.10 172.16.171.20

F@l Backbone —I
RouterB

RouterA
10.1.1.0/24

10.1.2.0/24

RouterA(config)# crypto isakmp policy 1
RouterA(config-isakmp)# auth pre-share

RouterA(config-isakmp)# encryption 3des
RouterA(config-isakmp)# group 2
RouterA(config-isakmp)# lifetime 86400

RouterB(config)# crypto isakmp policy 1
RouterB(config-isakmp)# auth pre-share

RouterB(config-isakmp)# hash md5
RouterB(config)# crypto isakmp policy 2
RouterB(config-isakmp)# auth pre-share

RouterA(config)# crypto isakmp policy 2 - .
RouterA(config-isakmp)# auth pre-share RouterB(conf_lg-_lsakmp)# encryption 3des
RouterB(config-isakmp)# group 2

RouterA(config-isakmp)# hash md5 RouterB(config-isakmp)# lifetime 86400



Konfiguracija ISAKMP/IKE Faza 1

172.16.172.10

&

172.16.171.20

Backbone

'
-

RouterA RouterB
10.1.1.0/24 10.1.2.0/24
RouterA(config)# crypto isakmp 0 key RouterB(config)# crypto isakmp 0 key

cisco123abc address 172.16.171.20 cisco123abc address 172.16.172.10



show crypto isakmp policy

Router# show crypto isakmp policy
Global IKE policy
Protection suite of priority 10
encryption algorithm: AES - Advanced Encryption Standard
(128 bit keys).
hash algorithm: Message Digest 6
authentication method: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetime: 86400 seconds, no volume limit
Default protection suite
encryption algorithm: DES - Data Encryption Standard
(56 bit keys).
hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume limit
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ISAKMP/IKE Faza 2

Router(config)# crypto map map_name seq_# ipsec-isakmp
Router(config-crypto-m)# match address ACL _name or #
Router(config-crypto-m)# set peer {hostname | IP_address}

Router(config-crypto-m)# set transform-set fransform _set name1
[transform-set-name?2...transform-set-name®6]

Router(config-crypto-m)# set pfs [group1 | group2 | group]

Router(config-crypto-m)# set security-association lifetime
{seconds seconds | kilobytes kilobytes}

Router(config-crypto-m)# set security-association idle-time
seconds



Staticka kripto mapa

172.16.172.10 172.16.171.20

Backbone

.
-

» —

RouterA RouterB
10.1.1.0/24 10.1.2.0/24
crypto ipsec transform-set RTRB esp-aes
esp-md5-hmac crypto ipsec transform-set RTRA esp-aes
crypto map mymap 10 ipsec-isakmp esp-md5-hmac
set peer 172.16.171.20 crypto map mymap 10 ipsec-isakmp
set transform-set RTRB set peer 172.16.172.10
match address RTRB set transform-set RTRA
interface Ethernet0/0 match address RTRA
crypto map mymap interface Ethernet0/0

crypto map mymap



Static vs. Dynamic Crypto Map

Static Crypto Map
crypto map vpn 10 IPSec-isakmp
set peer Site_A
ISP @ set transform-set ...
match address 101
crypto map vpn 20 IPSec-isakmp

set peer Site B

i Dynamic Crypto Ma
Slte—B Y yP . P set transform-set ...
crypto map vpn 10 IPSec-isamkp
dynamic dynamap match address 102

crypto dynamic-map dynamap 10
set transform-set ...
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Filtering/Access Control

IKE
UDP port 500

ESP, AH
IP protokol 50, 51

NAT-T
UDP port 4500



Filtriranje IPsec saobracaja

1. Router(config)# crypto map map _name seq #
ipsec-isakmp

2. Router(config-crypto-map)# set ip access-group
{ACL #| ACL _name} {in | out}



Tok ulaznog enkriptovanog paketa
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1. IP paket se proverava u reverznoj crypto map ACL; ako paket treba da dode enkriptovan, a
nije, odbacuje se

IP paket se proverava u ulaznoj interfejs ACL;

Ako IP paket nije enkriptovan prosleduje se dalje

Ako je IP paket enkriptovan deenkriptuje se

Deenkriptovan paket se proverava na opcionalnu ulaznu ACL u crypto mapi
Deenkriptovan IP paket se prosleduje dalje
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Tok izlaznog enkriptovanog paketa
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Izlazni IP paketi se proveravaju u crypto map ACL, i markiraju za enkripciju

IP paketi koji nisu markirani za enkripciju se proveravaju u izlaznoj interfejs ACL
IP paketi koji su markirani za enkripciju se proveravaju u opcionalnoj crypto ACL
IP paket se enkriptuje

Enkriptovani IP paketi se proveravaju u izlaznoj interfejs ACL

IP paket se enkapsulira u Layer 2
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Ne-Unicast saobracaj

» Jedan od problema sa |IPsec da on podrzava samo
unicast saobracaj; multikast i broadkast paketi ne
prolaze kroz data SA

* Inicijalno resenje za ovakav problem je bila
enkapsulacija multikast ili broadkast paketa u unicast
paket, sa kojim IPsec moze da radi.

» Generic Route Encapsulation (GRE) tuneliranje.



GRE tuneliranje

» GRE enkapsulira originalni paket u novi paket
= pravljenje tunel (virtual/logical) interfejsa.

= Tunel interfejs nije vezan ni za kakav fiziCki interfejs ili
protokol ve¢ se samo koristi za potrebe enkapsulacije

L3 GRE Tunnel IPSec Tunnel

P | GRE
—
patd HDR| HDR

IP
HDR

IP
HDR

IP ESP IP = IP

—
HDR HDR HDR  HDR [T} e

Data

IP
HDR

Encrypted
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GRE Tunnel konfiguracija

1. Router(config)# interface tunnel port #

2. Router(config-if)# tunnel source
{IP_address _on router | interface _name on_router}

3. Router(config-if}# tunnel destination
{IP_address_of dst router | name of dst router}

4. Router(config-ify}# keepalive [seconds [retries]]

5. Router(config-if)# tunnel mode mode



Primer: GRE i OSPF

92.1.1.1

ST
192.168.1.254I~

interface TunnelO

ip address 192.168.3.1 255.255.255.0
tunnel source 192.1.1.1

tunnel destination 193.1.1.1

interface Ethernet0/1

ip address 192.168.1.254 255.255.255.0
interface Ethernet0/0

ip address 192.1.1.1 255.255.255.0

ip access-group perimeter in

ip route 0.0.0.0 0.0.0.0 192.1.1.2

ip access-list extended perimeter

permit udp host 193.1.1.1 host 192.1.1.1 eq 500
permit esp host 193.1.1.1 host 192.1.1.1

permit gre host 193.1.1.1 host 192.1.1.1

deny ip any any

193.1.1.1

~ 192.168.2.254/24

interface Tunnel0

ip address 192.168.3.2 255.255.255.0
tunnel source 193.1.1.1

tunnel destination 192.1.1.1

interface Ethernet0/1

ip address 192.168.2.254 255.255.255.0
interface Ethernet0/0

ip address 193.1.1.1 255.255.255.0

ip access-group perimeter in

ip route 0.0.0.0 0.0.0.0 193.1.1.2
ip access-list extended perimeter
permit udp host 192.1.1.1 host 193.1.1.1 eq 500
permit esp host 192.1.1.1 host 193.1.1.1
permit gre host 192.1.1.1 host 193.1.1.1
deny ip any any
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RTR B Routing Tabela

RTRB# show ip route

C 193.1.1.0/24 is directly connected, Ethernet0/0
192.168.1.0/32 is subnetted, 1 subnets

OIA 192.168.1.254 [110/11112] via 192.168.3.1,
00:04:53, TunnelO

C 192.168.2.0/24 is directly connected, Ethernet0/1
C 192.168.3.0/24 is directly connected, TunnelO
S* 0.0.0.0/0 [1/0] via 193.1.1.2

@192.1.1.1 193-1-1-1@
~ U 192.168.2.254/24
192.168.1.254/2 RTR B

RTRA




GRE over IPSec konfiguracija

92.1.1.1

=<
192.168.1.254/24

crypto isakmp policy 10
encryption aes 128

hash sha

authentication pre-share
group 2

crypto isakmp key cisco123 address 193.1.1.1 no-
xauth

ip access-list extended cryptoACL
permit gre host 192.1.1.1 host 193.1.1.1

crypto ipsec transform-set RTRtran esp-aes esp-
sha-hmac

mode transport

crypto map mymap 10 ipsec-isakmp

set peer 193.1.1.1

set transform-set RTRtran

match address cryptoACL

interface Ethernet0/0

crypto map mymap

ip access-list extended perimeter

! Ako je IOS 12.3(8)T i noviji

no permit gre host 193.1.1.1 host 192.1.1.1

193.1.1.1

~ 192.168.2.254/24

crypto isakmp policy 10
encryption aes 128

hash sha

authentication pre-share
group 2

crypto isakmp key cisco123 address 192.1.1.1 no-
xauth

ip access-list extended cryptoACL
permit gre host 193.1.1.1 host 192.1.1.1

crypto ipsec transform-set RTRtran esp-aes esp-
sha-hmac

mode transport

crypto map mymap 10 ipsec-isakmp

set peer 192.1.1.1

set transform-set RTRtran

match address cryptoACL

interface Ethernet0/0

crypto map mymap

ip access-list extended perimeter

no permit gre host 192.1.1.1 host 193.1.1.1



GRE over IPSec Evolucija konfiguracije

* Pre 12.2(13)T, crypto mape su se primenjivale i na
GRE tunel interfejs i na fiziCki interfejs

= 0d12.2(13)T

= crypto map se primenjuje na fizickom interfejsu ili

= tunnel protection IPSec profile na tunel interfejsu
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e
IPsec Profili

= |Psec profili, predstavljeni sa IOS 12.2(13)T,
apstrakuju informacije iz kripto mapa

= Profil se onda poziva u kripto mapi ili na tunel
Interfejsima

= Profil moze da sadrzi transform setove, PFS grupe,
identity tipove |1 lifetime SA.

» U slucaju kada remote peer-ovi imaju slicne
parametre konekcija, profili Cine konfiguraciju daleko
jednostavnijom.



GRE over IPSec konfiguracija

92.1.1.1

1 193.1.1.1
U U 192.168.2.254/24
192.168.1.254/24

crypto isakmp policy 1

authentication pre-share 12.2(1 3)T i noviji 10Si
crypto isakmp key cisco47 address 193.1.1.1 crypto isakmp policy 1
!

crypto ipsec transform-set trans2 esp-3des esp-md5-hmac
!

crypto map vpnmap2 local-address Ethernet1

crypto map vpnmap2 10 IPSec-isakmp

authentication pre-share
crypto isakmp key cisco47 address 172.16.175.75
!

crypto ipsec transform-set trans2 esp-3des esp-md5-

set peer 193.1.1.1 hm-ac )
set transform-set trans2 crypto ipsec profile vpnprof
match address 110 set transform-set trans2

interface Ethernet1 |
ip address 192.1.1.1 255.255.255.0 interface Ethernet1

crypto map vpnmap2 ip address 193.1.1.1 255.255.255.0

interface Tunnel0 interface Tunnelo
ip address 192.168.3.1 255.255.255.0 °

ip mtu 1400 ip address 192.168.3.2 255.255.255.0
tunnel source Ethernet1 ip mtu 1400
tunnel destination 193.1.1.1 tunnel source Ethernet1

% crypto map vpnmap2** e tunnel destination 192.1.1.1

ip route 0.0.0.0 0.0.0.0 172.16.175.1 tunnel protection ipsec profile vpnprof

! ip route 0.0.0.0 0.0.0.0 193.1.1.2
access-list 110 permit gre host 192.1.1.1 host 193.1.1.1



Virtual Tunnel Interface

< <

N . N

S IPSec Virtual Tunnel Interfaces oS

- N
g o 192.168.100.0/30 o g
— E’I Tunnel0 g —

1. Koncept predstavljen u IOS 12.3(14)T — pojednostavljuje VPN

konfiguraciju eliminiSuci crypto mape, access control liste, i GRE

2. Jednostavniji VPN dizajn:

1:1 odnos izmedu tunela i sajtova
Skalabiniji od GRE
4. VTI podrzava Quality of Service (QoS), multicast, i druge ruting f-je

PoboljSana VPN interoperabilnost



Tok izlaznog paketa

IPseC RUter 4. Enkriptovani
1. IP paket paketi
ulazi u ruter Cisco 10S se prosleduju
izlaznom interfejsu
Router

Forwarding
Engine

Ulazni
Interface

)

Enkripci

Izlazni
Interface

3. Enkriptovani 2. Paketi se

paketi se prosleduju rutiraju ka VTI
Forwarding Engine

Ulazni @ Izlazni

Interfejs




Tok ulaznog paketa

1. Enkriptovani IP
paket ulazi u ruter

Ulazni
Interface

%

2. Forwarding Engine
odreduje za koga je paket
i Salje ga IPSec za
dekripciju

Inside the IPSec Router

Cisco I0S
Router

Forwarding

ulaz

IPSec
dekripcija

==

Engine <

4. Paketi se Salju
ka izlaznom
interfejsu

Izlazni
Interface

3. IPSec dekriptuje
pakete i povezuje sa VTI
SA informacijama

izlazni

interfejs



VTI konfiguracija: IKE (Faza 1)

172.16.172.10

1

172.16.171.20

l

If@ Backbone @AI

Router1 Router2
10.1.1.0/24 10.1.2.0/24

crypto isakmp policy 1 crypto isakmp policy 1

authentication pre-shared authentication pre-shared

hash sha hash sha

encr aes 256 encr aes 256

group 5 group 5
crypto isakmp key df*li*gj*al address crypto isakmp key df*li*gj*al address

172.16.171.20 netmask 255.255.255.255 172.16.172.10 netmask 255.255.255.255



IPSec (Faza 2)

172.16.172.10 172.16.171.20

l

Backbone @AI
Router2
10.1.2.0/24

F.@,
Router1
10.1.1.0/24

crypto ipsec transform-set tset aes_sha esp-

crypto ipsec transform-set tset aes_sha aes 256 esp-sha-hmac

esp-aes 256 esp-sha-hmac

crypto ipsec profile VTI crypto ipsec profile VTI
set transform-set tset set transform-set tset

ip route 10.1.2.0 255.255.255.0 tunnel0 ip route 10.1.1.0 255.255.255.0 tunnel0



-]
Apply VPN Configuration

172.16.171.20

1

172.16.172.10

Backbone

&

—&

Router1 Router2
10.1.1.0/24 10.1.2.0/24
ipterface LELE interface TunnelO
;ﬂ::g’;s:dg‘;g;o{;vﬁss'255'255'0 ip address 10.10.10.2 255.255.255.0
tunnel source 172.16.172.10 tunnel mode ipsec ipv4
tunnel destination 172.16.171.20 :3:::: source ;Zi}g;zéﬁg 110

LG R Ll LA AL tunnel protection ipsec profile VTI
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Sta je Dynamic Multipoint VPN ?

1. DMVPN je Cisco IOS software resenje za pravljenje
IPsec+GRE VPNova na jednostavan, dinamicki i

skalabilan nacin

2. Oslanja se na dve tehnologije
Next Hop Resolution Protocol (NHRP)

Pravi distribuiranu bazu koja mapira VPN
(tunnel interface) u realnu (public interface) adresu

Multipoint GRE Tunnel Interface

GRE interface koji podrzava multiple
GRE/IPsec tunele i krajnje uredaje

Smanjuje veli€inu i kompleksnost konfiguracije

Podrzava dinamicko kreiranje tunela



DMVPN - nacin rada

=  Spoke ruter pravi dinamicki permanentni GRE/IPsec
tunel ka habu, ali ne i ka drugim spoke ruterima. Oni
se registruju kao klijenti na NHRP serveru (hub).

» Kad spoke zeli da posalje paket ka mrezi iza nekog
drugog spoke rutera , on trazi preko NHRP pravu
(outside) adresu destinacionog uredaja

= Sada spoke moze da inicira dinamicki GRE/IPsec
tunel ka odredisnom spoke ruteru.

= DinamicCki spoke-to-spoke tunel se prave preko
MGRE interfejsa.

» Po razmeni saobracCaja spoke-to-spoke tunel se brise



Primer:NHRP Registracija

e i 192.168.0.1/24
[ Dynamic permanent IPsec tunnels] (" 10.0.0.11 = 201. h

1.1.1
( NHRP mapping ) . a . 10.0.0.12 - 202.1.1.1 )
Physical: 200.1.1.1 | /e ~

Tunnel0:  10.0.0.1 192.168.0.0/24 - Conn.

( Routing Table ) 192.168.1.0/24 > 10.0.0.11
(192.168.2.0/24 > 10.0.0.12)

Physical: 202.1.1.13)

Tunnel0: 10.0.0.12
Physical: 201.1.1.1:)

Tunnel0: 10.0.0.11

Spoke B 192.168.2.1/24

192.168.1.1/24 " Spoke A

(' 10.0.0.1>2001.1.1 ) (10001200141 )

192.168.0.0/24 - 10.0.0.1 192.168.0.0/24 - 10.0.0.1
192.168.1.0/24 > Conn. 192.168.1.0/24 - 10.0.0.1

192.168.2.0/24 - 10.0.0.1 192.168.2.0/24 > Conn.




Konfiguracija HUB rutera pre DMVPN

hub(config)# crypto isakmp policy 1
hub(config-isakmp)# authentication pre-share
hub(config-isakmp)# encryption aes
hub(config-isakmp)# exit

hub(config)# crypto isakmp key cisco123 address
( 0.0.%?003’.%.0 HLEY

no-xauth
hub(config)# access-list 101 permit gre host 200.1.1.1
host 201.1.1.1
hub(config‘?# access-list <x+100> permit gre host
200.1.1.1

host <200+x>.1.1.1

hub(config)# crypto ipsec transform-set trans2 esp-aes
esp-sha-hmac

hub(cfg-crypto-trans)# mode transport

hub(config)# crypto map mymap local-address
Ethgrnetlal Y

hub(config)# crypto map mymap 10 ipsec-isakmp
hub(config-crypto-map)# set peer 201.1.1.1
hub(config-crypto-map)# set transform-set trans2
hub(config-crypto-map)# match address 101
hub(config)# crypto map mymap <x*10> ipsec-isakmp
hub(config-crypto-map)# set peer <200+x>.1.1.1
hub(config-crypto-map)# set transform-set trans2
hub(config-crypto-map)# match address <x+100>

hub(config)# interface Tunnel1

hub(config-if)# description Connection to Spoke1
hub(config-if)# bandwidth 1000

hub(config-if)# ip address 10.0.0.1 255.255.255.252
hub(config-if)# ip mtu 1440

hub(config-if)# delay 1000

hub(config-if)# tunnel source Ethernet0
hub(config-if)# tunnel destination 201.1.1.1
hub(config)# interface Tunnel<x>

hub(config-if)# description Connection to SpokeX
hub(config-if)# bandwidth 1000

hub(config-if)# ip address 10.0.0.<4*x-1> 255.255.255.252
hub(config-if)# ip mtu 1440

hub(config-if)# delay 1000

hub(config-if)# tunnel source Ethernet0
hub(config-if)# tunnel destination <200+x>.1.1.1
hub(config)# interface Ethernet0

hub(config-if)# description Internet Connection
hub(config-if)# ip address 200.1.1.1 255.255.255.0
hub(config-if)# crypto map mymap

hub(config)# interface Ethernet1

hub(config-if)# description Local LAN
hub(config-if)# ip address 192.168.0.1 255.255.255.0
hub(config)# router ospf 1

hub(config-router)# network 10.0.0.0 0.0.0.255 area 1
hub(config-router)# network 192.168.0.0 0.0.0.255 area 0



DMVPN Hub Konfiguracija

hub(config)# crypto ipsec profile profile_name

hub(ipsec-profile)# set transform-set
transform_set_name

hub(config)# interface tunnel tunnel_#
hub(config-if)# tunnel mode gre multipoint
hub(config-if)# tunnel key key #

hub(config-if)# tunnel protection ipsec profile
profile_name

hub(config-if)# ip nhrp network-id network_identifier
hub(config-if)# ip nhrp authentication string
hub(config-if)# ip nhrp map multicast dynamic
hub(config-if)# ip nhrp holdtime seconds



DMVPN Spoke Konfiguracija

spoke(config)# crypto ipsec profile profile_name
spoke(ipsec-profile)# set transform-set transform_set_name
spoke(config)# interface tunnel tunnel_#
spoke(config-if)# tunnel mode gre multipoint
spoke(config-if)# tunnel key key #
spoke(config-if)# tunnel protection ipsec profile profile_name
spoke(config-if)# ip nhrp network-id network _identifier
spoke(config-if)# ip nhrp authentication string
spoke(config-if)# ip nhrp map hub_GRE_IP_address
hub_external_interface IP_address
spoke(config-if)# ip nhrp map multicast
hub_external_interface IP_address
spoke(config-if)# ip nhrp nhs hub_GRE_IP_address
spoke(config-if)# ip nhrp holdtime seconds



DMVPN Routing Konfiguracija
» EIGRP:

= hub(config)# interface tunnel tunnel #

= hub(config-if)# no ip split-horizon eigrp AS_#
= hub(config-if)# no ip next-hop-self eigrp AS _#
= OSPF:

= hub(config) interface tunnel tunnel #

= hub(config-if}# ip ospf network broadcast

* hub(config-if)# ip ospf priority # > 1



DMVPN Hub Konfiguracija

hub(config)# crypto isakmp policy 1
hub(config-isakmp)# authentication pre-share
hub(config-isakmp)# encryption aes

hub(config)# crypto isakmp key cisco123 address
( 0.0.%?0 03,.'()).0 no-xaﬂth &

hub(config)# crypto isakmp keepalive 20 3

hub(config)# crypto ipsec transform-set trans2 esp-
aes esp-sha-hmac

hub(cfg-crypto-trans)# mode transport
hub(cfg-crypto-trans)# exit

hub(config)# crypto ipsec profile dmvpnprofile
hub(ipsec-profile)# set transform-set trans2
hub(config)# interface tunnel0

hub(config-if)# description Connection to Spokes
hub(config-if)# bandwidth 1000

hub(config-if)# ip address 10.0.0.1 255.255.255.0
hub(config-if)# ip mtu 1436

hub(config-if)# delay 1000

hub(config-if)# ip ospf network broadcast
hub(config-if)# ip ospf priority 2

hub(config-if)# ip nhrp authentication cisco123
hub(config-if)# ip nhrp map multicast dynamic
hub(config-if)# ip nhrp network-id 100000
hub(config-if)# ip nhrp holdtime 600

hub(config-if)# tunnel source Ethernet0

hub(config-if)# tunnel mode gre multipoint
hub(config-if)# tunnel key 100000

hub(config-if)# tunnel protection ipsec profile dmvpnprofile
hub(config)# interface Ethernet0

hub(config-if)# description Internet Connection
hub(config-if)# ip address 200.1.1.1 255.255.255.0
hub(config)# interface Ethernet1

hub(config-if)# description Local LAN

hub(config-if)# ip address 192.168.0.1 255.255.255.0
hub(config)# router ospf 1

hub(config-router)# network 10.0.0.0 0.0.0.255 area 1
hub(config-router)# network 192.168.0.0 0.0.0.255 area 0



DMVPN Spoke Konfiguracija

spokeX(config)# crypto isakmp policy 1
spokeX(config-isakmp)# authentication pre-share
spokeX(config-isakmp)# encryption aes

spokeX(config)# crypto isakmp key cisco123
address

0.0.0.0 0.0.0.0 no-xauth
spokeX(config)# crypto isakmp keepalive 20 3

spokeX(config)# crypto ipsec transform-set trans2
esp-aes

esp-sha-hmac
spokeX(cfg-crypto-trans)# mode transport
spokeX(cfg-crypto-trans)# exit
spokeX(config)# crypto ipsec profile dmvpnprofile
spokeX(ipsec-profile)# set transform-set trans2
spokeX(config)# interface tunnel0
spokeX(config-if)# description Connection to hub
spokeX(config-if)# bandwidth 1000

spokexgconfi -i?# ip address 10.0.0.<x+1>
255.255.255.0

spokeX(config-if)# ip mtu 1436
spokeX(config-if)# delay 1000

spokeX(config-if)# ip ospf network broadcast
spokeX(config-if)# ip ospf priority 0

spokeX(config-if)# ip nhrp authentication cisco123
spokeX(config-if)# ip nhrp map multicast 200.1.1.1
spokeX(config-if)# ip nhrp map 10.0.0.1 200.1.1.1
spokeX(config-if)# ip nhrp nhs 10.0.0.1
spokeX(config-if)# ip nhrp network-id 100000
spokeX(config-if)# ip nhrp holdtime 300
spokeX(config-if)# tunnel source Ethernet0
spokeX(config-if)# tunnel mode gre multipoint
spokeX(config-if)# tunnel key 100000

spokeX(config-if)# tunnel protection ipsec profile dmvpnprofile
spokeX(config)# interface Ethernet0

spokeX(config-if)# description Connection to Internet
spokeX(config-if)# ip address dhcp hosthame Spoke<x>
spokeX(config)# interface Ethernet1

spokeX(config-if)# description Local LAN
spokeX(config-if)# ip address 192.168.<x>.1 255.255.255.0
spokeX(config)# router ospf 1

spokeX(config-router)# network 10.0.0.0 0.0.0.255 area 1
spokeX(config-router)# network 192.168.<n>.0 0.0.0.255 area 1



Agenda

Pregled VPN IPSec tehnologije
Konfiguracija ISAKMP/IKE Faza 1
Konfiguracija ISAKMP/IKE Faza 2
GRE

IPsec Profiles

IPsec Virtual Tunnel Interfaces
DMVPN

Group Encrypted Transport VPN

© N o a0 K~ D=



Group Security Functions

Key S
Key Server oy server

» Validate Group Members
« Manage Security Policy
» Create Group Keys

* Distribute Policy / Keys
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Group Security Elements

Key Encryption Key :
(KEK) Key Server Group Policy
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Group Security Association

= Clanovi grupe dele zajednicki SA
*  SA nije specifiCan za pojedine Clanove vecC
» SA vaziza sve Clanove grupe

= VPN gw rade zajedno na zastiti saobracCaja
= VPN gw imaju isti status

» Saobracaj se razmenjuje izmedu bilo kog VPN gw



]
Osnovna GET VPN arhitektura

= korak 1: Clanovi grupe (GM)
se “registruju” putem GDOI
na Key Serveru (KS)

= KBS autentikuje & autorizuje
GM

= KS vrac¢a skup IPsec SA
koje GM treba da koriste




]
Osnovna GET VPN arhitektura

= korak 2: Data Plane
enkripcija
* GM razmenjuju enkriptovan

saobracaj koristecCi grupne
kljuCeve

= Koristi se IPSec Tunnel Mode

sa “prezervacijom adresa’
GM3

GM2 /_e%\’£;
- R _@ GM5




Osnovna GET VPN arhitektura

= korak 3: PeriodiCni Rekey
proces

» KBS Salje novi IPsec kljucC pre no
sto vazeci IPsec kljuc istekne.




Key Server
Key Server konfiguracija
crypto gdoi group secure-wan
identity nunber 3333 <- GROUPD
server | ocal <- KEY BWER
— rekey address ipv4 102 <- REKEY BBESSES REKEY
rekey retransmt 40 nunber 3 <- REKEY RRANSM TS
— aut hori zati on address ipv4 nenber-1i st <- GROUP MBER AUTHORI ZATI ON
sa ipsec 1 <- SECURI TYSSOCI ATI ON
profile gdoi-p <- CRYPTO ATTRI BUTES SELECTI ON
—— match address ipv4d |ans-only <- ENCRYPTI OROLI CY LAN-to- LAN
no repl ay <- NO ANTI - RERY
address i pv4 <ks_ address> <- KS ADDRSB
! Rekey Profile (needed multicast rekey only)

Group Member Authorization List (optional)

Encryption IPSec Proxy (mandatory)




Group Member

Secured Group Member Interface

Crypto Map Association to Group Security

Group Member Association

\ 4

crypto gdoi group secure-wan <- GRBUENCRYPTI ON
i dentity nunmber 3333 <- GROUPDENTI TY FOR MEMBER
server address ipv4 <ks_address> <- KS ADBRS TO REQ STER




Cisco Networkers
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