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Data Center Security — what are we covering

today?

Network Classification
Quality of service
Network-based app recognition
Queuing, policing, shaping
Visibility, monitoring, control

Application Acceleration
Latency mitigation
Application data cache
Meta data cache
Local services

Application Scalability
Server load-balancing
Site selection
SSL termination and offload
Video delivery

WAN Acceleration

Data redundancy elimination
Window scaling

LZ compression

Adaptive congestion avoidance

Application Networking
Message transformation
Protocol transformation
Message-based security
Application visibility

Application Optimization
Delta encoding
FlashForward optimization
Application security
Server offload




Session agenda

Web Application Security: background
Quick HTTP refresher
High Impact Attacks:

— SQL injection

— Cross-Site Scripting (XSS)

Solution
— Cisco’s ACE Web Application Firewall

VMware Security
— Cisco’s Nexus 1000-V



Web Application

Security: Background




Vulnerability trends: interesting statistics

Percentage of reported vulnerabilties, Q1CY07

B \Web Technologies
O Other

Symantec Internet Security
Threat Report
Trends for July-December 06

66%

http: ) feval.symantec.com/mkkginfofenterprise /white_papersfent-whitepaper_internet_security_threat_report_xi_03_2007 .en-us.pdf



The Evolution of Intent
A Shift to Financial Gain

Threats becoming increasingly difficult to detect and mitigate
Applications are the primary targets

FINANCIAL.:
Theft & Damage

W NOTORIETY:

Viruses and Malware

VANDALISM:

Basic Intrusions and Viruses

THREAT SEVERITY

1990 1995 2000 2005 2007 WHAT’S NEXT?
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Applications: the Weak Link to the Crown Jewels

Source: privacyrights.org

Applications Give Unprecedented Access
to Critical Business Data




