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Agenda

� E-mail security appliance

� Web security appliance

� Q&A



Web Security |  Email Security |   Security Management | Encryption

IronPort® Gateway Security Products

EMAIL
Security Appliance

WEB
Security Appliance

Security 
MANAGEMENT 

Appliance

IronPort
SenderBase

APPLICATION-SPECIFIC
SECURITY GATEWAYS

CLIENTS

BLOCK Incoming Threats

PROTECT Corporate Assets
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CENTRALIZE Administration

Internet

ENCRYPTION
Appliance

� Internet



IronPort Architecture for 
Multi-Layered Email Security

MANAGEMENT TOOLS

THE IRONPORT ASYNCOS™ EMAIL PLATFORM

SPAM
DEFENSE

VIRUS
DEFENSE

DATA LOSS 
PREVENTION

EMAIL 
ENCRYPTION
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Competitive Spam Efficacy 
Significant IronPort Advantage 

Source: Year-long Independent third party research

Cisco IronPort

Proofpoint

Sophos

CipherTrust

Barracuda

Google Postini

Microsoft FrontBridge

Trend Micro

Symantec
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Spam Accuracy Rate (1 -FP Rate) 
BestWorst



The IronPort SenderBase Network
Data Makes the Difference

• Complaint Reports

• Spam Traps

• Message
Composition Data 

• Global Volume Data

• URL Lists

• Compromised 
Host Lists

• Web Crawlers

• IP Blacklists 
& Whitelists

• Additional Data

SenderBase
Data

Data Analysis/
Security Modeling

SenderBase
Reputation Scores

-10 to +10

150 Parameters

THREAT PREVENTION IN REAL TIME



IronPort Anti-Spam
Accuracy Powered By Context Adaptive Scanning Engine

WHAT?

HOW?

WHO?

WHERE?

• All text inside an image

• Random dots appear 

within the message

• Nearly identical color 

scheme in 100,000’s 

spamtrap msgs

Verdict

BLOCKBLOCK

• IP address recently 

started sending email

• Message originated 

from dial-up IP address

• Sending IP address 

located in Russia

• Message leaves trace 

of spamware tool



IronPort Virus Outbreak Filters
The First Line of Defense

Early Protection

with 

IronPort Virus 

Outbreak Filters



IronPort Virus Outbreak Filters in Action

INTERNET
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Temporary

Quarantine

Virus Filter

� Evaluates incoming mail against outbreak rules 

� Triggers automated quarantine for suspicious 
attachments 

� Releases messages for re-scanning through 
standard filters



How IronPort Virus 
Outbreak Filters Work
Dynamic Quarantine In Action

T = 0
–zip (exe) files

T = 5 mins
-zip (exe) files

-Size 50 to 55 KB.

T = 10 mins
–zip (exe) files

–Size 50 to 55KB

–“Price” in the 
name file

T = 8 hours
–Release messages

if signature 
update is in place

Messages

Scanned &

Deleted

Fine-grained Rules, Multiple Parameters:
Attachment Type, Attachment Size, URLs, Filenames & More

Fine-grained Rules, Multiple Parameters:
Attachment Type, Attachment Size, URLs, Filenames & More



McAfee + Sophos Anti-Virus Signatures
Multiple Lines of Defense

� Integrated McAfee and 
Sophos anti-virus engines

- High performance in-line scanning using both 
engines in multi-scan mode for maximum 
security

- Customer selection for either Sophos or
McAfee possible 

� Easy to deploy and manage
- Intuitive user interface 
- Single view with IronPort Mail Flow Monitor�

- Auto updates
- Lower TCO with an integrated solution


