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� E-mail security appliance

� Web security appliance

� Q&A



Web Security |  Email Security |   Security Management | Encryption

IronPort® Gateway Security Products

EMAIL
Security Appliance

WEB
Security Appliance

Security 
MANAGEMENT 

Appliance

IronPort
SenderBase

APPLICATION-SPECIFIC
SECURITY GATEWAYS

CLIENTS

BLOCK Incoming Threats

PROTECT Corporate Assets
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CENTRALIZE Administration

Internet

ENCRYPTION
Appliance

� Internet



IronPort Architecture for 
Multi-Layered Email Security

MANAGEMENT TOOLS

THE IRONPORT ASYNCOS™ EMAIL PLATFORM

SPAM
DEFENSE

VIRUS
DEFENSE

DATA LOSS 
PREVENTION

EMAIL 
ENCRYPTION
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Competitive Spam Efficacy 
Significant IronPort Advantage 

Source: Year-long Independent third party research

Cisco IronPort

Proofpoint

Sophos

CipherTrust

Barracuda

Google Postini

Microsoft FrontBridge

Trend Micro

Symantec
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Spam Accuracy Rate (1 -FP Rate) 
BestWorst



The IronPort SenderBase Network
Data Makes the Difference

• Complaint Reports

• Spam Traps

• Message
Composition Data 

• Global Volume Data

• URL Lists

• Compromised 
Host Lists

• Web Crawlers

• IP Blacklists 
& Whitelists

• Additional Data

SenderBase
Data

Data Analysis/
Security Modeling

SenderBase
Reputation Scores

-10 to +10

150 Parameters

THREAT PREVENTION IN REAL TIME



IronPort Anti-Spam
Accuracy Powered By Context Adaptive Scanning Engine

WHAT?

HOW?

WHO?

WHERE?

• All text inside an image

• Random dots appear 

within the message

• Nearly identical color 

scheme in 100,000’s 

spamtrap msgs

Verdict

BLOCKBLOCK

• IP address recently 

started sending email

• Message originated 

from dial-up IP address

• Sending IP address 

located in Russia

• Message leaves trace 

of spamware tool



IronPort Virus Outbreak Filters
The First Line of Defense

Early Protection

with 

IronPort Virus 

Outbreak Filters



IronPort Virus Outbreak Filters in Action

INTERNET
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Temporary

Quarantine

Virus Filter

� Evaluates incoming mail against outbreak rules 

� Triggers automated quarantine for suspicious 
attachments 

� Releases messages for re-scanning through 
standard filters



How IronPort Virus 
Outbreak Filters Work
Dynamic Quarantine In Action

T = 0
–zip (exe) files

T = 5 mins
-zip (exe) files

-Size 50 to 55 KB.

T = 10 mins
–zip (exe) files

–Size 50 to 55KB

–“Price” in the 
name file

T = 8 hours
–Release messages

if signature 
update is in place

Messages

Scanned &

Deleted

Fine-grained Rules, Multiple Parameters:
Attachment Type, Attachment Size, URLs, Filenames & More

Fine-grained Rules, Multiple Parameters:
Attachment Type, Attachment Size, URLs, Filenames & More



McAfee + Sophos Anti-Virus Signatures
Multiple Lines of Defense

� Integrated McAfee and 
Sophos anti-virus engines

- High performance in-line scanning using both 
engines in multi-scan mode for maximum 
security

- Customer selection for either Sophos or
McAfee possible 

� Easy to deploy and manage
- Intuitive user interface 

- Single view with IronPort Mail Flow Monitor�

- Auto updates

- Lower TCO with an integrated solution



� Regulatory Compliance
- HIPAA, GLBA, PCI, SOX Regulations

- Scan for sensitive information and block infractions

- Secure business partner communication

� Acceptable Use
- Block offensive content

- Enforce messaging policy (attachment size, etc)

- Add legal disclaimers to outgoing mails

� Intellectual Property Protection
- Block messages containing confidential data

- Prevent email communications with competitor

Data Loss Prevention
Multi-Faceted Problem

“Email has become the de facto filing system for nearly all 

corporate information, making it even more critical to protect 

the outbound flow of messages.”

� Brian Burke, Security Products Research Manager, IDC



Scanning Work Flow Remediation Work Flow

Compliance Dictionaries

Pre-Defined Filters

Pre-Defined Filters

Compliance 
Dictionaries

Smart Identifiers

Smart Identifiers

DLP Notification

DLP Notification

Quarantine View Of Violation
Quarantine View Of 

Violation

Encrypt The Message
Encrypt The Message

View HIPAA Violation ReportView HIPAA Violation Report

Data Loss Prevention:  
Integrated Scanning and Remediation



IronPort PXE: Sending a Message
Instant Deployment, Zero Management Costs

� Automated user enrollment and account creation

� User authentication and key delivery

� Message Tracking

� Secure Reply

� NEVER stores email message � highest security
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IronPort PXE: Receiving a Message
Seamless End-User Experience

3. View message

2. Enter password
1. Open Attachment



IronPort Email Security Monitor
Advanced Reporting System

IronPort Email 
Security Monitor

Search by Domain

CSV Export

Scheduled Delivery

Integrated Real-Time
Graphical Reports



System Monitoring
Easy Integration with Existing Processes

Alert Center

• Alert Subscriptions per Admin

• Distinct Areas of Management

SNMP

• Exclusive IronPort MIB

• Integrates with any 
SNMP-compatible tools

Log Subscriptions

• 20+ Log Types Supported

• Transfer via FTP, SCP, Syslog



IronPort AsyncOS 
Revolutionary Email Delivery Platform

Traditional Email Gateways
And Other Appliances IronPort Email Security Appliances

200
Outgoing

Connections

Low Performance/
Peak Delivery Issue

Disk I/O 
Bottlenecks

Unable To Leverage 

Full Capability 

Components

CPU Limited Solely 

By CPU Capacity

1K – 10K
Outgoing

Connections

High Performance/
Sure Delivery



AsyncOS 6.5 | “Caesars”
External Authentication

Administrators

Comply with Security Regulations

Enforce Password Controls Globally

LDAP / Radius Server

Credential 
verification

Username / password



AsyncOS 6.5 | “Caesars”
Additional User Roles

Admin
Operator Guest

Quarantine & 
message 
tracking 
access only

Help Desk User Read-Only Operator

View config, 
submit 
changes



Web Security
Appliance



Customer Pain: Web Threat vs. Value

Web 2.0

Mobility

Collaboration

Malware

Acceptable
Use

Data Security&
IP Protection

Security Risks Business Value

Goal: Collaborate With Confidence



New President, New Malware
Social Engineering At Work

� Users receive an email inviting 
them to watch President-elect 

Barack Obama's victory speech

� Links users to a government 
themed botsite

� Subject Line Examples:

- Election Results Winner

- The New President’s Cabinet?

http://portalserver.viewcontent.memberverify.EwTLOC5Rc.XXXXXXXXXXXXXXX.bfiinwach.com/president.htm?/verif
yonenet/certificateupdate/OSL.htm?LOGIN=ZeuroEwTLO&VERIFY=C5Rcwjj7qjsuVeb 



Government Themed Botsite

� Users prompted to install an Adobe Flash Player update, 
which is actually data-stealing malware

� Steals screen shots, passwords and sends to a web 
server located in Kiev, Ukraine

BOTSITE REAL SITE


