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What are we talking about today...

1. Introduction

. Trends & drivers

2. VOWLAN — what do we need
* RF Design

e QoS over the air
« Roaming

e  Security

3. VoOWLAN — what do we have

. WLC & WCS - tools and
recomendations

e« Cisco 7921G / 7925G
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What are we NOT talking about today...

1. RF/802.11 / Security — basics

2. Cisco Unified Wireless
Architecture

3. CCX

4. Underlying ,wired” campus
Infrastructure




Voice over WLAN

Introduction




Voice over WLAN Drivers
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Mobile Workers, Virtual
Teams

WLANSs: Data = Voice
Cellular: Voice > Data

Converged Wi-Fi/Cellular
Handset

Interoperable Standards
Advanced voice features
Affordability

Single number reach




Voice over WLAN

RF Design



WLAN Coverage Considerations

1. The AP coverage design needs to be done to match
the performance of the clients and the applications
they run

2. Determine the RF coverage of all the clients that are
going to be used in the WLAN
Use data sheets to find the clients antenna gain
Use data sheets to find data rates and receiver sensitivity

Use data sheets to find channels and transmit powers

3. Determine what other applications and clients share
the WLAN

4. Determine what interferers share the WLAN
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Data Rate: Cell Size

Call Count Comparisons

6—9 Mbps
802.11a/g/n

12—-24 Mbps
802.11a/g/n

36-54 Mbps
802.11a/g/n




ldeal Cell Size and Channel Separation

VOWLAN Cell Edge Designs for 2.4 GHz and 5 GHz

802.11 | TheRADIUS ., The separation of

b/g/n of the cell . T same channel cells
should be: A A should be: 19 dBm
—67 dBm

I Channel 1 !
| S
802.11 | The RADIUS The separation of
a/n of the cell Pr same channel cells
should be: Eas A should be: 19 dBm
—72 dBm
R
Channel 36 |

Channel 44




Capacity

1. Capacity is throughput multiplied by available,
non-overlapping channels

802.11b and 802.11g operate in the same band,
use the same three channels

Any 802.119g capacity increase is from throughput alone
2. 802.11a currently provides 12 channels in much of the
world today, 23 channels in most of the world in 2005

While throughput might be similar to 802.11g, channels are not,
neither then is capacity

3. Intheory, access points set to non-overlapping channels
may be co-located to provide all available capacity in a
single coverage area

More commonly, it's an expression of total throughput across
a network or facility
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802.11b Scalability

Blue = 11 Mbps
Data Rate, 7 Mbps
Throughput

Green = 11 Mbps
Data Rate, 7 Mbps
Throughput

Total Capacity = 21 Mbps

Red = 11 Mbps
Data Rate, 7
Mbps Throughput

What If We Added Three More APs to This Coverage Ar ea?
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802.11b Scalability

Blue = 11 Mbps
Data Rate, 7 Mbps
Throughput

Green = 11 Mbps
Data Rate, 7 Mbps
Throughput

Red = 11 Mbps
Data Rate, 7
Mbps Throughput

What If We Added Three More APs to This Coverage Ar ea?



802.11g Scalability

Blue = 54 Mbps
Data Rate, 23 Mbps
Throughput

=)
N

Total Capacity = 69 Mbps

Green = 54 Mbps
Data Rate, 23 Mbps
Throughput

Red = 54 Mbps
Data Rate, 23 Mbps
Throughput



High Density Cells

Higher Number of Available Calls in a Given Office Space
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In a Floor Space This Small with This Many 2.4 GHz  APs

Data Rates and Transmit Powers Would Have to Be
Managed to Achieve > 20 802.11b Calls per Channel



802.11a Scalability:
ETSI — up to 19 Channels

54/25 Mbps
54/25 Mbps
54/25 Mbps
54/25 Mbps
54/25 Mbps
54/25 Mbps

234 Mbps!
54/25 Mbps »\ * , /

What about 11n? Nine Bonded Channels




High Density Deployment
High Density 5 GHz Office Deployment

1. 5 GHz does not have the overlap or collision domain issues of 2.4 GHz;

12 APs on one floor

|
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Aggregate and Per-User Throughput

1. 802.11, like Ethernet, is a shared medium

2. Aggregate throughput is the total bandwidth shared
by all users in a cell

3. Generally, the larger the cell, the more users
In the cell

Greater per user throughput means smaller cells and more
access points for a given area

4. How many users per access point?
What's the aggregate throughput of the access point?

On average, what amount of per user throughput do you
want to provide?



Per-User Throughput Samples

Technology D?I\t/labssii)te %grg[;gh?ﬁt UEé?rggLen t AVe{Jasgeer =
(Mbps) Throughput
802.11b 11 6 10 600 Kbps
802.11b 11 6 20 300 Kbps
802.11b 11 6 30 200 Kbps
802.11g 54 14 10 1.4 Mbps
802.11g 54 14 20 700 Kbps
802.119g 54 14 30 467 Kbps
802.11a 54 25 10 2.5 Mbps
802.11a 24 25 20 1.25 Mbps

802.11a 54 25 30 833 Kbps
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Recommendations

1. Only with 5GHz can the number of APs start to align with the
WLAN capacity —for voice and data.

The more non-overlapping channels the better

2. 2.4GHz APs may only add coverage not capacity —in many
deployments

3. Ovoid supporting lower bit rates than needed by the -67dBm
boundary

This will increase capacity, and reduce co-channel interference

4. There is a critical mass of a/b/g adaptors new deployments
should be planned and designed around the 5GHz spectrum

Co-channel interference is the subprime mortgage of your WLAN
5. Place antennas the right way.



.11n Antenna Placement

802




Voice over WLAN

Quality of Service
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Quality of Service (QoS) Overview

1. Ensures packets receive the proper QoS handling end-to-end

2. Makes sure packet will maintain QoS information as it
traverses network

3. Policing of 802.11e UP/802.1p and IP DSCP values ensures
end-points conform to network QoS policies

4. Uses Cisco’s AVVID packet marking mappings and IEEE
mappings as appropriate

5. Supported on all shipping controllers

6. Supported on Cisco Aironet® 1000, 1130, 1200, 1230, 1240,
1250 and 1500 Series lightweight access points

7. Support for Cisco 7920/7921 as well as many 3 party
voice products
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Wi-Fi Multimedia (WMM)

1. Whatis WMM?
It is a supplement to 802.11 MAC layer

Allows Diff-Serv QoS by creating four priority queues, called
Access Categories

The access categories access the channel using a protocol called
EDCA (Enhanced Distributed Channel Access), an enhancement
of the existing DCF (Distributed Coordination Function)

2. What does WMM add?
Uplink frames are marked with 802.1d CoS
Prioritized access for uplink traffic

Admission Control Mandatory (ACM) flag allows uplink
access categories to be enabled/disabled

Contention-free packet bursting within the TXOP Limit
(Transmission Control: Transmission Opportunity)



Classification

1. WMM Access separates traffic types in to 4 categories
2. Background, Best Effort, Video, Voice

3. These all compete for the channel with different delay and
random back off characteristics

B o

Best Effort
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\L Internal
Collision
Resolution




IEEE 802.11e — EDCA

Enhanced Distributed Channel Access

A[O] IFS Contention Window (CWmin[0])

Time (t)
A[n] IFS Contention Window (CWmin[n])

Time (t)

Superset of DCF

2. EDCA allows high priority traffic first access to the media, by
altering the IFS, and the random back-off

Transmission Operation (TXOP) is given to the lowest QoS Station (QSTA)

3. QSTAs with the same Access Category (AC) have the same
back-off time



IEEE 802.11e WMM Access Categories

Access Category 802.1d Tags

Highest Priority (Multiple
WMM Voice Priority  Calls, Low Latency and Toll 7,6
Voice Quality)

WMM Video Priority Traffic Other Than Data 5,4
Legacy Devices or
bl Mpﬁsﬁtt Sifot Applications That Lack QoS 0,3
y Capabilities

WMM Background Low Priority Traffic (File

Priority Transfers, Printing) e



U-APSD

Standard Client Power-Save

BIE‘B.C{}H e —— e m e DTIM Period - = - - - = ———— - oo > BIGB.COH
with TIM Oata e with TIM
AP ACK (more=1) ACK (more=0) ACK
a N (1)
Client | Sleep PS-Poll ACK  PS-Poll ACK PS-Poll | Sleep

Client Full Power
<= Access Delay

1. AKA WMM-Power Save
Client receives buffered frames when it transmits, rather than polling for buffered frames

Increased Power Saving
Increased Call capacity

DATA  DATA DATA
AGK {more=1) (more=0) ACK {more=0)
AP
P ) ®
L] N -
Client
| |
Slaep Trigger Frame ACK ACK S Bep Trigger Frame ACK S aap
+ data . + data -
Client Full Power Client Full Power

&~ EDCA Delay



WMM Performance Features

Packet Prioritization

Timed Delivery

Admission Control

Battery Life and Call
Capacity

Yes

No

No

Good

WMM w/ Unscheduled
Power-Save Delivery

(UPSD) and Traffic
Specification (TSPEC)

Yes

Yes

Yes

Better



TSpec CAC

802.11b > Voice Parameters
1. Load-based AC should be
Call Admission Control {CAC) b|ed
Admission Control (ACM) W Enabled ena
Load-based AC W Enabled .
Max RF Bandwidth (&) |4|;.|_ 2 DEfaU“Z MaX|mum RF
i SN SS— bandwidth will be too high in
Expedited bandwidth r

many cases

3. 40% is most likely to be
more appropriate
The percentages consumed

depends on the client bit
rates



LWAPP QoS

[ 802.11¢] DSCP[ Payload |' g021p | pscp | “VAPP Encapslu'[?;egpl Payload ' [802.1p] DSCP] Payload |
1
I

\_’;)k.
1
1
Ethernet witch

LWAPP Tunnels

WLC

>

1 LWAPP Encapsulated
DSCP s [802.2p] DSCP[ Payload |

| 802.11e| DSCP| Payload | DSCP| Payload

1. Ensures that packets receive the proper QoS handling from end to end

2. Policing of 802.11e UP / 802.1p and IP DSCP values ensures that wireless
endpoints conform to network QoS policies



Voice over WLAN

Roaming




Why Client Stations Roam

1. Common reasons for roam -
Maximum data retry count exceeded
Low receive signal strength (RSSI)
Low Signal to Noise Ratio (SNR)

Proprietary load balancing scheme



Choosing a new AP to roam to
Channel Scanning

1. Active Scan - Probe each channel

2. Passive Scan - listen on each channel

3. Background scanning - build up roam information
proactively

4. On-roam scanning - Scan each channel when roam
required



Evaluating potential roam destinations

Evaluate the following attributes to choose an AP to roam
to;

Receive Signal Strength Indicator RSSI

Signal to Noise Ration SNR

Number of clients on the AP

Transmit and receive bandwidth being used by the AP

a bk~ D PE

RF channel load information from Beacon and probe-
responses

others...

o



Cisco Compatible Client Extensions
Roam Parameter Enhancements

1. Parameters defined on controller that Influence roaming
decisions for CCX clients

Scan threshold (default -72DB) - the minimum RSSI value below
which the client should attempt to roam

Transition time (default -5 seconds) - the maximum time in which a
roam must be completed

Minimum RSSI field (default -85dB) - A value for the minimum
received signal strength indicator (RSSI) required for the client to
associate to, or stay associated with, an access point.

Hysteresis (default -2dB) - A value to indicate how much greater the
signal strength of a neighboring access point must be in order for
the client to roam to it.

Minimum RSSI Scan Threshold

-85d -72dB
g, ( (g (
=5 \ \ \ %'\'-.-‘:

Boundary Begin roaming



Cisco Compatible Extensions
Channel Scanning Enhancements
Access point assisted roaming
Enhanced neighbor list

Enhanced neighbor list request (E2E)

A

Directed roam request



Re-authenticating to the new AP
Authentication Types

1. Open Authentication - This is null authentication - any client is
permitted to access the WLAN

2. WEP Shared Key (WEP) - Static WEP requires sender and
receiver to have the same pre-provisioned key in order to decode
messages from each other

3. WPA-Personal and WPAZ2-Personal - A shared key, which is
not the encryption key, is configured on both the WLAN and the
WLAN client, and this key is used in the WPA 4-way handshake
to generation and per session encryption key

4. 802.1X/EAP Authentication - used in Wi-Fi Protected Access
(WPA-Enterprise) or WPA2-Enterprise



Fast Secure Roaming — CCKM
Initial Authentication (1 of 4)

O g - B

Client Access Point Controller RADIUS

) EAP Authentication |

PMK PMK*
PMK

a

1. The Network Session Key (NSK) is derived after EAP authentication, and
Is sent from the RADIUS server to the Controller



Fast Secure Roaming — CCKM
Initial Authentication (2 of 4)

R _/ ~
A &
Client Access Point Controller RADIUS
« EAP Authentication | '

N8KL| PMK h NSKL‘ . ll
I 4 I
e T T T = - _ ==
\\, < Cryptographic Nonces Y
BTK, (KRK) 4-way handshake BTK, (KRK)

1. The client and the Controller exchange nonces (random numbers), and
combine the nonces with the NSK to create a Base Transient Key (BTK)
and a Key Request Key (KRK)



Fast Secure Roaming — CCKM
Initial Authentication (3 of 4)

Client Access Point Controller RADIUS
< EAP Authentication | ) ‘

NSK || PMK ,.| NSK | | PMK | PMK
/ \

P - - - \\ ~
;\ < Cryptographic Nonces !

BTK, (KRK) 4-way handshake BTK, (KRK)

1 _ - ~ o \~ o ‘— _

| -;V ~RN=1 ,}— - \\\*I ¢ (RN:].)

PTK k==~~~ PTK |« PTK »

1. Both the client and the Controller hash the BTK, RN, and BSSID to derive
a Pairwise Transient Key (PTK). The controller then forwards the PTK to
the AP over the LWAPP tunnel.



Fast Secure Roaming — CCKM
Initial Authentication (4 of 4)

7]

— 'l \WAPP -{

(R |
= — A 5
Client Access Point Controller RADIUS
EAP Authentication | - R
NSK i PMK ,.| NSK | | PMK | PMK
/ \
P - - - \\ ~
;\ < Cryptographic Nonces !
BTK, (KRK) 4-way handshake BTK, (KRK)
¥ — - ~ o \~ ~ ‘— _
" Sv SRN=1 <~ = \\\*1 ! (RN:]-)
PTK k==~~~ PTK |« PTK o
Eorc(Data) R

1. The Client and AP communicate using the PTK



Fast Secure Roaming — CCKM
Roam (1 of 2)

_ A . el
) i - )

Client Access Point Controller RADIUS
BTK, (KRK) BTK, (KRK)
I Reassoc, req R

\ MICyrcRNZN+1 :

PTK 4_:____ Verify MIC

1. The Client sends a reassociate-request with the next
sequential rekey-number

2. The reassociate request is forwarded to the controller
and the MIC is validated



Fast Secure Roaming — CCKM
Roam (2 of 2)

-

Client Access Point Controller RADIUS
BTK, (KRK) BTK, (KRK)
I, ——Reassoc.req
¢ MICyr RNZN+1 > | Verify MIC
PTK [4+= === - - ?
- o -~ BTK, (KRK)
e _\ ~ o \~ - Iv
=  S<_ "Ti(RNzn+1)
- 4 N\
PTK |« PTK [¥
Eprv(Data)

1. The controller calculates the next PTK, and forwards it
to the AP

2. The Client and the AP can now communicate using the
PTK
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Fast Roaming with Proactive Key

Caching (PKC)

1. WPA2 extension

2. PMK is cached in controllers

3. Client sends PMK-ID with association-request
4

. Client and controller perform WPA 4-way handshake
based on the PMK

5. A new, unique PTK is derived



Infrastructure impacts of client roaming

1. When a client originally associates, the controller
creates an entry for each client in mobility database -
noting what AP client is associated to

2. When client roams within same controller; update the
entry to note the new AP

3. When client roams to a new controller mobility
announcements between the controllers are used to
build a tunnel for the client to/from the original
controller



Voice over WLAN

Security
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VoOWLAN Security Recommendations

802.1x/EAP Authentication is recommended
EAP-FAST is the recommended supplicant

WPA or WPA2 are recommended.

WEP is not recommended

LEAP can be used with a suitable strong password

WPA-PSK, and WPA2-PSK can also be used with
suitable strong passwords

o gk~ w0 b RE



Voice over WLAN

WLC & WCS will help
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WLC Tools (1)

1. The WLC provides many statistics to assist in
generally troubleshooting

2. AP delay and Packet loss statistics are particularly
useful when investigating VoWLAN call quality issues.

3. The WCS also provides historical and client reports
on the same topic
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WLC Tools (2)

Radlg > Statmticn

1. The WLC radio statistics T R

ey

L
A BTG

BTl T T a2

TRTAE LR TR

provide a summary of the
overall RF environment seen === .
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Site Survey

1. Coverage, overlap, and
signal strength are key to
a successful VowWLAN

deployment

2. A survey of the VoWLAN
deployment should be
performed post install to
determine that the project
goals have been met

3. Third party tools such as
Airmagnet Survey are
useful for this purpose
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WCS VoWLAN Audit Tool

ol
CISCO

Wireless Control System
™ Monitor * Reports =
Tools > Voice Audit Report e e

Controllers [ Rules T Report ]

Configure * Location =  Adrministration *  Tools = Help =

Fun audit an: | all Controllers V|

1. The user will choose:

The controllers to be audited
The rules of the audit
And how the audit is reported

2. The audit will be able to run the configuration checks on
controllers running the following versions: 4.1.x, 4.2.x, and 5.x.x
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More Troubleshooting Tools

1. The are a number of tools available for VOWLAN analysis,
Including sniffer tools using Wireshark or Omnipeak

2. The Airmagnet VoFI Analyzer provides useful feedback on
VOWLAN MoS scores over time
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Voice over WLAN

Cisco Unified IP

Phone 7921/7925
Implementation
Guidance




7921G Overview

802.11a/b/g
2 in (5 cm) color display with 176 x 220 pixel resolution
Dedicated Volume and Mute buttons
Application button supports PTT via XML
Two softkey buttons

Speakerphone

Diversity antenna (5GHz band only)

Ringing, message waiting, and charging LED
5-way navigation key

© 0N OAEWDNR

=
<

Separate ringer and speaker
Louder ring volume
11. Vibrate alert
12. Backlit keypad and display
13. Headset connector 2.5mm (4-conductor/tri-band)
14. USB 1.1 connector



7925G Overview

1. IP54

Dust protected; dust deposits are permitted, but their volume
must not affect the function of the unit

Splashing protected; Spray water from all directions, (limited
ingress permitted)

2. Bluetooth 2.0
Bluetooth/WLAN Coexistence
3. Battery Life

Standard Battery %1100 mAh) -Up to 180 hours standby
OR up to 9.5 hours talk time

Extended Battery (1400 mAh) - Up to 240 hours standby
OR up to 13 hours talk time

. Proxy ARP IE from CCX v4 is required to get maximum
battery life

. If using 5 GHz, there is a 1 hour reduction in talk time

. Coexistence with use of 802.11b/g and Bluetooth can

decrease on call battery life up to 40-50%

4. Improved Durability
5 ft (1.5 m) drop to concrete w/o carry case

Silicon carry case manufactured by zCover can help
durability www.zcover.com




Security protocols supported

Wi-Fi Protected Access (WPA) Versions 1 and 2; Personal and
Enterprise are supported by the 7921

Authentication

Lightweight Extensible Authentication Protocol (LEAP) Authentication

Extensible Authentication Protocol-Flexible Authentication via Secure
Tunneling (EAP-FAST)

WEP/WPA/WPAZ2 Shared Key
Encryption
Wired Equivalent Privacy (WEP)
Temporal Key Integrity Protocol (TKIP)
Advanced Encryption Standard (AES)
Fast roaming protocol
Cisco Centralized Key Management (CCKM)
(CCKM is supported with TKIP/WPA only; AES/WPAZ2 is not supported)
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Behavior in presence of 2.4Ghz

802.11b/g and 5gHz

If the Cisco 7921 is enabled for both 802.11b/g and 802.11a, and If
the Cisco 7921 receives beacons on both of these frequency
bands for the voice SSID

On Cisco 7921 Initial association

1. |If the default Auto-RSSI is enabled, the phone will associate to
the radio (and therefore frequency band) it hears with the
strongest Receive Signal Strength Indicator (RSSI).

2. If Auto-b/g or Auto-a is enabled, the phone will associate to the
frequency band specified, and will fall back to the non-specified
frequency band only if the specified is unavailable

3. 802.11-b/g or 802.11-a is enabled, the phone will only associate
to the frequency band specified.

On Cisco 7921 Roam

1. Once the phone has associated to an AP on a particular
frequency band, it will only scan for and roam to, APs on the
same frequency band.



792xG — Desigh Recommendations

1. Use single band for Voice WLAN
2. QoS

Platinium gqueue
Require WMM*
WMM / QBSS / ECDS / U-APSD — ON by default

*) Not in case of mixed-in 7920



Voice over WLAN

And that’s about it...



For more information

1. www.cisco.com/go/cvd

2 Bt

File  Edit View History Bookmarks  Tools  Help
O -Gcxa

wlaln
cisco

o flvia. cisco. comjenyUS/docs solutions(EnterpriseiMability v 7+

B esion e 4 Vojce over Wireless LAN 4.1

[] Woice over WLAN Intraduction

O] WLAN Quality of Service De3|gn G u|de
O voice over WLAN Radio
Frequency Design

[ Woice over WLAN Security This guide describes how to design, implement, and operate the Cisco Vaoice over Wireless
[ Voice over WLAN Roaming LAN [ YoWVYLAN) solution
[ Voice over WLAN Campus Test
Architecture Cisco Validated Design
[ voice aver WLAN Unified The Cisca Validated Design Program consists of systams and solutions designed, testad,

Communications Test
Architecture and docurnented to facilitate faster, more reliable, and rmore predictable customer

[ Woice over WLAN Wirsless LAN deployments. For maore infarmation visit http:Awes cisco com/fen/US/metsnl/ins741
Controller Design and fnetwatking_solutions_prograrn_horme. kitml
Canfiguration

o x:olailg\;;xhﬂg”and Click the links on the left to view the individual chapters in HTML format.

Management Tools ‘@ Download the complete book (PDF - 20 MB)
Cisca Unified IP Phone 7921
Implementation for Yoice aver

M

O

[ waice aver WLAN Vocsra

Implementation

Deploying and Operating a

Secure Voice over Wirsless LAN

Solution with Cisca Lifecycle Dw

Dane O

]

Cisco Voice over WLAN — Cisco Validated Design



Cisco Networkers Barcelona
26 — 29. Januar 20009.
registrujte se!

The Power of collaboration

Cisco Networkers
2009

January 26-29 Barcelona, Spain

http://www.cisco.com/web/europe/cisco-networkers/2009/index.html



et
CISCO




Voice over WLAN

Tools & Configuration
Slides




-]
DCA

RF Channel Assignment

Channel Assignment Method {* Automatic Every 600 sec
Gn Invoke Channel Update now
Demand
i~ OFF
Awoid Foreign AP interference ¥ Enabled
Awvoid Cisco AP |load " Enabled
Avoid non-802.11b noize W' Enabled
Signal Strength Contribution Enabled
Channel Assignment Leader 00:0b:85:40:93:40
Last Channel Assignment 486 =ecs ago

1.  You getto choose the channels used by DCA

2.  The default settings should meet most peoples need
Trying to avoid Cisco AP load is not recommended

3.  You get to choose when DCA runs
4.  Atypical environment shouldn’t see DCA change channels often
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Tx Power Level Assignment

Tx Power Level Assignment Algorithm

Fower Level Assignment Method {* Automatic Every 600 sec
= On Demand Invoke Power Update now
" Fixed IE

Power Threshold -70 dém Note:

Power Neighbor Count 3

Power Update Contribution SMI.

Fower Assignment Leader 00:0b:35:40:93:40

Last Power Level Assignment 231 =ecs ago

1. TPC Algorithm

Deterrﬂinerif tlrcljere’s a third neighbor, and if that third neighbor is above the transmit power control
thresho

Determine the transmit power: Tx_Max for given AP + (Tx power control thresh — RSS | of 3rd highest
neighbor above the threshold)

Compﬁre calculation from step two with the current Tx power level and verify if it exceeds the TPC
ysteresis.

a. If Tx power needs to be turned down,: TPC hysteresis of atleast 6dBm must be met. OR
b. If Tx power needs to be increased: TPC hysteresis of 3dBm must be met.

2. Lets do some examples



Hole Coverage

Coverage Hole Algorithm

Coverage (3 to 50 dB) IlE
|3

Client Min Exception Lewvel (1 to 75)

1. Hole Coverage is a nice feature
2. But it doesn’t provide HA

Unpredictable trigger time
Unpredictable coverage of the hole



e
WCS -Traffic Steam Metrics

1. The WCS provides historical reports of traffic stream metrics

2. This are useful in correlating user issues with network issues,
and alerting to capacity issues

% Packets with less than 10 ms delay for AP AP0018.193f.663e 802.11a

100 - =
.I'
ri
=Tule /
Jn'
80 /
70 1 N ,»"f
i e e A
T @0 s
o
e
£ g
30
20 1
10 1
[u] : : : : : :
10F31/07 12:40 P 10431707 12:50 P 10431407 1:00 P 1031707 1:10 PR 1031707 1:20 FM 1031707 1:30 FI
Time

— % Packet with less than 10 ms delay (Downlink) — % Packet with less than 10 ms delay (Liplink)




WCS- Power and Channel Reports

1. The WCS reports give a picture of the AP power and channel
changes over time.

2. The reports give a picture of the overall WLAN environment
Tx Power of ap:51:63:60

! AN

Tx Power

o

10#31/07 12:50 PM 1031707 1:00 PM 10021007 1:10 PM 10731007 1:20 PM

Time

1003107 12:40 PM

— 802 11afn TxPower Level — 802 11bigin Tx Power Level




WCS Hole Coverage Alarms

Wireless Control System

Location = Administration + Help =

Alarm5>00:0b:5:51:63:60 , HOIe Coverage alarms

General Message

. N
L]
Failure AP MAC 00:0b:85:51:63:60 AP 'AP1030:63:60', interface '802.11a' on Controller req u I re aC I O n n

'192.168.60.10". Coverage threshold of '16' viclated.

Failure AP Name AP1030:63:60 Total no of clients is '8’ and no of failed clientsis '4'.

TR Worst signal quality experienced by
Radin Tape Ho2. 115 client="00:1d:a2:30:ed:0b' RS51="-88' dBm SNR='10, . . .
Total Clients g client="00:1d:32:30:ef:ae’ RSS1="-86' dBm SNR='12, 1 An rad IO IS O ut Of Se rVI Ce’?
Failing Clients 4 client='00:1a:a1:92:ab:df' RSSI="-82" dBm SNR="16', . =

L z client="00:1d:a2:30:ed:bc’ RS51="-82" dBm SNR="16

Cowverage Thrashold 0]
Owner Help - -
Category Caverage Haole AP 'AP1030:63:60', interface '802.11a". Coverage 2 . C I I e ntS are n Ot r0a| I l I n g
Created Oct 30, 2007 5:08:36 PM threshold of "18" is viclated. Total no. of clients is '8’

i and no. failed clients is '4".
Maodified Oct 30, 2007 6:42:43 PM Correctly?
Generated By Contraoller Event History -
Severity Minor
3. Users are operating in

N

Top 5 Worst Clients

N — —_ areas not covered by the

00:1d:a2:30:ed:0b -a8 10 H r?
i 0= o Site survey*
00:1d:a2:30:ed:bc -g2 16

0] o



Controller RF Configuration

1. Recommended way to limit e e
the 7921 operation to a —
. WLANS WLANSs > Edit < Back RO
single frequency band (I.E. . Goneral | Securty | QoS | Advanoed |
802.11a or 802.11b/g) is to 0 Groupe VL
leave the phones at their manss T ensie
default setting, and to e p—

configure the WLAN on the e
controller (or WCS) to oroiy (1
operate on a single
frequency band.




QoS Configuration

The Cisco 7921 supports the following QoS related protocols and
standards;

802.11e/Wi-Fi Multimedia (WMM)

Traffic Specification (TSPEC)

Enhanced Distributed Channel Access (EDCA)

QoS Basic Service Set (QBSS)

Unscheduled automatic power-save delivery (U-APSD)

L o o A

Power save mode

All of these features are enabled by default on the phone and will be
used if enabled on the AP to which the phone associates. The
QoS chapter of this document provides more detail on each of
these.



Controller QoS configuration

1. Assign Platinum QoS policy
to the voice VLAN

2_ |f Only WMM Capable VOice CISCo MONITOR WLANs CONTROLLER ~WIRELESS SECURI
handsets such as the 7921 WLANs WLANs > Edit _,
are to be dep|0yed, the the - wians General | Security | QoS | Advanced |
WMM PO“Cy dI‘Op-dOWﬂ bOX thLE:ZUDsVLAN Quality of Service (Qos) |Platinum (veice) =]
should be set to Required W
WMM Palicy [Required =]
3. Ifthere will be a mix of 7921 SR CAE ™ ensbled
and non WMM capable aostemess T e
devices such as the 7920,
then the WMM policy should

be set to Optional



