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Agenda

• W h a t  i s  N e t w o r k  M a n a g e m e n t  ?
• T h e  C F O ’s  v i e w
• D e v i c e  I n s t r u m e n t a t i o n
• V i s i b i l i t y

• Q u e st i o n s a r e  w e l c o m e
• M o b i l e  p h o n e  r i n g -t o n e s a r e  n o t



3
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

W h a t is
Network M a n a g em en t ?
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W h at  i s N et w o r k  M anagem ent  ?
• S i m i l a r  t o  a  d o c t o r  t r e a t i n g  a  p a t i e n t ,  s i m i l a r  t o  m a n a g i n g  n a t i o n a l  h e a l t h

• B e c a u s e  s o m e b o d y w a n t s  t o  achieve a goal

• S t e p s :
1) Observe or Monitor
2 ) I nterf ere;   i. e.  c h a ng e th e beh a viou r
3 ) Mea su re;  sim il a r to Monitor,  bu t m ore p rec ise d a ta
4 ) R ep ort;  p rod u c e intel l ig ibl e inf o f or oth ers
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T h e C F O ’s v iew
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W h y  N M S  ?
• W h y  N e t w o r k  M a n a g e m e n t  Sy st e m s ?
• E n a b l e  o w n e r s o f  ( C i sc o ) K i t  t o  sa v e  o n  sp e n d i n g  € €

w h i l e  m a n a g i n g  t h e  k i t

- € €
NMS- € €

Manual mgmt

I T  as s i s te d  mgmt
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Ab o u t  O S S

• Op e r a t i o n s Su p p o r t  Sy st e m s h e l p  Se r v i c e  P r o v i d e r s t o  
m a k e  € € f r o m  ( C i sc o ) K i t

• So m e  n o n -n e t w o r k i n g  i ssu e s a r e  t a k e n  c a r e  o f  a l so

+  € €O SS
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Device Instrumentation 
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Headquarters

M o b i l e U sers

R em o te S i tes

M o b i l e U sers

T el ec o m m uters

B ran c h  S i tes

P artn ers/ C usto m ers

Internet

I P -V P N

L eased 
L i n es

A T M
F ram e R el ay

D i al / I S D N

I P -V P N
I n tern et

Ho m e O f f i c e

N et w o r k  V i si b i l i t y  ?

?



1 0
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

E m b edded I nst r u m ent at i o n 
v s.  E x t er nal  V i ew

• C o n n e c t i v i t y  t o  e x t e r n a l  s y s t e m s  m a y  n o t  a l w a y s  b e  
a v a i l a b l e  o r  r e l i a b l e

• I n t e r n a l  s c r i p t s  a r e  d i s t r i b u t e d  a n d  l o c a l i z e d :
Each router or switch in the network has its own set of policies
I nform ation can b e “d istilled ” and  forward ed  to ex ternal m onitoring  

sy stem s
P rob lem s can b e hand led  locally

• P o l l i n g  v s .  e v e n t  n o t i f i c a t i o n
P olicies are trig g ered  without hav ing  to constantly  poll
N o need  to listen and  filter error m essag es

• I n s t a n t  r e a c t i o n  w h e n  a  c o n d i t i o n  i s  d e t e c t e d
N o need  to relay  the inform ation outsid e the sy stem  and  wait for

response
• C o m b i n i n g  e m b e d d e d  i n s t r u m e n t a t i o n  w i t h  e x t e r n a l  

m a n a g e m e n t  t o o l s  c r e a t e s  a  p o w e r f u l  N M S  s o l u t i o n !

SiSiSiSi SiSiSiSi

SiSiSiSiSiSiSiSiSiSiSiSi SiSiSiSiSiSiSiSiSiSiSiSi SiSiSiSiSiSiSiSiSiSiSiSi

I nte r p r e t 
f r om  

outsid e
V s.

Se e  f r om  
w ith in
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W h at  I s I nst r u m ent at i o n?
• P r o v i d e s  o p e r a t o r s , a d m i n s a n d  a p p l i c a t i o n s  w i t h  a view i n t o  

w h a t  t h e  d e v i c e  i s  d o i n g  a n d  h o w  i t  i s  b e h a v i n g
• G i v e s  u s  a n  a b i l i t y t o  ‘ t o u c h ’ t h e  d e v i c e
• O u r  a b i l i t y t o  u n d e r s t a n d  h o w  t h e  d e v i c e  i s  b e h a v i n g  i s  o n l y a s  

g o o d  a s  t h e  u n d e r l yi n g  i n s t r u m e n t a t i o n
• I n s t r u m e n t a t i o n  p r o v i d e s  u s  w i t h  t h e  i n t e l l i g e n c e  t o  r e s p o n d  t o  

c o n d i t i o n s  o n  t h e  d e v i c e  a n d  t a k e  c o r r e c t i v e  a c t i o n ,  i f  n e c e s s a r y
I t m a y  even a l l ow  u s to a u tom a te th e resp onse
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Device Instrumentation
Ca r r ie r  Eth e r ne t f oc usse d

• SN M P  instrum enta tion
• X-P I  &  CN S instrum enta tion
• Cisc o I P SL A           &  N etF l ow
• M P L S O AM    (MPLS Operations Administration and  Management)

• E-O AM ( E th ern et O p erati o n s A dm i n i strati o n  an d  M an ag em en t)

• W H AT  I F  …
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S N M P  i nst r u m ent at i o n
M I Bs

• I E E E 8 0 2 1 -C F M -M I B
• 8 0 2 . 3 a h  M I B
• E V C -M I B
• E L M I -M I B
• I E E E 8 0 2 1 -C F M -M I B  

e n h a n c e m e n t s  
• C I S C O -V L A N -I F T A B L E -

R E L A T I O N S H I P -M I B
• C I S C O -V L A N -M E M B E R S H I P -

M I B
• C I S C O -V L A N -

T R A N S L A T I O N -M I B

• M P L S -V P N -M I B
( MP L S  V R F  S ta tu s)

• C I S C O -R F -M I B
( R ed u nd a nc y  S ta tu s I OS )

• C I S C O -L 2 -C O N T R O L -M I B  
( V L A N  MA C  L im it N otif ic a tions)

• C I S C O -P O R T -S E C U R I T Y -M I B
( P ort S ec u rity  V iol a tions)

….   +  1 0 6 8  o t h e r s
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S N M P  i nst r u m ent at i o n
SN M P  M I Bs resourc es

M I B l oc a tor:
h ttp : / / tool s. c isc o. c om / I T DI T / M I BS/ serv l et/ ind ex

M I B d ow nl oa d :
f tp : //f tp . c isc o. c om /p ub /m ib s/v 2
P le a se  d o r e a d  R EA D ME-MI B . tx t
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