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Data Center Security

Securing Web applications

Christopher Paggen — Solutions Architect, Cisco Services



Data Centers Are Under Increasing Pressure

New Business
Pressures

Operational
Limitations



The “Accidental architecture”

Neaw devalooments and apolications

Fragmenizc Sacurity




Data Center & Application Challenges

Forrester Research, June 2007

Infonetics Research, March 2006

Gartner

451 Group




Top Security Challenges

Data protection

Vulnerability security

Policy and regulatory compliance
Identity theft and leakage of information

Risk management
Access control
User education, training and awareness
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5. Viruses and worms
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9. Wireless infrastructure security
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0. Internal network security / insider threats
Source: CSI/FBI 2006

Computer Crime and Security Survey

According to IDC,
need for more

integrated/proactive







