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Operational
L im itations

Data Centers Are Under Increasing Pressure

N ew  B u s ines s
P res s u res

Collaboration S L A  M e tric sE m p ow e re d  U s e r G lobal A v ailability R e g .  Com p lianc e

P ow e r &  Cooling P rov is ioningA s s e t U tiliz ation S e c u rity  T h re ats B u s .  Continu anc e
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� Siloed� Siloed
� C om p lex ,  h et er og en eou s  in f r a s t r u c t u r e� C om p lex ,  h et er og en eou s  in f r a s t r u c t u r e
� N ew  dev elop m en t s  a n d a p p lic a t ion s� N ew  dev elop m en t s  a n d a p p lic a t ion s

Email, 
F ile  &  P r in t
Email, 

F ile  &  P r in t
W e b / A p p lic at io n  
S e r v e r  F ar m

W e b / A p p lic at io n  
S e r v e r  F ar m

B lad e  
S e r v e r s
B lad e  
S e r v e r s

D e p ar t me n t al
S e r v e r s

D e p ar t me n t al
S e r v e r s

I B M  M ain f r ame
w it h  O S A

I B M  M ain f r ame
w it h  O S A

S t o r ag e
&  B ac k u p
S t o r ag e
&  B ac k u p

P o in t
A p p lian c e s

P o in t
A p p lian c e s

The “A c c i d en t a l  a r c hi t ec t u r e”

� F r a g m en t ed Sec u r it y� F r a g m en t ed Sec u r it y
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D a t a  C en t er  &  A p p l i c a t i o n  C ha l l en g es

“A p p lic a t ion s  a r e t h e b ig g es t  s ou r c e of  n et w or k  dow n t im e,  a c c ou n t in g  f or  
r ou g h ly  2 5 %  or  $ 2 1 3 , 0 0 0  a n n u a lly ,  s p lit  6 5 / 3 5  b et w een  a p p lic a t ion  
ou t a g es  a n d deg r a da t ion s . ” I n f on et ic s  R es ea r c h ,  M a r c h  2 0 0 6

“5 0 %  of  en t er p r is es  a n d g ov er n m en t   a g en c ies  a r e u s in g  X M L ,  W eb  
s er v ic es  or  SO A . ” G a r t n er
“X M L  a c c ou n t ed f or  1 5 %  of  in t er n et  t r a f f ic  in  2 0 0 5 .   B y  2 0 0 8 ,  it  is  ex p ec t ed 
t o a c c ou n t  f or  5 0 % . ” 4 5 1  G r ou p

“R ep la c in g  or  u p g r a din g  a p p lic a t ion s  is  a n  im p or t a n t  is s u e f or  m a n y  
f ir m s ,  r a n k in g  a s  t h e f if t h -h ig h es t  p r ior it y  a m on g  I T  dec is ion  m a k er s  f or  
2 0 0 6 . . ” F or r es t er  R es ea r c h ,  J u n e 2 0 0 7
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To p  S ec u r i t y  C ha l l en g es
1 . D a t a  p r ot ec t ion
2. V u l n e r a b i l i t y  s e c u r i t y
3 . P olic y  a n d r eg u la t or y  c om p lia n c e
4 . I den t it y  t h ef t  a n d lea k a g e of  in f or m a t ion
5 . V i r u s e s  a n d  w o r m s
6 . R i s k  m a n a g e m e n t
7 . A c c e s s  c o n t r o l  
8 . U s e r  e d u c a t i o n ,  t r a i n i n g  a n d  a w a r e n e s s
9 . W i r e l e s s  i n f r a s t r u c t u r e  s e c u r i t y
1 0 . I n t e r n a l  n e t w o r k  s e c u r i t y  /  i n s i d e r  t h r e a t s

Source: CSI/FBI 2006
Com p ut er Cri m e a n d  Securi t y  Surv ey

A c c ord ing  to I D C , inc reas ing  s oph is tic ation of  attac k s  and  
c om plex ity  of  s ec u rity  m anag em ent w ill d riv e need  f or m ore 
integ rated / proac tiv e s ec u rity  s olu tions .




