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Servers

H o m e/ R o a d  U ser

T y p i c al  Ap p l i c at i o n E nv i r o nm ent  T o day

WAN, VPN, 
I n t e r n e t

DATA
C E N TE R

H T T P, H T T PS
Enterprise Applications

W eb  S erv ers App S erv ers D B  S erv ers 

E-m ail S erv ers

Ex ch ang e
S erv ers

N otes
S erv ers

M API , I M AP, 
We b D AV

C I F S , NF S , 
We b D AV L eg acy  Application S erv ers

Em u lation and
C itrix  S erv ers

M ainf ram e &
L eg acy  2 -T ier

I C A, T N3 2 7 0

M a j o r i t y  o f  U s e r s  a r e  R e m o t e

B ra n c h  O f f i c e U ser

S tream ing  M ed ia
S erv ers

M M S , 
R T S P/ R T P

• Multiple applications
• D istr ib uted  user s – par tner ,  supplier
• C om plex  application env ir onm ents
• S ecur ity  and  d ata m anag em ent concer ns
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I / T ’s  Ap p l i c at i o n D el i v er y  P r o b l em

Distribution of
R e sourc e s

Da ta  c e nte r 
c onsol id a tion

• I n c r e a s i n g l y  d i s t r i b u t e d  
w o r k f o r c e  d r i v e s  n e e d  f o r  
d i s t r i b u t i o n  o f  I / T r e s o u r c e s  
t o  r e m o t e  l o c a t i o n s

E n ab le p r o d u ct iv it y
D r iv e r ev en u e an d  p r o f it s

• I n c r e a s i n g l y  d i s t r i b u t e d  
w o r k f o r c e  d r i v e s  n e e d  f o r  
d i s t r i b u t i o n  o f  I / T r e s o u r c e s  
t o  r e m o t e  l o c a t i o n s

E n ab le p r o d u ct iv it y
D r iv e r ev en u e an d  p r o f it s

• Da t a  p r o t e c t i o n ,  a v a i l a b i l i t y ,  
c o m p l i a n c e ,  a n d  
m a n a g e m e n t  d r i v e s  n e e d  f o r  
c o n s o l i d a t i o n

F ew er  d ev ices t o  m an ag e
F ew er  p o in t s t o  p r o t ect

• Da t a  p r o t e c t i o n ,  a v a i l a b i l i t y ,  
c o m p l i a n c e ,  a n d  
m a n a g e m e n t  d r i v e s  n e e d  f o r  
c o n s o l i d a t i o n

F ew er  d ev ices t o  m an ag e
F ew er  p o in t s t o  p r o t ect

Data CenterData Center

R em o te O f f i c esR em o te O f f i c es

R eg i o nal  O f f i c esR eg i o nal  O f f i c es

H o m e O f f i c esH o m e O f f i c es
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• Ap p l i c a t i o n s  a r e  
d e s i g n e d  f o r  L AN  
e n v i r o n m e n t s

H ig h  b an d w id t h
L o w  lat en cy
R eliab ilit y

• W AN  c h a r a c t e r i s t i c s  
h i n d e r  c o n s o l i d a t i o n

A lr ead y  co n g est ed
L o w  b an d w id t h
L at en cy
P ack et  L o ss

T h e W AN  I s  A B ar r i er  T o  C o ns o l i dat i o n

Round Trip Time (RTT) ~ 0mS

C l i e n t

L AN 
S w i t c h

S e r v e r

Round Trip Time (RTT) ~ ma ny  ma ny  mil l is ec onds

S e r v e rC l i e n t
L AN 
S w i t c h

L AN 
S w i t c h

R o u t e d  Ne t w o r k
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B andw i dt h

• B and w id th constraints k eep applications f rom  
perf orm ing w ell

• T oo m u ch d ata and  too sm all of  a pipe cau ses 
congestion,  pack et loss,  and  b ack pressu re
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Packet Loss, Congestion, and Retransmission

• P ack et loss and  congestion cau se retransm ission 
w hich hind ers application perf orm ance and  
throu ghpu t

• Com m only cau sed  b y satu rated  d evice transm it 
q u eu es in the netw ork  path

P ac k et L o s s
Co ng es ti o n
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T h e I m p ac t  o f  P ac k et  L o s s

A ssuming 1 2 5 0 -B yte p a c k et siz e,  a nd  1 0 0 ms R T T
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pRTT
MSSR =

R  : A v erag e T h ro u g h p u t
M S S : P ac k et S i z e
RT T : R o u nd -T ri p  T i m e
P   : P ac k et L o s s
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L at enc y

• L a t e n c y  i m p a i r s  a p p l i c a t i o n  p e r f o r m a n c e  i n  t h r e e  w a y s :
N et w o r k  lat en cy  – t h e am o u n t  o f  t im e n ecessar y  f o r  a m essag e t o  
t r av er se t h e n et w o r k
T r an sp o r t  lat en cy  – t h e am o u n t  o f  t im e n ecessar y  f o r  t h e t r an sp o r t  
m ech an ism  ( T C P )  t o  ack n o w led g e an d  r et r an sm it  d at a 
A p p licat io n  lat en cy  – “ch at t in ess” o f  an  ap p licat io n  p r o t o co l 
cau sin g  m essag es t o  b e ex ch an g ed  acr o ss t h e n et w o r k

Round Trip Time (RTT) ~ ma ny  ma ny  mil l is ec onds
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T h e I m p ac t  o f  L at enc y

1 . 5 4 4 M b p s

5 0 0 K b p s

Round Trip Time (RTT)

Th
ro
ug

hp
ut

Ac t ua lAc t ua l

E x pec t edE x pec t ed

8 0 ms

5.0
2.1

pRTT
MSSR =

R  : A v erag e T h ro u g h p u t
M S S : P ac k et S i z e
RT T : R o u nd -T ri p  T i m e
P   : P ac k et L o s s
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N eed f o r  Ap p l i c at i o n-S p ec i f i c  Ac c el er at i o n

• M any application protocols can not b e ad eq u ately 
optim iz ed  throu gh sim ple com pression and  
transport optim iz ations alone

• Application protocols are com m only d eveloped  in 
“u topian” environm ents,  i. e.  the client and  the 
server are on the sam e L AN or very close to one 
another

• Application-ind u ced  or protocol-ind u ced  latency 
and  u nnecessary d ata transf ers hind er overall end -
u ser perf orm ance
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N eed f o r  Ap p l i c at i o n-S p ec i f i c  Ac c el er at i o n

• T he resu lt is that hu nd red s u pon thou sand s of  
m essages m u st traverse the netw ork  b ef ore any 
u sab le d ata is served  or f u nction is com pleted !

Protocol version selection
U ser a u th entica tion
U ser a u th oriz a tion

M eta  d a ta  op era tions
F ind  f ile

F ile op en,  F I D
L ock  seg m ent ra ng es

R ea d  d a ta

W rite d a ta

C lose f ile
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N eed f o r  Ap p l i c at i o n-S p ec i f i c  Ac c el er at i o n

• Applying com pression to com m u nications b etw een 
the client and  server certainly m inim iz es the 
am ou nt of  b and w id th consu m ed  b y each protocol 
m essage

B u t  m a n y  h u n d r e d s  o r  t h o u s a n d s  m e s s a g e s  m u s t  s t i l l  g o  
b a c k  a n d  f o r t h  a c r o s s  t h e  W AN  i n  s e q u e n c e !

• Applying transport optim iz ations to 
com m u nications b etw een the client and  server 
im proves the ab ility of  each m essage to ef f iciently 
and  f u lly u tiliz e availab le netw ork  capacity

B u t  m a n y  h u n d r e d s  o r  t h o u s a n d s  o f  m e s s a g e s  m u s t  s t i l l  
g o  b a c k  a n d  f o r t h  a c r o s s  t h e  W AN  i n  s e q u e n c e !
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N eed f o r  Ap p l i c at i o n-S p ec i f i c  Ac c el er at i o n

• I n this sim ple 
ex am ple of  a 1 M B  
W ord  d ocu m ent 
open,  over 1 0 0 0  
m essages are 
ex changed

• W ith a 4 0 m S  R T T  
W AN,  this eq u ates 
to over 5 2  second s 
of  “w ait” tim e 
b ef ore the 
d ocu m ent is u sab le!
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B r anc h  O f f i c e I T  I s s u es
• Ap p l i c a t i o n  p e r f o r m a n c e

– B an d w id t h  &  t h r o u g h p u t  
lim it at io n s

– L at en cy  an d  p ack et  lo ss
– E n d  u ser  ex p er ien ce

• I n f r a s t r u c t u r e  c o s t  /  c o m p l e x i t y
– F ile,  p r in t  an d  em ail ser v er s
– S t o r ag e an d  b ack u p
– W A N  b an d w id t h

• Da t a  p r o t e c t i o n
– F ailin g  b ack u p s /  lo st  d at a
– C o st ly  o f f -sit e v au lt in g
– C o m p lian ce

A p p / f i l e/ p ri nt
S erv ers

L o c al
S to rag e

B ac k u p

Cl i ents

S w i tc h
R o u ter

C om panies spend  6  B illion d ollar s 
per  y ear  on b r anch  ser v er s,  
stor ag e,  b ack up and  m anag em ent
S o u rc e:  I DC,  G artner,  Ci s c o  A nal y s i s

T h e av er ag e b r anch  h as 4 -6  ser v er s
S o u rc e:  N em ertes R es earc h
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C i s c o  V i s i o n:  the Consolidated Branch 

A p p / f i l e/ p ri nt
S erv ers

L o c al
S to rag e

B ac k u p

Cl i ents

S w i tc h
R o u ter

Cl i ents

C o n s o l i d a t e d  B r a n c h

A l read y  
d ri v i ng  trend  
w i th  I S R

De s i g n  G o a l s :
• F e w e r  l o c a l  s e r v e r s  /  n o  s t o r a g e  +  b a c k u p
• C o n t i n u e d  L AN -l e v e l  a p p l i c a t i o n  p e r f o r m a n c e
• Ab i l i t y  t o  l e v e r a g e  c e n t r a l i z e d  a p p l i c a t i o n s
• P r e s e r v e  s e r v i c e s  o f  e x i s t i n g  n e t w o r k

C u r r en t  B r an ch

W A A S
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C i s c o  W AAS  O v er c o m es  t h e W AN
• Cisco W AAS  is a solu tion that leverages a hard w are 
f ootprint ( W AE)  in the rem ote of f ice and  in the d ata 
center to overcom e application perf orm ance 
prob lem s in W AN environm ents

W A N

D ata C enter

Remot e O f f ic e

Remot e O f f ic e
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C i s c o  W AAS  E nab l es  C o ns o l i dat i o n
• C isco  W id e A r ea A p p licat io n  
S er v ices ( W A A S )

T r anspar ent integ r ation
R ob ust optim iz ations
A uto d iscov er y

• I n f r ast r u ct u r e C o n so lid at io n
R em ov e costly  ser v er s
C entr aliz e d ata pr otection
S av e W A N  r esour ces

• A p p licat io n  A cceler at io n
A pplication ad apter s
A d v anced  com pr ession
T h r oug h put optim iz ations
P olicy -b ased  conf ig ur ation

Ci s c o  
W A E

Ci s c o  
W A ES erv er and

s to rag e
i nf ras tru c tu re

S erv er and
s to rag e

i nf ras tru c tu re

W A N
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W A A S  A ccel erates B road Range of  A p p l ications

• 2 X -1 0 X• A ny  T CP -b as ed  A p p l i c ati o nO th er

• 2 X -1 0 X• B ac k u p  A p p l i c ati o ns
• R ep l i c ati o n A p p l i c ati o nsData P ro tec ti o n

• 2 X -1 0 X
• S Q L
• O rac l e
• N o tes

Datab as e A p p l i c ati o ns

• S M S
• A l ti ri s

• F T P
• H T T P

• E x c h ang e ( M A P I )
• S M T P / P O P 3 ,  I M A P
• N o tes

• W i nd o w s  ( CI F S )

P r otocol

• 2 X -1 0 0 X

• 2 X -5 0 X
• 2 X -5 0 X

• 2 X -5 0 X

• 2 X -1 0 0 X

T y pical I m pr ov em ent

S o f tw are Di s tri b u ti o n

Data T rans f er
I nternet and  I ntranet

E m ai l

F i l e S h ari ng

A pplication

*  P erf o rm anc e i m p ro v em ent v ari es  b as ed  o n u s er w o rk l o ad ,  c o m p res s i b i l i ty  o f  d ata,  and  W A N  
c h arac teri s ti c s  and  u ti l i z ati o n.   A c tu al  nu m b ers  are c as e-s p ec i f i c  and  res u l ts  m ay  v ary .
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C i s c o  W AAS  P er f o r m anc e – F i l e S er v i c es

O p eni ng  5 -M B  
P o w erP o i nt

6 0  S ec o nd s4 0  S ec o nd s 8 0  S ec o nd s

S av i ng  5 -M B  
P o w erP o i nt

O pera t ions  ov er T1 (1. 544M b ps ),  8 0mS RTT

Drag  and  Dro p
o f  5 M B  

P o w erP o i nt

2 0  S ec o nd s

L eg end
O p erati o n O v er N ati v e W A N
F i rs t O p erati o n w i th  W A A S
F u tu re O p erati o n w i th  W A A S

Do w nl o ad  o f  
8 M B  P ac k ag e
M i c ro s o f t S M S

6 0  S ec o nd s4 0  S ec o nd s 8 0  S ec o nd s2 0  S ec o nd s

O p erati o n o v er nati v e W A N
F i rs t o p erati o n w i th  W A A S ,  no  p rep o s i ti o n

F u tu re o p erati o n w i th  W A A S
F i rs t o p erati o n w i th  W A A S ,  w i th  p rep o s i ti o n

L eg end
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C i s c o  W AAS  P er f o r m anc e – E x c h ange
S e n d i n g  a n d  R e c e i v i n g  o f  

E-m a i l  w i t h  1 M B  
At t a c h m e n t  o v e r  

T 1  ( 1 . 5 4 4  M b p s)  L i n e  
w i t h  8 0 -m s L a t e n c y
M i c r o so f t  Ex c h a n g e
No  C a c h e d  M o d e

3 2  S ec o nd s1 6  S ec o nd s 4 8  S ec o nd s

S e n d i n g  a n d  R e c e i v i n g  o f  
E-m a i l  w i t h  5 M B  
At t a c h m e n t  o v e r  

T 1  ( 1 . 5 4 4  M b p s)  L i n e  
w i t h  8 0 -m s L a t e n c y
M i c r o so f t  Ex c h a n g e
No  C a c h e d  M o d e

8 0  S ec o nd s4 0  S ec o nd s 1 2 0  S ec o nd s

S e n d i n g  a n d  R e c e i v i n g  
E-M a i l  w i t h  1 M B  
At t a c h m e n t  o v e r  

T 1  ( 1 . 5 4 4  M b p s)  L i n e  w i t h  
8 0 -m s L a t e n c y

M i c r o so f t  Ex c h a n g e  
C a c h e d  M o d e

2 4  S ec o nd s1 2  S ec o nd s 3 6  S ec o nd s

S e n d i n g  a n d  R e c e i v i n g  
E-M a i l  w i t h  5 M B  
At t a c h m e n t  o v e r  

T 1  ( 1 . 5 4 4  M b p s)  L i n e  w i t h  
8 0 -m s L a t e n c y

M i c r o so f t  Ex c h a n g e
C a c h e d  M o d e

8 0  S ec o nd s4 0  S ec o nd s 1 2 0  S ec o nd s

L eg end
S end  and  R ec ei v e o v er W A N
F i rs t S end  and  R ec ei v e w i th  Ci s c o  W A A S
F u tu re S end  and  R ec ei v e w i th  Ci s c o  W A A S
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C i s c o  W AAS  O p t i m i z at i o n Ar c h i t ec t u r e

Q uality  of  S er v iceQ uality  of  S er v iceMonitor ingMonitor ing

C ontent 
D istr ib ution
C ontent 

D istr ib ution
T C P  F low  

O ptim iz ations
( T F O )

T C P  F low  
O ptim iz ations

( T F O )

W ebW eb L ocal 
S er v ices
L ocal 

S er v icesF ile
S er v ices
F ile

S er v ices

N et w ork
I nf ra s t ruc t ure

L 4:  Tra ns port
O pt imiz a t ion

L 7 :  Appl ic a t ion
O pt imiz a t ion V id eoV id eo

D ata 
R ed und ancy
E lim ination 

( D R E )

D ata 
R ed und ancy
E lim ination 

( D R E )

S ecur ityS ecur ity

Unified Management
Unified Management

O th er
A pps 
O th er
A pps 

C or e R outing  &  S w itch ing  S er v icesC or e R outing  &  S w itch ing  S er v ices

A pplication C lassif ication and  P olicy  E ng ineA pplication C lassif ication and  P olicy  E ng ine

L og ical and  P h y sical I nteg r ationL og ical and  P h y sical I nteg r ation

P er sistent
S ession-B ased
C om pr ession
P er sistent

S ession-B ased
C om pr ession

E m ailE m ailE nter pr ise 
A pps

E nter pr ise 
A pps
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W AAS  F i l e S er v i c es  I nt r o du c t i o n

• Cisco W id e Area Application S ervices provid es the 
ind u stry’s m ost innovative and  rob u st f ile services 
optim iz ations:

Ap p l i c a t i o n  p r o t o c o l  p r o x y  ( C I F S )  t o  h a n d l e  p r o t o c o l  
m e s s a g e  w o r k l o a d  a t  t h e  e d g e  t o  m i t i g a t e  t h e  i m p a c t  o f  
l a t e n c y
Ap p l i c a t i o n  d a t a  a n d  m e t a  d a t a  c a c h e  t o  s e r v e  u s a b l e  
c o n t e n t  a t  t h e  e d g e  t o  m i t i g a t e  u n n e c e s s a r y  d a t a  t r a n s f e r s  
w h e n  s a f e
N e t w o r k  c o m p r e s s i o n  ( DR E ,  L Z )  t o  m i n i m i z e  b a n d w i d t h  
u s a g e  d u r i n g  d a t a  t r a n s f e r  s c e n a r i o s  ( r e a d  o r  w r i t e )
TC P  o p t i m i z a t i o n s  ( TF O )  t o  i m p r o v e  u t i l i z a t i o n  o f  t h e  
a v a i l a b l e  n e t w o r k  c a p a c i t y
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W AAS  F i l e S er v i c es  I nt r o du c t i o n

F i l e s
W A N

• I ntel l i g ent l o c al  h and l i ng  and  o p ti m i z ati o n o f  
p ro to c o l  m i ti g ates  l atenc y

• F i l e c ac h i ng  to  rem o v e th e need  to
u nnec es s ari l y  trans f er f i l es ,  v al i d ati o n 
ens u res  s tal e d ata i s  nev er s erv ed  

• T rans p arent i nteg rati o n ens u res  no  c l i ent o r 
s erv er c h ang es  to  ap p l y  o p ti m i z ati o n

• I ntel l i g ent l o c al  h and l i ng  and  o p ti m i z ati o n o f  
p ro to c o l  m i ti g ates  l atenc y

• F i l e c ac h i ng  to  rem o v e th e need  to
u nnec es s ari l y  trans f er f i l es ,  v al i d ati o n 
ens u res  s tal e d ata i s  nev er s erv ed  

• T rans p arent i nteg rati o n ens u res  no  c l i ent o r 
s erv er c h ang es  to  ap p l y  o p ti m i z ati o n

• S es s i o ns  m ai ntai ned  end -to -end  ens u res  
no  s ec u ri ty  rec o nf i g u rati o n

• A u d i ti ng ,  ac c es s -c o ntro l ,  and  q u o tas  are 
f u l l y  p res erv ed

• S c h ed u l ed  p rep o s i ti o n to  p rep o p u l ate 
DR E  and  ed g e d ata c ac h e

• S es s i o ns  m ai ntai ned  end -to -end  ens u res  
no  s ec u ri ty  rec o nf i g u rati o n

• A u d i ti ng ,  ac c es s -c o ntro l ,  and  q u o tas  are 
f u l l y  p res erv ed

• S c h ed u l ed  p rep o s i ti o n to  p rep o p u l ate 
DR E  and  ed g e d ata c ac h e

• A d v anc ed  W A N  o p ti m i z ati o n l ay er 
i m p ro v es  th ro u g h p u t and  ef f i c i enc y

• Data R ed u nd anc y  E l i m i nati o n ( DR E )  
el i m i nates  red u nd ant netw o rk  d ata

• T CP  o p ti m i z ati o ns  to  i m p ro v e 
p ro to c o l  ab i l i ty  to  f u l l y  u ti l i z e netw o rk

• A d v anc ed  W A N  o p ti m i z ati o n l ay er 
i m p ro v es  th ro u g h p u t and  ef f i c i enc y

• Data R ed u nd anc y  E l i m i nati o n ( DR E )  
el i m i nates  red u nd ant netw o rk  d ata

• T CP  o p ti m i z ati o ns  to  i m p ro v e 
p ro to c o l  ab i l i ty  to  f u l l y  u ti l i z e netw o rk

F I L E. D O C

C a ch e

• Di s c o nnec ted  m o d e o f  o p erati o n
al l o w s  R / O  ac c es s  to  f u l l y -c ac h ed
c o ntent w h en th e s erv er i s  u nreac h ab l e

• Di s c o nnec ted  m o d e o f  o p erati o n
al l o w s  R / O  ac c es s  to  f u l l y -c ac h ed
c o ntent w h en th e s erv er i s  u nreac h ab l e
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D AS

D ASD AS

N A S
S A N

B r an ch  O f f ice

R em o t e O f f ice
D at a C en t er

F i l es

IT

NAS
D AS

IT IT

R eg io n al O f f ice

NAS
D AS

IT B a c k u pF i l e
C a c h e

W AAS  F i l e S er v i c es  I nt r o du c t i o n

B a c k u p

B ac k u p

F i l e
C a c h e NAS

D AS

F i l e
C a c h e

B a c k u p

Centraliz ed  and  O ptim iz edDecentraliz ed  S torageCentraliz ed  S torage

W A N

F i l e s F i l e s

F i l e s




