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This presentation…
� … i s  n o t  t e c h n i c a l ,  t h o u  h a s  s o m e  t e c h n i c a l  d e t a i l s …

… a f t e r  a l l ,  C i s c o  i s  a  t e c h n o l o g y  c o m p a n y  
� … i s  n o t  b u s i n e s s ,  t h o u  i t  t a l k s  a b o u t  m o n e y

… a f t e r  a l l ,  w e ’r e  a l l  h e r e  f o r  m o n e y  
� … i s  n o t  a  l e s s o n  i n  p h i l o s o p h y …

… a n s w e r  i s  s i m p l e :  4 2
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A g end a
S E F  – S e r v i c e  c o n t r o l  

O v e r v i e w
M a r k e t  d e m a n d

P o l i c y  m a n a g e m e n t  – F u n c t i o n s

P o l i c y  m a n a g e m e n t  – E x a m p l e s
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Service C o nt ro l
M ark et  D em and
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B road b and  in a C onsu m er’s W orl d
Online Gaming and  C o mmu nit ies

B lo gs

S p ec if ic  K no w led ge

C u s t o miz ed  C o nt ent  
( ie.  p o d C as t ing)

Users create their own UNIVERSE
• P eer  Gr o u p  d ep end ent  I d ent it y  and  B eh av io r

H igh  D egr ee o f  C u s t o miz at io n
• U b iq u it o u s  A c c es s  t o  S er v ic es  – d if f er ent  lo c at io ns ,
d if f er ent  ac c es s  met h o d s  and  med ia

• W id e S er v ic e v ar iet y ,  N ew  S er v ic es  ad o p t ed  q u ic k ly

“T h e  l e s s  c o n t r o l  a  c o m p a n y  
h a s  o v e r  i t s  m a r k e t i n g  
m e s s a g e ,  t h e  b e t t e r  i t s  

c r e d i b i l i t y . ”
“B r a n d s  n o  l o n g e r  b e l o n g  t o  
a  c o m p a n y  b u t  t o  t h e  p e o p l e  
w h o  u s e  [ t h e  c o m p a n y ’s  

p r o d u c t s ] ”
The Economist April 2, 2005

T h e  U s e r  i s  K i n g  i n  
B r o a d b a n d  – S u c c e s s  o r  
F a i l u r e  i n  t h e  B r o a d b a n d  

M a r k e t  d e p e n d s  o n  h o w  w e l l  
t h e  S P  w i l l  b e  a b l e  t o  c r e a t e  

a n d  s u p p o r t  t h e  u s e r s  
U n i v e r s e …
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“M u l t i -P l a y ” o n  t h e  M o v e
Enterprise H o m e

S m a l l  B u siness P S T N

B ra nc h  O f f ic e

A S P

H o tel /
A irpo rt

SONETSONET

DPT
C A B L E DS L DI A L

LR  ETHERNET

LR  ETHERNET
D W D MD W D M

M E T R OM E T R O

666

M o b il e 
W irel ess
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Enabling the Personal Universe 
in a N etw ork ed  W orld

Identity

Y o u n g
A n a k i n

S k y w a l k e r

G r o w n -u p
A n a k i n

S k y w a l k e r

A n a k i n
S k y w a l k e r :

J e d i  
A p p r e n t i c e

Who is the
U ser / S u b sc r ib er ?

A n a k i n
w i t h
J e d i

S t a r f i g h t e r

A n a k i n
w i t h
N1 -

S t a r f i g h t e r

A n a k i n
w i t h

P o d Ra c e r

Wher e c a n
the U ser  r oa m ?

M o b il ity

C l o u d  C i t y
La w s &
P o l i c i e s

Policy Information
M od e l ( PIM )

S u p r e m e  C o u r t  
a n d  S e n a t e

D e c i s i o n s  b a s e d  
o n  La w : Policy 

D e cis ion Points  ( PD P)

W i n g  G u a r d
( P o l i c e )  

e n f o r c e  d e c i s i o n s :
Policy E nforce me nt

Points  ( PE P)

Whic h S er v ic es c a n
the U ser  a c c ess/ u se?

P o l ic y

Hy p e r D r i v e :
C h ang e  
Q oS &  B W

C h a n g e
D i r e c t i o n :
L 4 -R e d ire ct

2  Li g h t s a b e r s
f o r  a  m i n u t e :
Pre Paid
S e rv ice

H ow  to a p p l y
d y n a m ic  
C ha n g es?

D yna m ic s
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Enabling the Personal Universe in a N etw ork ed  
W orld

I d e n t i f y t h e  S u b s c r i b e r  
( w i t h i n  h i s  w o r l d )

Cre at in g  t h e  P e rs on al  U n ive rs e  in  a N e t w ork e d W orl d….  

N etw or k  P ol ic ies
W ell-d ef ined  s et  o f  

R u les ,  C o nd it io ns  and  
A c t io ns  d et er mining t h e 
b eh av io r  o f  a N et w o r k  
w h ic h  ar e as s o c iat ed  
w it h  a s ingle b illing 

ent it y

Su bs cribe r 
Se s s ion

a t r ac k ed   s et  o f  
P ar amet er s  
( I d ent if ier s )  

w h ic h  id ent if y  t h e 
S u b s c r ib er

A p p l y S e r v i c e s  a n d  R u l e s  
b a s e d  o n  w h o  h e  i s ,  

w h e r e  h e  i s ,  h o w  h e  b e h a v e s  
a n d  w h a t  h e  r e q u i r e s

. . allo w  t h e net w o r k  
t o  t r ac k ,  gat h er  and  
int er p r et  id ent if ier s

P er s o nal 
U niv er s e

C u s t o miz ed  
S er v ic e D eliv er y

R eq u ir em en ts f or  
the c u stom iz ed  
n etw or k ….  

…ap p ly  net w o r k  p o lic ies
p er  s es s io n t o  allo w  a 

“p er  S u b s c r ib er -S es s io n”
b eh av io r  o f  t h e net w o r k
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Service Exchange 
F ram ew o rk
Service C o nt ro l
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Ap
pli

ca
tio

n 
Co

nv
erg

en
ce Gaming P r es enc e-

b as ed
T elep h o ny

M o b ile
A p p s

I P  C o nt ac t
C ent er

D at a
C ent er

W eb
S er v ic es

S erv ic e C ontrol  C onv erg enc e

Intel l ig ent Inf orm ation Network

F r a m e w o r k  f o r  
U s e r  a n d  
A p p l i c a t i o n -B a s e d  
C o n t r o l  ( D a t a ,  
V o i c e ,  V i d e o ,  
M o b i l i t y )

S er v ic e 
E x c ha n g e

Se
rvi

ce
 C
on

tro
l 

Co
nv
erg

en
ce

Ne
tw
or
k 

Co
nv
erg

en
ce

T r a n sp or t

I n tel l ig en t
E d g e

C u stom er
E l em en t

M u l tiser v ic e
C or e

A c c ess/
A g g r eg a tion

Op
era

tio
na
l L

ay
er 
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F r a m e w o r k  f o r  
U s e r  a n d  
A p p l i c a t i o n -B a s e d  
C o n t r o l  ( D a t a ,  
V o i c e ,  V i d e o ,  
M o b i l i t y )

S er v ic e 
E x c ha n g e

Se
rvi

ce
 C
on

tro
l 

Co
nv
erg

en
ce

S erv ic e E x c hang e F ram ew ork  =  
S erv ic e C ontrol  +  N etw ork  I ntel l ig enc e

I n t e g r a t e d  s e t  o f  t e c h n o l o g i e s  
t h a t  s e r v i c e  p r o v i d e r s  w i l l  n e e d  
t o  p r o v i s i o n  a n d  o p e r a t e  h i g h l y  
a v a i l a b l e  I P  b a s e d  s e r v i c e s

I n f r a s t r u c t u r e  p l a t f o r m  
c a p a b i l i t i e s  t h a t  s i g n i f i c a n t l y  
i m p r o v e  n e t w o r k s  a b i l i t y  t o  
p r o f i t a b l y  d e l i v e r  h i g h  a v a i l a b l e  
I P  b a s e  s e r v i c e s  t o  b u s i n e s s  
a n d  c o n s u m e r  c u s t o m e r s

Se rvice  Con t rol N e t w ork  I n t e l l ig e n ce

Intelligent 
Operations
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S erv ic e C ontrol  - D ef initions
E v e n t s  o c c u r r i n g  i n  t h e  n e t w o r k  t r i g g e r
E x e c u t i o n  o f  r u l e s i n  r e a l  t i m e  r e s u l t i n g  i n
D e c i s i o n s t h a t  a r e  e n f o r c e d b y
D y n a m i c a l l y  c o n f i g u r i n g t h e  n e t w o r k  f o r  s e r v i c e  d e l i v e r y

� Events include:
User actions (Interaction with Portals, network logon/logoff)
A p p lication serv ices (IP telep hony , V id eo serv ices, P2 P d ata)
N etwork cond itions (network ou tage, tim e-of-d ay , congestion)

� S er vice C o ntr o l - D y na m ic N etw o r k  P r o visio ning  
C onfigu re Q oS real-tim e, m anage p eer-to-p eer traffic, su b scrib ers, serv ices.  

� A dm issio n C o ntr o l 
M anage network resou rces intelligently  and  efficiently .  
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S u rv ey  of  E x isting  P ol ic y  C ontrol  
A rc hitec tu res
� Policy control functionality is explicitly being defined in standards bodies across all access tech nologies and for th e core:

W T -134 – D S L  F o r u m  
B R A S ,  B B N G ,  C P E  P o l i c y  c o n t r o l

3G P P /I M S  P o l i c y  D e c i s i o n  F u n c t i o n /3G P P
G G S N  P o l i c y  C o n t r o l  

P a c k e t  C a b l e  M u l t i m e d i a  ( P C M M ) /C a b l e L a b s
C M T S  P o l i c y  C o n t r o l  

E T S I  / T I S P A N
R C E F  a n d  B G F  p o l i c y  c o n t r o l

M S F  – c o r e  n e t w o r k  p o l i c y  c o n t r o l
� C om m on goal,  but not a com m on approach
� M any S Ps are look ing at serv ices th at go beyond defined standards today

R e s p e c t  t h e m  b u t  d o n ’t  l e t  t h e m  s t i f l e  b u s i n e s s  o p p o r t u n i t i e s
S E F  f o r  s a l e  t o d a y ,  e x t e n d s  c a p a b i l i t y  f o r  t o m o r r o w

 

IP BS Manager 

GGSN 

IP BS Manager 

U MT S BS Manager 

T rans l at i o n/ m ap p i ng 
f u nc t i o n 

G o  

Gq  

U E  

PE P 
(Policy Enforcement Point) 

P D F  
(Po l i c y  D ec i s i o n F u nc t i o n)

A F  
(A p p l i c at i o n F u nc t i o n)

IP BS Manager 

A F  C l i ent  

T rans l at i o n/ m ap p i ng
f u nc t i o n 

U MT S BS Manager 

A F  s es s i o n s i gnal l i ng

F o c u s  o n  I n v e s t m e n t  
P r o t e c t i o n

Ne
w
 S
er
vi
ce
 R
ev
en

ue

I M S
I P  N G N
( and  S E F )

P OT S
I n t e rn e t

T I SP A N
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D y nam ic  S erv ic e C ontrol

Network Control

A p p li c a ti on Control

B a c k
O f f i c e
Control

S u b -
s c ri b er
Control

Policy
C on t r ol
E n g in e

Network Control

A p p li c a ti on Control

B a c k
O f f i c e
Control

S u b -
s c ri b er
Control

D y n am ic
Se rvice
Con t rol
D y n am ic
Se rvice
Con t rol
D y n am ic
Se rvice
Con t rol

� C o n t r o l  c u s t o m e r  a c c e s s  a n d  u s e  o f  s e r v i c e s  w i t h  n o  l i m i t  o n  t h e
t y p e s  o f  a p p l i c a t i o n s  t h a t  c a n  b e  d e p l o y e d .

� A c c e s s -a g n o s t i c  o p e n  S e r v i c e  C o n t r o l  F r a m e w o r k  e n h a n c e s  
b r o a d b a n d  n e t w o r k s  w i t h  a n  a p p l i c a t i o n -a w a r e  S e r v i c e  C o n t r o l  
P o i n t .

� I d e n t i f y ,  C l a s s i f y  a n d  g u a r a n t e e  p e r f o r m a n c e  a n d  c h a r g e  f o r  
l i m i t l e s s  c o n t e n t  s e r v i c e s .  

� R e a l -t i m e  B a n d w i d t h  a n d  Q o S  p e r  s u b s c r i b e r  a n d  a p p l i c a t i o n  t o  
d e l i v e r  r e a l  T r i p l e -P l a y  S e r v i c e s  w i t h  m a x i m u m  e f f i c i e n c y .  

� E n a b l e s  t r a n s i t i o n  f r o m  ‚H i g h w a y  t o  T o l l w a y ‘.  C r e a t e  a n d  d e p l o y  
n e x t  g e n e r a t i o n  s e r v i c e s .   
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Service Exchange 
Framework

C isc o I P N G N  and  C isc o S ervic eF lex
A rchitectu ral  C oncep t v s Im p l em entation D esig n

Network 
Layer

Application 
Layer

Network 
Mgmt

Service
Management

Application 
Management

Physical
I m p le m e n t at io n

A r chit e ct u r al C o n ce p t  
an d  F u n ct io n al R o le s

Ac c e s sAc c e s s Ag g r e g a t i o nAg g r e g a t i o n C o r eC o r e OSS/ B SSOSS/ B SSMSEEd g eEd g e

Non-S I P  Nor m a l i z a t i on L a y e r S I P  Nor m a l i z a t i on L a y e r  ( I M S )

I d e n t i t y  &  L o c a t i o n  Mg m t P o l i c y  &  R e s o u r c e  Mg m t Se s s i o n  &  Me d i a  Mg m t

I P  A d d r .  A l l o c a t i o n A u t h  S e r v e r

A u t hC l i e n t S e r v i c e  P o l i c y  D B

F l o w  O p t i m i z .P o l i c y  D e c i s i o n

I n t e l l i g e n t  P E P

M M  C o n t r o l

M e d i a  S e r v i c e s

S i g n a l i n g  G a t e w a y

M e d i a  G a t e w a y

B o r d e r  C o n t r o l

T o p o l o g y  H i d i n g

S e s s i o n  C o n t r o l B e a r e r  M a n a g e r I n t e r -D o m a i nA p p l i c a t i o n  C h a i n i n g

F l o w  I n s p e c t i o n

U s e r  P r o f i l e  D B

S e r v i c e  D a t a  M g m t

R e s o u r c e  C o n t r o lS e r v i c e  I n v o c a t i o nL o c a t i o n  M a n a g e r

C o n f i g .  M a n a g e r “9 1 1 ”D e t e c t i o n

S e c u r i t y  C o n t r o l

PHY

R o u t i n g

C o n n e c t i o n  
M a n a g e m e n t

A v a i l a b i l i t y

C o S  
Q o S

S t a t i s t i c s  
C o u n t e r s

I Pv 4
I Pv 6

V i r t u a l i z a t i o n

M PL S

V PL S

M u l t i c a s t

L 2 / L 3  V PN

En c r y p t i o n

D PI

W e b ,  HT M L S M S ,  M M S E-
C o m m e r c e

O t h e r  N o n -
S I P V o i c e Pu s h -t o -

T a l k / V i d e o
O t h e r  S I P-
b a s e d

S t r e a m i n g  
V i d e o

W e b  Po r t a l B i l l i n g M u l t i m e d i a  
B r i d g e

L o c a t i o n  
M a n a g e r

S e c u r i t y  
M a n a g e r …

A p p l i c a t i o n s
A p p l i c a t i o n
S u p p o r t
F u n c t i o n s

S e r v i c e  S u b s y s t e m
N o r m a l i z a t i o n
G e n e r i c
F u n c t i o n s

Cisco IP NGN

TISPAN

I M S

C i s c o  S e r v i c e F l e x

3 G P P

P C M M

A-I M S

S u b s c r i p t .  D B

B NG B i l l i n g

L o c a t i o n
Se r v e r

NMS

V O D SC E

N-P E
U-P E

Operational Layer
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Policy 
m a n a g e m e n t
F u n ct ion s

I d e n t i t y ,  M o b i l i t y ,  P o l i c y ,  D y n a m i c s
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I d entity  and  m obility :  User I d entif ic ation in a 
Pac k et N etw ork
Customization is about knowing your customer…

“S o met h ing”

T = 0
A c t iv e c o nnec t io n
t o  D S L A M  p o r t :
P r o v is io ned  s t at e

I d e n t it y 
D at ab ase

+ H u man B eing

T = t 1
D H C P -D is c o v er

User MAC,
P o rt -I D  ( O p t .  8 2 )

I d e n t it y 
D at ab ase

M ale+

T = t 2
U s er  A u t h ent ic at es
h ims elf : P u t  int o  
V R F  o f  h is  I S P :

User MAC,
P o rt -I D  ( O p t .  8 2 ) ,
I P  Ad d ress/ S u b n et

I d e n t it y 
D at ab ase

U p d at ed  
A u t h ent ic at io n

v ia P o r t al

S p id er M an+

T = t 3

User MAC,
P o rt -I D  ( O p t .  8 2 ) ,

I P  Ad d ress/ S u b n et ,
User S erv i c e P ro f i l e

I d e n t it y 
D at ab ase

A t  W o r k  in N ew Y o r k+

T = t 4
U p d at e f r o m

P r es enc e S er v er

User MAC,
P o rt -I D  ( O p t .  8 2 ) ,

I P  Ad d ress/ S u b n et ,
User S erv i c e 

P ro f i l e,
Cu rren t  User 
L o c a t i o n

I d e n t it y 
D at ab ase

“R
ea
l”
Wo

rld
 

Ide
nti

ty 
Ga

the
rin

g
“P

ac
ke
t D

ata
”W

or
ld 

Ide
nti

ty 
Ga

the
rin

g
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Polic y  and  d y nam ic s:  User Prof iling &  
A naly sis

T o b ey

T=t5

Gener al B r o w s ing

“P et er ”

T=t6

“S p id er M an”

T=t7

“M ar y  &  P et er ”

T=t8

T o b ey &  K ir s t en

T=t9

“R
ea
l”
Wo

rld
 

Ide
nti

ty 
 

Be
ha

vio
r r
ela

ted
“P

ac
ke
t D

ata
”W

or
ld 

Ide
nti

ty 
Pr
ofi

lin
g

Identity Database filled and changed over time…

E nh anc ed
A c t iv it y :

E . g.  U s er  s end s
3 0 0 0  emails
p er  h o u r

H igh -U t iliz at io n:
Online-Gaming

P eer -t o -P eer
A p p lic at io n
S I P -Of f -N et

H igh -U t iliz at io n,
P eer -t o -P eer
A p p lic at io n
B it t o r r ent

and  S I P -On-N et

… the netw ork  may treat you  according to you r behavior.
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A p p ly ing Polic y :  Events, Conditions and 
A c tions

E v e n t

C o n d i t i o n

C o n t r o l  A c t i o n
T r a f f i c  
A c t i o n

D H C P-D isco v e r
( w /  O p t io n  8 2 ,
Po r t I D )

A lw ays

A u t he n t icat e
Po r t I D o r  
M ac-A d d r

T = 0

“S o met h ing”

Po r t -I D  A u t h.
f ailu r e

A lw ays

L 4 -r e d ir e ct
all t r af f ic t o
Po r t al

A u t he n t icat e  U se r
v ia Po r t al

T = t 1

“C r eat u r e”

U se r  S t an d ar d  
lo g in  at  Po r t al

S u cce ssf u l
A u t he n t icat io n

A llo w  I n t e r n e t
A cce ss;  N o  acce ss
t o  ad u lt  co n t e n t

T = t 2

“H u mano id ”

U p d at e d  lo g in
at  Po r t al:  Y o d a

S u cce ssf u l
A u t he n t icat io n

A llo w  acce ss t o
J e d i co m m u n it y
( p lace  in t o  
J e d i V R F )

T = t 3

Y o d a

I S P se cu r it y
ale r t :  Y o d a
in f e ct e d  w it h
S p id e r m an  v ir u s

R e -A u t he n t icat e  
U se r  v ia Po r t al

T r af f ic f r o m
Y o d a-I P-A d d r

Q u ar an t in e
in f e ct e d  Y o d a
( n o  acce ss
an ym o r e )

T = t 4

Y o d a ? ! ?

“P o l i c i e s ”

I d e n t i t y  D B
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Polic y  D istribu tion:  Pu ll and / or Pu sh
“M ay  I ? ” or “Y ou  have to! ”

J e di V R F

P o lic y  P u s h :
Y o d a need s  p r io r it y : 
C h ange Y o d a’s  Q o S
P r o f ile: H igh -S p eed ,  

L o w  L at enc y

P o lic y  P u ll:
Y o d a lo gs  o n.  I S G
ap p lies  p o lic y  as  
p er  Y o d a’s  p r o f ile

Y o d a:
N o r mal 
Op er at io n

Y o d a w it h
L igh t s ab er :
R ead y  t o
f igh t

Y o d a
inf ec t ed
w it h  v ir u s

P o lic y  P u s h :
L 4 -R ed ir ec t  Y o d a.  
H e is  k no w n t o  b e 

inf ec t ed

Q u a r a n t i n e



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 21

Policy 
M a n a g e m e n t
E x a m p le s
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C ontent F il tering

Pag e  B lo ck e d !
F o r b id d e n

C o n t e n t  D e t e ct e d

P ersonal iz ed  S u b sc rib er M anag em ent:
S u bsc rip tion S ervic es Ex am p le

� Subscriber-m a n a g ed  p a ren t a l  co n t ro l
� B a sic w ebsit e bl a ck l ist in g  p ro v id ed  
f ree o f  ch a rg e

� C o m p reh en siv e f il t erin g  a n d  securit y  
f o r a  sm a l l  m o n t h l y  subscrip t io n

� Sim p l if ies t h e en d  user ex p erien ce 
� P erso n a l iz e p er user in cl ud in g  
sel f - subscrip t io n  a n d  a cco un t  
ref resh ,  e.g .,  n ew  co n sum er 
serv ice a ct iv a t io n

P ersonal iz ation v ia 
Sel f  Sel ection
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� E l i m i n a t e s  b a n d w i d t h  b o t t l e n e c k s
� E n h a n c e d  u s e r  e x p e r i e n c e

U s er  Q u o t a B as ed  o n 7 -D ay  T imef r ame 

Imp lement F air U se P olicy

P ersonal iz ed  S u b sc rib er M anag em ent:
O p erational S ervic es Ex am p les

� E n a b l e  n e w  b u s i n e s s  m o d e l s  b e t w e e n  
c o n t e n t  a n d  s e r v i c e  p r o v i d e r s
D e t e c t  a n d  m a n a g e  a f f i l i a t e d    
a p p l i c a t i o n s  a n d  a l i g n  Q o S
C o -b r a n d i n g  a n d  f e e  s h a r i n g

W e b

2 2 0, 000
2 00, 000
1 8 0, 000
1 6 0, 000
1 4 0, 000
1 2 0, 000
1 00, 000
8 0, 000
6 0, 000
4 0, 000
2 0, 000

0

Kb
its

/S
ec

W e e k  # 1 W e e k  # 3 W e e k  # 5

H o u r l y  To t a l  B a n d w i d t h  ( K b i t s /Se c )  p e r  Se r v i c e

S ervice P rioritiz ation via 
P ack et F low  O p timiz ation

R e d u c e d  T r a n s i t  C o s t s
Ac t u a l  

C u s t o m e r  
D a t a

P2 P

M an ag in g  P 2 P  A p p l icat ion s

16 kbps2 8  kbps2 8  kbps4 8 kbpsP 2 P
4 8  kbps65  kbps12 8  kbpsN o  L i m i tA u d i o / V i d e o  

S t r e a m i n g

2 5 6 kbps2 5 6 kbpsN o  L i m i tN o  L i m i tE-m a i l  +  W W W

O v e r  
5 . 6G B

L e ss 
T h a n  
5 . 6G B

L e ss 
T h a n  
4 . 2 G B

L e ss 
T h a n  
2 . 8 G B

U sa g e
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A ppl ic ation-A w are V P N s:
O p tim iz es B u siness A p p lic ations
� A A  V P N S  c o n c e p t  e x t e n d s  
t r a d i t i o n a l  L 3 -V P N  
c a p a b i l i t i e s

� S C E  a c t s  a s  “A p p l i c a t i o n -
A w a r e  V P N  E n g i n e ”

D isco v ers subscribed  
L 3 -V P N s’ t o p o l o g y
A n a l y z es a p p l ica t io n  t ra f f ic 
w it h  d eep -p a ck et  in sp ect io n

D isco v ers a ct iv e 
a p p l ica t io n s a n d  t ra ck s 
p erf o rm a n ce

O p t im iz es a p p l ica t io n  
p erf o rm a n ce a s req uired  
by  p ush in g  p o l icy  up d a t es 
o n t o  P E © 2 0 0 6  b y  p l i e s e n b @ c i s c o . c o m

P E

SC E

P E

P E

V P N A

V P N B

V P N A

V P N A
V P N B

V P N B

Ne t w o r k
L a y e r

Se r v i c e
Ex c h a n g e

Ap p l i c a t i o n
Si g n a t u r e  D B

Ap p l i c a t i o n
Op t i m i z a t i o n  D B

L a b e l I P h d r

S C E  A n alyz e s 
I n t r a-V PN  
A p p licat io n  

T r af f ic

P E En s u r e s  “I n t e r -
V P N F a i r n e s s ” w i t h  
L a b e l -Aw a r e  C o S

B PM  E n su r e s 
“I n t r a-V PN  
A p p licat io n  
F air n e ss”

Ap p l i c a t i o n  D a t a

V P N A V P N BV P N A V P N B

P S
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B road b and  S ec u rity
B ro a d ba n d  a s a  sh a red m ed ium  is …

I n cuba t o r f o r n ew  bl en d ed  m ed ia  a p p l ica t io n s
R ef in ery  f o r ef f icien cy  g a in s 
P l a y g ro un d  f o r co l l a bo ra t io n  a cro ss t h e h um a n  n et w o rk

B ro a d ba n d  is a  co m m un it y a sset . I t  n eed s p ro t ect io n .
S e c u r e  B r o a d b a n d in st a n t ia t es C isco ’s I P  N G N  Securit y  A rch it ect ure t o  

d et ect ,  iso l a t e,  a n d  rem ed y  in t en d ed  &  a ccid en t a l  t h rea t s t o  bro a d ba n d  
co m m un it y  a sset s w h il e a l so  o f f erin g  ch o ices f o r in d iv id ua l s a n d  
busin ess t o  subscribe t o  p erso n a l iz ed  securit y  serv ices a n d  
m a n a g em en t .

Th e  S e c u r e  B r o a d b a n d  O f f e r
E x t en d s p ro t ect io n  f o r in d iv id ua l s &  busin esses
P ro v id es in sura n ce a n d  in o cul a t io n  a g a in st  I n t ern et  v iruses,  sp a m ,  a n d  

m o re
E m p o w ers co n sum er w it h  ch o ice o f  rem ed ies 
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C al l  A d m ission C ontrol  E x am pl e 
Voice over IP Call Admission Control

PS

S o f t sw it ch

PE PEP P

S o f t sw it ch

PM  R u le s

M onitor Network  T u nnel  Statu s

Sig n al l in g

V oice  T raf f ic
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V id eo A d m ission C ontrol

� E n d -t o -en d  a d m issio n  co n t ro l  in cl ud in g  n et w o rk  ca p a cit y  a n d  subscriber 
a ut h o riz a t io n

End user request triggers automated Video provisioning
� U ses best  a v a il a bl e co m bin a t io n  o f  o n -p a t h / o f f -p a t h  t ech n iq ues

� E n sure q ua l it y  V o D serv ice d el iv ery  – p rev en t s co n g est io n
� E l im in a t e o v er-p ro v isio n in g  – red uce C a p E x a n d  O p E x

K ey F eatu res

K ey B enefits

W hy
� V id eo  ca n ’t  t o l era t e co n g est io n  o n  t h e n et w o rk
� C o o rd in a t ed  a d m issio n  co n t ro l  d ecisio n s m ust  be m a d e in  rea l  t im e a s  
a p p l ica t io n s a re a d d ed

M ul tic ast video,  VoI P tel eph ony ,  Video tel eph ony ,  I nterac tive G aming
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I ntegrated  V id eo C A C  – I P D S L A M  A c c ess 
N etw ork

V S O
7 6 0 0

V H O  
7 6 0 0 V o D  

S e r v e r
B R A S PS

1 .  STB  e s t a b l i s h e s  D H C P  s e s s i o n  o p t i o n  8 2

V o D
M id d le w ar e

2 .  STB  SETU P ( u r l )  r e q u e s t s  V o D  

4 .  P S c h e c k s  n u m b e r  o f  V o D  s e s s i o n s  a l l o w e d  f o r  s u b s c r i b e r

5 .  R SV P  f o r  V SO a n d  V H O V o D  B a n d w i d t h

3 .  C OP s R EQ  f o r  Ac c e s s  Ne t w o r k  B a n d w i d t h

1 1 .  V o D  s t r e a m e d  t o  s u b s c r i b e r  

8 .  2 0 0  OK  ( R e s p o n s e  t o  SETU P ( u r l ) )

1 0 .  2 0 0  OK
9 .  P L AY

6 .  P S c h e c k s  D SL  M o d e m  t r a i n  r a t e  s u f f i c i e n t  t o  s u p p o r t  c o m p o s i t e  t r a f f i c

7 .  P S s e n d s  C OP s D EC  Ac c e p t  o r  R e j e c t

P P P o X
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Policy 
M a n a g e m e n t
S u m m a r y
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P ol ic y  m anag em ent
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Ne z a b o r a v i t e d a s e p r i j a v i t e n a C i s c o  
Net w o r k er s 2 0 0 8 !

h t t p : / / w w w . c i s c o . c o m / w eb / eu r o p e/ c i s c o -
n et w o r k er s / 2 0 0 8 / i n d ex . h t m l
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