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Sta je to Network Admission Control - NAC?

Koriscenje mreze za obezbedivanje kontrole pristupa

1 Ko je korisnik?
O Da li je autorizovan?
1 Koja mu je uloga dodeljena?

-
-
-
.
-
-
-

.
.
.
.
-
Wi

-
.
.
.

.
.
.
.
.
.
-
-

Please enter username:

\ And you are?| v
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ali je MS pecovan?

a li postoje AV ili AS?
a li su aktivni?

a li postoje potrebni fajlovi?

ostoji polisa?

5uU nekompatibilni

aji u karantinu?
is¢enje potrebno?

isCenje moguce?
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Pristup mrezi zavisi od usaglasenosti

Na osnovu polise pristupa mrezi se:

Provera identiteta i autorizacijs Privremena zabrana

|zolacija nekompatibilnih
uredaja od ostatka mreze

Zabrana na osnovu MAC i IP
adresa, kao i na korisnickom

nivou

Update-ovanje i CisCenje

NEMA USAGLASENOSTI = NEMA PRISTUPA MREZI

Skeniranje i evaluacija
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NAC Appliance komponente

Centralizovani menadzment za administratore,
tehnicku podrsku i operatore

Sluzi kao inicijator kontrole pristupa mrezi (network
access control)

Opcionalni klijent na krajnjem uredaju

Redovni automatski update za anti-viruse, kriticne
hotfix-ove i druge aplikacije
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NAC Appliance Product Portfolio

NAC Menadzeri - CAM NAC Serveri - CAS

Dl

.@' Accessories

Network Module

Manager Lite - 100 korisnika 50 korisnika -
do 3 Servera ISni NAgeFr’\l/rgIIIer
f(PO,dr?iva docffg_ 250 korisnika 100 korisnika

orisnika po |

Modulu) 500 korisnika NAC Collector

Standard Manager -

do 20 Servera

(podrzava sve Servere i
Module)

1500 korisnika
2500 korisnika

Super Manager - 3500 korisnika
do 40 Servera

(podrzava sve Servere i .. . .
Module) korisnik = online, istovremen



Cisco NAC partnerstva
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Cisco NAC Appliance -Pregled

2.

Korisnik se loguje na agentu
ili se preusmerava na login
web stranicu

3b. Uredaj je “Cist”
3a. Uredaj je nekompatibilan ili
su login informacije netane



Login

|..... Skeniranje uredaja............

prozor o . .
piomipinni. e (u zavisnosti od uloge korisnika...) )

Fleaze enter your uzer hame end password; .
.Lh'.l‘l Hame : “’.
Passaurd - (v --‘-|l-“-“
ey “--“-|lll--lll Greska ! ‘--ll
I Hemembes Ke “““

Pleaae galect your suthentication pituﬂcﬂ-r‘: ’ Exax x T
|Lzzal OO _;::‘------.--llll CIScenje llllllll.........

== Cisco Clean Access Agent == Cisco Clean Access Agen

Please download and install the required software
& You have temporary access ! before accessing the network.
Required Software (0:03:10 left)
Your system does not meet the requirements enforced by the network ) i
administrator. You may only have limited access to the netwaork until your Na!ne . Anti-Spyware (Optional) Software
system meets all the requirements. Version :

Location : hitpiiwww lavasoft.com/supportidownload/

There is approximately 0:03:59 left before your temporary access expires. Description : Our security policy recommends that you download an
anti-spyware program. Click Go To Link to download a free

Please click on "Continue” and follow the instructions to satisfy netwark Ank-Spywase program or cick Neat 1o skip.

access requirements.




Web login

. ...p Skeniranje
Flo: A Mo Favibes Tool B . Login emnnst (u zavisnosti od uloge korisnika/OS..)
Qback -~ O - [ @ @ P search 7 address prozor

=S
GCIDS]E* || | %Recherche Web - @ 2

Vulnerahility Scan Report of iyao's MMachine =

¥l

Cisco SYSTEMS

Type] Service | Dpescription _[instruction|Link|
microsoft-ds : . .
IMNFO {445 /top) A CIFS server is running on this port

CiSC[} C]ean ACCBSS Authenticatiun INFO neeltgi;ofst-csps)n An SMB server is running on this port

The following 3 NetBIOS names have
been gathered : ITAQSFOO3
T ! = IvACSFOO3 = This is the computer
Usernarme | ! . name PERFIGO = Workgroup / Dormain

ricthigesrs  RARTE The remote host has the following
- IMNFC MAC address on its adapter !
Password | | £ E]j ||_—G_1, (13.7dp] 00:02:2d:09:f3:5d If you do not want to
allow everyone to find the MNetBios
; i name of your computer, you should
e filker incorming traffic to ti‘uis port, Risk
e license of factor @ Mediurn CVE @ CAN-1999-0621
Please prowide your credentials to access this network J th&,'t all computer: L)
-Wirus software Close
=
ot vet installed
_ %o now. The volurr| bone 192.168.1501.10 %
= LM
?EDDI‘IE IS ﬂInternet brotect FOLE ‘---------------I“
e e = :

MNote that all existing anti-virus software should be
removed from your computer before installing the

Anti-Virus software. For complete installation CIICk-through remediation

instructions, see the How-To document,

The ITS Support Center will be delighted to answer

e e e e T e e T e e T e LI

Accept | Decline |




Krajnji uredaj

Tok procesa

Server
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DHCP Request  Pre-connect (1099)

» <

@ TN I NN N NN RN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES
Open Web browser (if no agent) S ~ Connect request (1099)

< URL Redirect to Weblogin Connect Response (8955, 8956)
B Download Clean Access Agent __Agent download (80)

UDP Discover (8905, 8906)
@rUTEEEEEEEEEEEEEE NN NN EENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES .

Connect via TCP (443) User Login (443)

@rUTEEEEEEEEEEEEEE NN NN EENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES .

A

Agent checks and rules, XML (443)

A

Download Policy to Agent

A

Plugins enabled (443)

A

Agent Performs Posture Assessment

Server Performs Access Enforcement

P

Certified and Logged On

v

A

Report (443)

Logged out Session and heartbeat timer (443)

A 4

OO
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Cisco NAS implementacije

Layer 2 ili Layer 3

In-Band Out-of-Band

Central

|
|
|
Virtual Gateway | |,
:
|
|
|

Edge i Real-IP Gateway
|



Virtual Gateway & Real IP Gateway

= Clean Access Server moze da prosleduje saobracaj na
dva nacina:

Bridz Mod = Virtual Gateway
Routed Mod = Real IP Gateway

= Bilo koji CAS moze biti konfigurisan za bilo koji od ova
dva metoda

= LogicCki tok saobracaja zavisi od izbora Gateway moda

= Ne zavisi od toga da li je CAS u Layer 2 modu, Layer 3
modu, In Band ili Out of Band



Virtual Gateway mod

P e N,

ue

= Bridzing mod: prosledivanje
frejmova, CAS — transparentni VLAN 10
brid2 Rouier iP

Address
A A A4 A Imyoa
TU. 1. 1.1 T£4

|

= source/destination MAC i IP

adresa se prosleduju ili bez X))
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Real IP Gateway mod
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= CAS je L3 uredaj, rutira

_______

Adaress

AT A4 3 A A
1AL 10.0L. 1 f£S

saobracaj izmedu untrusted i cadan 900 :
trusted dela mreze v P
nonn:= ]
= StatiCke rute na next ho R ==
dai P RV —
uredaju A
4 Ca—
= CAS def.gateway S
] Npr ARY a4
v rE i Vian id
= CAS moze biti DHCP server : A e 1P
: 10.1.10.1 /30
N
AR
P 4
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|
VLAN 10 H
Client IP address |
10.1.10.2/30 H
0000>101101 m!
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]
Edge i Central implementacija

= Clean Access Servers moze da ima dve fiziCke
Implementacije
Edge implementacija
Central implementacija

= Bilo koji CAS moze biti konfigurisan za bilo koji od ova
dva metoda

= |zbor implementacije utiCe na fiziCku putanju
saobracaja

= Ne zavisi od toga da li je CAS u Layer 2 modu, Layer 3
modu, In Band ili Out of Band



Edge implementacija
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VLAN 10

= CAS logicki i fiziCki “inline”

= Podrzan od svih Catalyst
sviCeva
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Centralna implementacija

NajCesci slucaj implementacije

CAS je samo logicki “inline”
Podrzan od 6500 /4500 /

3750 /3560 *
= VLAN mapiranje u VGW modu S f v
110 = 10 VLAN 110
= Najskalabilnije resenje u vecim VLAN 110
mrezama

VLAN 110 |

*3550 nije podrzan



]
Layer 2 Mod i Layer 3 Mod

= Clean Access Serveri imaju dva modela pristupa
klijenata:

Layer 2 Mod
Layer 3 Mod

= Bilo koji CAS moze biti konfigurisan za neki od ova dva
moda

= Model pristupa zavisi od toga da li je klijent ima ili nema
L2 vezu sa CASom



Layer 2 Mod

= Klijent ima Layer 2 vezu sa
CASom

= MAC adresa se koristi kao
jedinstveni identifikator

= Podrzanii VGW i Real IP
GW

= Podrzanii In Band i Out of
Band mod

VLAN 9300

VLAN 110

VLAN 11[)!

VLAN 110

I

= NajCesci model za LANove




Layer 3 Mod

= Klijent nema Layer 2 vezu
sa CASom

= |P adresa se koristi kao
jedinstveni identifikator

= Podrzani i VGW i Real IP
GW

= Podrzan In Band i Out of
Band Mod

= Potreban za WAN i VPN
Implementacije

VLAN 200

VLAN 800

VLAN 10

VLAN 110 VLAN 110

VLAN 700




In Band & Out of Band

= Clean Access Server moze da ima dva moda u
zavisnosti od toka saobracaja

In Band mod
Out of Band Mod

= Bilo koji CAS moze biti konfigurisan za neki od ova dva
moda, ali ne istovremeno u oba

= CAS je uvek “inline” za vreme ispitivanja klijenta



In Band

= Jednostavan za implementaciju

= CAS je Inline pre, za vreme |
posle provere stanja krajnjeg

{
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Out of Band

= Preporuciv za Multi-Gig
Implementacije

= CAS je Inline samo za vreme
Ispitivanja stanja krajnjeg
uredaja

= PodrSka za vec¢inu modela
Cisco sviCeva

= Kontrola pristupa na osnovu
uloge korisnika i port VLANa
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Podrzani svicevi

_ Central Edge Central or Edge

Da Da Da

Da Da Da
3750/3560 (L3 switch) Da, sa Da Da

12.2(25)SEE *

Ne * Da Da

Da Da Da
3550 (L2 switch) Da Da Da

N/A Da Da

Lista podrzanih Cisco svi€eva i verzija:
http:/Iwww.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccalcca
40/switch.htm

* 108 bug CSCsb62432



CAS u OOB L2 Virtual Gateway modu

SVis

v10: 10.10.0.1
DHCP Server Network v20: 10.20.0.1

vlan 10 scope v30: 10.30.0.1
10.10.0.5 — 10.10.0.254

10.20.0.3 I lan 10.30

vian 20 NI veno Vian Mapping

4= v110 > v10
vian 20 vlan 110
10.20.0.2 Dot1q trunk
v10, v110
Authentication Vian: vian 110
v10 or v110

Access Vian - vilan 10

:10.10 0
DG 10.10



Tok procesa

SVis

v10: 10.10.0.1
DHCP Server Network v20: 10.20.0.1

vlan 10 scope v30: 10.30.0.1
10.10.0.5 — 10.10.0.254

10.20.0.3

vlan 10,30

vlan 20 y Vian Mapping
=i/  v110 > v10
vian 20 vian 110
10.20.0.2 dot1q trunk
v10, v110
v10 or v110 1, PC se povezuje na mrezu

2.

Svi¢ salje MAC adresu o
preko snmp CAMu P :10.1

0

0.0.1
DG: 10.10.0.1



Tok procesa

DHCP Server
vian 10 scope
10.10.0.5 - 10.10.0.254

10.20.0.3

Network

SVis:

v10: 10.10.0.1
v20: 10.20.0.1
v30: 10.30.0.1

vlan 20

vlan 20

- !

g

I vlan 10,30

Vian Mapping
v110 > v10

N\
-
4

vlan 110

-_—
=
N)
=
(=)
)

CAM proverava da li je PC
‘Certified’

ako nije, CAM Salje instrukciju
svicu da taj port stavi u
Authentication Vlan

R

dot1q trunk
v10, v110

4

1]
v110 i
PC dobija DHCP IP adresu u vian 10
] subnetu zbog Vlan Mapping

IP :10.10.0.10
DG: 10.10.0.1



Tok procesa

SVis:
v10: 10.10.0.1
i Network v20: 10.20.0.1
vlan 10 scope v30: 10.30.0.1
10.10.0.5 - 10.10.0.254
10.20.0.3
\I vian 10,30 D¢ _
vian 20 S Vlan Mapping
4= .-——-;a v110 > v10
vian 20 / vian 110
=t
10.20.0.2 dot1q trunk
v10, v110
Sav saobrac¢aj sa PCa ide kroz
v110 CAS, CAS ogranicava pristup
ostatku mreze
[ 5 PC prolazi kroz Authentication,
proveru stanja, i eventualno
IP :10.10.0.10 leCenje
DG: 10.10.0.1




Tok procesa

DHCP Server
vlian 10 scope
10.10.0.5 - 10.10.0.254

10.20.0.3

Network

SVis:

v10: 10.10.0.1
v20: 10.20.0.1
v30: 10.30.0.1

vlan 10,30 ' l Viar Maoo!
¢ | an Mapping
ME=== 110> 0
vian 110
dot1q trunk x

7.

CAM salje instrukciju svicu
da port stavi u ‘Access’
vian

v10, v110

6. CAS obavestava CAM da
je PC ‘Certified’

PC je dozvoljen pristup
ostatku mreze




Topologija

DHCP Server
vian 10 scope RIS
v10: 10.10.0.1 (user vilan)
1°-13igf’ 1‘51:(;1%2-254 Network v15: 10.15.0.1 (user vian)
v20: 10.20.0.1 (CAM mgmt vian)
10.15.0.5 - 10.15.0.254 v30: 10.30.0.1 (CAS mgmt vian)
10.20.0.3 lan 101
I vian 10,15,30 Q Vian Mapping
vian 20 g2/4880 N 7 BNl 20 S vi10 > vi0
g2/2 e -_—_—_-v’ v115 > v15
vian 20 52/5| C; vlan 110,115
g2/3
10.20.0.2 Dot1q trunk
v10,15,110,115
f0/2 fo/3 Authentication Vlan: vlan 110,115
v10 or v110 visorvi1s | Access Vian : vlan 10,15

I

IP :10.10.0.10 IP :10.15.0.10
DG: 10.10.0.1 DG: 10.15.0.1



Planiranje L2 Virtual Gateway OOB
implementacije

= Staviti CAS i CAM u razliCite subnete
= Staviti CAS mgmt VLAN u razliCit VLAN od user VLANa
= Konfigurisati native VLAN razliCit od CAS mgmt VLANa

= Osigurati se da nema zajednickih VLANova na
switchport-ovima na kojima su vezani trusted (ethO) i
untrusted (eth1) portovi CAS

= Za svaki VLAN Kkoji je dozvoljen na trunku ka CAS,
mora postojati odgovarajuce Vlan Mapiranje (osim za
CAS mgmt VLAN)



Planiranje L2 Virtual Gateway OOB
implementacije

= .3 Svi¢ ne sme da ima SVI za Authentication VLANove
(samo za access VLANove)

= Authentication VLANovi samo na CAS untrusted linku,

= Untrusted interface (eth1) na CAS ne sme biti prikljucen
na sviC dok se ne konfiguse VLAN mapiranje



Planiranje L2 Virtual Gateway OOB

implementacije

CAM mgmt vlan Vian 20

CAS mgmt vilan Vian 30

User Access vian Vian 10, 15

User Auth vlan Vian 110, 115

Vlan mapiranje V110 =>V10
V115 >V15

Dummy Native vlan za Trusted port link Vian 998

Dummy Native vlan za Untrusted port link Vian 999




Konfiguracije sviceva

Konfiguracija centralnog svica

interface gig2/1 (Trusted)
switchport
switchport trunk encapsulation dot1q
switchport mode trunk
switchport trunk native vlan 998
switchport trunk allowed vian 10,15,30

interface gig 2/2 (Untrusted)
switchport
switchport trunk encapsulation dot1q
switchport mode trunk
switchport trunk native vlan 999

switchport trunk allowed vlan 110,115

interface gig2/3 (link to access switch)
switchport
switchport trunk encapsulation dot1q
switchport mode trunk
switchport trunk allowed vlan 10,15,110,115

interface gig 2/4 (dhcp server)
switchport
switchport mode access
switchport access vian 20
spanning-tree portfast

interface gig 2/5 (CAM)
switchport
switchport mode access
switchport access vian 20
spanning-tree portfast

interface vlan 10
ip address 10.10.0.1 255.255.255.0
ip helper-address 10.20.0.3

interface vlan 15
ip address 10.15.0.1 255.255.255.0
ip helper-address 10.20.0.3

interface vlan 20
ip address 10.20.0.1 255.255.255.0

interface vian 30
ip address 10.30.0.1 255.255.255.0

Napomena:

Nema interface vlan 110 ili 115 !l!



Konfiguracija access svica

interface fa0/1 (Uplink to core)
switchport
switchport trunk encapsulation dot1q
switchport mode trunk
switchport trunk allowed vlan 10,15,110,115

interface fa0/2 (User in vian10)
switchport
switchport mode access
switchport access vlan 10
spanning-tree portfast

interface fa0/3 (User in vlan15)
switchport
switchport mode access
switchport access vlan 15
spanning-tree portfast



Povezivanje CAM

= Povezati CAM na centralni svic
= Obezbediti pristup Web GUI interfejsu CAM

CISCO SYSTEMS

Cisco Clean Access Manager veeiond.0.3.1

Device Management Monitoring > Summary

- CCA Servers
- Filters

- Roaming Current Clean Access Agent Wersion: 4.0.2.0

- i} .
= Current Clean Access Agent Patch Version: 4.0.2.0

Switch Management Clean Access Servers configured: 2

- Profiles Global MAC addresses configured: 2 addresses [ 3 ranhges
- Devices Global subnets configured: 0

User Management Cnline users: (In-Band / Out-of-Band)
- User Roles Total:

- auth Servers Unique online users' names:

- Local Users Unigque online users' MAC addresses:

=0 o o
=0 o o

Online users in Unauthenticated Role:




Povezivanje CAS

= Povezati samo ethO (Trusted) interfejs CAS
= eth1 (untrusted) interfejs CAS ne treba povezivati
= Dodati CAS na CAM

Device Management > Clean Access Servers

List of Servers Mew Server

IP

10.20.20.2 Virtual Gateway Inbacr'é'dS'-.-'PN Connected &@9 Pt
10.30.0.2 Oy ! 00B_CAS  Connected & gﬁ 9 X




CAS podesavanja

= Management Vian ID:

Ako je enable-ovan, saobracaj koji inicira CAS ce biti tagovan sa vian30

Status I MNetwork I Filter I Advanced I Authentication I

IP - DHCP - DNS - Certs - IPSec LZTPF - PPTP - PPP

Clean Access Server Type: |Dut—n:uf—Eiand Yirtual Gateway j

[T Enable L3 support

[T Enahble L2 strict mode to block MAT devices with Clean Access Agent

[T Enable L2 strict mode to block L3 devices with Clean Access Agent

Trusted Interface (to protected netwark) Untrusted Interface (to managed network)

IP Address [10.30.0.2 IP Address [10.300.2
Subnet Mask |255.255.265.0 Subnet Mask |255.255.265.0
Default Gateway !1III.3EI.EI.1 Default Gateway |1EI.3EI.EI.1

¥ Set management WLAN 1D: |3EI

—
T

[T Set management WLAN 1D: |EI
[T Pass through WLAMN ID to protected network

[Make sure the Clean Access Server iz on WLAN £ befare vou zet itz managerment VLAN ID to 7.

f Al L L ARl T L | . k
s s o O g R Te T T e g e e T O




Konfiguracija VLAN mapiranja

MNetwork Advanced Authentication Misc

Managed Subnet - ¥LARM Mapping

¥ Enable wLAN Mapping Update |

I (-1 for non-WLAaN]

MAT - 1:1 AT - Static Routes - ARP - Pro

Untrusted netwoaork wLAN ID

Trusted netwaork WLAN ID | (-1 for non-WLAN]

Description |

Addd Mapping

Description

Q0B User

Untrusted ¥YLAMN ID | Trusted YLAK ID
110 10

X X

115 15 Users in Wlan 15




Konfiguracija SNMP na svicu

= 2950 config for snmp v1
snmp-server location cca_lab
snmp-server contact chupa
snmp-server community c2950 read ro
snmp-server community c2950 write rw
snmp-server enable traps mac-naotification
snmp-server enable traps snmp linkup linkdown

snmp-server host 10.20.0.2 traps version 1 public mac-
notification snmp



Layer 3 OOB Real-IP - Topologija

VZ229. 10U.20U°1.229.2/2Y

V21: 10.201.229.89/29 (cam2)

V22: 10.201.229.97/29 (casb ReallP Trusted)
V23: 10.201.229.105/29 (cas5 ReallP Untrusted)

vlan229

Backbone

4/37_vlan22 Casb

atllo 438 — ei@_éa_llﬂg |

10.201.229.1/24

4/47110.201.229.121/29
10.201.229.90/29

Layer 3 link

10.201.229. 122/29| 1/0/1

=
G1/0/14 7

V26: 10.201.229.129/29 (employee vian)
V27:10.201.229.137/29 (auth vlan)
V29: 10.201.229.153/29 (consultant vian)

10.201.229.98/29
10.201.229.106/29




Layer 3 OOB koris¢enjem Policy Based
Routing-a

= Kad je korisnik u Auth VLAN, njegov saobracaj treba da
ide kroz CAS

= Na Layer 3 Access switch

konfigurisati PBR na Auth VLAN SVI da pokazuje na next hop
na distribution sviCu

PBR ne treba konfigurisati za user VLANove

= Access switch config




Layer 3 OOB koris¢enjem Policy Based
Routing

= Na Distribution svicu

Konfigurisati PBR na dolaze¢em interfejsu za slanje saobracaja
iz Auth VLAN na Untrusted port CAS

Saobracaj sa user VLANa necCe odgovarati route mapi pa Ce se
normalno rutirati

= Distribution switch config:




Layer 3 OOB korisCenjem PBR
Detaljne konfiguracije sviCeva

catbk# show run

vtp domain cca_40_testing
vtp mode transparent

|

VLAN 21 22 23,229
|

interface FastEthernet4/36
switchport

switchport access VLAN 21
switchport mode access
no ip address

|

interface FastEthernet4/37
switchport

switchport access VLAN 22
switchport mode access

no ip address

|

interface FastEthernet4/38
switchport

switchport access VLAN 23
switchport mode access

no ip address

|

interface FastEthernet4/47

ip address 10.201.229.121255.255.255.248
ip policy route-map cca1l

|

interface FastEthernet4/48
switchport

switchport trunk encapsulation dot1q
switchport trunk allowed VLAN 229
switchport mode trunk

no ip address

interface VLAN21
ip address 10.201.229.89 255.255.255.248
|

interface VLAN22
ip address 10.201.229.97 255.255.255 248
|

interface VLAN23
ip address 10.201.229.105 255.255.255 248
|

interface VLAN229
ip address 10.201.229.2 255.255.255 248
|

ip classless

ip route 0.0.0.0 0.0.0.0 10.201.229.1

ip route 10.201.229.128 255.255.255.248 10.201.229.122
ip route 10.201.229.136 255.255.255.248 10.201.229.122
ip route 10.201.229.152 255.255.255.248 10.201.229.122
|

access-list 101 permit ip 10.201.229.136 0.0.0.7 any
|

i'oute-map ccal permit 10
match ip address 101

set ip next-hop 10.201.229.106
|

snmp-server community public RW
snmp-server community c6500_read RO
snmp-server location ccalab

snmp-server contact Alok

snmp-server enable traps snmp linkdown linkup

snmp-server host 10.201.229.90 public MAC-Notification snmp
|

end




Layer 3 OOB korisCenjem PBR
Detaljne konfiguracije sviCeva

3750# show run
|

vtp domain cca_40_testing

vtp mode transparent

ip dhcp excluded-address 10.201.229.129
ip dhcp excluded-address 10.201.229.137
ip dhcp excluded-address 10.201.229.153
|

ip dhcp pool VLAN26
network 10.201.229.128 255.255.255.248
default-router 10.201.229.129
dns-server 171.70.168.183

|

ip dhcp pool VLAN27
network 10.201.229.136 255.255.255.248
default-router 10.201.229.137
dns-server 171.70.168.183

|

ip dhcp pool VLAN29
network 10.201.229.152 255.255.255.248
default-router 10.201.229.153

|

VLAN 26
name employee
!

VLAN 27
name auth_VLAN
|

VLAN 29

name consultant
|

interface GigabitEthernet1/0/13
no switchport
ip address 10.201.229.122 255.255.255.248

interface GigabitEthernet1/0/14
switchport access VLAN 26
switchport mode access

snmp trap mac-notification added
spanning-tree portfast

|

interface VLAN26
ip address 10.201.229.129 255 255,255 248
|

interface VLAN27

ip address 10.201.229.137 255.255.255.248
ip policy route-map cas5

|

interface VLAN29
ip address 10.201.229.153 255.255.255 248
|

ip route 0.0.0.0 0.0.0.0 10.201.229.121
!

access-list 1 permit any
route-map cas5 permit 10
match ip address 1

set ip next-hop 10.201.229.121
|

snmp-server community 3750_read RO
snmp-server community 3750_write RW
snmp-server location ccalab
snmp-server contact alok

snmp-server enable traps snmp linkdown linkup

snmp-server enable traps mac-notification

snmp-server host 10.201.229.90 public mac-notification snmp
|

i’nac-address-table notification interval O
mac-address-table notification
end




Zakljucci

Virtual Gateway mod je najcesce najjednostavnije
resenje za integraciju sa postojeCcom mrezom

Centralna implementacija u 99% LAN slucajeva

Layer 2 / Layer 3 povezani klijenti u zavisnosti
od toga kako su povezani sa CAS

Ukolko su potrebne razlicite implementacije
— vise CAS servera ..




]
Mrezni dizajn

Generalne smernice za izbor dizajna:

PocCeti sa L2 IB VGW Central
PrecCi na Real IP Gateway ako zelimo /30

Preci na Out of Band ako je potrebno vise
bandwidth-a

Precéi na L3 ako ne moze da se odredi MAC
adresa

- Sto jednostavnija implementacija — jednostavnije
odrzavanje i konfigurisanje !



Agenda

Staje to NAC ?
Komponente

Pregled

Dizajn i implementacija

Pitanja i KVIZ |




. KVIZ '

» Kakva veza postoji izmedu fudbalera na slici i
Cisco NAC appliance?



Ne zaboravite da se prijavite na Cisco
Networkers 2008!

http://www.cisco.com/web/europe/cisco-
networkers/2008/index.html
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