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1 Št a j e t o  N A C  ?
2 K o m p o n en t e 
3 P r eg l ed
4 D iz aj n i im p l em en t ac ij a

P it an j a i K V I Z  !
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Št a j e  t o N e t w o r k  A d m is s io n  C o n t r o l - N A C ?

Please enter username:

sigurnosture đ a j a m re žnasigurnost

Korišće n j e  m re že  z a  ob e z b e đ iv a n j e  k on t rol e  p ris t u p a

id e ntite t

SiSi SiSi

� Ko je korisnik?
� Da  l i je a u t oriz ov a n?
� Koja  m u  je u l og a  d od el jena ?

N A CN A C
� Da  l i je M S p ečov a n? 
� Da  l i p ost oje AV  il i AS?
� Da  l i su  a kt iv ni?
� Da  l i p ost oje p ot reb ni f a jl ov i?

� Da  l i p ost oji p ol isa ? 
� Da  l i su  nekom p a t ib il ni 
     uređaji u karantinu? 
� Da  l i je čisćenje p ot reb no?
� Da  l i je čisćenje m og u će?

������
�
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� Korišćenj e m režnih  a l a t a  
� H el p -d es k  int eg ra cij a

P r is t up m r e ži z av is i o d  us ag l aše n o s t i
P r o v er a id en t it et a i aut o r iz ac ij a
� N a m et a nj e a u t oriz a cione

p ol is e i p riv il eg ij a
� P od ršk a  z a  ra z l ičit e u l og e 

k oris nik a

U p d at e-o v an j e i čišćen j e

P r iv r em en a z ab r an a
� I z ol a cij a nek om p a t ib il nih  

u ređ a j a  od  os t a t k a  m reže
� Z a b ra na  na  os nov u  M A C  i I P

a d res a ,  k a o i na  k oris ničk om  
niv ou

S k en ir an j e i ev al uac ij a
� P ot ra g a  z a  p ot reb nim  

v erz ij a m a  A V ,  h ot f ix -ev a ,  
p ečev a  i d ru g og  S W

� M režno s k enira nj e v iru s a ,  crv a  
i nez a št ićenih  p ort ov a

N a o s no v u  p o l is e  p ris t u p a m re ži s e :

NEMA USAGLAŠENO ST I =  NEMA P R IST UP A MR EŽI
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� Cisco Clean Access Manager - CAM
Centralizovani menadžment za adminis tratore, 
teh ničku  p odršku  i op eratore

� Cisco Clean Access S erv er - CAS
S lu ži kao inic ijator kontrole p ris tu p a mreži ( netw ork 
ac c es s  c ontrol)

� Cisco Clean Access Agent - CAA
O p c ionalni klijent na krajnjem u ređ aju

� R ule-set  Up d at es
R edovni au tomats ki u p date za anti-viru s e, kritične
h otf ix -ove i dru g e ap likac ije

N A C  A ppl ian c e  k o m po n e n t e
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N A C  A ppl ian c e  P r o d uc t  P o r t f o l io

M anag er L ite -
do 3  S ervera
(p o d r ža v a  d o  5 0 0  
k o r i s n i k a  p o C A S  i  
M o d ul u)

NAC Me n a d že r i  - CAM NAC S e r v e r i  - CAS

S tandard M anag er -
do 2 0  S ervera
(p o d r ža v a  s v e  S e r v e r e  i  
M o d ul e )

S u p er M anag er -
do 4 0  S ervera
(p o d r ža v a  s v e  S e r v e r e  i  
M o d ul e )

1 0 0  koris nika
2 5 0  koris nika
5 0 0  koris nika

1 5 0 0  koris nika
2 5 0 0  koris nika
3 5 0 0  koris nika
k o r i s n i k =  o n l i n e ,  i s t o v r e m e n

Ac c e s s o r i e s
Netw ork M odu le

5 0  koris nika
1 0 0  koris nika

N A C  P rof il er
S erv er

N A C  C ol l ect or
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C is c o  N A C  par t n e r s t v a
NAC  p o d r žav a p o l i s e  z a v i še  o d  3 0 0 ap l i k ac i j a i  5 0  p ar t n e r a
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1 Št a j e t o  N A C  ?
2 K o m p o n en t e 
3 P r eg l ed  t eh n o l o g ij e
4 D iz aj n i im p l em en t ac ij a

P it an j a i K V I Z  !

Agenda
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Intranet/
N etw o rk

C is c o  N A C  A ppl ian c e  - P r e g l e d

2 .
Korisnik se l og u je na  a g ent u  
il i se p reu sm era v a  na  l og in 
w eb  st ra nic u

NAC p r o v er a v a  k o r is n ičk o  im e i 
l o z in k u ,  s k en ir a  u r eđ a j  i m r ežu  
k a k o  b i p r o c en io  i p r o v er io  u r eđ a j

U ređ a j je nekom p a t ib il a n il i
su  l og in inf orm a c ije net a čne

K o r is n ik u  s e z a b r a n j u j e p r is t u p  m r eži i 
s t a v l j a  s e u  “k a r a n t in ”u l o g u  s a  
m o g u ćn o šću  p r is t u p a  r es u r s im a  z a  
čišćen j e

3 a . K A R A N T IN
3 b . U ređ a j je “čist ”

U r eđ a j  d o l a z i n a  “c er t if ied  
d ev ic es  l is t ” i d o z v o l j a v a  
m u  s e p r is t u p  o s t a t k u  
m r eže

N A C  S erv er

N A C  M anag er

1 . Kra jnji korisnik p rist u p a  m reži
P r is t u p  j e b l o k ir a n  d o k  k o r is n ik  n e p r u ži 
in f o r m a c ij e z a  l o g o v a n j e A uth enti c ati o n

S erv er

C IL J  ! ! !
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A g e n t

4 .

L o g i n 
p ro z o r Sk e niranj e  u re đ aj a

(u z a v i s n o s t i  o d  ul o g e  k o r i s n i k a . . . )

G re šk a !
“čišće nj e ”
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W e b  l o g in
L og in
p roz or

Skenira nje
(u  z a v i s n o s t i  o d  u l o g e  k o r i s n i k a / O S . . )

C l ic k-t h rou g h  rem ed ia t ion
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K r a j n j i  u r e đ a j S e r v e r

Certified and Logged On

T o k  pr o c e s a
M a n a g e r

U R L R edirec t to W eb l ogin

D H CP  R eq u es t

Connec t v ia T CP  ( 4 4 3 )

U D P  D is c ov er ( 8 9 0 5 ,  8 9 0 6 )

A gent P erform s  P os tu re A s s es s m ent

D ow nl oad Cl ean A c c es s  A gent A gent dow nl oad ( 8 0 )

D ow nl oad P ol ic y  to A gent A gent c h ec k s  and ru l es ,  X M L ( 4 4 3 )
P l u gins enab l ed ( 4 4 3 )

P re-c onnec t ( 1 0 9 9 )

U s er Login ( 4 4 3 )

R ep ort ( 4 4 3 )
S es s ion and h eartb eat tim er ( 4 4 3 )Logged ou t

Connec t req u es t ( 1 0 9 9 )
Connec t R es p ons e ( 8 9 5 5 ,  8 9 5 6 )

S erv er P erform s  A c c es s  E nforc em ent

Op en W eb  b row s er ( if no agent)
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C is c o  N A S im pl e m e n t ac ij e  

I n-B and O ut -of -B and

Cent ral
E d ge

Virt ual G at ew ay
R eal-I P  G at ew ay

Operating Modes

L ay er 2  ili L ay er 3
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� Clean Access S erv er može d a p rosleđ uj e saob raćaj  na d v a načina:
B r id ž M o d  =  V ir t ual  G at ew ay
R o ut ed  M o d   =  R eal  I P  G at ew ay  

� B ilo k oj i CAS  može b it i k onf igurisan z a b ilo k oj i od  ov a d v a met od a
� L ogičk i t ok  saob raćaj a z av isi od  iz b ora G at ew ay  mod a
� N e z av isi od  t oga d a li j e CAS  u L ay er 2  mod u,  L ay er 3  mod u,  I n B and  ili O ut  of  B and

V ir t ual  G at e w ay  &  R e al  IP  G at e w ay
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� B r id žin g  m o d :  p r o s l eđ iv an j e f r ej m o v a,  C A S  – t r an s p ar en t n i 
b r id ž

� s o ur c e/ d es t in at io n  M A C  i IP 
ad r es a s e p r o s l eđ uj u il i b ez  
m en j an j a

� d ef . g at ew ay n a t z v . “T r us t ed ”
s t r an i

V ir t ual  G at e w ay m o d
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� C A S  j e L 3 ur eđ aj ,  r ut ir a s ao b r aćaj  iz m eđ u un t r us t ed  i 
t r us t ed  d el a m r eže

� S t at ičk e r ut e n a n ex t  h o p  
ur eđ aj u

� C A S d ef . g at ew ay
� C A S  m o že b it i D H C P  s er v er

2

R e al  IP  G at e w ay m o d
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� Clean Access S erv ers može d a ima d v e f iz ičk e 
imp lement acij e

E d g e im p l em en t ac ij a
C en t r al  im p l em en t ac ij a

� B ilo k oj i CAS  može b it i k onf igurisan z a b ilo k oj i od  ov a 
d v a met od a

� I z b or imp lement acij e ut iče na f iz ičk u p ut anj u 
saob raćaj a

� N e z av isi od  t oga d a li j e CAS  u L ay er 2  mod u,  L ay er 3  
mod u,  I n B and  ili O ut  of  B and

E d g e  i C e n t r al  im pl e m e n t ac ij a
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� C A S  l o g ičk i i f iz ičk i “in l in e”
� P o d r žan  o d  s v ih C at al y s t  s v ičev a
� V L A N  I D s  s e p r o s l eđ uj u ak o  j e 
C A S  u V G W m o d u

1 0  � 1 0
� I n s t al ac ij e s a v iše A c c es s  
L ay er  čv o r išt a p o s t aj u 
k o m p l ek s n e

E d g e  im pl e m e n t ac ij a
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� N aj češći s l učaj  im p l em en t ac ij e
� C A S  j e s am o  l o g ičk i “in l in e”
� P o d r žan  o d  6 5 0 0  /  45 0 0  /  37 5 0  /  35 6 0  *
� V L A N  m ap ir an j e u V G W m o d u

110  � 10
� N aj s k al ab il n ij e r ešen j e u v ećim  
m r ežam a

* 3550  n i j e  p o d r ža n

C e n t r al n a im pl e m e n t ac ij a



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 22

� Clean Access S erv eri imaj u d v a mod ela p rist up a 
k lij enat a:

L ay er  2 M o d
L ay er  3 M o d

� B ilo k oj i CAS  može b it i k onf igurisan z a nek i od  ov a d v a 
mod a

� Mod el p rist up a z av isi od  t oga d a li j e k lij ent  ima ili nema 
L 2  v ez u sa CAS om

L ay e r  2  M o d  i L ay e r  3  M o d
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� K l ij en t  im a L ay er  2 v ez u s aC A S o m
� M A C  ad r es a s e k o r is t i k ao  j ed in s t v en i id en t if ik at o r
� P o d r žan i i V G W  i R eal  I P  
G W

� P o d r žan i i I n  B an d  i O ut  o f  
B an d m o d

� N aj češći m o d el  z a L A N o v e

L ay e r  2  M o d
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� K l ij en t  n em a L ay er  2 v ez u s a C A S o m
� I P  ad r es a s e k o r is t i k ao  j ed in s t v en i id en t if ik at o r
� P o d r žan i i V G W  i R eal  I P  G W
� P o d r žan I n  B an d  i O ut  o f  B an d  M o d
� P o t r eb an  z a W A N  i V P N  im p l em en t ac ij e

L ay e r  3  M o d
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� Clean Access S erv er može d a ima d v a mod a u 
z av isnost i od  t ok a saob raćaj a 

I n  B an d m o d
O ut  o f  B an d M o d

� B ilo k oj i CAS  može b it i k onf igurisan z a nek i od  ov a d v a 
mod a,  ali ne ist ov remeno u ob a

� CAS  j e uv ek “inline” z a v reme isp it iv anj a k lij ent a

In  B an d  &  O ut  o f  B an d
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� J ed n o s t av an  z a im p l em en t ac ij u
� C A S  j e I n l in e p r e,  z a v r e m e  i  
p o s l e p r o v er e s t an j a k r aj n j eg  ur eđ aj a

� P o d r šk a z a s v e m o d el e s v ičev a

In  B an d
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� P r ep o r učiv  z a M ul t i-G ig  im p l em en t ac ij e
� C A S  j e I n l in e s am o  z a v r em e is p it iv an j a s t an j a k r aj n j eg  
ur eđ aj a

� P o d r šk a z a v ećin u m o d el a C is c o  s v ičev a
� K o n t r o l a p r is t up a n a o s n o v u ul o g e k o r is n ik a i p o r t  V L A N a

O ut  o f  B an d
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P o d r žan i s v iče v i

D aD aN/ A2 9 5 0 / 2 9 6 0
D aD aD a3 5 5 0           ( L 2  s w itc h )
D aD aD a3 7 5 0 / 3 5 6 0  ( L 2  s w itc h )
D aD aNe *3 5 5 0           ( L 3  s w itc h )

D aD aD a, s a
1 2 . 2 ( 2 5 )S E E  *

3 7 5 0 / 3 5 6 0  ( L 3  s w itc h )
D aD aD a4 5 0 0
D aD aD a6 5 0 0

Central or E dg eE dg eCentral
R eal-I PV irtu al G atew ayL 2 / L 3  S w itc h

L is t a p o d ržanih  C is c o  s v iče v a i v e rz ij a:
h t t p : / / w w w . c i s c o . c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / v p n / c i s c o s e c / c c a / c c a
4 0 / s w i t c h . h t m
*  I O S  b u g  C S C s b 6 2 4 3 2
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C A S u O O B  L 2  V ir t ual  G at e w ay  m o d u
N etw o rk

v l a n  1 1 0

v l a n  1 0 , 3 0 V l a n  M a p p i n g  
v 1 1 0  � v 1 0

D o t 1 q  t r u n k
v 1 0 ,  v 1 1 0

I P   :  1 0 . 1 0 . 0 . 1 0
D G :  1 0 . 1 0 . 0 . 1  

v 1 0  o r v 1 1 0

D H C P  S e r v e r
v l a n  1 0  s c o p e

1 0 . 1 0 . 0 . 5  – 1 0 . 1 0 . 0 . 2 5 4

S V I s
v 1 0 :  1 0 . 1 0 . 0 . 1
v 2 0 :  1 0 . 2 0 . 0 . 1
v 3 0 :  1 0 . 3 0 . 0 . 1

1 0 . 2 0 . 0 . 2

v l a n  2 0

1 0 . 3 0 . 0 . 2

Au t h e n t i c a t i o n  V l a n :  v l a n  1 1 0
Ac c e s s  V l a n              :  v l a n  1 0

v l a n  2 0
1 0 . 2 0 . 0 . 3
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T o k  pr o c e s a
N etw o rk

v l a n  1 1 0

v l a n  1 0 , 3 0 V l a n  M a p p i n g  
v 1 1 0  � v 1 0

d o t 1 q  t r u n k
v 1 0 ,  v 1 1 0

I P   :  1 0 . 1 0 . 0 . 1 0
D G :  1 0 . 1 0 . 0 . 1  

v 1 0  o r v 1 1 0

D H C P  S e r v e r
v l a n  1 0  s c o p e

1 0 . 1 0 . 0 . 5  – 1 0 . 1 0 . 0 . 2 5 4

S V I s
v 1 0 :  1 0 . 1 0 . 0 . 1
v 2 0 :  1 0 . 2 0 . 0 . 1
v 3 0 :  1 0 . 3 0 . 0 . 1

1 0 . 2 0 . 0 . 2

v l a n  2 0

1 0 . 3 0 . 0 . 2

1 . P C  s e p o v ez uj e na m režu

2 . S v i č šal j e M A C  ad res u 
p rek o s nm p  C A M u

v l a n  2 0
1 0 . 2 0 . 0 . 3
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T o k  pr o c e s a
N etw o rk

v l a n  1 1 0

v l a n  1 0 , 3 0 V l a n  M a p p i n g  
v 1 1 0  � v 1 0

d o t 1 q  t r u n k
v 1 0 ,  v 1 1 0

I P   :  1 0 . 1 0 . 0 . 1 0
D G :  1 0 . 1 0 . 0 . 1  

v 1 1 0

D H C P  S e r v e r
v l a n  1 0  s c o p e

1 0 . 1 0 . 0 . 5  – 1 0 . 1 0 . 0 . 2 5 4

S V I s :
v 1 0 :  1 0 . 1 0 . 0 . 1
v 2 0 :  1 0 . 2 0 . 0 . 1
v 3 0 :  1 0 . 3 0 . 0 . 1

1 0 . 2 0 . 0 . 2

v l a n  2 0

1 0 . 3 0 . 0 . 2

3 . C A M  p ro v erav a d a l i  j e P C  
‘C erti f i ed ’
ak o  ni j e,  C A M  šal j e i ns truk c i j u
s v i ču d a taj  p o rt s tav i  u 
A uth enti c ati o n V l an

P C  d o b i j a D H C P  IP  ad res u u v l an 1 0
s ub netu z b o g V l an M ap p i ng

v l a n  2 0
1 0 . 2 0 . 0 . 3
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T o k  pr o c e s a
N etw o rk

v l a n  1 1 0

v l a n  1 0 , 3 0 V l a n  M a p p i n g  
v 1 1 0  � v 1 0

d o t 1 q  t r u n k
v 1 0 ,  v 1 1 0

I P   :  1 0 . 1 0 . 0 . 1 0
D G :  1 0 . 1 0 . 0 . 1  

D H C P  S e r v e r
v l a n  1 0  s c o p e

1 0 . 1 0 . 0 . 5  – 1 0 . 1 0 . 0 . 2 5 4

S V I s :
v 1 0 :  1 0 . 1 0 . 0 . 1
v 2 0 :  1 0 . 2 0 . 0 . 1
v 3 0 :  1 0 . 3 0 . 0 . 1

1 0 . 2 0 . 0 . 2

v l a n  2 0

1 0 . 3 0 . 0 . 2

4 . S av  s ao b raćaj  s a P C a i d e k ro z
C A S ,  C A S  o g rani čav a p ri s tup  
o s tatk u m reže

5 . P C  p ro l az i k ro z A uth enti c ati o n,  
p ro v eru s tanj a,  i  ev entual no  
l ečenj e

v 1 1 0

v l a n  2 0
1 0 . 2 0 . 0 . 3
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T o k  pr o c e s a
N etw o rk

v l a n  1 1 0

v l a n  1 0 , 3 0 V l a n  M a p p i n g  
v 1 1 0  � v 1 0

d o t 1 q  t r u n k
v 1 0 ,  v 1 1 0

I P   :  1 0 . 1 0 . 0 . 1 0
D G :  1 0 . 1 0 . 0 . 1  

v 1 0

D H C P  S e r v e r
v l a n  1 0  s c o p e

1 0 . 1 0 . 0 . 5  – 1 0 . 1 0 . 0 . 2 5 4

S V I s :
v 1 0 :  1 0 . 1 0 . 0 . 1
v 2 0 :  1 0 . 2 0 . 0 . 1
v 3 0 :  1 0 . 3 0 . 0 . 1

1 0 . 2 0 . 0 . 2

v l a n  2 0

1 0 . 3 0 . 0 . 2

6 . C A S  o b av eštav a C A M  d a 
j e P C  ‘C erti f i ed ’

7 . C A M  šal j e i ns truk c i j u s v i ču 
d a p o rt s tav i  u ‘A c c es s ’
v l an 8 . P C  j e d o z v o l j en p ri s tup  

o s tatk u m reže

v l a n  2 0
1 0 . 2 0 . 0 . 3
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T o po l o g ij a
N etw o rk

v l a n  1 1 0 , 1 1 5

v l a n  1 0 , 1 5 , 3 0 V l a n  M a p p i n g  
v 1 1 0  � v 1 0
v 1 1 5  � v 1 5

D o t 1 q  t r u n k
v 1 0 , 1 5 , 1 1 0 , 1 1 5

I P   :  1 0 . 1 0 . 0 . 1 0
D G :  1 0 . 1 0 . 0 . 1  

v 1 0  o r v 1 1 0

D H C P  S e r v e r
v l a n  1 0  s c o p e

1 0 . 1 0 . 0 . 5  – 1 0 . 1 0 . 0 . 2 5 4
v l a n  1 5  s c o p e

1 0 . 1 5 . 0 . 5  – 1 0 . 1 5 . 0 . 2 5 4

S V I s
v 1 0 :  1 0 . 1 0 . 0 . 1  (u s e r  v l a n )
v 1 5 :  1 0 . 1 5 . 0 . 1  (u s e r  v l a n )
v 2 0 :  1 0 . 2 0 . 0 . 1  (C A M  m g m t  v l a n )
v 3 0 :  1 0 . 3 0 . 0 . 1  (C A S  m g m t  v l a n )

1 0 . 2 0 . 0 . 2

v l a n  2 0

1 0 . 3 0 . 0 . 2

Au t h e n t i c a t i o n  V l a n :  v l a n  1 1 0 , 1 1 5
Ac c e s s  V l a n              :  v l a n  1 0 , 1 5

v l a n  2 0
1 0 . 2 0 . 0 . 3

I P   :  1 0 . 1 5 . 0 . 1 0
D G :  1 0 . 1 5 . 0 . 1  

v 1 5  o r v 1 1 5

e 0
e 1

g 2 / 1
g 2 / 2

g 2 / 3
g 2 / 5

g 2 / 4

c at 6 k

c a t 2 9 5 0
f 0 / 1

f 0 / 2 f 0 / 3
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P l an ir an j e L 2  V ir t ual  G at e w ay  O O B  im pl e m e n t ac ij e
� S t av it i CAS  i CAM u raz ličit e sub net e
� S t av it i CAS  mgmt  VL AN u raz ličit VL AN od user VL AN a
� K onf igurisat i nat iv e VL AN raz ličit  od CAS  mgmt  VL AN a
� O sigurat i se d a nema z aj ed ničk ih  VL AN ov a na 
sw it ch p ort -ov ima na k oj ima su v ez ani t rust ed  (et h 0 ) i
unt rust ed  (et h 1 ) p ort ov i CAS

� Z a sv ak i VL AN  k oj i j e d oz v olj en na t runk u k a CAS ,  
mora p ost oj at i od gov araj uće Vlan Map iranj e (osim z a
CAS  mgmt  VL AN )
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P l an ir an j e L 2  V ir t ual  G at e w ay  O O B  im pl e m e n t ac ij e
� L 3  S v ič ne sme d a ima S VI z a Aut h ent icat ion VL AN ov e 
(samo z a access VL AN ov e)

� Aut h ent icat ion VL AN ov i samo na CAS  unt rust ed  link u,  
� Unt rust ed int erf ace (et h 1 ) na CAS  ne sme b it i p rik lj učen 
na sv ič d ok  se ne k onf iguše VL AN map iranj e
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P l an ir an j e L 2  V ir t ual  G at e w ay  O O B  im pl e m e n t ac ij e

V 110  � V 10
V 115  � V 15

V l an  m ap ir an j e

V l an  9 9 8
V l an  9 9 9

D um m y  N at iv e v l an  z a T r us t ed  p o r t  l in k
D um m y  N at iv e v l an  z a U n t r us t ed  p o r t  l in k

V l an  10 ,  15
V l an  110 ,  115

U s er  A c c es s  v l an
U s er  A ut h  v l an

V l an  30C A S  m g m t  v l an
V l an  20C A M  m g m t  v l an
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i n t e r f a c e  g i g 2/ 1 ( T r u s t e d )
s w i t c h p o r t
s w i t c h p o r t  t r u n k  e n c a p s u l a t i o n  d o t 1q
s w i t c h p o r t  m o d e  t r u n k
s w i t c h p o r t  t r u n k  n a t i v e  v l a n  998
s w i t c h p o r t  t r u n k  a l l o w e d  v l a n  10 , 15, 30

i n t e r f a c e  g i g  2/ 2 ( U n t r u s t e d )
s w i t c h p o r t
s w i t c h p o r t  t r u n k  e n c a p s u l a t i o n  d o t 1q
s w i t c h p o r t  m o d e  t r u n k
s w i t c h p o r t  t r u n k  n a t i v e  v l a n  999
s w i t c h p o r t  t r u n k  a l l o w e d  v l a n  110 , 115

i n t e r f a c e  g i g 2/ 3 ( l i n k  t o  a c c e s s  s w i t c h )
s w i t c h p o r t
s w i t c h p o r t  t r u n k  e n c a p s u l a t i o n  d o t 1q
s w i t c h p o r t  m o d e  t r u n k
s w i t c h p o r t  t r u n k  a l l o w e d  v l a n  10 , 15, 110 , 115

i n t e r f a c e  g i g  2/ 4 ( d h c p  s e r v e r )
s w i t c h p o r t
s w i t c h p o r t  m o d e  a c c e s s
s w i t c h p o r t  a c c e s s  v l a n  20
s p a n n i n g -t r e e  p o r t f a s t

i n t e r f a c e  g i g  2/ 5 ( C A M )
s w i t c h p o r t
s w i t c h p o r t  m o d e  a c c e s s
s w i t c h p o r t  a c c e s s  v l a n  20
s p a n n i n g -t r e e  p o r t f a s t

i n t e r f a c e  v l a n  10
i p  a d d r e s s  10 . 10 . 0 . 1 255. 255. 255. 0
i p  h e l p e r -a d d r e s s  10 . 20 . 0 . 3

i n t e r f a c e  v l a n  15
i p  a d d r e s s  10 . 15. 0 . 1 255. 255. 255. 0
i p  h e l p e r -a d d r e s s  10 . 20 . 0 . 3

i n t e r f a c e  v l a n  20
i p  a d d r e s s  10 . 20 . 0 . 1 255. 255. 255. 0

i n t e r f a c e  v l a n  30
i p  a d d r e s s  10 . 30 . 0 . 1 255. 255. 255. 0

Nap omena:
Nema interf ac e vlan 1 1 0  ili 1 1 5 ! ! !

K o n f ig ur ac ij e  s v iče v a
K o n f i g u r ac i j a c e n t r al n o g  s v i ča
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K o n f ig ur ac ij a ac c e s s  s v iča
i n t e r f a c e  f a 0 / 1  (U p l i n k  t o  c o r e )

s w i t c h p o r t
s w i t c h p o r t  t r un k  e n c a p s ul a t i o n  d o t 1 q
s w i t c h p o r t  m o d e  t r un k
s w i t c h p o r t  t r un k  a l l o w e d  v l a n  1 0 , 1 5 , 1 1 0 , 1 1 5

i n t e r f a c e  f a 0 / 2  (U s e r  i n  v l a n 1 0 )
s w i t c h p o r t
s w i t c h p o r t  m o d e  a c c e s s
s w i t c h p o r t  a c c e s s  v l a n  1 0
s p a n n i n g -t r e e  p o r t f a s t

i n t e r f a c e  f a 0 / 3  (U s e r  i n  v l a n 1 5 )
s w i t c h p o r t
s w i t c h p o r t  m o d e  a c c e s s
s w i t c h p o r t  a c c e s s  v l a n  1 5
s p a n n i n g -t r e e  p o r t f a s t
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P o v e z iv an j e C A M
� P ov ez at i CAM na cent ralni sv ič
� O b ez b ed it i p rist up W eb  G UI  int erf ej su CAM
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P o v e z iv an j e C A S
� P ov ez at i samo et h 0  (T rust ed ) int erf ej s CAS
� et h 1  (unt rust ed ) int erf ej s CAS  ne t reb a p ov ez iv at i
� D od at i CAS  na CAM
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C A S po d e šav an j a
� M an ag em en t  V l an  I D :  

A k o j e ena b l e-ov a n,  s a ob ra ća j  k oj i inicira C A S  će b it i t a g ov a n s a v l a n3 0
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K o n f ig ur ac ij a V L A N  m apir an j a
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K o n f ig ur ac ij a SN M P  n a s v iču
� 2 9 5 0  conf ig f or snmp  v 1

s n m p -s er v er  l o c at io n  c c a_ l ab
s n m p -s er v er  c o n t ac t  c h up a
s n m p -s er v er  c o m m un it y  c 29 5 0 _ r ead  r o
s n m p -s er v er  c o m m un it y  c 29 5 0 _ w r it e r w
s n m p -s er v er  en ab l e t r ap s  m ac -n o t if ic at io n
s n m p -s er v er  en ab l e t r ap s  s n m p  l in k up  l in k d o w n
s n m p -s er v er  h o s t  10 . 20 . 0 . 2 t r ap s  v er s io n  1 p ub l ic  m ac -n o t if ic at io n  s n m p
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L ay e r  3  O O B R e al -IP  - T o po l o g ij a

4 / 4 7
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Layer 3 OOB k o ri šćen j em P o l i c y Bas ed  
R o u t i n g -a
� K ad  j e k orisnik  u Aut h  VL AN ,  nj egov  saob raćaj  t reb a d a 
id e k roz CAS

� N a L ay er 3  Access sw it ch
k o n f ig ur is at i P B R  n a A ut h  V L A N  S V I  d a p o k az uj e n a n ex t  h o p  n a d is t r ib ut io n  s v iču
P B R  n e t r eb a k o n f ig ur is at i z a us er  V L A N o v e

� Access sw it ch  conf ig
M a t c h  I nt erest ing  t ra f f ic
a c c ess-l ist  1  p erm it  a ny

C onf ig u re R ou t e m a p
rou t e-m a p  c a s5 p erm it  1 0
m a t c h  ip  a d d ress 1
set  ip  nex t -h op  1 0 . 2 0 1 . 2 2 9 . 1 2 1

Ap p l y  P ol ic y  R ou t e t o I nt erf a c e
int erf a c e V L AN 2 7
ip  a d d ress 1 0 . 2 0 1 . 2 2 9 . 1 3 7  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
ip  p ol ic y  rou t e-m a p  c a s5
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Layer 3 OOB k o ri šćen j em P o l i c y Bas ed  
R o u t i n g
� N a D ist rib ut ion sv iču

K o n f ig ur is at i P B R  n a d o l az ećem  in t er f ej s u z a s l an j e s ao b r aćaj a iz A ut h  V L A N  n a U n t r us t ed  p o r t  C A S
S ao b r aćaj  s a us er  V L A N a n eće o d g o v ar at i r o ut e m ap i p a će s e n o r m al n o  r ut ir at i

� D ist rib ut ion sw it ch  conf ig:
M a t c h  I nt erest ing  t ra f f ic
a c c ess-l ist  1 0 1  p erm it  ip  1 0 . 2 0 1 . 2 2 9 . 1 3 6  0 . 0 . 0 . 7  a ny

C onf ig u re R ou t e m a p
rou t e-m a p  c c a 1  p erm it  1 0
m a t c h  ip  a d d ress 1 0 1
set  ip  nex t -h op  

1 0 . 2 0 1 . 2 2 9 . 1 0 6

Ap p l y  P ol ic y  R ou t e t o I nt erf a c e
int erf a c e F a st E t h ernet 4 / 4 7
ip  a d d ress 1 0 . 2 0 1 . 2 2 9 . 1 2 1  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
ip  p ol ic y  rou t e-m a p  c c a 1
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Layer 3 OOB k o ri šćen j em P BR
D et al j n e k o n f i g u rac i j e s v i čev a
c at6 k #  s h ow  ru n
v tp  dom ain c c a_ 4 0 _ tes ting
v tp  m ode trans p arent
!
V LA N  2 1 , 2 2 , 2 3 , 2 2 9
!
interfac e F as tE th ernet4 / 3 6
s w itc h p ort
s w itc h p ort ac c es s  V LA N  2 1
s w itc h p ort m ode ac c es s
no ip  addres s
!
interfac e F as tE th ernet4 / 3 7
s w itc h p ort
s w itc h p ort ac c es s  V LA N  2 2
s w itc h p ort m ode ac c es s
no ip  addres s
!
interfac e F as tE th ernet4 / 3 8
s w itc h p ort
s w itc h p ort ac c es s  V LA N  2 3
s w itc h p ort m ode ac c es s
no ip  addres s
!
interfac e F as tE th ernet4 / 4 7
ip  addres s  1 0 . 2 0 1 . 2 2 9 . 1 2 1 2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
ip  p ol ic y  rou te-m ap  c c a1
!
interfac e F as tE th ernet4 / 4 8
s w itc h p ort
s w itc h p ort tru nk  enc ap s u l ation dot1 q
s w itc h p ort tru nk  al l ow ed V LA N  2 2 9
s w itc h p ort m ode tru nk
no ip  addres s

interfac e V LA N 2 1
ip  addres s  1 0 . 2 0 1 . 2 2 9 . 8 9  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
!
interfac e V LA N 2 2
ip  addres s  1 0 . 2 0 1 . 2 2 9 . 9 7  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
!
interfac e V LA N 2 3
ip  addres s  1 0 . 2 0 1 . 2 2 9 . 1 0 5  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
!
interfac e V LA N 2 2 9
ip  addres s  1 0 . 2 0 1 . 2 2 9 . 2  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
!
ip  c l as s l es s
ip  rou te 0 . 0 . 0 . 0  0 . 0 . 0 . 0  1 0 . 2 0 1 . 2 2 9 . 1
ip  rou te 1 0 . 2 0 1 . 2 2 9 . 1 2 8  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8  1 0 . 2 0 1 . 2 2 9 . 1 2 2
ip  rou te 1 0 . 2 0 1 . 2 2 9 . 1 3 6  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8  1 0 . 2 0 1 . 2 2 9 . 1 2 2
ip  rou te 1 0 . 2 0 1 . 2 2 9 . 1 5 2  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8  1 0 . 2 0 1 . 2 2 9 . 1 2 2
!
ac c es s -l is t 1 0 1  p erm it ip  1 0 . 2 0 1 . 2 2 9 . 1 3 6  0 . 0 . 0 . 7  any
!
rou te-m ap  c c a1  p erm it 1 0
m atc h  ip  addres s  1 0 1
s et ip  nex t-h op  1 0 . 2 0 1 . 2 2 9 . 1 0 6
!
s nm p -s erv er c om m u nity  p u b l ic  R W
s nm p -s erv er c om m u nity  c 6 5 0 0 _ read R O
s nm p -s erv er l oc ation c c al ab
s nm p -s erv er c ontac t A l ok
s nm p -s erv er enab l e trap s  s nm p  l ink dow n l ink u p
s nm p -s erv er h os t 1 0 . 2 0 1 . 2 2 9 . 9 0  p u b l ic   M A C-N otific ation s nm p
!
end
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Layer 3 OOB k o ri šćen j em P BR
D et al j n e k o n f i g u rac i j e s v i čev a
3 7 5 0 #  s h ow   ru n
!
v tp  dom ain c c a_ 4 0 _ tes ting
v tp  m ode trans p arent
ip  dh c p  ex c l u ded-addres s  1 0 . 2 0 1 . 2 2 9 . 1 2 9
ip  dh c p  ex c l u ded-addres s  1 0 . 2 0 1 . 2 2 9 . 1 3 7
ip  dh c p  ex c l u ded-addres s  1 0 . 2 0 1 . 2 2 9 . 1 5 3
!
ip  dh c p  p ool  V LA N 2 6
netw ork  1 0 . 2 0 1 . 2 2 9 . 1 2 8  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
defau l t-rou ter 1 0 . 2 0 1 . 2 2 9 . 1 2 9  
dns -s erv er 1 7 1 . 7 0 . 1 6 8 . 1 8 3  

!
ip  dh c p  p ool  V LA N 2 7
netw ork  1 0 . 2 0 1 . 2 2 9 . 1 3 6  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
defau l t-rou ter 1 0 . 2 0 1 . 2 2 9 . 1 3 7  
dns -s erv er 1 7 1 . 7 0 . 1 6 8 . 1 8 3  

!
ip  dh c p  p ool  V LA N 2 9
netw ork  1 0 . 2 0 1 . 2 2 9 . 1 5 2  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
defau l t-rou ter 1 0 . 2 0 1 . 2 2 9 . 1 5 3  

!
V LA N  2 6
nam e em p l oy ee
!
V LA N  2 7
nam e au th _ V LA N
!
V LA N  2 9
nam e c ons u l tant
!
interfac e G igab itE th ernet1 / 0 / 1 3
no s w itc h p ort
ip  addres s  1 0 . 2 0 1 . 2 2 9 . 1 2 2  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8

interfac e G igab itE th ernet1 / 0 / 1 4
s w itc h p ort ac c es s  V LA N  2 6
s w itc h p ort m ode ac c es s
s nm p  trap  m ac -notific ation added
s p anning-tree p ortfas t
!
interfac e V LA N 2 6
ip  addres s  1 0 . 2 0 1 . 2 2 9 . 1 2 9  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
!
interfac e V LA N 2 7
ip  addres s  1 0 . 2 0 1 . 2 2 9 . 1 3 7  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
ip  p ol ic y  rou te-m ap  c as 5
!
interfac e V LA N 2 9
ip  addres s  1 0 . 2 0 1 . 2 2 9 . 1 5 3  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
!
ip  rou te 0 . 0 . 0 . 0  0 . 0 . 0 . 0  1 0 . 2 0 1 . 2 2 9 . 1 2 1
!
ac c es s -l is t 1  p erm it any
rou te-m ap  c as 5  p erm it 1 0
m atc h  ip  addres s  1
s et ip  nex t-h op  1 0 . 2 0 1 . 2 2 9 . 1 2 1
!
s nm p -s erv er c om m u nity  3 7 5 0 _ read R O
s nm p -s erv er c om m u nity  3 7 5 0 _ w rite R W
s nm p -s erv er l oc ation c c al ab
s nm p -s erv er c ontac t al ok
s nm p -s erv er enab l e trap s  s nm p  l ink dow n l ink u p
s nm p -s erv er enab l e trap s  m ac -notific ation
s nm p -s erv er h os t 1 0 . 2 0 1 . 2 2 9 . 9 0  p u b l ic   m ac -notific ation s nm p
!
m ac -addres s -tab l e notific ation interv al  0
m ac -addres s -tab l e notific ation
end
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Z ak l j učc i
Virtual Gateway mod j e n aj češće n aj j edn os tav n ij e 
rešen j e z a in teg rac ij u s a p os toj ećom mrežom1
C en traln a imp lemen tac ij a u 9 9 %  L A N  s lučaj ev a2
L ayer 2  /  Lay e r  3 p ov ez an i k lij en ti u z av is n os ti 

od tog a k ak o s u p ov ez an i s a C A S3
U k olk o s u p otreb n e raz ličite imp lemen tac ij e
– v iše C A S  s erv era . .4
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M r e žn i d iz aj n
G eneralne smernice z a iz b or d iz aj na: 

P očet i sa L 2  I B  VG W  Cent ral
P reći na R eal I P  G at ew ay  ak o želimo / 3 0
P reći na O ut  of  B and  ak o j e p ot reb no v iše
b and w id t h -a
P reći na L 3  ak o ne može d a se od red i MAC 
ad resa

• Št o j ed nost av nij a imp lement acij a – j ed nost av nij e 
od ržav anj e i k onf igurisanj e !
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1 Št a j e t o  N A C  ?
2 K o m p o n en t e 
3 P r eg l ed
4 D iz aj n i im p l em en t ac ij a

P it an j a i K V I Z  !

Agenda
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� Kakva veza postoji između fudbalera na slici i 
C isco N A C  appliance?

�KVIZ !
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N e z ab orav it e d a se p rij av it e na Cisco N et w ork ers 2 0 0 8 !
h t t p :/ / w w w . cisco. com/ w eb / europ e/ cisco-net w ork ers/ 2 0 0 8 / ind ex . h t ml
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