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Ethernet OAM - a g end a

1. O v e r v i e w
2 . U n d e r s t a n d i n g  c a p a b i l i t i e s
3 . F a u l t  m a n a g e m e n t  s c e n a r i o s
4 . C i s c o  p l a t f o r m  s u p p o r t
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Ethernet OAM Overview

��Ethernet OAM ComponentsEthernet OAM Components
��OAM OAM I nterw ork i ngI nterw ork i ng
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Problem Taxonomy
F a u l t Ma na g ement

Fault detection
Fault v erif ication 
Fault isolation
Fault recov ery
Fault notif ication

Conf i g u ra ti on Ma na g ement
S erv ice P rov isioning

P erf orma nc e Ma na g ement
Fram e loss m easurem ent 
Delay  m easurem ent 
Delay  v ariation m easurem ent 
A v ailab ility  m easurem ent

Carrier
E t h ern et
S erv ic es
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E t h ernet  O A M :  t h e B u i ld i ng  B loc k s

� I EEE 8 0 2 . 1 ag :  C onnectiv ity  Fault M anag em ent (C FM )
� I T U-T  Y . 1 7 3 1 :  O A M  f unctions and m ech anism s f or Eth ernet b ased netw ork s 
� I EEE 8 0 2 . 3 ah :  Eth ernet L ink  O A M  (EFM  O A M )
� M EF E-L M I :  Eth ernet L ocal M anag em ent I nterf ace
� C isco I P  S L A ’s:  P erf orm ance M anag em ent using  I P ,  C FM  and Y . 1 7 3 1  M ech anism s
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Fault
M an ag e m e n tFault

M an ag e m e n t
P e r f o r m an c e
M an ag e m e n tP e r f o r m an c e

M an ag e m e n t

C o n f i g ur ati o n
M an ag e m e n tC o n f i g ur ati o n

M an ag e m e n t
Configuration
M anage m e ntConfiguration
M anage m e nt

Fault
M an ag e m e n tFault

M an ag e m e n t
P e r f o r m an c e
M an ag e m e n tP e r f o r m an c e

M an ag e m e n t

C o n f i g ur ati o n
M an ag e m e n tC o n f i g ur ati o n

M an ag e m e n t

Pe rform anc e
M anage m e ntPe rform anc e
M anage m e nt

Fault
M an ag e m e n tFault

M an ag e m e n t
P e r f o r m an c e
M an ag e m e n tP e r f o r m an c e

M an ag e m e n t

C o n f i g ur ati o n
M an ag e m e n tC o n f i g ur ati o n

M an ag e m e n t

F aul t
M anage m e ntF aul t
M anage m e nt
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MEF  T erm i no l o g y

CE-C Note: 
1 .  U n l i k e A T M  V C ,  E V C  i s  u n i q u e a n d  s p a n s  a c r os s  M E N
2 .  E V C   =  S er v i c e I n s ta n c e i n  C F M ( 8 0 2 . 1 a g )  W or l d

Metro Ethernet N etw ork
( MEN )CE-A CE-B

U ser N etw ork  I nterf a c e
( U N I )

U ser N etw ork  I nterf a c e
( U N I )

Ethernet V i rtu a l  
Ci rc u i t

( EV C)  – P T P

Ethernet V i rtu a l  
Ci rc u i t

( EV C)  – MP T MP
EVC - An  a s s o c i a t i o n  o f  t w o  o r  m o r e U N I s

- Co n n ec t i o n  b et w een  t w o  o r  m o r e d ev i c es

M EF def ines serv ices in term s of  EV C , UN I  
attrib utes
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Cisco End-t o-End Et h e r ne t  O A M  ( 1 )  –
End-End Et h e r ne t

E-L MI :  Ethernet P rov i si oni ng  a nd  Ma na g ement enti ty  a c ross U N I  ( CE-P E)
8 0 2. 1a g  :  Ethernet  S erv i c e L a y er Moni tori ng  enti ty  a c ross MEN  ( P E-P E)
8 0 2. 3a h :  L i nk  L a y er Moni tori ng  

MEN ( Ethernet)
CE CE

( U N I ) ( U N I )

MEF
E-L MI E-L MI

P E P E

8 0 2. 1a g
C F M 

MEF

8 0 2 . 3 ah 8 0 2 . 3 ah
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Cisco End-t o-End Et h e r ne t  O A M  ( 2 )  –
M P L S  Cor e ,  Et h e r ne t  L a st  M il e

MEN ( MP L S )
CE CE

( U N I ) ( U N I )

E-L MI

P E P E

CF M

E-L MI

8 0 2 . 3 ah 8 0 2 . 3 ah

8 0 2. 1a g

M PL S  O A M / L D P
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EthernetEthernet

Cisco End-t o-End Et h e r ne t  O A M  ( 3 )  -
M P L S  Cor e ,  Et h e r ne t  A cce ss,  L a st  M il e

CE CE

( U N I ) ( U N I )

E-L MI

P E P E

8 0 2. 1a g
C F M 

8 0 2 . 3 ah

MP L S

M PL S  O A M / L D P

8 0 2 . 3 ah

E-L MI
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Ethernet OAM –
C i s c o ‘s  End -to -End  C o m p rehens i v e P l a n 

CECE

Cus tom e r D om ain
Prov id e r D om ain

O p e rator 
D om ain

O p e rator 
D om ain

E t h  A c c e s s
M P L S  C o r e

E t h  A c c e s s

Customer CustomerS erv i c e P rov i d er

8 0 2 . 3 a h :  
• P h y s i c a l  l i n k  
c o n n ec t i v i t y  m g m t  
b et w een  U -P E a n d  CE
• U N I  s t a t u s

E-L M I :  
• Au t o m a t ed  c o n f i g o f  
CE b a s ed  o n  EVCs
a n d  b w p r o f i l es
• EVC s t a t u s

MPLS OAM: VCCV, LSP Ping/Traceroute

U-PE N-P E PCE

8 0 2 . 1 a g  Co n n ec t i v i t y  F a u l t  M a n a g em en t :
• U s es  D o m a i n s  t o  c o n t a i n  O AM  f l o w s  &  b o u n d  O AM  r es p o n s i b i l i t i es
• P r o v i d es  p er  EVC c o n n ec t i v i t y  m g m t  a n d  f a u l t  i s o l a t i o n  
• T h r ee t y p es  o f  p a c k et s :  Co n t i n u i t y  Ch ec k ,  L 2  P i n g ,  L 2  T r a c er o u t e
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� Operates on a single point-to-point link  b etw een 2  d ev ic es
� OA M P D U s u se th e S low  protoc ol D estination M A C  ad d  ( 0 1 8 0 .c 2 0 0 .0 0 2 ) ,  interc epted  b y  m ac su b -lay er and  d o not propagate b ey ond  a single h op
� P rov id es 4  f u nc tions:

O A M  d i s c o v e r y  – D i s c o v e r s  O A M  s u p p o r t  a n d  c a p a b i l i t i e s  o n  p e e r  d e v i c e
L i n k  m o n i t o r i n g  – E v e n t  n o t i f i c a t i o n  a n d  l i n k  i n f o r m a t i o n .   A l s o  p r o v i d e s  p o l l i n g a n d  r e s p o n s e  ( b u t  n o t  w r i t i n g )  o f  8 0 2 . 3 a h  M I B
R e m o t e  f a i l u r e  i n d i c a t i o n  – I n f o r m  p e e r  d e v i c e  t h a t  r e c e i v e  p a t h  i s  d o w n .   R e q u i r e s  u n i d i r e c t i o n a l  o p e r a t i o n  s u p p o r t .
R e m o t e  l o o p b a c k  – P u t s  d e v i c e  i n  a  s t a t e  s u c h  t h a t  a l l  n o n -O A M  p a c k e t s  a r e  l o o p e d  b a c k .   N o r m a l  f o r w a r d i n g  i s  s u s p e n d e d .   S t a t i s t i c s  c a n  b e  c o l l e c t e d  w h i l e  t e s t i n g  l i n k .

Ethernet OAM –
8 0 2 . 3 a h

CECE

E t h  A c c e s s
M P L S  C o r e

E t h  A c c e s s

Customer CustomerS erv i c e P rov i d er

802.3ah 
E t he r n e t  i n  
t he  F i r s t  M i l e

C E U-P E

8 0 2 . 3 ah  O A M P DUs
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Ethernet OAM –
Ethernet L o c a l  Ma na g em ent I nterf a c e ( E-L MI )

CECE

E t h  A c c e s s
M P L S  C o r e

E t h  A c c e s s

Customer CustomerS erv i c e P rov i d er

E-L M I

E-L M I  C om m unication

• Requires tight integration and interoperability between devices
• L everage F ram e Relay L M I  and provide sim ilar behavior

C E U-P E

1 .  C -V L A N / EV C  M ap p ing
1 .  A uto-conf ig ure C -V L A N / EV C  M ap p ing 2 .  B andw idth  p rof iles:  P er P ort,  

P er EV C ,  P er C oS2 .  I m p rov e p erf orm ance b y  traf f ic 
sh ap ing  b ased on b w p rof iles 3 .  EV C  status
3 .  R eroute if  EV C  f ailure 
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� C ontinu ity  C h ec k  (  A u to and  On-d em and )
M ulticast f rom  M EP . Received by M EP s and M I P s. C atalogued by receiving M EP s and M I P s.

� T rac erou te
N ex t-hop M ulticast f rom  M EP  to nex t M EP  or M I P  along route.  Receiver both replies with unicast to original M EP ,  and sends T raceroute to nex t M EP / M I P .

� L oopb ac k  ( P ing)
U nicast f rom  M EP  to M EP  or M I P ,  which replies with unicast to originating M EP

CECE

Cus tom e r D om ain
Prov id e r D om ain

O p e rator 
D om ain

O p e rator 
D om ain

O p e rator 
D om ain

E t h  A c c e s s
M P L S  C o r e

M P L S  A c c e s s

Customer CustomerS erv i c e P rov i d er

N e tw ork  
O A M

S e rv ic e  
O A M

M PL S  O A MM PL S  
D om ain

M PL S  
D om ain

M a i n t e n a n c e  E n d  P o i n t
M a i n t e n a n c e  I n t e r m e d i a t e  
P o i n t

Ethernet OAM –
8 0 2 . 1 a g  C F M




