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Carrier Class Routers
( up d ate)
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Carrier class routers - ag en d a

1. W h a t  i s  „c a r r i e r  c l a s s ”?
2 . A t  t h e  h e a r t
3 . T h e  b i g  o n e s
4 . L a s t ,  b u t  n o t  l e a s t
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What is „C ar r ie r  C l ass”?
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„T h e N et” is v ictim  of  p op ularity
� F e e d b a c k  l o o p :

• n e w  t e c h n o l o g y  g i v e s  y o u  m o r e  
b a n d w i d t h .
• m o r e  b a n d w i d t h  e n a b l e s  y o u  t o  u s e  
n e w  a p p l i c a t i o n s .
• n e w  a p p l i c a t i o n s  a t t r a c t  n e w  u s e r s ,  
d r i v i n g  b a n d w i d t h  r e q u i r e m e n t  u p .
• t o  e n a b l e  i t  n e w  t e c h n o l o g y  i s  c r e a t e d . . .

E t h e r n e t F a s t  E t h e r n e t
T e n G EG i g a b i t  E t h e r n e t

currently
D S L / ca b le 1 5 0 x HD T V
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I t’s n ot f in ish ed !
� M o r e  b a n d w i d t h  f o r c e s  c h a n g e s  i n  
t h e  n e t w o r k .

� N e w  s e r v i c e s  f o r c e  c h a n g e s  i n  t h e  
n e t w o r k .

� T r u e  f o r  a l l  n e t w o r k s ,  e n t e r p r i s e  
a n d  s e r v i c e  p r o v i d e r .

T e n G E 4 x T e n G E
f u t u r e10 0 G E
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CR S -1,  still th e f astest router
� O n e ,  b u t  B I G

1 . 2 8  T b i t / s  c h a s s i s ,  u p  t o  7 2  c h a s s i s  l i n k e d  ( 9 2 T b i t / s )
� U p g r a d e  w i t h o u t  t r a f f i c  i n t e r r u p t i o n

a l s o  f r o m  o n e  c h a s s i s  t o  m u l t i c h a s s i s
� S c a l i n g  p r e s e r v e s  t h e  s a m e  a r c h i t e c t u r e

t h e  s a m e  p a c k e t  p a t h ,  f u n c t i o n a l i t y ,  t h r o u g h p u t . . .
� W h y  u p g r a d e  b e t t e r  t h a n  r e p l a c e m e n t ?

o p e r a t i o n  c o s t  ( n e w  p o w e r  s u p p l y ,  m o v i n g  l i n k s ,  t r a f f i c  s t o p p e d )
u n i f i e d  m a n a g e m e n t  ( w h o l e  s y s t e m  s e e n  a s  o n e  r o u t e r )
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L arg e n etw ork s un til 2 0 0 5

Core

E d g e

A g g reg a t i on

10xxx7 xxx 7 xxx 10xxx7 xxx 7 xxx

p eers

12 000 12 000 12 00012 000
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I n trod ucin g  CR S -1

10xxx7 xxx 7 xxx 10xxx7 xxx 7 xxx

p eers

12 000 12 000 12 00012 000
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Collap sed  n od es ( started  in  2 0 0 6 )

100007 xxx 7 xxx 100007 xxx 7 xxx

p eers

12 000 12 000 12 00012 000
C P E
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A t the  he ar t

��IOS XR 3.5.2IOS XR 3.5.2



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lE x p o  B e l g r a d e  2 0 0 7 11

I O S  X R  S of tw are f or CR S  an d  12 K
Releases at a Glance

3.2
J u n e  20 0 5
S h i p p i n g

• C o r e  R o u t i n g
• I n t e r n e t  P e e r i n g
• I P v 4 
U n i c a st / M u l t i c a
st
• I P v 6  
U n i c a st / M u l t i c a
st
• E m b e d d e d  
M a n a g e m e n t
• C R S -8 / C R S -1 6
• F i x e d  a n d  
M o d u l a r  
I n t e r f a c e  
su p p o r t
• R o u t e  P o l i c y  
L a n g u a g e

3.3
M a y  20 0 6
S h i p p i n g

• I P o D W D M o n  
C R S
• S e c u r e  D o m a i n  
R o u t e r s
• L i n k  b u n d l e
• L 3V P N s (R P F -
25 47  o v e r  
M P L S )
• B G P  N e x t -h o p  
a d d r t r a c k i n g
• D i f f -S e r v  T E  
w i t h  M A M
• G M P L S
• I P v 4 S a m p l e  
N e t f l o w

3.4
O c t  20 0 6
S h i p p i n g

• C R S -4
• 5 / 8 / 1 0 x  G E  1 x  
1 0 G  S P A ,  
2x / 4x  O C 48  
P O S  S P A  o n   
C R S
• L 2V P N
(I E T F  P W E 3,  
st a t i c / t a r g e t e d  
L D P )
• M P L S  V P N  
C S C  
• E o M P L S  
L 2V P N
• M P L S  L 3V P N  
I n t e r -A S

3.5 .2
N o v 20 0 7
S h i p p i n g

• M V P N v 4
• M P P
• I P  F R R
• I P v 6  a n d  
M P L S  
S a m p l e d  
N e t f l o w
• L 2T P v 3 
L 3V P N  
su p p o r t
• 6 V P E / 6 P E
• v F W a n d  
I P se c
• P C E

3.6
D e c  20 0 7
F u t u r e

• N S R
• Q o S
E n h a n c e m e n t
• S c a l a b i l i t y  
I m p r o v e m e n t
• c T 1 / E 1  S P A
• Q P P B
• O S P F  S h a m  
L i n k
• L P T S  p o l i c i n g
• F R F .1 2 a n d  
F R F .1 6
• L i n k  B u n d l i n g  
(G E / 1 0 G E )
• S a sh i m i  
L i c e n si n g
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Com m on  I O S  X R  Con ten t
Release 3.5.2
C i sc o I O S  X R  3 . 5 . 0  C om m on  an d  P lat f orm  F eat u res

MVPNv4
• M u l t i c a st  V P N  w i t h  d e f a u l t  a n d  d a t a  M D T
• V R F  M o d e  S u p p o r t  f o r  I G M P ,  B S R ,    P I M  (S M -S S M )
• P I M  su p p o r t  i n  c o r e  f o r  S M ,  S S M

H i t l e s s  K e y  E x c h a n g e  
• I S I S  su p p o r t :  H M A C -M D 5
• O S P F  S u p p o r t :  M D 5 ,  S H A 1 ,  H M A C -S H A 1 ,  H M A C -
M D 5

Pa t h  C o m p u t a t i o n  E l e m e n t
• I n t e r -a r e a  T E  w i t h b o t h  P C C  a n d  P C E  su p p o r t  
• T E  t u n n e l s o v e r  r e g u l a r  b a n d w i d t h  p o o l  (n o n -D S  
T E )

• P C E  D i sc o v e r y
• S u p p o r t  f o r  O S P F
• M a n u a l  o r  D y n a m i c  P C E  D i sc o v e r y
• B a c k w a r d  R e c u r si v e  P a t h  C o m p u t a t i o n
• S t a t e l e ss P C E  S u p p o r t

L D P A u t o -c o n f i g
• I S I S  a n d  O S P F  S u p p o r t

T T L / G T S M f o r  O S PF
Ma n a g e m e n t  Pl a n e  Pr o t e c t i o n
• I n -b a n d  i n t e r f a c e  c o n f i g u r a t i o n  t o  h a n d l e  t r a f f i c
• R P  E t h e r n e t  i n t e r f a c e  su p p o r t e d  a s d e f a u l t  o u t -
o f -b a n d  i n t e r f a c e

• S u p p o r t  f o r  H T T P ,  H T T P S ,  S N M P v 3,  T E L N E T ,  
S S H ,  T F T P D  S e r v e r s

I P S L A  E n h a n c e m e n t s
• M P L S  L S P  M o n i t o r
• L S P  P i n g  a n d  T r a c e  A u t o m a t i o n
• S u p p o r t  f o r  V C C V  f o r  P W

MI B  s u p p o r t
• T E -F R R -M I B
• C I S C O -B G P 4-M I B  e n h a n c e m e n t  t o  su p p o r t  v 6  
p e e r  m o n i t o r i n g

• M V P N -V 4-M I B M V P N -V 4-M I B
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X R 12 0 0 0  S p ecif ic I O S  X R  Con ten t
Release 3.5.2
C i sc o I O S  X R  3 . 5 . 0  X R 1 2 K  F eat u res

X R  1 2K  H a r d w a r e
• S P A :  C H O C 3/ S T M 1
• S P A :  C H O C 1 2>  D S 0
• S P A :  4, 8  x  O C 3 P O S
• S P A :  2, 4, 8  x  O C 1 2 P O S
• S P A :  1 x  O C 48  P O S

S p h e r e  f a b r i c  s u p p o r t
• C h a ssi s su p p o r t e d :  1 20 1 0 ,  1 241 0 ,  1 20 1 6 ,  1 241 6
L i n k  F r a g m e n t a t i o n  a n d  I n t e r l e a vi n g
• M L P / L F I  su p p o r t  w /  f o l l o w i n g  S P A s: C H O C 3/ S T M 1  +  
C T 3 o n  S I P x 0 1  L C ’s

L 2T Pv3  L 3 VPN s u p p o r t
• Q O S  su p p o r t e d  M o d e l s-L 3/ n C / n D ,  L 3/ 1 C / 1 D ,  
L 3/ 1 C / n D ,  L 3/ n C / m D

• M L P P P  w / Q o S  su p p o r t  o n  C E -P E  M P L S  V P N  l i n k
• R o u t e  t a r g e t  r e w r i t e  o n  A S  b o u n d a r y
• M T U  sp e c i f i c a t i o n  u n d e r  t u n n e l  t e m p l a t e
• B G P  l i n k  b a n d w i d t h  a d v e r t i se m e n t
• P e r  V R F  P r e f i x  l i m i t
• B G P  H u b  a n d  S p o k e
• I P S e c  e n c r y p t i o n
• N e x t  H o p  T r a c k i n g  su p p o r t
• S u p p o r t  t o  se t  t u n n e l  p r e c e d e n c e
• 6 V P N  se r v i c e  o v e r  L 2T P v 3

6  VPE / 6 PE  s u p p o r t
• P E -C E  p r o t o c o l :  st a t i c ,  E I G R P ,  e B G P
• S i t e  o f  O r i g i n  su p p o r t
• A S N  O v e r r i d e
• H u b  a n d  S p o k e
• A l l o w -A S -I n
• B G P  P r e f i x  f i l t e r i n g
• B G P  A S  P a t h  f i l t e r i n g



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lE x p o  B e l g r a d e  2 0 0 7 14

X R  12 0 0 0  S p ecif ic I O S  X R  Con ten t
Release 3.5.2
C i sc o I O S  X R  3 . 5 . 0  X R 1 2 K  f eat u res

6  V P E / 6 P E  s u p p o r t  ( c o n t ’d )
• B G P Ma x  p r e f i x
• B G P R o u t e  R e f r e s h
• R o u t e  T a r g e t  r e w r i t e  a t  A S  B o u n d a r y
• v6  VR F  a w a r e  A C L ,  Pi n g ,  T e l n e t ,  S NMP,  
X ML

• v6  VR F  a w a r e  t r a c e r o u t e w i t h  o r  w i t h o u t  P 
r o u t e r  vi s i b i l i t y

• VR F  a w a r e  B G P D a m p e n i n g
• VR F  a w a r e  MI B  f o r  I Pv6  VPN
• D i f f -S e r v Q o S  o n  I n g r e s s  a n d  E g r e s s
• B G P Mu l t i p a t h
• VR F  r o u t e  l i m i t
• PE  t o  PE  MPL S  T E  T u n n e l s
• B G P g r a c e f u l  r e s t a r t  f o r  v6  VPN A F I  o r  v6  
A F I

• Pr e f i x  b a s e d  o u t b o u n d  r o u t e  f i l t e r i n g
• C I S C O -B G P4-MI B  t o  s u p p o r t  I Pv6  p e e r  
t a b l e s

• I n t e r f a c e  s u p p o r t :  VL A N,  ML PPP,  F R  
D L C I ,  A T M

M P L S  S a m p l e d  N e t f l o w
• v9  f o r m a t  s u p p o r t
• I n g r e s s  a n d  E g r e s s  S a m p l e d  p a c k e t s
• I n t e r f a c e  a n d  s u b -i n t e r f a c e  m o d e  
s u p p o r t e d

I P v 6  o v e r  F R  e n c a p s u p p o r t
S t r i c t  m o d e  u R P F w / o  M I B  S u p p o r t
F l e xi b l e  R P  p a i r i n g
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X R 12 0 0 0  S p ecif ic I O S  X R  Con ten t
Release 3.5.2

V i r t u a l  F i r e w a l l  S e r v i c e s
• Pr o vi d e  n e t w o r k  b a s e d vF W m a n a g e d  s e r vi c e
• 25 0  vF W  c o n t e x t s  o n  X B l a d e  H W
• NA T / PA T  s e r vi c e s
• S t a t e f u l  r e d u n d a n c y
• C o m p l i a n c e  w i t h  A C E 1 . 0  vF W  f e a t u r e s

I P S e c  S e r v i c e  E n h a n c e m e n t s
• O b j e c t  T r a c k i n g  
• D e b u g  t o o l  e n h a n c e m e n t  
• I n t e g r a t i o n  w i t h  B i s c u i t  – L 2T Pv3  c o r e  
• MPL S  o n  i n b o u n d  
• Mi x t u r e  o f I / F s  S PA  w i t h  I PS E C  S PA  o n  s a m e  S I P L C

C i sc o I O S  X R  3 . 5 . 0  X R 1 2 K  f eat u res
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B G P  P I C
P ref i x  i nd ep end ent co nv erg ence
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D ow n  Con v erg en ce

� Assume a flow from Src to Dest
� T 1 :  wh en  L  fai ls,  th e b est p ath  i s i mp acted

loss of traffic
� T 2 :  wh en  th e n etwork  con v erg es,  a n ex t b est p ath  i s comp uted

traffic re ach e s th e  d e stin ation  ag ain
� L oss of C on n ecti v i ty :  T 2  – T 1 ,  called  “Down  con v erg en ce” h ereafter
� O ur ai m i s to mi n i mi z e th e “Down  con v erg en ce” ti me for B G P  p refi x es.

D s tS rc
2 0

D e f a u l t  m e t r i c   =  1

L i n k  L

T 1 T 2D o w n C o nv erg ence

FR
R
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F ailures to con sid er

PE 1 PE 3
P P

PP
PE 2

A S 1

� W i t h i n  A S 1 :
L i nk  f a i lures  ( P E -P ,  P -P )  o r P  no d e f a i lures  req ui re I G P  co nv erg ence +  B G P  
P I C

P E  no d e f a i lure:  req ui res  I G P  co nv erg ence +  B G P  P I C ,  o p ti o na lly a ls o  B G P  
co nv erg ence

� O u t s i d e  A S 1
P E -C E  li nk  f a i lure:  req ui res  B G P  co nv erg ence to  reco v er

VPN
c u s t 1

VPN
c u s t 1
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B G P  P ref ix -I n d ep en d en t Con v erg en ce
Core f ailure

� U p o n  a  c o r e  f a i l u r e ,  t h e  I G P  f i n d s  a n  a l t e r n a t e  p a t h  t o  
t h e  B G P  n e x t -h o p  P E 2  i n  a  f e w  10 0 ’s  o f  m s e c

� R e q u i r e m e n t :  t h e  B G P  p r e f i x e s  d e p e n d i n g  o n  
r e a c h a b i l i t y  t o  P E 2  m u s t  l e v e r a g e  t h e  n e w  I S I S  p a t h  a s  
s o o n  a s i t  i s  u p d a t e d  i n  t h e  F I B

P E 1

P E 2
1 0 .1 .1 / 24 v i a  P E 2

9 9 .9 9 .9 9 / 24 v i a  P E 2

1 0 .1 .2/ 24 v i a  P E 2
….

P E 1’s  R I B :

P E 2 i s r e a c h a b l e  v i a    P o S 1Po S 2

Po S 1

Po S
2

W h e n
?
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iox-crs1-P-ISIS-BGPipv4-dpi2i-021307_154358-l-nlb

0
50

100
150
200
250
300
350
400

0 1000 2000 3000 4000 5000 6 000 7000
prefix nr

tra
ffic

 lo
ss
 (m

se
c)

0 %
5 0 %
9 0 %
1 0 0 %
0 %
5 0 %
9 0 %
1 0 0 %

A g il ent  m ea s u rem ent s

T h e rig h t b eh av iour is “B G P  P I C/ core”

� T e s t b e d :  T i e r 1  I S P  t o p o l o g y ,  C R S 1 ,  I O X 3 . 5 ,  5 0 0 0  I S I S  p r e f i x e s ,  
3 5 0 k  I P v 4  B G P  d e p e n d e n t s  t o  i m p a c t e d  B G P  n h o p

s a m e b eh a v i o r f o r V P N v 4 s ta rti ng  w i th 3 . 5
� W h e n  I S I S  c o n v e r g e s ,  a l l  t h e  B G P  d e p e n d e n t s  i m m e d i a t e l y  
l e v e r a g e  t h e  I S I S  c o n v e r g e n c e  

T h e  m e a su r e d  c o n v e r g e n c e  t o  t h e  
B G P  n h o p
T h e  m e a su r e d  c o n v e r g e n c e  t o  t h e  
f i r st  B G P  d e p e n d e n t  t o  t h i s B G P  
n h o p
T h e  m e a su r e d  c o n v e r g e n c e  t o  t h e  
m i d d l e  (1 7 5 k )  B G P  d e p e n d e n t  t o  
t h i s B G P  n h o p
T h e  m e a su r e d  c o n v e r g e n c e  t o  t h e  
l a st  (35 0 k )  B G P  d e p e n d e n t  t o  t h i s 
B G P  n h o p
P r e f i x  1  t o  5 0 0 0  a r e  I S I S  p r e f i x e s. 
T h e  B G P  n h o p i s a n  i m p o r t a n t  
I S I S  p r e f i x  a n d  h e n c e  i s p r i o r i t i z e d  
t o  t h e  v e r y  st a r t  o f  t h e  
c o n v e r g e n c e

B G P  P I C  e f f e c t
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T h e rig h t arch itecture:  h ierarch ical F I B

� P o i n t e r  I n d i r e c t i o n  b e t w e e n  B G P  a n d  I G P  e n t r i e s  a l l o w  
f o r  i m m e d i a t e  l e v e r a g i n g  o f  t h e  I G P  c o n v e r g e n c e

o i fI G P  L D IB G P  L D I

B G P  n e t

B G P  n e t

B G P  n e t

…

B G P  n e x t h o p ( s ) I G P  n e x t h o p ( s ) O u t p u t  I n t e r f a c e
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H ierarch ical F I B  - A d v an tag es
� R o u t i n g  C o n v e r g e n c e :  B G P  P I C  C o r e

t h e  B G P  d e p e n d e n t s  c o n v e r g e  a t  I G P  c o n v e r g e n c e  o f  t h e i r  n h o p
� S c a l i n g  a n d  R o b u s t n e s s

S m a l l e r  F I B  M e m o r y  ( t h a n k s  t o  s h a r i n g )
M u c h  l e s s  C P U  r e q u i r e m e n t  ( n o  n e e d  t o  r e f l a t t e n a l l  B G P  p r e f i x e s  u p o n  
I G P  c h a n g e )

� C o m m e r c i a l l y  a v a i l a b l e  – p r o v e n
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�� C i s c o  120 0 0C i s c o  120 0 0

T he  b ig  o n e s




