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Business continuance solutions

Motivation for BC/DR solutions

Protect operation of enterprise or organization during
unexpected event (‘disaster’)

Sometimes enforced by law or other regulation (Basel Il etc.)

What have to be done to create BC/DR policy

|dentification of Critical Applications

Distance between disaster and recovery zone
Mode of operation (active-active, active-stanby)
Tolerable Application down time

What parameters should BC/DR policy have

Must be measurable
RTO, RPO, RAO




Disaster recovery parameters

Recovery Time Objective and Recovery Point Objective

Critical data is Disaster Systems recovered
recovered strikes and operational

time

Recovery point Recovery time

time t, time t,

mins secs secs mins hours days weeks
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Tape Periodic Asynchronous Synchronous Extended Manual Tape
backup Replication Replication Replication Cluster Migration Restore

$$$ Increasing cost $$$ Increasing cost

How current or fresh is the How quickly can systems and
data after recovery? data be recovered?




Disaster recovery parameters
Recovery Access Objective

Disaster .
strikes Systems recovered Accessing recovered &

and operational operational systems

Recovery time

time t, time t,

(t;,)> Recovery Time Objective
(t; — t,)> Recovery Access Objective




Business Continuance / Disaster Recovery
Logical solution components

Front end:

* pointing users to operational site

* DNS based solutions

» solutions based on routing protocols (RHI)
« HTTP redirection

Application:

* selecting the appropriate server to
perform requested operation
* load balancing T Servers | L INe NBORT Servers

* load and health monitoring

Back end:

 ensuring data availability in case of
disaster or failure

- storage solutions for array based mirroring|

« optical solutions (DWDM, CWDM, SDH) |

- FCIP







