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Agenda

� Introduction

� Cisco Unified Wireless Network Fundamentals

� Wireless for Retail

– H-REAP

– VoWLAN

– Context-aware mobile services

� Q&A
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Moral of the Story: WLAN needs to be ready for new applications

Wireless 
Kiosks

IDS/IPS
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Wireless LAN Mobility Services

Security Guest Voice Location

�Guest networks 
for customers, partners 
and auditors
�Vendor replenishment 

networks
�Public access 

networks

�Automatic, 24 x 7 
security and 
compliance monitoring 
for breaches via 
wireless medium
�Network access 

control based on user 
location

�Asset management
�Location-based 

content distribution
�Streamlined workflow 

using historical 
location data

�Real-time mobile voice 
communications

�Improved collaboration 
via mobile unified 
communications

�Faster customer service 
response

Pervasive Wireless Network
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CUWN Fundamentals
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Cisco AP
Zero Touch

Unification of Applicaions

Mobility/VPN 

Cisco WLAN 
Controller

Switch/Routed
Network

Cisco WCS

Cisco:

� WLAN service delivery

� Real-time RF management

� Encryption/authentication

� Intrusion protection 

� Location tracking

� Capacity Management

� Seamless mobility

� Guest Access

� Centralized management

� Dynamic Control

Mobility Services
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AP/Controller Division of Labor

Real-time 802.11/MAC functionality

Remote RF interface

Data Encryption/Decryption

WLAN IDS Signature analysis

Non real-time 802.11/MAC functionality
Security management

QoS policies enforcement
Firmware management
Northbound management interfaces

LWAPP Tunnel

Ingress/Egress point  
to wired network 
(802.1Q trunk) 

Switched/Routed Wired Network

Lightweight 
Access Point

Wireless LAN 
Controller

Control Messages
Data Encapsulation

Mutual Authentication (X.509 
Certificate)

LWAPP Control is AES Encrypted
LWAPP Data is Encapsulated
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Where to Place a WLAN Controller?
Distributed Designs

� WiSM(s) or 440x WLAN 
controller(s) connected at 
distribution layer

� Controller redundancy

� Key design considerations:

–Spanning tree

–HSRP/GLBP

–Traffic flow

•Load balancing

•Resiliency

–Access layer “collapsed” into 
distribution layer

•Access layer IP addressing

•Access layer features need to 
be implemented in the 
distribution layer 

–Mobility!

Layer 2

VoiceDataVoice

Access Subnets

Clients

Data

AP AP

WLAN Client Subnets
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RRM – Radio Resource Management

• The RF domain is an ever changing 
environment

• The controller has a system level 
view

• Transmit Power Control

• Dynamic Channel Assignement

• Coverage Hole
RF channel “6”

RF channel “1”

RF channel “11”

Dynamic
Channel

Assignment

Dynamic
Power

Optimization




