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What Customer Problem is Cisco Physical 
S ecurity A d d ressin g ?

� Casinos
Fraud at the gaming table
L as  V egas  c as ino s  lo s e 6  p erc ent o f  their rev enue to  thef t annually

� E d u c at ion
S tudent and f ac ulty  p ro tec tio n
Ap ril 1 6 ,  2 0 0 7 :  V irginia T ec h – 3 3  k illed,  1 5  w o unded

� T r ansp or t at ion
I nc ident c o ntro l f o r ro ad,  rail and p o rts
D H S  inf ras truc ture p ro tec tio n grants  in 2 0 0 7  to taled $ 4 4 5 m

� R e t ail
L o s s  P rev entio n
S hrink age c o s t retailers  in 3 2  c o untries  $  9 8 . 6 b o r 1 . 3 6 %  s ales  

� M anu f ac t u r ing
S taf f  and as s et p ro tec tio n
FB I :  s urv eillanc e c ameras  ac tiv ated in 6 , 9 8 5  ro bberies  in 2 0 0 6
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Video Evolution

VCR & Analog
•S t a n d a l o n e  b o x
•P o o r  i m a g e
•H a r d  t o  s e a r c h
•N o  r e m o t e  a c c e s s

D VR
•E a s i e r  t o  s e a r c h
•C o n s i s t e n t  Q u a l i t y

Ci s c o Vi d e o S u r v e i llanc e  P lat f or m  
•S e c u r e  v i e w i n g  f r o m  a n y w h e r e
•F a i l -s a f e  r e d u n d a n t  s t o r a g e
•E a s y  i n t e g r a t i o n  w i t h  o t h e r  s y s t e m s
•E n t e r p r i s e  c l a s s  s t o r a g e  a n d  s u p p o r t

N VR
•D V R  b e n e f i t s
•M o r e  s t o r a g e  o p t i o n s
•L i m i t e d  n e t w o r k  
c o n n e c t i o n

Analog Cameras Analog Cameras Analog Cameras

IT Platform

Cisco
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A  sn ap shot of  Cisco’s solution
� N e t w o rk -b as e d  v i d e o  s u rv e i l l anc e  s o f t w are ,  c am e ras ,  ap p l i anc e s ,  and  ro u t e rs

S ingle and multi s ite s urv eillanc e
L iv e and rec o rded v ideo  f ro m any  p lac e at any  time
Fo r w ired,  w ireles s  and mo bile dep lo y ments

� N e t w o rk -b as e d  p h y s i c al  ac c e s s  c o nt ro l  s o f t w are  and  ap p l i anc e s
C o nnec ts  ex is ting do o r hardw are ( badge readers ,  lo c k s )  to  the netw o rk
E nables  c entraliz ed mo nito ring,  c o ntro l and res p o ns e

� Network-b a s ed  i n c i d en t c om m u n i c a ti on s  a n d  res p on s e
C o nnec ts  radio s ,  c ell p ho nes  and I P  p ho nes
E nables  immediate res p o ns e to  ev ents  

� E n a b l es  re-u s e of  ex i s ti n g  c a m era s ,  d oor p a n el s ,  key b oa rd s ,  d i s p l a y s  a n d  ra d i os
� W i th  ex ten s i v e s u p p ort of  th i rd  p a rty  s y s tem s



5© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a l

R em ote a nd M ultip le S ites ,  N etw or k -C entr ic

Cisco V id eo S urv eillan ce 
M an ag er
–N e t w o r k -c e n t r i c  a n d  B r o w s e r -b a s e d  
–C u s t o m i z a b l e  C o n f i g u r a t i o n ,  
M o n i t o r i n g ,  R e c o r d i n g  a n d  
A r c h i v i n g

B en ef its
–A c c e s s  l i v e  o r  r e c o r d e d  v i d e o  
a n y w h e r e ,  a n y t i m e
–H i g h l y  s c a l a b l e  f o r  e a s y  e x p a n s i o n
–E a s y  i n t e g r a t i o n  o f  a p p l i c a t i o n s
–S y s t e m  a n d  d e v i c e  f l e x i b i l i t y  a n d  
i n t e r o p e r a b i l i t y  
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Cisco V S  S urv eillan ce M an ag er
Web-based  M an ag emen t,  D istribution ,  V iew in g
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Solution Components
� V i d eo E n c od ers / I P  C a m era s

S ou r c e  of  d ig it al  v id e o ov e r  I P .
Com p r e sse d  M J P E G ,  M P E G 2 ,  M P E G 4 .

� V i d e o  and  A p p l i c at i o n S e rv e rs
L i n u x  s erv ers  f or s trea m i n g  v i d eo 
b etween  c a m era s ,  s tora g e a n d  
v i ewers .   M a y  a l s o ru n   a  W eb  
s erv er or a p p l i c a ti on  s ev er f or 
d el i v eri n g  a  W eb  a p p l i c a ti on .  
V S M S  - V S O M  - V S V M



8© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a l

Solution Components

� Network
T CP / I P  ne t w or k ,  t y p ic al l y  on 
E t h e r ne t .
Conv e nt ional  sw it c h e s and  
r ou t e r s.

� S tora g e
R e d u nd ant  R A I D  st or ag e
D ir e c t  A t t ac h e d ,  S A N  or  iS CS I
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Solution Components

� C l i en t S ta ti on s
W ind ow s P Cs f or  v id e o 
d e c od ing ,  d isp l ay  and  c ont r ol .
R u nning  W e b  b r ow se r s or  
sp e c ial iz e d  W ind ow s 
ap p l ic at ions.
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Single - Ser v er
C is c o  V S So f t w a r e

C is c o  V S 
V ir t u a l M a t r ix

A D

E nc o d er

C is c o  V S 
E nc o d ing Ser v er

W eb  B r o w s er
C lient

R emote &  M ulti-site N etw or k ed  V id eo Sur v eilla nc e
A c c essib ility ,  I nter oper a b ility ,  F lex ib ility

C is c o  V S
M ed ia  Ser v er

IP

C is c o  V S St o r a ge
O r  3 rd P a r t y C is c o  V S 

O p er a t io ns  M a na ger

IP Network

Core Software Component
• M anag e
• D i s tri b u te 
• A rc h i v e

Customizable Interface
S cales S y stemV id eo D isp lay  Control

L ocal or R emote
O p erator,  A p p lication or 
E v ent T rig g ers

D igit a l
V id eo  W a ll

IT -Caliber S torag e
F lex ible D ep loy ments
S calable and  R ed und ant

S ing le S erv er O p tion
M ed ia S erv er
O p erations M anag er
V irtual M atrix  S w itch
S torag e

A ll in one A p p liance
Cost-effectiv e
E asy  O p erational M anag ement
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V id eo S urv eillan ce M ed ia S erv er ( V S M S )
� Video Surveillance Media Server is the core component in the 
P SB U  Media P latf orm,  enab ling  distrib ution,  archiving  and 
manag ement of  video f eeds.   

M ak e  v i d e o an  i n formati on  re s ou rc e
Prox y  an d  s tre am li v e  fe e d s
S tore  an d  s tre am re c ord e d  me d i a

In fi n i te ly  c u s tomi z ab le  
A d d  c u s tom U Is
U s e  b e s t-of-b re e d  c od e c :  M oti on  J PE G ,  M PE G -2 ,  M PE G -4
H i g h ly  S c alab le  – C ame ras ,  C li e n ts ,  S torag e
S h are  IT In fras tru c tu re  i n te lli g e n tly  – S torag e  S y s te ms  an d  
B an d w i d th

O p e n  an d  d i s tri b u te d
In te g rate  w i th  oth e r s y s te ms
E x p an d  s y s te m as  n e e d e d
H ard e n  S y s te m as  n e e d e d  ( fai l-ov e r an d  re d u n d an c y )
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Prox y-to-Prox y

VSOM 
C L I E N T

VSMS

E N C OD E RA N A L OG VSMS

3rd- P a r t y
CLIENT

VSVM 
MON I T OR

D I R E C T

C H I L D

VSOM 
C L I E N T

3rd- P a r t y
CLIENT

VSVM 
MON I T OR

C H I L D
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Cisco Video Surveillance Operations Manager
Custom iz ab le I nterf ace and Sy stem s Managem ent

� E n t e r p r i s e  c l a s s  s o l u t i o n  
� 1 0 0 %  b r o w s e r  b a s e d  U I
� C o n s o l e  t o  c o n f i g u r e ,  m a n a g e ,  
d i s p l a y ,  a n d  c o n t r o l  v i d e o / e v e n t s
t h r o u g h o u t  a n  I P  n e t w o r k .   

� N o n -p r o p r i e t a r y  h a r d w a r e
� E n a b l e s  s c a l e  i n  n u m b e r  o f  
c a m e r a s ,  s t o r a g e ,  u s e r s

� O p e r a t o r  d e f i n e d  v i e w s
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O p eration s M an ag er
O p e rat o r M o d e  – f l e x i b l e  v i d e o  d i s p l ay s
� D i s p lay  li v e  an d  arc h i v e d  v i d e o s tre ams  s i mu ltan e ou s ly
� PTZ  c on trols
� A rc h i v e  c on trols  – p lay ,  p au s e ,  s te p  forw ard  an d  b ac k w ard
� ‘R e c ord  N ow ’ fe atu re  w h i le  

v i e w i n g  li v e  v i d e o
� C on trol of v i e w i n g  

attri b u te s  ( as p e c t rati o,  ti tle  
b ars ,  ti me  s tamp s ,  e tc )

� S n ap s h ots
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O p er a tion M a na g er  
O p e rat o r M o d e  – f l e x i b l e  v i d e o  d i s p l ay s
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F o r A d m i ni s t rat o rs :
� C u s tomi z ab le  b ran d i n g  an d  look  

an d  fe e l
� D e v i c e  M an ag e me n t
� S c h e d u le d  an d  e v e n t-b as e d  

v i d e o re c ord i n g
� U s e r an d  role  man ag e me n t
� A c ti v i ty  an d  s y s te m re p orts
� A b i li ty  to p u s h  p re -d e fi n e d  v i e w s  

to an y  n u mb e r of mon i tors  w i th  
V S V M

F o r O p e rat o rs :
� S e c u re  log i n
� F le x i b le  v i d e o d i s p lay s
� PTZ  c on trols  an d  p re s e ts
� A rc h i v e  re v i e w  an d  c li p p i n g s
� E v e n t n oti fi c ati on s

F eatures S ummary
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C is c o Video S ur veilla nc e Vir tua l M a tr ix
� C o n t r o l s  a n  i n f i n i t e  n u m b e r  o f  v i d e o  
d i s p l a y s  o n  n e t w o r k

� L i v e  &  A r c h i v e  v i d e o
� D i s t r i b u t e s  t o  V i d e o  W a l l
� E v e n t / A c t i o n

P ush video to remote screens
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Cisco V id eo S urv eillan ce E n cod in g  S erv er

3 U  C h a s s i s  O NL Y

� U p to 6 4 channels of  analog  video input ( C I F )
U p  to 1 6  for e ac h  c ard

� MJ P E G  and MP E G -4
� C I F ,  2 C I F  and 4C I F  resolution
� U p to 1 6  A larm I nputs ( per E S unit)
� R S-48 5  output f or P T Z
� C onf ig urab le motion detection on all channels
� I nternal R A I D -5  storag e ( up to 1 2  T B )
� C an support ex ternal storag e
� C an support additional I P  C ameras
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Em p ow er ed B r a nc h  4
� I P  V id eo Sur v eilla nc e a nd  V id eo R ec or d ing

� Cisc o V id eo E V M -I P S-1 6 A  E V M  M od ule – a n a l o g -t o -
I P  e n c o d i n g  c a p a b i l i t i e s  f o r  e x i s t i n g  c u s t o m e r  a c c o u n t s  
w h e r e  a n a l o g  c a m e r a s  a r e  p r e -i n s t a l l e d  

� Cisc o N M E -V M SS M od ule - n a t i v e l y  t e r m i n a t e s  I P  
v i d e o  c a m e r a  s t r e a m s  i n  e n v i r o n m e n t s  w h e r e  
c u s t o m e r s  h a v e  m a d e  i n v e s t m e n t s  i n  I P  c a m e r a s ,  o r  
a r e  c o n s i d e r i n g  v i d e o  s u r v e i l l a n c e  f o r  t h e  f i r s t  t i m e  
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Video S ur veilla nc e S y s tem  C om p onents :  
C a m er a s
� F i x e d  C ame ras

Type 1—l en ses o f  d i f f er en t  f o c a l  l en g t h s a n d / o r  f i x ed  o r  v a r i a b l e i r i ses.  
F l ex i b l e c o n f i g u r a t i o n  a n d  u sed  i n  m o st  c o m m er c i a l  C C TV  syst em s
Type 2 —f i x ed  l en s m o u n t ed  o n  a  c a m er a  c i r c u i t  b o a r d  ( b o a r d  c a m er a ) ,  
pa c k a g ed  i n  a  sm a l l  c a se,  d o m e o r  t u b e 
L o w  c o st  so l u t i o n ,  pa r t i c u l a r l y i n  a  h o m e o r  r et a i l  en v i r o n m en t

� Pan ,  Ti lt,  Z oom C ame ras
R o t a t e h o r i z o n t a l l y 3 6 0 °,  v er t i c a l l y t h r o u g h  9 0 ° w i t h  po w er ed  z o o m  c a n  
b e set  t o  a u t o -sc a n  o r  m o v e t h r o u g h  r a n g e o f  pr e-set s a n d  z o o m s i n  
w ea t h er pr o o f  d o m es w h en  u sed  o u t si d e

� A n alog  C ame ras
U se a  c o n t i n u o u s si g n a l  v s.  d i g i t a l ,  b r ea k s ev er yt h i n g  i n t o  n u m b er s
S c a n  v i ew i n g  a r ea  a  l i n e a t  a  t i m e a n d  c o n v er t  t h e v a r yi n g  i n t en si t i es o f  
r ed ,  g r een  a n d  b l u e ( R G B )  l i g h t  i n t o  a n a l o g o u s el ec t r i c a l  si g n a l s

� IP C ame ras
E q u i pped  w i t h  a n  el ec t r o n i c  ph o t o sen si t i v e sen so r
Typi c a l l y su ppo r t s m u l t i pl e u ser s,  a n d  w eb  b r o w ser  a c c essi b l e
L o c a t ed  a n yw h er e w i t h  a  n et w o r k  c o n n ec t i o n  ( W i r ed / W i r el ess)
F ew  a r e a c t u a l l y n a t i v el y d i g i t a l
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Cisco S tan d ard  D ef in ition  ( S D / H D )  I P Camera 
O v erv iew
� C isco Standard and H ig h D ef inition I P  C ameras

W i re d  Pow e r ov e r E th e rn e t ( PO E )
W i re le s s  8 0 2 . 1 1 b ,  g ,  n

� L everag e C isco camera ex perience f rom multiple areas
� C isco D esig n f or P hy sical Security  C amera – N ot j ust w eb  cams
� H ig h Q uality ,  E x cellent Video I mag es – O n P ar w ith A nalog  

C ameras ( N T SC ,  P A L )
� F ully  F eatured - D ay / N ig ht,  A udio,  C ontacts,  A larms
� O ne camera suitab le f or many  applications – I ndoor/ O utdoor 

Variab le L ig hting
� N etw ork ing  F eatures
� More I P  C ameras are on the R oadmap
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� D ay / N ight C ap ability
� D ual s treaming
� Analo g O utp ut
� M P E G -4  c o mp res s io n tec hno lo gy
� P ro gres s iv e S c an
� Audio
� M o tio n D etec tio n
� Alarm I / O
� E v ent S c hedule
� S y s tem L o gs
� B ro w s er B as ed C o nf iguratio n
� C is c o  D is c o v ery  P ro to c o l ( C D P )
� M ultic as ting
� Q o S
� H T T P S
� I P  Addres s  Filtering
� U s er Ac c es s  R ights
� 8 0 2 . 1 X
� W ireles s  N etw o rk  S ec urity

I P  C a m er a  F ea tur es
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S in g le S ite S ystem E x amp le D iag ram

VSVM 
MO N I T O R

VSO M C L I E N T

VSO M

U SB  
J o y s t i c k

VSMS

…Ca
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Ca
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Vi d e o  R e q u e s t s  a n d  St r e a m s

P T Z  C o m m a n d s

H T T P  ( 8 0 )
B r o w s e r  R e q u e s t s  

a n d  Sc r e e n s

H T T P
R e q u e s t s

VSVM 
MO N I T O R

VSVM

VSVM 
MO N I T O R

H T T P  ( 8 0 8 6 )

VSVM 
C o m m a n d s

Si n g l e  L o c a t i o n
O n e  VSO M
O n e  VSVM
T h r e e  Vi r t u a l  Mo n i t o r s
T w o  VSMS
O n e  H u n d r e d  C a m e r a s

( 1 0 6 6 )  
Vi r t u a l  
Mo n i t o r  

C o m m a n d s

Vi d e o  
R e q u e s t s  

a n d  St r e a m s

MS W i n  P C
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Video S ur veilla nc e S y s tem  C om p onents :  
A na ly tic s
� Security  O perators cannot ef f ectively  
monitor multiple video monitors 
simultaneously .  Studies have show n a 
9 5 %  drop of f  in event detection af ter 
only  2 2  minutes of  ob servation

� A naly tics process video to detect events 
� I nteg rated I P -b ased analy tics:  

R eal time  at the C amera o r E nc o der 
( I P  G atew ay )
P o s t-p ro c es s ing f ro m an o p erato r' s  P C  o n 
rec o rded v ideo
I dentif y  ev ents  as  they  o c c ur and p ro v ide 
to o ls  to  analy z e p rev io us  s ituatio ns .
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Video S ur veilla nc e S y s tem  C om p onents :  
A na ly tic s
� E rratic / s us p ic io us  behav io r—s to p p ing 

at mo re than o ne c ar in a p ark ing lo t
� C o nges tio n detec tio n—to o  many  

p eo p le in a s p ac e
� M o tio n detec tio n—o bj ec t/ p ers o n 

mo v ing ac ro s s  a s c ene
� Abando ned o bj ec t detec tio n—

s uitc as e abando ned in airp o rt 
� W ro ng W ay  f lo w —o bj ec t/ p ers o n 

mo v ing agains t a ro ute
� T rip w ire—detec tio n and alarm up o n 

breac h o f  a def ined line
� S hap e-bas ed detec tio n—v ehic le 

detec tio n
� O bj ec t mis s ing detec tio n—o bj ec t 

remo v ed f ro m a s c ene

S a m p l e  A l g o r i t h m s / B e h a v i o r  D e t e c t i o n :
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I nteg r a tion &  I nter op er a b ility
Cisc o I CE  E c osy stem Sy stem &  A pplic a tion P r ov id er s

Specialty
A pplicatio n s

V id eo  
So u r ces

T r an s po r t
&  R o u te

L o cal/ C en tr al 
A g g r eg atio n  
&  Sto r ag e 

A pplicatio n ,  
D ata,  

I n teg r atio n
C o m m an d
&  C o n tr o l

Over 30

Ot h ers
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S up p or ted Edg e D evic es
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Why Cisco?
� C i s c o ’s  V i s i o n

T he netw ork  is the platf orm to deliver and integ rate multiple 
phy sical security  applications 
I t enab les previously  siloed,  non-netw ork ed sy stems to 
interoperate
P hy sical security  applications w ill mig rate into netw ork  
inf rastructure products

� W h y  C i s c o ?
C isco understands the netw ork
T rack  record of  delivering  converg ence
C isco b ring s tog ether I T  and P hy sec
2 4x 7  g lob al services and support
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Where can  I  g et more in f ormation ?

� h t t p : / / c i s c o . c o m / g o / p h y s i c a l s e c u r i t y
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