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Changing Automation Networks

Contrel Network
Device Level Network
Ethemet

Traditional Ethernet-based

Automation equipment vendors are

Implementing Ethernet-based protocols as an
replacement of traditional fieldbus networks
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What is EtherNet/IP?

Ethernet/Industrial Protocol or EtherNet/IP

specifies how CIP communication packets

can be transported over standard Ethernet
and TCP/IP technology.

EtherNet/IP traffic types in a control environment
» CIP: Control traffic (a.k.a. Implicit traffic)
I/O control, drive control, Produced/Consumed tags |
Uses UDP protocol (multi-cast and uni-cast)
» CIP: Information traffic (a.k.a. Explicit traffic)
HMI, MSG'’s, Program upload/download
Uses TCP protocol
* Other common traffic
HTTP, Email, SNMP, etc.

Advantages of EtherNet/IP
» Standard Unmodified Ethernet (SUE)
» Established — 150+ registered vendors
* Future proof — Runs on unmodified standard Ethernet
» Supported — All EIP products require conformance testing
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Cell/Area Overview
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network considerations include:

Environmental constraints - extended temperature, humidity, invasive materials, shock,
vibration, and a large variety of noise — are part of production facitilities

Range of device intelligence from dumb (e.g. temperature gauge) to highly complex (e.g.
multi-axis robots) devices.

Highly time-sensitive applications with low tolerance to latency, jitter and packet loss.
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Ethernet to the Factory: Network Architecture

Enterprise
Network

Enterprise Zone (EN)

DMZ

Windows 2003 Servers
Remote Desktop Connection

PCAnywham

e Demilitarized

l q ________EI!;?_:__;__(_-_I;(‘_:E-__:::-_- | ASA 5500 Z O n e
| (Standby)

(DMZ)

CiscoSecure ACS

Windows 2003 Servers
- RSBizware Historian
. RSMACC Cat. 3750

- RSAssetSecurity
- RSView SE

- RSLogix

= RSLinx

= M5 Active Directory
-SaL

oMz

Manufacturing Zone

Interconnection between
Manufacturing Cell Zones, Server
Zone Farms, and DMZ

Network Services:

- DNS, DHCP, Syslog
Server

- CNA

CS5 MARS Appliance

s = Network Connection for
1769 Go actLogix 9 " : A ohes togix 1734 AENT Edfint IO Ce”/Area
- T PowsrFiex 0w _a/ Zone
20Comm-E
118 I

1769 Compactlogix 1769 CompactLogix 1756 CompactLogix
Cisco Confidential ~ © 2008 Cisco Systems, Inc. All rights reserved.

PLCs, HMIs, I/Os, &
Drives
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