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Video Evolution

VCR & Analog
•S t a n d a l o n e  b o x
•P o o r  i m a g e
•H a r d  t o  s e a r c h
•N o  r e m o t e  a c c e s s

D VR
•E a s i e r  t o  s e a r c h
•C o n s i s t e n t  Q u a l i t y

Ci s c o Vi d e o S u r v e i llanc e  P lat f or m  
•S e c u r e  v i e w i n g  f r o m  a n y w h e r e
•F a i l -s a f e  r e d u n d a n t  s t o r a g e
•E a s y  i n t e g r a t i o n  w i t h  o t h e r  s y s t e m s
•E n t e r p r i s e  c l a s s  s t o r a g e  a n d  s u p p o r t

N VR
•D V R  b e n e f i t s
•M o r e  s t o r a g e  o p t i o n s
•L i m i t e d  n e t w o r k  
c o n n e c t i o n

Analog Cameras Analog Cameras Analog Cameras

Open IP Platform

Cisco
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C h a lleng es
Conventional Bank Security 
Solutions  are:
� Slow

Most banks rely on aging, analog video 
su rveillanc e and ac c ess c ontrol system s

� Si loe d
S ec u rity system s f or su rveillanc e, ac c ess 
c ontrol are typ ic ally p rop rietary, non-integrated 
standalone system s

� E x p e n s i v e
I nc reasing ex p enses du e to m aintenanc e and 
op erating of  aging, disp arate analog system s
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Cisco Physical 
Security Solution

44
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Threat Monitoring

V i d eo 
S u rv ei llanc e 
M anager

P h y si c al Ac c ess 
M anager

I P  I nt erop erab i li t y  and  
Collab orat i on S olu t i on

Cisco Physical Security
V id eo S u rv eil l anc e,  A c c es s  C ontrol ,  I nc id ent R es p ons e

Threat R es p ons e

D i gi t al 
S i gnage

R ad i os,  M ob i le P h ones,  
I P  P h ones,  S of t  P h ones

Threat D etec tion

I P  S u rv ei llanc e 
Cameras

I P  G at ew ay s f or 
Ac c ess Cont rol

S ensors

U nif ied  C om m and  and  C ontrol

I P  N etw ork
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I P  Cameras

V i d eo 
S u rv ei llanc e 
M anager

P D A

Threat Detection
- C aptu re v i d eo from  fi x ed  or mob i le s ou rc es
- A pply  analy ti c s  ru les  to d etec t ev ents  of i nteres t

Threat M onitoring
- R emotely  c ontrol v i d eo c ameras :  ang le,  z oom,  foc u s ,  res olu ti on
- A rc h i v e v i d eo for i ns tant reply  or ev i d enc e

Threat R es p ons e
- R ou te and  fi lter v i d eo s treams  to 
c ommand  c enter and  remote res pond ers

Cisco V id eo Surv eillan ce Solution
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Cisco A ccess Con trol Solution

P h y si c al Ac c ess 
M anagerI P  G at ew ay s f or 

Ac c ess Cont rol

I P  p h ones

Threat Detection
- C onnec ts  ex i s ti ng  d oor h ard w are ( read ers ,  loc k s ,  and  
b i ometri c s  etc . )  to th e netw ork  

Threat M onitoring
- Integ rati on w i th  V i d eo S u rv ei llanc e M anag er to 
moni tori ng  tai lg ati ng ,  repos i ti on c ameras ,  
and  ac c elerate rec ord i ng  b as ed  on ev ents
- A u tomati c  Poli c y  d ri v en c ard h old er 
Permi s s i ons  th rou g h  i nteg rati on w i th  
H R  d atab as es
Threat R es p ons e
- M es s ag es  s ent to C i s c o IPIC S  to alert 
s ec u ri ty  pers onnel and  res pond ers  to 
enab le more effec ti v e res pons e
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Cisco I n cid en t R esp on se Solution

I P  I nt erop erab i li t y  
and  Collab orat i on 
S olu t i on

D i gi t al 
S i gnage

S ensors

R ad i os

Threat Detection
- F lex i b le arc h i tec tu re s u pports  i nteg rati on of w i d e rang e of 
s ens ors

Threat M onitoring
-Operators  c an eas i ly  moni tor d i fferent rad i o
c ommu ni c ati ons  c h annels  s i mu ltaneou s ly
-U s e Poli c y  eng i ne to noti fy ,  ou t-d i al,  or 
permi t remote ac c es s  to a c h annel.
Threat R es p ons e
- S u pport d ev i c es  s u c h  as  rad i o h and s ets ,  
mob i le ph ones ,  IP ph ones ,  and  PC  
d es k tops  
- Pu s h  emerg enc y  b road c as t to D i g i tal 
S i g nag e
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C is c o Video S ur veilla nc e I P  C a m er a s
� High definition, standard definition, 
and dom e I P  c am eras

� A c c ess to v ideo at any  tim e from  
any p l ac e

� D ay  and night op eration
� E m b edded sec u rity  and netw ork ing
� M otion detec tion and 
ev ent notific ation

� W irel ess c ap ab il ities
� E asy  to dep l oy  w ith p ow er 
ov er E thernet



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 10

Clien t Sid e
� C l ient S tations

Windows PCs for video 
dec oding ,  disp l a y  a nd c ont rol .
R u nning  Web  b rowsers or 
sp ec ia l iz ed Windows 
a p p l ic a t ions.



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lC 9 7 -5 5 2 1 3 1 -0 0 11

C is c o Video S ur veilla nc e M a na g er
� O ffers m u l ti-site and rem ote-site 
v ideo su rv eil l anc e

� M anages, distrib u tes, and arc hiv es 
v ideo stream s

� D el iv ers l ow -l atenc y , high-q u al ity , 
ev ent-tagged v ideo

� S u p p orts b road range of c am eras, 
c odec s, v iew ing p l atform s, and 
netw ork  top ol ogies

� M anages c am eras, v ideo serv ers, 
sites, and v iew ers

� P rov ides b andw idth m anagem ent
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Video S ur veilla nc e O p er a tions  M a na g er
� E nterp rise sol u tion 
� Highl y  c onfigu rab l e to effec tiv el y  
m anage c om p l ex  v ideo ap p l ic ations 

� 1 0 0 %  b row ser-b ased U I
� M u l tip l e w eb -b ased c onsol es to 
c onfigu re, m anage, disp l ay , and 
c ontrol  v ideo 
throu ghou t a c u stom er' s I P  
netw ork .   

� U nl im ited c am eras, storage, 
v iew ers
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Video S ur veilla nc e Vir tua l M a tr ix  ( VM )
� C ontrol s an infinite nu m b er of v ideo 
disp l ay s on netw ork

� E asil y  integrates w ith other sy stem s
� F l ex ib l e del iv ery  of l iv e &  arc hiv ed 
v ideo

� D istrib u tes to V ideo W al l
� C ontrol s m u l tip l e v ideo disp l ay s 
from  a singl e station

� E v ent/ A c tion
� P u sh v ideo to rem ote sc reens
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Proxy-t o-Proxy

VSOM 
C L I E N T

VSMS

E N C OD E RA N A L OG VSMS

3rd- P a r t y
CLIENT

VSVM 
MON I T OR

D I R E C T

C H I L D

VSOM 
C L I E N T

3rd- P a r t y
CLIENT

VSVM 
MON I T OR

C H I L D
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M ulti-S er vic es  P la tf or m  ( M S P )



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lC 9 7 -5 5 2 1 3 1 -0 0 16

•Single Box Solution for UC and Surveillance 
• R em ote acces s  to s urveillance data for alarm / event validation

K ey B enef its 

Cisco Integrated Video Surveillance for ISR

� Analog Video Gateway (E VM -I P VS -1 6 A)
O f f e r s  a n a l o g  v i d e o  i n t e r f a c e  f o r  I P  V i d e o  S u r v e i l l a n c e  

S o l u t i o n s
1 6  A n a l o g  V i d e o  P o r t s :  M J P E G ,  M P E G -4 ,  H . 2 6 4
8  C o n t a c t  C l o s u r e  P o r t s
2  R S -4 8 5  p o r t s  f o r  d e v i c e  P a n / T i l t / Z o o m  c o n t r o l

� Video M anagem ent and S tor age S ys tem
T a r g e t e d  a t  < 3 2  s t r e a m  ( c a m e r a )   d e p l o y m e n t s
U t i l i z e s  p r e -p a c k a g e d  VS  O p e r at i on M anage r  VS  O p e r at i on M anage r  a n d  VS  M e d i a VS  M e d i a 

S e r v e rS e r v e r
M a n a g e ,  v i e w  a n d  a r c h i v e  s u r v e i l l a n c e  d a t a  f o r  u p  t o  3 2  

d e v i c e s  s i m u l t a n e o u s l y
U n i f i e d  i n t e r f a c e  i n t o  I P  C a m e r a s  a n d  A n a l o g  d e v i c e s  ( t h r o u g h  

t h e  A V G )  

The C is co I nteg rated  V id eo S u rv eil l ance S ol u tion p rov id es  a cos tThe C is co I nteg rated  V id eo S u rv eil l ance S ol u tion p rov id es  a cos t ef f ectiv e w ay  ef f ectiv e w ay  
to d ep l oy  g l ob al l y  acces s ib l e s u rv eil l ance to y ou r rem ote s itesto d ep l oy  g l ob al l y  acces s ib l e s u rv eil l ance to y ou r rem ote s ites

Integrated Video Management and Storage System

Integrated A nal og Video G atew ay
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C is c o Video P h y s ic a l A c c es s  G a tew a y s
� Connects  d oor locks  and  read ers  
to th e I P  netw ork

� Controls  up  to th ous and s  of  d oors
� D irectly conf ig urab le th roug h  
a b uilt-in W eb  s erver

� Sup p orts  of f line op erations  if  
netw ork connectivity is  los t

� 2 5 0 , 0 0 0  cred entials  can b e cach ed  
and  encryp ted

� 1 5 0 , 0 0 0  events  can b e b uf f ered  
b y th e d oor
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C is c o Video P h y s ic a l A c c es s  M a na g er
� M anag em ent ap p lication f or 
conf ig uring  h ard w are,  m onitor 
activity,  and  enroll us ers

� Sup p orts  a com p reh ens ive lis t 
of  acces s  control p olicies

� E as y integ ration w ith  oth er 
I T  s ys tem s

� F lex ib le rep orting  cap ab ility
� E as y acces s  to vid eo th roug h  
integ ration w ith  Cis co V id eo 
Surveillance M anag er
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C is c o I P I C S
� C isc o I nterop erab il ity  and C ol l ab oration S y stem  is an intel l igent resou rc e m anagem ent ap p l ic ation that orc hestrate resou rc es, m edia, and inform ation
� I P I C S  c onsists of

IPIC S  S erv er
L and  M ob i le R ad i o G atew ay s
Pu s h -to-T alk  M ed i a C li ents
C i s c o IP Ph one PT T  C li ents
C i s c o Poli c y  E ng i ne

� E ffec tiv el y  m anage c om m u nic ations ac ross distrib u ted radio sy stem s, l oc ations, and netw ork s
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C is c o D ig ita l M edia  S ig na g e
� T h e Cis co D ig ital M ed ia Sys tem  
s olution s uite com p ris es  p rod ucts  
f or th e creation,  m anag em ent and  
acces s  of  d ig ital m ed ia

� I nteg rate th e vid eo s urveillance 
s ys tem  w ith  th e Cis co U nif ied  
Com m unications  s ys tem  and  
Cis co d ig ital s ig nag e s ys tem

� A lerts  can b e s ent to p red ef ined  
p ub lic s af ety ag encies  if  a 
s p ecif ied  event occurs  and  
b road cas t em erg ency alerts  and  
ins tructions  on d ig ital s ig nag e
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B en ef its

2121



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lC 9 7 -5 5 2 1 3 1 -0 0 22

B enef its
Cis co P h ys ical Security

� E m p ow er s ecurity p ers onnel
� E nh ance Security s ys tem s  ef f ectivenes s
� I m p rove s ecurity w h ile p rotecting  ex is ting  
inves tm ents

� Create a f lex ib le p h ys ical s ecurity inf ras tructure
� L everag e new  cap ab ilities  b eyond  s ecurity

22
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W hy Cisco?

2323
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W h y  C is c o f or  P h y s ic a l S ec ur ity ?
C i s c o i s  a  le a d e r  i n  t h e  c on v e r g e n c e  
of  d a t a ,  v oi c e ,  a n d  v i d e o,  wi t h  p r ov e n  
e x p e r t i s e  d e li v e r i n g  i n t e g r a t e d  s e c u r i t y  
a n d  c om m u n i c a t i on s  s y s t e m s  t h a t  p r ot e c t  
b a n k i n g  i n s t i t u t i on s  wor ld wi d e .  
C i s c o c a n  p r ov i d e :
� P roven ex p ertise in c onverged voic e, video, 
and data netw orking
� A  grou ndbreaking “op en ap p lic ation p rogram m ing 
interf ac e ( A P I ) ” m odel
� T igh t integration of  sec u rity ap p lic ations, devic es, and 
you r I P  netw ork
� I ntelligenc e th at ex tends th rou gh ou t you r 
sec u rity inf rastru c tu re
� I ntegration of  ex isting sec u rity system s and 
devic es in you r branc h  loc ations
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