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High Availability & Security for 

Data Center 

Pressures from new IT technology

Keeping up with complex system changes

Staying in control of capacity, energy, and availability
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Data Center Physical I nfrastructure

Power | Cooling | Racks | Security | Environment

People

The business

Business processes

IT software platforms

OS | Apps | Security

IT hardware platforms

Servers | Storage | Networking

Building systems

HVAC | Lighting | Transport | Security | Fire

DCPI

Layers of management

management

Which òmanagementó are we talking about?
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The old days are over

ǒOverprovision power and cooling to be ñsafeò

ǒSpread loads out 

ǒOverspend on capital investment in equipment

ǒPay maintenance contracts on unused equipment

ǒIgnore low operating efficiency and high fixed cost from underloading

When density was low, energy was cheap, and management tools 

didn ôt exist, the paradigm was...

Energy constraints and rapid IT developments demand 

smart management to reduce waste and stay in control 
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New challenges require new methods

The OLD way The NEW way

MANUAL methods SOFTWARE tools

To keep up with new technology and complex change, 

SOFTWARE must replace manual methods

The old way worked in the old days, 

but today ôs data centers need more

ǒGet automated alerts 

ǒTake advantage of new IT technology

ǒTrack IT assets and know where you can 
safely add new ones

ǒOptimize use of power and cooling

ǒAnalyze, predict, plan

ǒKeep up with your rapidly changing data 
center

ǒWalk around and feel for hot spots

ǒKeep track with spreadsheets

ǒWonder if everything is okay

ǒWaste money on underutilzed power and 
cooling capacity

ǒRisk surprises from unforseen trouble

ǒAlways feel ñbehindò
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Power density of IT devices

is leveling offé

é but power density of data centers

continues to increase due to ñpackingò of 

high-density devices into smaller floor 

footprint

20092000

The increasing power density 

of data centers

Management challenge:
HIGH DENSITY
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ǒHigh density increases the risk of 

unpredictable cooling

ǒCapacity is ñtightò in some places, extra but unusable 

(ñstrandedò) in others 

ǒHigh density requires informed and efficient allocation of 

expensive power/cooling resources

ǒHigh density increases the need to know where new devices 

can be ñsqueezed inò to available capacities 

IT is getting boxed -in by limitations of 

power and cooling infrastructure

High density is stressing 

power and cooling systems 

Software is more effective than manual 

methods for managing HIGH DENSITY

Management challenge:
HIGH DENSITY
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WHERE TO PUT 

NEW SERVER?

Single server 
availability

Insufficient rack space?

Insufficient data ports?

Insufficient power?

Servers overheat

Reduced cooling 
redundancy

Reduced power 
redundancy

Service level 
agreements

Insufficient cooling?

Circuit breaker trip?

Plug into existing 
power supply?

Reduced backup time

Availability of 
many servers

UPS overloaded

Software is more effective than manual 

methods for managing SYSTEM COMPLEXITY

Management challenge:

SYSTEM COMPLEXITY

Add a server:

More complex than it seems


