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Business Priorities

adding new branches away from HQ Top BandW|dth Drivers




Importance of Branch Office

A As market competition heats up and
organizations fight for every customer
$, the battle focuses on Branch Office

A Branch Office is the only contact
customers has with Organization

A Imperative to ensure impeccable
customer experience & satisfaction to
achieve loyalty

A Organizations must continue to invest
In IT resources at the Branch to ensure
it responds to business needs

A Challenge for Mgmt to balance
Customer Servicewith Branch IT costs
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Branch IT Challenges




Typical DC & Branch Setup

A The branch office has becomesii mi ni 0 D a ts@ppofEle& Rrint
Services, localized application & data

A Small branches may require file & print servers while medium & large
branches require application & storage services

A IT skills at the branches required to support Application Windows Server,
Storage etc

Large Branch Office

Data Center




Branch IT Requirements & Challenges

Branch Operation Cost

AFile & Print
AStaff

AEmMail
AApplications
ABackup
AStorage
ANetworking

Application Performance

A The need to ensure applicati o= ___| Baselll /%/
performance has created branch o HIPAA =
equipmentsprawl A Cost Bl cox ik

A Microsoft, Cisco and Nemertes
Research show that branch IT Internal
consumes 33% of all IT budget Compliance
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RIsing Costs of Branch Offices

Companies spend 6 billion dollars per year on
branch servers, storage, backup and management

-Source: IDC, Gartner, Cisco Analysis

Branches consume 70- 90% of business resources

-Source: NetworkWorld

80% of enterprise workers work outside headquarters

-Source: Nemertes Research

Most enterprises have many servers running at 15%

or less utilization, but still requiring 100%
administration

-Source: Gartner

The average branch has 4-6 servers

- B §E B B

-Source: Nemertes Research




IT Branch Cost

Alnitial acquisition & setup costs
AFile & Windows DNS & Print servers
AApplication Servers
ADirect attach storage (DAS) and/or NAS
ASecurity systems

ABackup systems i backup sw, tape
auto-loader, tapes

AServer room, racks & cabling

AAnnual maintenance cost
AHardware (5-10% of acquisition costs)
ASoftware (18-20% of acquisition costs)
A3 party system

App/file/prirFl
r

Securi

Backup

Local
Storage




IT Branch Cost

AIT staff

ALoaded costs includes salary cost, staff
benefits, computer, cubicle

ATypically loaded costs is 2-3 x salary
costs

A Annual cost per branch can be in range
of US$30-50K (incl initial setup and
operating)

A Assume 100 branches, annual costs to
support branches is US$3-5M

A Consider growth of branches over 3-5
years to grow customer base & revenue

Backup

App/file/pthl
C > -

Securi

Local
Storage
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Data Backup & Recovery and Compliance

Rising Incidents of Branch Data Leakage

Atop financial firm lost a file server with 930,000 customers information
-Source: CNN, March 2006

tapes
-Source: Wall Street Journal, June 2005

Abank lost 3.9 million customers credit information on unencrypted "

February 2005, Bank ¢é | backupdapescrypted comg
containing information from 1.2 million federally issued credit cards

Regulations Are Responding /%é
HIPAA - Health information of patients &= '
Basel Il i International Banking Regulations ompliancy

SOX - Business Financial and Accounting Information
Internal Compliance i Companies Process & Procedures
PCI - Credit Card Information

Complexity of managing backup & recovery process
Backup & recovery operation is a major component of IT operations.
Users expect their data to be backed up and in the event of data loss
expect 100% recovery.
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Branch IT Consolidation ROI Scenario

ABank planning to deploy 100 branches, each branch

has Branch Office
Al x File Server

Al x Application Server
A1 x Backup Server & Tape Drive
AData growth rate is 50%

A Cost considerations
AHW & SW purchase costs
AOne time Installation costs
AAnnual maintenance (HW = 10%, SW = 20%)
AOperation costs (Hourly rate is $25)
ABandwidth costs
ACisco WAAS solution costs
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Branch IT Consolidation ROI Scenario

Metric Assumption

Average Data Growth rate 50%
" :
Yo savings on backup tapes when 20%
centralized
Ratio of Centralized Servers costto

) 20%
Decentralized
Ratio of Centralized Server/Storage Admin

: 25%

o Decentralized
Hourly rate for Server/Storage Admin ($) 25
NPV discounted at WACC (Weighted Avg

) 12%
Cost Capital)




-
ROI Results (Savings per Branch)

Total CAPEXCapital Expense$avingger Branch

Non-Consolidated ConsolidatedBranch
HW / SW Costs IT- Additional Cost INCAPEXavings
Branch IT
DC

Year 1l $17,700 $3,960 $13,740
Year 2 $1,050 $840 $210
Year 3 $1,575 $1,260 $315

Tota $20,32! $6,06( $14,26}

A The CAPEXsavings derived fromnot buying IT equipment for 100
branchesis $1.43M

A Costsincurred at DC to upgrade IT equipment such as File Servers,
Application Servers, Networks & Storage
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ROI Results (Savings per Branch)

Total OPEXOperatingExpenseavingger Branch

: ConsolidatedBranch :
: Non-Consolidatec " . |Operation
Operation Costs IT- Additional Cost ir :
Branch IT Savings
DC
Yearl $14,850 $3,713 $11,138
Year 2 $14,550 $3,638 $10,913
Year 3 $14,550 $3,638 $10,913
Total $43,95( $10,98¢ $32,96:!

A The OPEXsavings derived fromreducing the IT equipment for 100
branchesis $3.3M

A The OPEX savings exceeds the CAPEx savings by 2.3 X

A OPEX consists of HW/SW annual maintenance, branch support
opertions & IT staff costs



ROI Results (Savings per Branch)

Total Bandwidth Savings per Branch

Non-Consolidatec ConsolidatedBranch
Operation Costs IT- Additional Cost inOperation Saving
Branch IT
DC

Year 1 $340 $0 $340
Year 2 $340 $0 $340
Year 3 $340 $0 $340

Tota $1,02( $G $1,02(

A Thebandwidth cost savings derived fromnot requiring to upgrade
the WAN to support 100 branchesis $102K

A With WAN optimization capability, bandwidth requirement reduces or

maintains



ROI Results (100 Branches, 3 Years)

ATotal Project Costs (procuring & implementing
Cisco WAAS) to implement Branch IT

consolidation project = $1.13M
ATotal Savings (NPV@12%) = $2.9M
A3 Year ROI = 258%

ABreakeven = 6 months
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WAN Limitations 1s Root Cause

A Applications and video

work well on LAN: Round Trip Time ~ 0mS I

High bandwidth
Client LAN Switch Server

Low latency —— p—
Reliability 5—_;::. —

A But not on WAN: Round Trip Time ~ hundreds of milliseconds I
Low bandwidth Client LAN Routed Network LAN  Server

] ] ] Switch Switch

Application chattiness -
High latency P i

Frequent packet loss

WAN limitations cause poor application and video performance,
and keep servers and storage in branch offices




The Solution: Make WAN Perform Like LAN

 Branch

4 Use_rs WAN in LAN
& B> Mobile Speed Center

Users

TCP

Optimization Accelerates TCP performance over the WAN

BEIEEGINGERSA Redundant data does not need to transit the WAN T reduces
Elimination overall bandwidth usage

App-Specific Optimizes application protocols, such as MAPI, CIFS, NFS, HTTP,
Acceleration Print i eliminates protocol inefficiencies

Videodelivery Streamlined video delivery ensures one copy of live streaming
optimization transits the WAN




Application Acceleration is Pre-requisite

for Branch Consolidation

Category Applications 2X 5X 10X 25X 50X 100X+

Email

Web and
Collaboration

Software
Distribution

Enterprise
Applications

Backup
Applications

Data Replication

Microsoft Exchange
Lotus Notes

ay
Windows | 2-5X Avg 20X Peak |
100X Peak |

Internet Mail

HTTP i ciTRIX

WebDAV WobSphere. 2-10X Avg

FTP

Microsoft Sharepoint

Microsoft SMS 4

Altiris 2-20X Avg

HP Radia

Microsoft SQL
Oracle, SAP orACLE"
Lotus Notes

Microsoft NTBackup

Legato Networker  pmc 2-10X Avg
Veritas Netbackup 0

CommVault Galaxy NetApp

EMC SRDF/A

EMC IP Replicator 2-10X Avg

NetApp SnapMirror
Data Domain
Double-Take

Veritas Vol Replicator

I £
oy
Windows =721l

>100X Peak |

© 2006 Cisco Systems, Inc. All rights reserved. Public Inf ormation

2-5X Avg 20X Peak
50X Peak

50X Peak

WAAS BDM I 11/29/08 o
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Branch Consolidation with Cisco WAAS

15t Step: Server and Storage Consolidation:

AAccelerating centralized applications & file/print services reduces branch
server and storage sprawl

2"d Step: Branch Equipment Consolidation:

Alntegrating WAN optimization with branch router (ISR) reduces equipment
complexity and total cost of ownership

Branch offices without WAAS Branch offices with WAAS

Storage

Integrated Services

o i‘: Router (ISR)

Security Voice  Switch
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Hybrid Approach for Large Branches -
Localised What You Must

V' Centralize what you can with
Cisco WAAS

V Locally host Window services
on same WAAS device

Large Branch

Data Center

Ay

Windows Server2008

Business and
Communication Apps

Integrated WAAS and Windows Server: §& C
Providing Best Mix of Distributed and ystem Center |8
Centralized IT Services Storage Backup




Cisco WAAS Solution Elements

Data Center

% WAN In % EII Applicationsl

7 Branch Router 'f\_'\fp;g Router DC
. WAAS WAAS
Mobile ,fa E

Users

WAAS Capability: WAAS Hardware:

AWAAS Integrated Services Router

, : : Modules (ISR)

Alntegrated UlRlED ENEL AWide Area Application Engine (WAE)
AWindows Server on WAAS (WoW) flj AWide Area Virtual Engine (WAVE)

AData replication acceleration

WAAS Mobile Software:
AWAN optimization for mobile users

AWAN optimization for branch users




Total Cost of Ownership Minimized

Overlay Appliances Integrated Services Router
(ISR)

Cisco ISR 2800/3800

With Voice, Wireless, Video,
WAN Optimization, Switch

R

Network Integrated QoS & Integrated Performance

Modules for the ISR WAN Optimization Routing

A Running full version WAAS A Bandwidth prioritization A Best routes for specific applicat
A Dedicated hardware A Unified QoS A Higher security
A Lower latency

© 2006 Cisco Systems, Inc. All rights reserv ed. Public Inf ormation WAAS BDM1 11/29/08 <



Cisco WAAS: Network & Security
Service Preservation

Full Preservation of IP and TCP Header Information
@4 ’
......... s _
CUNBAR T e, Cisco WAAS
" "NetFlow : Security QoS i
aesasanas Aﬂéi:u-n.-; Fi |te|" g NetFI OW g
.,-.--.---N“A;I._-u-n.-é VPN g VI SI bl I i ty g
Client_ v i vV ” v LAN Switch
Workstation LAN Switch e rf’ a Tlr’tjwall WAN Router
— g . i =
W/—  Network —mj NAS
= miY s
'.'.’f’ mi’ I%I
= =
Edge WAE Core WAE
< > ¢ > < >
Robust Application Transport and Flow Optimizations Data Center
Adapters to Offload Data Redundancy Elimination Scalability
WAN and Data Center Accelerates ALL TCP Traffic

Local Services



Cisco WAAS: Transparency Ensures
Security Policy

Stateful Protection of Each No Stateful Protection of Each
Accelerated Stream Accelerated Stream
\‘ | Accelerated Web | \‘
WAAS \\ll II WAAS

ﬁ

Cisco WAAS is the most transparent and easiest solution
toimplement and integrate as it does not require us to
over haul our security

0 Mark Drake, Network Engineer, Health |
@@ HEALTH MANAGEMENT ASSOCIATES, INC. Management Associates, Inc 2L \




Cisco WAAS: Encrypting Data At Rest

Cisco WAAS Strong Encryption:

A 256-bit Advanced Encryption Standard
A The average cost of a data breach per evaluated by Common Criteria
record compromised grew 30%,
averaging $4.8 million/breach.

The Costs of Data Leakage:

A No keys left on disks

A Centralized key management with
backup, restoration and high

availability
o~ f Cisco WAAS
Central Manager
< ooo0
0O000 eaae
OO0 | e— e e n m o mm AN s s an s oooo|Co
e 2 i
o O~ St
([ |
Remote Office ;
1. Source: Poneml®0b6Ahnstalt Stedyi Cost of 2006, DGt &4 Blaeagdr ® C
2. Sour ce: Forrester Resear ch: AfnThe Cost of a
© 2006 Cisco Systems, Inc. All rights reserved. Public Inf ormation WAAS BDMi 11/29/08 30




Cisco WAAS: PCI Compliance

AA $14.7 billion financial services company
ARetail banking and loan applications in branch offices
AUp to 1 hour printing application documents using Citrix

Application WAN Bandwidth Secure WAN
Acceleration Optimization Acceleration

A 80% faster Citrix remote printing A 70% bandwidth usage cut A Strong disk encryptio
A Stateful protection
A PCl1.1 compliance

(@ )
“"The | atest version of |Ciscods WAA
includes security features of special interest to us,
including disk encryption and support for stateful firewall
protection.”

A BALANCED DESIGN

FORGRES Barth Bailey, VP network infrastructure and security,

Fulton Financial

AProviding both acceleradation and pr
critical WAN optimization requirements for our loan
a and retail applicatjion data. o

© 2006 Cisco Systems, Inc. All rights reserved. Public Inf ormation WAAS BDMi 11/29/08 31
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Branch Consolidation

Case Studies




Minimize Branch IT Costs
Branch IT Consolidation Case Study

Challenges: @ Precision Drilling Trust @ - : )
J AWIi th WAAS, t he over a

ALarge oil & gas drilling/services company reduced from:

A20 branches with file/print/mail servers. g?gg}%ﬂtﬁ ?:%i'gg?; e

AHigh cost and servers end of 3-year life

AFacing a $30k/s|te CapEX for server g - Kirk Reid: IT DireCtOI‘, Precision Dr|”|ng )
refresh

Solution: $40,000 Standalone
< C e ) Server
AWAN optimization embedded in router $35,000
ACentralized file/print/mail $30,000
Results: $25,000
, . $20,000
ADecommissioned branch servers &
storage $15,000
AMaintained user LAN-like experience ~ 1%0% WAAS
. : : $5,000 Standalone
ACapEx savings/site: $28,000 ’ WAAS  server
$O I

AOpPEXx savings/site: $7,200 per year CapEx OpEX


http://www.precisiondrilling.com/index.cfm

Minimize Branch IT Costs
WAN Bandwidth Savings Case Study

Michael Baker INC. uses Bentley
Projectwise software to

=

Challenges:
ASignificant bandwidth expenses
ASending multi-terabytes / day

ASlow ProjectWise keeps servers
in remote offices

=1 Bentley

ProjectWise

Printing
Directory-Services

Strat egy. Content-Management
ACentralize server and storage
AOptimize the WAN

Email-and-Messaging

Systems-Management

Results and ROI: FlE s
/$4K-$7K BW savings/month e TR —
/$1 million productivity gains
A269% ROl in 18 months

0.00% 10.00% 20.00%  30.00%  40.00%  50.00% 60.00%

Bandwidth Reduction %
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