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O6nako Cisco Security Intelligence
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[lpenmyLiecTBa SaaS

[MpocTble u yanobHble
cpeacTBa yrnpasreHns

~ MuHuManbHbIE CPOKK

MNpenckasyemble OpEx BHeApEeHUs]

OcBoboxaeHne pecypcoB

Hynesblie CapEx Ans busHec 3agad

B

OTKpoWnTe HOBblE BO3MOXXHOCTU




"ObnayHaga" cucrema 6esonacHoctu Cisco
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[MocTosiHHOE HapalwunBaHune

NPON3BOANTENBHOCTM U BHEAPEHME [MmobanbHasa nnatgopma ans
HoBbIx LIO[ MOOUIbHBIX NOsib30BaTeNen
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Cisco Security Intelligence Operations
[mobanbHasa cuctema MOHUTOPUHIa yrpos

Email Security Web Security Firewalls IPS Devices
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Xapaktepuctukn obnaka Cisco

.
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TpepocTaenseT ouUeHok
- IP-penyTauuu B AeHb

Monyyaet
CTaTUCTUKN B EHb

INrogn Pecypchbl TexHonoruu

Bonee 500 ThICSIUM YCTPOIICTB B AECATKAX lNepenosble TEXHOMOTUM
cucTema OLEHKM yrpos
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Cisco

SaaS-nnargopma
ScanSafe




UTto Takoe ScanSafe?
wards _ 7-Ya @ e o
%’ ScanSafe A@ ﬁt% B

200993

EUROPE
2007 SIIA

Npodunb KOMNaHUK: securty product - MICTOSOTL ¢ W ¢ //CODIEN

of the year 2008 i WINNER

= OcHoBaHa B 2004r.

= NTnoHep 1 MMpPoBoOI Anaep B obracTu Customers B8 ROTHSCHILD

SaaS ycnyr Web v Email 6e3onacHocTu @ ®®%pr @
BACARDI.

= KnaneHtbl - ot SMB ao Large Enterprise B Shell
6onee yem 100 cTpaHax Standard € (@)
Chartered § % @ QUINTILES

= 100% Uptime 3a BCIO UCTOPUIO
npeaocTaBieHnA ycnyr

Partners
= 80% npoaaxk —4yepe3 onepaTopoB CBA3U
| mee £ atst Google
= Noapasaenenune Cisco ¢ lekabpsa 2009r.

Sprint ~* -7 TELUS® NEC



ObnayHble ycnyrn Cisco ScanSafe

Web dmnsTpaums Web 6e3onacHoCTb

« KOHTpOmnb 1cnonb3oBaHus e 3awmTa ot malware
* [pocmoTp npunoxexHnn « AHann3 Web koHTeHTa

* lByHanpasneHHbIN « OMYNAUUS CKPUNTOB
KOHTPOmb

LieHTpann3oBaHHbIN PEMOPTUHT

MoOounbHasa 0e30nacHoOTb
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30Ha oxeara rmnobaneHbix IO

® ®©

DO

0

Current Datacenters

Bangalore
Chicago
Copenhagen
Dallas
Frankfurt
Hong Kong
London
Miami

New York Metro
Paris

San Jose
Singapore
Sydney
Tokyo
Zurich

In Progress Datacenters
Brazil
Canada (E), (W)
Dubai
Mexico
South Africa
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OBJIAHHAA UHPPACTPYKTYPA

Customer Portal ‘

High/y Customizable Reportind
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buaHec-apanBepbl obrnavyHon Bed 6e30rnacHOCTU

3apaxeHue
malware

YBenunyeHune
oTBeTcTBeHHocTu IT

[NoTepu oaHHbIX

[MoTeps
NPOM3BOOUTENBHOCTU PaclmnpeHne
opraHusauum u
yBenuyeHne KonmuyecTtaa

ocucos

Bonbluoe konnyectso IT
pecypcoB Ans nsbexaHus

YBenuuuBarwoLwasics
Harpyska Ha IT

- /

HecooTtBeTCcTBUME
nOorIUTUK B

npeanpusIyn
WH\”KT

QUESTIONS ¥ \

[MoTeHUuanbHblE AbIPbI B
0e3onacHOCTHU

HesaBepLueHHble
CUCTEMbI PENOPTUHTA U
o630pa



Web Malware npogosrmkaeT pactu yrpoxatoLmmm
TemMnamm

4000

3000

2000

1000

Raw Web Malware Encounters,

YoY

2007

2008

2009

2010

139% yBernuyeHne c
2009 po 2010

B 2010 rogy npeanpuaTtusg
B CpedHEM CTarkmBanuch
co 135 atakamun web
malware



o
v
w
v

se0Beeec T .. .
cesee  eeddecee

4000 o seseee
oy
Leesy .ﬂ.«: 2

sessesiioese

see  seeee
senee

20B

ExxegHeBHbIX web 3anpocos

150M +

KOHEYHbIX TO4YEeK

O6bxBart rnobansHoro email

700,000+

YctponcTs

300K

IPS curHatyp




Web Content

Mcxopawmni
KOHTPOIb

Script PDF Flash
Scanlet Scanlet Scanlet

—

Heckornbk Yes
0 NEWES Exe Reputation
AV Scanlet Scanlet Scanlet
CKaTepoB Yy crhin |

KOHTEHT

Zero Day
Malware Blocked

my6okumn CtpyktypHOe BupTtyanusnposaHHas
aHanus uccriegoBaHme amynaums
MagecTHble KOHTEHTa KOHTEeHTa CKpUNTOB

malware

OnokupyroT
cnb N I |



my6bokun aHanu3
KOHTEHTa

IMynAums
CKpUNTOB

CTpyKTypHOE
nccnegoBsaHue

______



Identified: Malioiangs )
GColirett: Obfuscated
TontenipPDF

Scanning Tower: 22db
Server: 93486

Action: Blocked /

Requests

CTpyKkTypHOE B OMynsaus
nccrnenoBaHue ANy ckpunToB

______




[TonTHOe 3HaHMe KOHTEeKCTa

KTo
. Human
Job Sites Resource
Instant Message "I\'lrparfgf%r
Facebook Lunch Hour
Streaming Vv Business-related
Media Content
P2P = All

OOBbeKT

[MpunoxeHwne

CooTBeTcTBME



NMpnmeHeHne npaBun
Ucnosib30BaHUA

= URL 6a3a pgaHHbIX,
copepxawana 6onee 50M

y35oB

= CHUXEHMe noTepb

= NnHamuyeckas
KaTeropusauus

NPOn3BOOANTENTbHOCTHU
= SearchAhead
* YMeHbLUEeHNE pucka
HapyLlIEeHUA Application Visibility and Control
3aKoHOAaTel1bCTBa
d S - = KoHtponb Web
" YnpaeneHue tpapmkom Web = —"8&== npunoxenui, e.g., IM,
B o v Facebook, WebEx
2.0 n Web npunoxeHunsamu e J
"-_'—--,‘ " PEUTUHI KOHTeHTa




ey oenneny

anSate Wike

Bbicokasi npon3BoaAUTENTIbHOCTb
[nobanbHbIN oxBaT

XpaHeHue gaHHbIX

[leTanbHbIN NPOCMOTP
CTOMMOCTb

CnOXHOCTb

LLLLLY



[ nybunHa oxeaTta

[nsa kaxagoro 3anpoca n 10 TbiC HAacTpanBaeMbIX OTYETOB COXPaHAETCS
bonee 100 aTpmnbyToB

Adware

Block Type

Block Value
Category
Connector Mode
Connector OS Name
Connector OS Name (Original)
Connector OS Version
Connector OS Version (Original)
Connector Version

Country Dst Code

Country Src Code

Day Of Month

Day Of Week

Destination IP

Domain Username

Domain Username (Original)
External IP

External IP Subnet/16

External IP Subnet/24

External IP Subnet/8

Group

Group (Original)

Croup Name Part
Group Name Part
(Original)

Host

Host (Original)

Hour

Inbound File Extension
Inbound File Name
Internal IP

Internal IP Subnet/16
Internal IP Subnet/24
Internal IP Subnet/8
Malware

Minute

Month

Outbound File Extension
Outbound File Name
Path

Pattern Narne

Pattern Name (Original)
Phishing

Policy Violation

. Port

'i Group Domain

Protocol

PUA

Query

Referer Host

Referer Host (Original)
Referer Path

Referer Port

Referer Protocol

Referer Query

Referer Second Level Domain
Referer Top Level Domain
Referer URL

Referer URL (Original)
Request Content Type
Request Content Type
Request Major Content Type
Request Method

Request Method (Original)
Request Version

Request Version (Original)
Response Content Type
Response Content Type
Response Major Content Type

Response Version
Response Version (Original)
Risk Class

Rule Action

Rule Engine

Rule Name

Rule Name (Original)
Second Level Domain
Spyware

Threat Type

Top Level Domain

URL

URL (Original)

User

User (Original)

User Agent

User Agent (Original)

User Agent Application Name
User Agent Application Version
User Agent Comp Platform
User Agent Comp Version
User Agent Compatibility
Virus

. Year




O630p, TpeHOb! 1 NpoBeaeHne paccriegoBaHUM

What was the Bandwidth consumption by Category?

For each 'Category', show the Bandwidth {Bytes) (click ko change)

Bandwidth (Bytes) by Category

file transfer services, 717,181,897

infrastructure and content delivery, 11,430,654
organizational email, 19,119,300

For each 'Category’, show the Bandwidth {Bytes) (click to change) over time.

freeware and shareware, 146,305,\783/ & ]

Bandwidth (Bytes) by Hour
computers and internet, 133,5¢ 300,000,000

275,000,000
250,000,000
225,000,000
O Rule Action Block Type A Bytes Received
175,000,000
150,000,000 st <prev 2 3 4 5 next> last>>  S9lresuts
125,000,000 st Category Rule Block Bytes
Action | Type
100,000,000 | promo  advertising Block adware o
am software and hardware vendors { distributors | block adware o
75,000,000 am software and hardware vendors [ distributors | block adware o
search engines { directories | portals block adware )
50,000,000 general news | newspapers | magazines block adware o
promo { advertising block. adware o
25,000,000 promo | advertising block adware o
2.112.207 et promo | advertising block adware o
0 2 i 112.207.net | promo ] advertising block aware | 0
@ § & & § & § § § \@ @ @ @ § ) @ \@ 112,207 net | promo advertising block adware o
\0} & 5 ,, R g, R & 6\§ & \q‘P \\ § & & & § & \a@ \ & ,9< t.:zu;.m: Dmmu::ver:is\'ng :‘h:: a:wau o
2,112,207 et promo { advertising loc adware o
és c"@ ‘& @’ﬁ ,ga"’e @“? 559@ @"'& ,gf"& @‘& }gv‘ﬁ @‘& /@‘e 55;9 '&’P ,gf"“ # ;ga@ @"? /@'ﬁ @1? /&‘P @"’Q @@ d 2.112.207.net promo { advertising block adware o \
““ & & & ¢ 2112207 et promo { advertising block adware o
om.102.1 net | software and hardware vendors / distributors | block. spyware o
wnews  msearch engines and portals  m business and industry  w computers and internet  w file transfer services  winfrastructure and content delivery  m freeware and om.102.122.207.net | software and hardware vendors § distributors | block spyware o
‘ shareware  w entertainment W computer security  m organizational email | om.102.122.207.net | software and hardware vendors {dstrbutors | block sywre |0
m.102.1 et | soft d hardware vendors | distributors | block spyware o
63.251.108.100 102.122.207.net | software and I distributors | block spyware o
63.251.108.100 102.1 net fty d hardh ors { distributors | block. spyware o
63.251.108.100 102.122.207.net | software and hardware vendors | distributors | block spyware o
05112010 11:50:13 | 63.251.108.100 102.1 et | soft d hardware vendors | distributors | block spyware o
05-11-2010 11:50:21 | 63.251.108.100 102.1 .net | software and hardware vendors ] distributors | block spyware o
05-11-2010 1 | 63.251.108.100 | 102.122.207.net | software and hardware vendors | distributors | block spyware o
© 2011 Cisco and/or its affiliates. All rights reserved. 05-11-2010 11:50:49 | 63.251.108.100 102.1 et | soft f*hardwavevendnr;ldfstnhutnr; block spyware o
05-11-2010 11:50:57 | 63.251.108.100 102.122.207.net | software and Idistributors | block spyware o
05-11-2010 11:50:58 | 63.251.108.100 102.1 net | soft d hardh dors § distributors | block p— o




Be3zonacHoCcTb MODUIBbHbBIX NOfib30BaTernen co
ScanSafe

*BesonacHOCTb 1 NONMUTUKN
naxe BHe cetn n BHe VPN

[logkntoyeHune K
onvwxkanwemy LO

*becluoBHas nHTerpaumsa ¢
Cisco AnyConnect knneHT

/ /'ScanSafe
o~

itfialie AnyConnect
CISCO Secure Mobility Client

Advance L

Home Office

Mobile
Worker
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0|'|TVIMVI3aL|,V|ﬂ afialn AnyConnect
CISCO Secure Mobility Client
Ob6HapyxeHune bnuxanwero wno3a

[] ¥PN: Ready to connect.

O6Hapy>xeHne JOBEepPEeHHON ceTu [Voncuddefordcom  =]|| Connec m—_

AnyConnect veN T

: —

Connected
o)
©)

Bcerna 6e30nacHbIi (] Web security: Enabed (s st o)

Advanced...

pabota gaxe BHe VPN
3awmTa ot atak 0-ro gHs

BceCcTOpOHHUMN
. @ isco AnyConnect Secure Mobilit ies

Mopnepxka Windows, Mac, o i

. . '‘cisco Cisco AnyConnect 'Secure Mobility Client

iPhone&iPad - i

VPN Settings | statistcs |
1 o Networks T 7 At Toner Slcion
po 3 p al...l H bl M - —— . ‘ Order Towers by Response Time

[Mpo3payHaga paboTta
O6HapyxeHune Hotspot/Captive Portal "

103292371

19:50:35

10.21.51.40

Network (Connected):
Name: wired
IP Address: 172.16.17.128
Security: Unknown




besonacHocTb omnmanoB B obrnake

- PacwunpeHne nHeectnuum B

« LleHTpann3oBaHHas |
nnatgopmy Cisco

0e30nacHOCTb U
OTYETHOCTb

 [1lpocToe
pa3BepTbiBaHUE

~
~
~
~
~
~
~
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ISR Web Security co Cisco ScanSafe

3awmLeHA b
NnoKanbHBLIN
poctyn K Internet

Wy,
Pe
7Y 5 .
2[00
Yk

%Cisco |OS Firewall %

Local Guest
LAN POS - Users

Wired Security Zone Wireless Security Zone

Internet

€

Head Office



Bbi60p BapnaHTOB pa3BepTbiBaHUSA

Secure Mobility
Client



B yem npeunmyLlecTBa

= 3awuTa OCHOBHOrO KaHana pacnpocTpaHeHusa yrpos: 3aluThbl
oT BINO, orpaHnyeHne goctyna K cantam no kateropmam, DLP,
npoBepka HTTPS

* Mpeackasyemsble 3aTpaTtbl: nepexon or CapEx kK OpEx

= [INA KNMeHTOB € 60MbLWUM KOMn-Bo (hbUNnanos: HeT
HeobxoauMoCTH n0|<¥|naTb MHOIO YCTPOWCTB MUK NpOonycKaTb
BeCb Tpadumk Yepe3 HQ

= [InA KNWEeHTOB C MOOUSIbHLIMU COTPYAHUKaMN:. BOSMOXHOCTb
obecneynTb 3allnTy OT yrpoa U nosinTnky AoCTtyna B MHTepHeT
BHE 3aBUCUMOCTU OT MECTOMNOJTIOKEHNA COTPYAHUNKA

= YHudpmKauma n LeHTpanusaums: HacTpomnka nonuTUK v
MOHUTOPUHI U3 OAHON TOYKM

= CKopocTb BHeapeHUs: He HyXXHO XaaTb 0bopyaoBaHUs v
OKOHYaHUSA ero 3anycka

© 2011 Cisco and/or its affiliates. All rights reserved 29






ApxutekTtypa Email 6besonacHocTu

S/ngle Pane of Glass

Anti Spam Anti Virus — |nbound

Data Loss : L
Prevention Encryption — Qutbounc

© 2011 Cisco and/or its affiliates. All rights reserved
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SensorBase
Email penytauns

Complaint

Reports
e IP Blacklists

S & Whitelists

Spam Traps ==«

Message D,
Composition s \
Data TRE

€ e

Global Volume ________ | >
Data

IP Reputation Score

© 2011 Cisco and/or its affiliates. All rights reserved.

Domain
Blacklist &
Safelists

Compromised

-
-

o0 Host Lists
Web Site
_-===—-— Composition
- Data
-------------- Other Data




AHTMBUPYCHAsA apXUTEKTypa

JlwenoHnpoBaHHas 0bopoHa

alnTa

e
T | o T | T
TP T | B SOPHOS
- O
m -Zip ;It-a;e())files -z;l;)_(ef(glgls:es -;p_(;)S(eT:‘HZS MCAfee
-Size 50 to -Size 50 to
55 KB 55KB
- T




YnpaBrneHne ncxogammm
coodLweHnamm

HR/Legal Corporate
/ . (@ Review Policies

-

N - HIPAA
' //Enc tion \/ PCI
S SB-1386
A -

R L L=

Trade
Secrets

Dropped \ \
| Compan
Attachment R @ \/ Replﬁatign

SMTP

Security Enforcement Array

OGHapyxeHue Koppekuus




Cisco IronPort AsyncOS

Habop MHCTPYMEHTOB ANS 3aLLNTbI 3aKa34MKOB

TLS wudpoBaHue
WndgposaHne Ha
YPOBHE LUITHO3-LUITHO3

HTML Sanitization
n3bexaTtb nogaernbHbIX
URLs

SPF npoBepka
[MpoBepka TOro, 4to
NMCbMO BbINO OTNPaBeHO
CepBeEpPOM,
aBTOPU3OBaHHbLIM
OTNPaBnATb NOYTY AN
JAaHHOro JOMeHa

DKIM nognuceb n
npoBepkKa
[MpoBepka oTrnpaBuTens

Cnam-KapaHTuH,
YyepHble n benble
CNUCKU ansa
nonb3oBaTerien

KoHTpomnb _
nonb3oBarenen

© 2011 Cisco and/or its affiliates. All rights reserved

BoamoxHocT LDAP
LDAP ccbinku,
Heckonbko LDAP
cepBepoB, yCTaHOBKa 3a
3 wara

Bounce Verification
N3b6exaTb
nepeHanpaBreHHbIX
bounces

lNMpoBepka nonyyarens

Ypanutb coobLueHus,
KOTOpble OTrNpaBneHbl Ha

HeCyLLeCTBYOLWNA agpec




Habop rubkux onuum BHeOpPEHUS

Cisco Security
Operations Center

Cloud Email Hybrid
Security Cloud Email
(SaaS) Security

Ha cTtopoHe Hybrid MalRed %Lf.ztrcr)]riggr
nonb3oBaTrens Cloud Email Email Equigtiient

Security Security (CPE)

B cetn

-~ Cémmon Paliey | C AR cd B (ing | Consistent Prot8ction



Cloud Email Security

BbloeneHHoe peLleHne CHKaeT Harpy3Ky 1 yCKoOpsieT BHeOpEHUE

Yoanutb

Cisco
Data Centers

- besonacHocTen Email B
obrnake CHWXaeT Harpys3Kky Ha

LO4 v
I'Iepeﬂ,aqa YUCTOWN NOYThbI
- «BblgeneHHoe» pelueHue
CHW)KaeT pUcK obuiero cbos
(‘shared fate’ risk)
- Ynpasnsemagd
MHdACTPYKTypa rapaHTupyet Onuponanso -
NPOM3BOANTENBLHOCTb ANS dunsTpaLus
byayulero pocta

Customer




[MbpugHeIn Cloud Email Security

OnTumManbHbIN AN3anH, MakcumMmaribHasi T’MOKOCTb

« [MbpuaHbIN An3anH
noapasymeBaeT
pasHeCeHHoe ynpasreHue
— Ha nrnowiagke u B obnake

- YCTpouncTBa Ha nnowjagke
nonb3oBaTens
KOHTPOSMPYIOT UCXOOALLYHD
noyTy, nonntmnkn DLP n
LUindopoBaHme

Remove
Spam & Malware

Cisco

_O_>\ I c %ata Centers,

Pass Clean Email

Apply DLP
& encryption policics

\ Custo@/b,



Managed Email Security

Bo3noxuTte 3aga4vy obecrieyeHnsi besonacHocT email Ha
9KCnepToB

CambIf BbICOKUI YPOBEHb
ayTCOPCUHTra.

[lpeackasyemast Mogerb
CTOMMOCTH

CepBucHas apxmTtekTypa
NO3BONSAET NPUNOXEHUSAM
pacrnofiaraTtbCsl Ha

nrowagke nonb3oBarens

Cisco SOC npennaraet
yOaneHHbIn MOHUTOPWUHT U
ynpaBrieHne B pexume
24/7

Cisco Security

\\ Operations Center
(SO

\

Secure
Administration

VPN
Tunnel

¥
/%

Customer

——

Email Flow



[MbkocTb B paboTe

ObbeanHeHHOE ynpasneHue

Message Tracking | Ticket Management | Reporting

\\ Customer

\7 Premise
\‘/

Customer

Reporting

Cisco Data
Center




Obna4dyHaga besonacHocTb n Cisco

Expanding the Vision

lronPort Sc;:ahSafe\ WebEXx

IlLindbposanme

Unified Computing

BM|‘0TyanM3auM¢| ¢

OG6na4vyHas
nnarcgpopma



OueHun KOHTEHT popyma
N nony4u npu3l!

 [1pun3bl QYT BCEX, KTO:

3anosiHKN o0LL Y0 aHKeTy
3anonHun 3 n bonee CeCCUOHHbIX aHKeT

« OHNnanH-aHKeTbl AOCTYMHbI Ha canTe http://vfg.com.ua

« AHKETbI TaKKe MOXXHO 3anosfiHNTb, BOCMNOSIb30BaBLUUCH
TEPMUHaAITaMN B 30HE obLeHuns.

© 2011 Cisco and/o affiliates. All rights reserved



‘Cnacu6o!

pocuMM Bac oueHUTb 3Ty NeKLuto.
' MHEHNE OY€Hb BaXKHO ANs Hac.




