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* Muccusa nogpasgenenuns Cisco Services
= )KM3HEHHbIN LUK cepBMUCOB NO Be30MacHOCTU

= [locTmKeHus




Muccua nogpasgeneHusn Cisco Services

ObecneynTb yCnewHOCTb 3aKa34uKa, KOTOPbIN
BHEAPSAET U SKCNIyaTUpyeT TEXHOMOMMN N peLLEHNS
Cisco

= npeasiaras MHHOBALIMOHHbIE YCIYTY
= NpuBneKasi Ny4YLmnx CrneLnanncToB-aKCnepToB
= MCMNONb3ys NPOBEPEHHbIE MPOLECCHI, MHCTPYMEHTbI

" NnoagepKmMBas u pas3BuBas
napTHeEpoOB




Cisco Services - 3T10...

= noGanbHasa opraHn3auusa, padoTarowas no Bcemy Mumpy

= 400 BbiIcOKOKBanNnnpuUnMpoBaHHbIX MHXEHEepOB-
KOHCYNbTaHTOB

= MHOXecCTBO ychnelHbIX MPOeKTOB No BceMy MUpPY AnNs
BeAyLLUX NPOU3BOACTBEHHbIX, (PMHAHCOBbIX KOpnopauun u
onepaTopoB CBA3U

= TexHUYecKasa n metoposriormyeckas aKkcnepTusa cepBUCHOM
opraHusauum (Project Management)

Ycnyru:
TexHn4yeckaa nogaepxka
Advanced Services

Advisory Services




XN3HEeHHbIN UMK cepBMUCOB MO 0e30nacHOCTHU

Security Posture Assessment (SPA)

Compliance Assessment (PCI DSS pre-audit assessment)

Security Architecture Review
Unified Communications Security Review

Security Technology Planning

Security Design

Incident Readiness Assessment and Design

Security Implementation
CSA, NAC, IPS, ICS, Guard/Detector and MARS Deployment

Security Center

Intelligent Information Services
Security Remote Management Services
S G

Cisco Services for IPS

Security Optimization

Network Optimization Service (NOS)




Cisco Security Posture Assessment Services

= External Security Posture Assessment

OnpepensieT ysa3BUMMOCTMW, KOTOPbI€ NO3BONAKOT
BHELWHNM HEaBTOPU3NPOBAHHbLIM
Nosib30BaTeENAM/3M10yMbILLNIEHHUKAM MOMY4YnNTb
OOCTYN K BHYTPEHHUM pecypcamM U cuctemam
KOMMaHUn n oopMUpYyeT pekomMeHaaumm no
YCTPaHEHUIO YA3BUMOCTEN

= Internal Security Posture Assessment

OnpepnensieT ya3BUMOCTM CUCTEM, MPUTNOXEHUI U
CEeTEeBbIX YCTPOWCTB U LLarn, KoTopble HeobxoaMmo
NPeAnpUHATL AN NpeaoTBpaLleHns HaMepeHHbIX
aTak unn HenpeaHamMmepeHHbIX OLLMOOK CO CTOPOHbI
nepcoHana KoMnaHun Unu AoBepPEeHHbIX CUCTEM

= Wireless Security Posture Assessment

OnpenensieT pUcku 1 ya3BUMOCTU B 6€CNpOBOAHON
NHPaCTPYKTYpe 1 NpeanaraeT peLeHns, KoTopble
NX YCTPaHSoT




Security Architecture Review (SAR)

= OueHKa CeTeBol apXUTEKTypbl Ha COOTBETCTBME KOPropaTUBHOM
NonUTMKe 6e30MacHOCTY U NyYLINM NPaKTUKaMm

= [MpoBepka KoHurypauuit annapaTtHoro obecneveHns Cisco 1 CTOPOHHNUX
npousBoauTeneun

= QOueHKa npoueccoB 1 npoueayp ynpaeneHus 6esonacHoctbio AT

= AHanm3 CyLLECTBYIOLINX MHPOPMALIMOHHbLIX MONUTUK 6€30MacHOCTU U
MEeTO/[JOB KOHTPOSS

= Koppenauua pesynbtatoB SPA anga aHannsa onepaumnoHHbIX PUCKOB
= PekomMmeHgauun anga BHECEHUS CTpaTerm4eckux N3sMeHeHnm

= QOcHoBbIBaeTCs Ha CTaHnagTax: ISO 27002 (dpopmanbHo ISO 17799),
ITIL, ITU-T X.805 n Cisco Self Defending Network (SDN)

—OnumoHaneHo: AHanna npasun Firewall /ACL
—OnunoHanbHo: OueHka NnepumeTpa CeTU Ha NpeagMeT YTEeYKN OJaHHbIX



OueHka cooTBeTCcTBUA TPpedboBaHuamMm PCIl DSS

= [logroToBKa k ayauTy, onpeaeneHne nepumerpa
= [lpoBepka Ha coOTBETCTBME TPebOBaHUAM

= OT4yeT No Kaxgomy TpeboBaHuo (gap analysis):

— Hackonbko cooTBETCTBYET KaXkaoMy TpeboBaHUo, Kak
peann3oBaHo

— HangeHHble HegocTaTKM/HECOOTBETCTBUSA TPpeboBaHUSAM N UX
npuoputesauunsd

Ll

— PekomeHaaLmm No ycTpaHeHuto
HeOoCTaTKoB




3aknodyeHue




Cisco Services co3naHue 6e3onacHoOu ceTeBoM
MHPPACTPYKTYPbI

NMpenocraBneHo Cisco® Ona 3aka34yumka

3awuTta 6musHeca

YMeHbLleHMe PUCKOB
ansa M3Hec akTMBOB
ITroawn

T
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Nepeapayvya 3HaHUMU
Jlyqywine npakTuku




Cisco Services Harpagbl

2006 and 2007 Asia Pacific
Technical Support

- Kepner Tregoe Process
Achievement Award

Top worldwide
leadership score for
service and support.

Cisco Technical Support “Hottest Certification
Website - ASP’s Year's Ten | for 2005” and
Best Web Support Sites of ,r).a s &l “Most Respected
2005, 2006 and 2007; Web S oars Ton Bes High-Level
Support “Hall of Fame.” <h Sepport 3 Certification.”

Website — 2005, 2006

STAR Award starxaward

for Best Practices in best practices
Self-Service.

- Top Ten
“Most Important
Certifications.”

Cisco Technical Support ioos and 2007 CCIE

Services Supply Chain _ 2006 Customer

- 2005 Field Service o Interaction Network -
Award “Most AP QC ”Managing the Total

Innovative Approach Customer Experience”
to Service Delivery” Benchmark Award




Cisco Services Harpaabl

J.D. Power and Associates
~Technology Service and
Support Excellence

Cisco Technical Support

Support"Hall of Fa

Cisco Systems and High
Touch Technical Support

SSPA

#tarkawardr LY s for Best Fractices
best practices -

SSPA

Starkaward ' ard for Best Practices
best practices i
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