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3allnNLLEHHbIN

yOaneHHbIN OOCTYn

Muxaun Kagep
UHXeHep



O yem nonageTt peyb

= Korga Hy)XeH yaaneHHbIW JocTyn?

= 3awmnieHHasa apxnuTekTypa cetn NnpeanpuaTug
YaaneHHbin 4ocTyn MObUnbHbIX paboTHUKOB

= TpeboBaHuS K 3aWmTe yganeHHoro gocryna
* 3alMLEHHBIW OOCTYMN CO CTOPOHbI KITMEHTA
= 3alluLleHHoe noaknyeHune

= PacwmnpeHHas 3awmTta NpunoXxXeHnn yganeHHoro
gocTtyna



Korga Hy»eH
yAaneHHbIn

ooctyn?
2 CTOPOHbI MeJanv




[ToTpeOHOCTUN U BOSMOXHOCTH

= [locTn4yb OONbLLEro Npu TeX Xe
pecypcax u ¢ TEMU XXe akTuBamm

= CoKpalleHune WTaToB, OrpaHNYeHmne
O04KEeTOB M AaBNEeHUe CO CTOPOHbI
KOHKYPEHTOB 3acTaBfideT npeanpuaTtms
YBenuunsaTb NPOAYKTUBHOCTb
YBenunynesaTtb B3anMogencTeme
CHwxaTb 3aTpartbl

N ewle... nogoepxuBaTb NOSANbHOCTb
COTPYAHMKOB, YOOBNETBOPEHHOCTbL paboTon u
MCUXOSIOrMYECcKNn Knumat

= [nobanunsauns akoHOMUKK TpebyeT
paboTaTb He TOSIbKO B pexume 8x5, HO
n B Hepabo4me vachl




PaboTta npoucxogut Besge

= B OPOIE
(oTenu, asponopTbl, BU3HEC-LEHTPLI)

280 MunnmoHoB bmM3Hec-noe3aokK B roa

Cnag npounssogutenbHocTn >60—-65%

= NOMA (teleworking)

137 MUNNMOHOB HAAOMHbIX paboTHukos B 2003r.

40% HapgoMHbIX paboTHukoB B CLLUA 13 KpynHbIX
KoMnaHun u cpegHero busHeca

= HA PABOTE
(bunuanel, OTAENEHNA, NAPTHEPDI)
E-business TpebyeT bLICTpbIX ceTen

dunnan gomxkeH ObITb TaM rae noaun

UcTouHuk: Gartner, Cahners Instat,
Wharton Center for Applied Research




TpaHchopmauus dusHeca

100%
90% B pa3Hoe Bpems B pa3HbIX MecTax
80%
70%
60%
50%
40% -
30% >~
20%
10%

0% I I
2000 2005 2010

= COoTpyagHU4YeCTBO — ApanBep pocTa

[l B oaHo Bpems B pasHbIX MecTax

[l B oaHo Bpems B ogHOM MecTe

PaboTta B oAMHOYKY

% paboTbl, 3aBUCSLLEN OT
rpynnoBoro Bknaga

= BaanmopencTeume ¢ gpyrumun, HoO He NULIOM K nuLy

= POCT NpoayKTUBHOCTMN HEBO3MOXXEH DB€3 NoaAEPKKN 3TOU
TeHAeHUnn

UctouyHuk: Gartner Group



PocCcT npoAyKTUBHOCTMU

Mpeanpusatue

maBHbLIN &
fkj Sy
ocpuc "o .

N4 I

Asponopt

WAN/Internet

o=
~,

[opora
Kacbe

Buepa: Jlrogm “wnn’” Ha paboty CerogHs: Pabota “naget” K nrogam
100 500 1000
COTPYAHWKOB COTPYAHMKOB COTPYAHMKOB
3apnnata ($25K B ron) $2.,5 MnH. $12,5 mnH. $25 mnH.
1 Yyac notepu NPOAYKTUBHOCTU $1,200 $6,000 $12,000
[MoTepwn B rog, ot 1 Yaca B Hegento $62,5K $312,5K $625K

= MHoOrme KomnaHmm PoKyCcupyroTCs Ha NpeaocTaBNeHUN cepBuca Ha CBOeN
Tepputopum (3apnnata, ouneTbl, JOKYMEHTOOOOPOT...)

= CoTpygHuk B cpegHem TpaTtuT Tonbko 30—40% BpemeHn B odouce



ApXUTEKTYpa

3aLLNLLEHHOrO
npeanpuaTUs




Komnpomucc yoob6crea n 6esonacHocTu

= MHorue pykoBogdawmne OKYMEHTbI, CTaHOAPThI,
TpeboBaHua no NIb paccmaTtpumBatoT 6€30nacHOCTb, Kak
camouernb




YOoaneHHbIN JOCTYN K KOPrnopaTUuBHOW
ceTtn n3 NHTepHeT
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3arpy3utb bpouwropy «Cisco SAFE» MOXXHO Ha canTe my.cisco.ru



3aluLeHHbIN yaareHHbIN JocTyn
B3rnsaa co CTOPOHbI KOPNOPaTUBHOIO LIeHTPa

NoeHTndpukayms mn
ynpaBrieHne OOCTYMNoM:

MexxceTeBble 3KpaHbl, IPSec,
SSL VPN, cnuckm ACL, NAC

BbigBneHne n nogasneHue
yrpoa:
NetFlow, Syslog, SNMP, MARS,
NIPS, HIPS
3alunTta NMHPaCcTPYKTYpPbI:
AAA, CoPP, SSH, RFC2827,
SNMP v3, IGP/EGP MD5
be3onacHocTb
NPUNOXEHNM:

ACE, ACE XML Gateway
YnpasneHue
0e30nacHOCTbLIO:;

CSM, MARS, NCM



3allnNLLEeHHbIV
yOarieHHbIU OOoCTyn

B3rnag co CTOPOH.I
KNUeHTa




3awunTa ygarneHHoro KrnmeHTa

Odomc/Punuan LleHTpanbHbIN

MoOunbHbIN
norib3oBaTtesnb
Wi-Fi, CDMA, GPRS IP/Internet

—_

HagoMHbIN UHTepHeT-Kacpe

pPaboTHUK '| |J HexoHTponupyembiit yzen
xDSL, Dial-Up -

3almTa XpaHUMbIX N NepeaBaeMblX C KIMMEHTa AaHHbIX

BeinonHeHne TpeboBaHnn perynaTtopoB 1N KOPNopaTUBHOW NONNUTUKN

ObecneyveHne paboTbl C HEAOBEPEHHbBIX KOMMbLIOTEPOB

NHTerpauua B kopnopaTtneHyto cuctemy obecneverHus b

OTcyTcTBUE NOMeX paboTe DU3HEC-NPUNOXKEHUN



Bonpochbl, Ha KOTOPbIe HYXXHbl OTBETbI

= KTO nony4aet goctyn?

= KAK oH nonyyaet gocryn?

= KAKME npunoxeHna oH ncnosnb3yeT?

= 310 YEJIOBEK unu obeannyenHoe YCTPONCTBO?
* UIMEET nu oH npaBo Ha Takon goctyn?

= OTKY[A oH nony4aeTt goctyn?

= Kak SALULNTUTb obe cTopoHbI?

= COOTBETCTBYET nu y3en goctyna TpeboBaHnaM
NoNUTUKN B6e3ornacHoCcTn?



3almnLeHHoe

NoaKnYeHne




JBONOLUUA yaaneHHOro gocryna

SSL VPN
MobunbHble
COTPYAHUKU
* BesknneHTckumn
unu
aBTOMaTM4ecKm Pa6oTHuku no
3arpyxaembiun KOHTDAaKT
IPsec VPN g PaKkTy
* Web-goctyn
“OToBCtoay” MapTHepbl No
CepBepa * HyxeH knueHT ans _ 6 pTHep
AOCTyTia ° 110pTaiibi OJiA
yOaneHHoro DUyl P . nsHecy
nocrtyna - Macwra6upyemo nonb3oBaTenen
« BbicoKkas « CamooOHOBNEeHue
3alULLEHHOCTb VPN-KNnueHTa YBgﬂM‘-IeHVIe
‘ HXéKfyHngnneHT AN . Huskas unu * MacwTabupyemo pabotero AHs
i BbICOKas nonoca .
ISDN, Dial n « CIIOXHO Bbicokas
Frame Relay YNpPaBIATL nponycKkaHus 3alULLEeHHOCTb Teleworker
w
* HemacwTtabupyema * Huskasa nnu
[ - HewanexHo Bricokan nonoca
* Huskas nonoca . Il;lwgﬁaﬂcl(gm&ca VIP-
nponyckaHus pony COTPYAHUKM

Hauyano 90-x CepeauHa 90-x KoHew 90-x 2003 n cenvac



- 00000000000000__]
CpaBHeHUe TeXHOSTOrMu yaarieHHoro

AocTyna

CyuiecTByeT 2 OCHOBHbIe TeXHONnoru yaaneHHoro gocrtyna: IPSec u SSL. SSL — 6onee HoBas
TexHonorusi; oobIYHO Gonee AeweBas U obecneymBaroLwas ny4vywnm 4OCTyN ANA NapTHEPOB U
KOHTpaKTHUKOB (no cpaBHeHUIo ¢ IPSec). SSL obecneunBaeTt 6onee GLICTPYIO CBA3b, YEM

IPSec.

IPSec VPN

SSL VPN

= PacluumpsieT 3aliunLLeHHbIN OCTyn
ANsa «He-COTPYLAHUKOBY,
HanpuMmep, KOHTPaKTHUKOB U

= llnpoko pacnpocTpaHeHHas,
oTpaboTaHHasa TEXHOMNOrms

= XopoLwlo noaxoauT angd
pacLlMpeHHOro gocTyna
COTPYOHUKOB C KOpnopaTUBHbIMbI
KOMMNbloTEPaAMM

BPEMEHHbIX Cly>XallnX

ObneryeHHbIN gocTyn Ans
napTHepoB

ObecneynBaeT goctyn
‘oToBClOAY”, BKNOYas
HeJOBEPEHHbIE U
Heynpaensemsble K (MHTepHeT-

Kadoe)

CHmxaeT onepaLnoHHble
3aTpartbl, CBAA3aHHbIE C
knueHTtckmm MO



Cisco ISR vunu Cisco ASA kak VPN?

_
i I Cisco ASA 5500

---‘;I

= [1o3MUMOHNPYETCS KaK YCTPOMUCTBO
3awmnThl

= CoaepXuT nocrneaHne NHHOBAaLMOHHbIE
peLleHns No NpeaoTBpaLLEHNIO
pa3nU4YHbIX Yrpo3 1 atak

= MHOXeCTBO (PYHKLMIN OpraHn3auum
3alLMLEeHHOro yganeHHoro gocryna
(VPN)

= CneumnanbHbIW PYHKLMOHAn,

obecne4ynBaoLnin NPOCTOE NPOrpaMMHoe

oOHOBIEHne

[Mo3MUMOHNPYETCH Kak MapLUpyTM3aTop

CoaepXnT nocrneaHne ceTeBble peLleHns,
TECHO MHTEerpupoBaHHbIe C
WHHOBALMOHHBLIMWU PELLEHUSMW MO
©e3onacHocTu

Boratble pyHKLUMOHaNbHbIE BO3MOXHOCTU
No nocTpoeHuto mexxodmcHolx VPN (site-
to-site VPN)

MakcnmarnbHO 06beanHEHbI CETEBLIE
BO3MOXXHOCTU U (PYHKLMN 3aLLUUTLI Ha
ogHown nnatdopme

CneunanunsnpoBaHHble peLueHUs,
paboTarowime B NOOOM cueHapun BHeapeHUs




Cisco ASA vnu Cisco ISR ana SSL VPN?

Cisco ASA 5500 Cisco ISR Router

= KntoyeBoun npoaykt Cisco ans [lepBbIn MapLLIPyTU3ATOP B MUPE C

yaaneHHoro AocTtyna

SSL VPN

= OpueHTMpOBaH Ha Nnobon cermeHTe OpueHTupoBaH Ha SMB
— oT SMB g0 kpynHoro npeanpuaTus

Mcnonb3yeT caenaHHble MHBECTULIK

= [locTaBnseTtca Kak «4nctoin» VPN B MapLupyTM3aTopbl

nnm UTM+VPN

ASA 5500 ISR Routers

MacwTabupyemocTtb OT1 10 go 5000 ceccumn OT1 10 po 150 ceccun
®dyHkunm Clientless PacLimnpeHHble CTtaHpapTHble
®yHkumn Client PacLumpeHHble PaclumpeHHble
NHuTerpauns C3U JNngunpytowad Bbiwe cpeaHero
[MBKOCTb PacwupeHHas He npumeHnmo
BanaHcupoBka PacwupeHHas He npumeHnmo




Cisco ASA 5500

* MHOroypoBHeBbIW aHanu3 nakeToB U Tpaduka

* PaclumpeHHble crnyX0bl NpoBepPKU MPUIIOXKEeHUN N NPOTOKONOB

* KoHTpOnb ceTeBbIX NPUNOXEHUN

* PaclumpeHHas 3awura MynsTtumeana n rorioCoBbIX MPUITOXEeHUN

» 3awuTa oT ceTeBbIX YepBEeU U BUPYCOB

* OGHapyxeHue n cpunbTpauusa BpeaoHOCHOro Koaa

* TexHONOrnsl aKkKypatHoro npeaoTBpaLleHus U ynpexaatuiee
pearupoBaHue

» Koppensauusa cobbITU U ynpexaarollee pearmpoBaHue

* KoHTponb Ha 4 u 3 ypoBHe
* KoHTpOnb cocTosiHuA
* MTMGKOCTb NONMUTUK ANA NONb3oBaTesien, CeTeBbIX, MPUNOXEHUN

* He TpebGylowme BMmelLaTenibCTBa aBTOMaTUu4eCku O6HOBNSAeMbIN
yAaneHHbIn goctyn no IPSec

* M'Mbkue m 3awmweHHble cepBucbl SSL VPN

* MNoanepxka QoS, mapwpyTtusauum B VPN

* AHTerpupoBaHHas 3awmTa ot yrpo3 ans VPN

» Manas 3agepxka * Buptyanusauua cepsmcosB
» Paznu4yHasa Tononorua * CeteBas cermeHTauus
* Mopnepxka Multicast < MapwpyTusauus, pacnpeneneHue Harpy3Ku




Cisco SSL VPN: pacwunpeHHble PyHKUNU

[locTyn oToBCHOAY

HocTyn ¢ 6onblUMHCTBA NnaTtgopm

PaclwunpeHHagqa 3awmnTta 3awmTa
P L YnpaBneHue coeanHeHUs!

3alwuTa oo, B npoLecce 1 nocrne
OPDEKTUBHBIN KOHTPOSb
MOHWUTOPWHT N aHanNus3

OKOHEYHbIX
YCTPOUCTB

[lpocToTa ynpaBneHus

NHTYUTUBHO NOHATHLIN NHTEpdenc




Cisco AnyConnect Client

[ Cisco AnyConnect YPH Client E_|@|E|

= VPN-KNnMeHT, OOCTYNHLIN Ha
MHOIMX nnaTtgopmax:

Windows Vista 32/64-bit, Windows XP : L'I',_;::L;'
32/64-bit n Windows 2000

Connect to: |sslvpn.u:u:umpany.u:u:um v |
Mac OS X 10.4 (Intel n PPC) — |
Intel_based LanX Fazzward: | xxxxxxxxxxxx |

Windows Mobile 5\6 Pocket PC s (Web/PN-and VT vl
Edition

%, Connection | € Statistics | =4 About

= CTaHOapTHbIN KIMUEHT N A
aBTOMaTML-IeCKM CKaqMBaeMbIM Cupumgg;tis'?al:e:lnfurmatiunc nnnnn ted Adglgiﬁs Information 10.21.104.28
epes pnepner ETmE e

ABTOMaTU4YECKOE OBGHOBIEHNE Peres elle
Sent: 220 Posture Assessmen t
Received: 2277 Last Performed: 2122007 10:07 AM
= CTapT OO0 BXo4a B CUCTEMY T W




CpaBHeHue VPN-knueHTOB

' : Cisco SSL VPN Cisco AnyConnect
SRV L Client VPN Client
DTLS, SSL
[MpoTokon IPsec SSL (HTTPS) (HTTPS) - Auto
CpegHun pasmep 10 Mb 400 Kb 1.2 Mb
ABTO3arpyska ABTO3arpyska
YcTtaHoBKa PacnpeneneHune
PacnpeneneHune PacnpeneneHne
Tonbko Ansa Tonbko Ansa
Mpaga n NHCTaNNAUnm NHCTaNNAUUm
a
aaMUHUCTpaTopa (Stub installer (MSI gocTtyneH —
OOCTYreH) Windows)
OK/XP/Vista 32-bit, gfgg AEEEE &
Moonepxka OC Linux, Mac OS X, 2000/XP oS X Win d,ows
Solaris UltraSparc 5008 Server
[Nepes3arpyska Het Ma Ma
nocne yctaHoOBKa
Head End ASA/PIX/3K/IOS ASA/3K/I0S ASA/IOS




CpaBHeHune VPN-npoTokonoB

HTTPS/SSL DTLS/SSL IPsec / IKEv1

BrioknpoBaHue Ha Uepes TCP
MC3 fa R tunneling
CoBMECTUMOCTb C
NpoKCn-cepBepamm fa RN RN
Bbicokonpoussoante
NbHbIA TPpaAHCNOPT e fa fa
FEEEIEER He npumennvo | HTTPS/SSL (TCP)
NPOTOKO/
Mopaepxka QoS
(DSCP Preservation) e SeRlee fa
MNopooepkka A

Anep [a a (IKEv2/Mobile
MOBGUNBHOCTY IKE)
TparcnopT TCP UDP =R 25 aKe
LleHHOCTb Ang $5S $$S g

knneHTa ($$s)




Cisco Secure Desktop

PaboTtaeT c rocteBbIMU NpaBamMu
He TpebyeT nonnHOMoOYMU agMUHUCTpPaATOpa

Hardware resources
/ Whaiisas, K ey-aand, R, Napwork, COROM, USHE, Jaund card, Flapey dHk..
##1 Windows 2000 or XP Cisco Secure Desktop
m;mmmhm ,ml:lhﬂﬁ -

Original User Desktop
Wpdbing i moathed o fhe srigival deskiog

Temporary CSD Desktop

SRCL ot Sl i acous 80 bardwians aod
SRS ressurces. AN SR 5 ERTnTied on he iy

Windaos Intemsi
ERplerer Explorar bk

e

N il Inerned
Explares Explerar




PacwupeHHas 3awumTa MK

= Cisco Secure Desktop (CSD) EC Microsoft [
nogoep>xXmBaeT COTHU SOPHOS  tyMcAfee
npeayCcraHOBJIEHHbLIX
NPUNIOXEHNN 9 symantec.
AHTUBUMpYCHI, anti-spyware, th
nepcoHanbHble MC3 n ap.
* 4 OCHOBHbIX QPYHKLINK Aﬁim, .
Host Scan (WindOWS) r-suun:‘. Wit
Advanced Endpoint Assessment V R
Secure Vault (Windows 2K/XP) M Ahnlab @ bidefender
Cache Cleaner (Windows, Mac GRISOR ok PrevX
OS X u Linux)

() sunbelt Software



CoO6cTBEeHHbIe NMPOBEpPKH

onfiguration » Remote Access
. I_I Oﬂﬂe p)l(M B a e M bl e Windows Location Settings
I-I p O B e p KM Below is the pre-login decision tree For the Windows Locations, Additional checks can be inserted by clicking the + symbol at the

beginning of a node. Checks can be removed by selecting the node and pressing delete. Leaf nodes can either be set to "Login
Denied", a Windows Location, or link to a subsequence.

[MpoBepKu peecTpa

npOBepKM ¢al7”-|OB -— —iWindnwsVersinn? [oin 2

[1poBepkn cepTnUdOUKaTOB

[MpoBepka Bepcumn
P P P [ 216 iy > | Certicate Check? | Subseruence: Company Asset |
WI n d OWS Failure _

[MpoBepka IP-agpecos

[Company Aeset >—— [P Adioss ok | 2225

= Busyanusauuga e
obnervyaer
KOHJourypupoBsaHue u
CHMXKaeT YMcrno owmnbok




YTO0 nocne npoBepkn?

G - o
e ey D webveN service
GODS].E E\__C_:_V:a\":\".i\'._)doukc - H"__/ c I s c D

w |-@SSL wusew! File  Edit
—_—

@ Settings~

e »
Iﬁ‘Page ~ i Tools ~

- I

N -
cISco B

guage: | English w

Web Login denied. Your emvironment does not meet the access
B o criteria defined by your administrator.
g File s
FPlease enter your username and password.
58 Apnl - R S
%ﬁ‘ AnyC USERMAME: | |
NE e PASSWORD: | |
.2| Mata GROLIP: |Bteve-TunneI-Grnupj

B i
vg Term Login |
ﬁ Telnevoon oevers

2 Help




[Nonb3oBaTenbLCKUN nopTan

= [locTyn K OTAEnNbHbLIM pecypcam

%3 851 YPN Portal - Mozilla Firefox

File  Edit  Wiew History Bookmarks Tools  Help

G- @ D mporsmn a1 [ | = HoBbI gu3anH noprtana

E -
5} Home address [ntp ] | Arowse | Logout £ J-IOKanM3a L"Mﬂ
Gﬁ. Weh Applications ERE;IH
@ Browse Metwarks | Hen® cifaﬂﬂ. h | RSS
b T,
?\% Application Access |_ F_Il_l:cﬁ: rt'IJpHI; Htation Folder 2]
LECMM aey, priatian Folder
;‘J_, Terminal Servers . Sharerelnet:ﬂ
E TelnettSSH Servers + Froles I_IepCOHan bH ble 3a KnaﬂKM
E VNG Connections ] | Terminal Servers Bookmarks = |
Y e rop-server2 g A C Cl .
— J. — P Hoctyn ¢ AnyConnect Client
k. \Web Access
@ File Access
P PR - = Noctyn k cpaitnam (FTP/CIFS)
C@ Weblaunch Using Sun Java for
LA T - I‘I FI h
g, oaoAaepiKKa rias
- 3ava Detection

G rome asross [crei ] oo s | Cormmee ] Lonout 69 - I_I

@:Eb:m“ F XN O 3% N i b W - Oﬂﬂe p)KKa y,D,aJ'I e HH O rO

% R BT | yrnpaBrieHusi Yepes telnet, SSH,

1 10 vsec-archive File Folder 8/26/103 11:09 PM

- File Folder B/26/103 04:55 AM
File Folder 8/26/103 05:12 AM
File Falder 8/26/103 04:41 AM
File Folder B/26/103 03:42 AM
File Folder B/26/103 05:12 AM
File Folder 211104 12:01 PM
File Folder 8/26/103 02:46 AM
File Folder 8/26/103 05:20 AM
File Folder 8/26/103 02:08 AM
File Folder B/26/103 02:12 AM
File Folder 8/26/103 04:40 AM

RDP n VNC

= [lepeHanpaBrieHne 3anpocoB
Ha goctyn K Windows-
npunoxeHmam (Smart Tunnel)




JJoCcTyn K pa3fnuU4yHbIM pecypcam

= ObecneymBaeTcs OOCTYN K web- 1 TpaguLMOHHbIM

NPUIoOXeHUsIM Yepes bpaysep

= TexHonorusa Smart Tunnel obecneunBaet goctyn TCP
NPUIOXKEHNAM

He TpebyeTcs nonHomounn agMmuHmuctpartopa Ha lNK

S=1e

£ $5L VPN Portal - Mozilla Firefox

F T I P P

File Edit ‘Wiew History Bookmarks Tools  Help
<E| - - @ | | hteps:iivour server com j|"| [}*] '*| |4\]
- | F
@‘ Home g
Address | hitpor jl Browise I Logout Q
Q& Wb Applications hitp:ir
ek B hHps: |
@ Browise Metworks cifsdi
3 ftpir
File B =
@ Application Access I: relpif , |
= Techn . ntation Folder
- schuf
4. Terminal Servers » Shareltelnets
s Projeckbs
ﬁ Telnetr35H Servers
: Terminal Servers Bookmarks = |
Y Connections |
@ :I- rdp-server-2 g




[JocTyn K hannoBbIM pecypcam

‘ = Home Address | cifsdl s | lu-filer0l afwg-v [Browse | Logout
Wieh Access . —
T PAXEK T3S K Crmeran b e
PMame - | Size | Type | Date Modified | |
(g NetworkAccess 1) vsec-apps File Folder 8/25/103 11:13 PM
P Help | vsec-archive File Folder 825103 11:09 P
g ) weac-customer-support File Foldar BA2RM03 0455 A
2 |2 vsec-docs File Falder 826103 05:12 AM
i # | wsec-eng-qa File Faolder 8/26/03 04:41 AM
‘ 2 |20 vsec-eng-software File Falder G3/26/103 03:42 A
2 |2 vsec-finance File Folder /26103 05:12 AM
| E| 2 |2 wsec-farmulal File Falder 211104 12201 P
‘ o |2 wsec-hardware File Faolder 8/26/03 02:46 AM
2 | wsec-interim-builds File Falder /265103 05:20 A
2 1) vsec-mfy File Folder /26103 02:03 AM
2 |2 vsec-release-archives File Faolder 826103 02:12 AM
| wsec-techpubs File Falder 8/26/03 04:40 AM
W

Daone sjc.cisco.cam ﬁ




Smart Tunnel — padboTa npnnoxeHunn
yepe3 SSL

B Cisco ASDM 6.0 for ASA (Beta Release) - 10.53.68.28 M=E

File ‘Wiew Tools ‘Wizards ‘Window Help Search:

- AINL
@] Home E‘ Configuration @ Monitoring | B S @ Refresh | o Back. O | ? Help| I lclls'clol

Remote Access VPH o & x Configuration = Remote Access VPH - Clientless S5L YPH Access > Portal > Smart Tunnels

= ' A _ . .
=D Metwork (Client) Access — Configure Smart Tunnel lists for application access.

A

5

% ||| =-[8 dlientless 551 YPN Access

‘E’ This parameter is enfarced in either a VPN user or group palicy configuration,

(]

"u—u_.l‘- —

i & add| (3 Ed [ Delete

[| : List Mame Application Mame Application Path Hash
— Cuskomization Outlook-Express MmN, e

Configuration Object Management tus-Sametime conneck,
Remote_Deskkop msksc.ex

B Add Smart Tunnel Entry

(ﬁg Device Setup Application Mame: | Lotus-Samekime |
El_%;, Firewall Application Path: | connect, exel |
Hash: | |

(0] 4 H Cancel H Help ]

Configuration changes saved successfully, rdavies 15 ) @ 14/01/03 13:37:05 GMT/BST

4%




[NonHasa noapepxkka Citrix

Port Forwarding 00000
00000

3arpyska annneta - {
Joooo
uoooo

" MepneHHas 3arpyska, Citrix Server
KoHnukT ¢ MO, 6pay3sep Microsoft Office

6nokupyet annnetr Mainframe Access

Tunn4yHaga nopgaepxka
Citrix SSL VPN

uooon
uooon
uooon
uoogo
uoooo

=

Citrix Server
Microsoft Office

Mainframe Access

_
MonHan

noggepxka
Citrix

NMopaepxka
Cisco Citrix




TepMUHanNbHbIN JoCTynN

B Cisco ASDM 6.0 for, ASA (Beta Release) - 10.53.68.28

File W%iew Tools ‘Wizards ‘Window  Help Search: i | I i I |
~ L] L] ]
B . . s S
Hame | &% Configuration| [ ] Morit |L35 @RFh|°Bk ] | HI|
@ ome | €37y Configuration onikarinig ave efres ac ? Elp cCIscCO

Remote Access YPH o B Configuration > Remote Access YPH = Clientless S51L YPH Access > Portal = Configu...
.,_

E

Import protocals as plug-ins bo the 854 Device, The imported plug-ins can be used as
protacals (ssh, rdp, wncd in the Clientless S50 YPM Portal,

L:__I E_ Portal

- g Import | [ Export ﬂ Delete

Client-Server Plug-in's
kelnet,ssh

| ] Device/Context List

H =] iCustomization

EI Cu:unflguratu:un Ob]ect Management

Flug in Mame: | ials |

File Mame: | A TFTP-Rootvnc-plugin. jar | [ Select File. .. ]

I Impark Mo ] [ Cancel ] [ Help ]

Configuration changes saved succes, ., rdavies 15 19/01/03 17:22:11 GMTIEST

»
-




NMoapnepxka VNC/RDP

Microsoft Internet ===l
| File Edt  wiew Fovorites  Tooks  Help | o
| @eack - 3 - [¥] [2] m| 0 search cFavorites €2 | Ca- il L E & 3
| address [&] https://50.0.1. 7]+ CSCO-00756 767636632 2722637 9687476616626 ++/vnc/index. himlPkarget—vnc 7 3%, 2F %2F 172, 16.1.34

(= =0 |JLinks B
Y=

VT connection will open in a popup window.
Please don't close this page or go back to the portal page until you are finished with the VI session.

Click here if you want to open another window with the portal page.

Cliphoard Send Ctr-Alt-Cel | Refresh

t. Manage Your Server

Manage Your Server

Search Help a

Default Gateway -

Tools and Updates
Ethernet adapter UMware Managing YOour Server Roles

Connection—specific Use the kools and information Found here to add or remove roles Add or remove 3 rale Administrative Tools
é bﬂdd B and perfarm your daily adrministrative tasks. More Taols
ubnet Mask . . . .
Default Gatewasw . . @) Read about server roles Windows Update
Ethernet adapter Local ) Read about remate Computer and Domain Mame
adrninistrakion InFormation
Connection-specific *our server has been configured with the Follawing roles: Internet Explorer Enhanced

Subnet Mask . - - Security Configuration

Default Gateway - - File Server

Ethernet adapter Local

File servers provide and manage access to files. See Also

Manage this File server
Media State - .

Add shared folders Help and Support

Review the next steps for Microsoft Techhet
this role Deployrent and Resourcs Kits

Ethernet adapter Local

LY

N List of Common Administrative
# Application Server Tasks

windows Server Communities

Application servers provide the core kechnologies required o ; ot
build, deploy and operate %ML Web Services, Wweb =] 2232?9 this spplication What's Mew
applications, and distributed applications. application server Strateqic Tachnology Prokection
technologies incdlude ASP.MET, COM+-, and Internet € Read about application o gl ¥
Infarmation Services (115), servers rogran
@) Read about Web Interfacs
For Remate Administration
of Web servers
1 |
@ BOPIEE YncviEsrer started T T T T [= [&F Trusted sites

@istart| |G @ O WS & 2@ & | B Estwinpowsisyst... | B8] Dacument1 - Micros... |[ & 3 Internet Explo... - | Address [&] hitps:/750.0.1.7/

B [ @ 20z




- 00000000000000__]
NMNoapepxka Telnet/SSH

2 htips:#ripf+CSCO+0075676763663a2f2f2e637968747661 6626+ + fielnetfindex. himPiarget=telnet:#/10.5... [ |[B]EX]

LD
Y oumav need to click in the applet to give it the mput focus before wou can statt trping.

Current conficaratiorn:

|

localtime

= w-tCimezone

——More——

Trying 10.53.68.30 telnet ...

]




JIlokanu3auuna nHtepdenca

File Edit View Favorites Tools  Help
eﬁack v \,_J @ @ h f_} Search ‘“E:l:( Favorites @ [_‘\:v :F _J ﬂ 'ﬁ

Address |@ htkps:f funicarn-asal . cisca, camf-+HCSCOE +flagan, kel A | Go Links ” @

Y_l' - QZ'| b |Search web v b Upgrade Mow! = &F [T~ €~ @ | (& Get vahoo! Messenger controls~ ([ Bookmarks »

o], WebVPN Service
CISCO

Language | English

FE (Chinese)

B & (Japanese)
Pycockrid (Russian)
YEpaiHCceKa (LUkrainian)

Flease enteryour username and passwaord.

USERMAME: | |

PASSWORD: | |

A i_ll Limkr zoalk




[MepcoHann3npoBaHHbLIN NOpTan

HacTtpanBaembin HacTpanBaembie
6aHHep 'éll's"cL;' WebVPN Service 4 coobLweHus
X —
\ ;
@ HIBwE Addresslhttp:ﬂ jl \ Browse | Logout Q
@b Weh Applications \
HacTpanBaewmbie WWeh Bookmarks \ = |
MeTO bl OCT na @Browser\letworks « Outlnok O 0
Abl A y 2 Help s StockLinks ig
& Ordering Applications 15|
s Company Intranet |
4 » Citrix Server g
| [ File Folder Bookmarks AN \ = |
e Technical Documentation Folder
e« Shared Falder
s Project Folder
HacTtpanBaewmbie HacTpanBaembie
CCbIJTIKHU, AOCTYNHbLIE uBeTa U pasaesnbl
ceTeBble pecypchbl noprana

RSS-kaHanbl



BupTtyanbHaa knaBuaTtypa

. OCHOBHoe .aps'l].,.-"+,.-"Il:lhtnMil:rDsuft Internet Explorer Tlg:l"il
_ | Qeeck ~ € - [x) 2] @0 P search iFavorites € | (2 B L& & 3
Ha3Haqume | Address |:g"| https: /f20.0. 1.7 /+CSCOE-+lagon . html xl e ““"'ks i
3alLNTUTBCA OT
nepexsaTymKkoB
BBOJA C
K.rl a B M aTyp bl Usemame [webvan
Password | --------

[ Group i
Moxer Bbrrs (R e
MCnoJb3oBaHa eLL LT L L o]
Ha MoBo EO0C 0000 NS EN
CTpaHuue, rae
TpebyeTcs

BBECTU Naposib == (L B



JononHuternbHbIe 0OCOOEHHOCTU

* [Togaepxka Group/User-to-VLAN mapping

* PacwimpeHHble mexaHnambl AAA
AyTteHTndumkauma Ha LDAP, RADIUS n T.n.
BcTtpoeHHbin Certificate Authority (CA)

SAML Single Sign-On (SSO) coBmecTHO ¢ RSA
Access Manager (6biBinim ClearTrust)

= APl gnsg nHTerpauum ¢ BHELLHUMU
cuctemMamm

KoHTposnb coeanHeHun, nonyyeHue cratyca,
pa3pblB COeaNHEHMNA

= Cisco IPSec VPN-knuneHT BKntoyeH B Apple
IPhone



PaclunpeHHad
3awuTta

NPUNoOXeHnn
yOarieHHoro
gocTyna




[loHMuMaHMe yaaneHHbIX NoNb3oBaTesien

= Kakne npunoXXeHus Hy>XHbl Ans
paboThbI?

Web-cepsuchl (Bkntovasa Web-nouty)
ToHkun knneHT (TCP)
[TonHbIN ceTeBOU OOCTYN

= OTKyga OHM MOryT nosiyyaTtb 4OCTyn?
KoHTponnpyembie KOMnaHnen KoOMMboTeps.l
HeKkoHTponupyembie KOMMNbIOTEPDI
NHTepHeT-kade

= Kak gonro nonb3oBaTellb MOXET
ocTaBaTbCH «Ha CBA3U»?

24x7 vnn B Te4eHne busHec-4acoB
OrpaHn4YeHHbIN Nepmnoa BPpEMEHM




- 00000000000000__]
Kak meHAl0TCA TpeboBaHUA

NPUNOXeHUNn?

YaaneHHble Nonb3oBaTenu TPebylT AoCTyNna K TeM Xe
NPUNOXEHUAM, YTO U COTPYAHUKN LieHTpanbHoro oduca

CpeactBa
COBMECTHOM

aboThblI | Buaeo-

"SIl KoHdbepeHuun
Tpansakuum | t

Web- » | - Video-on-

Demand

E-mail

&\

.! .4
. ¥

B

TPEGEOBAHMS NONb3OBATENS P>
oo
g

)|
A

\
) ..' <

[OCTYN NPUNOXEHWA my




3awuTa IP-TenecoHum

Npeponpusartue

Microsoft Presence

8(
ﬁ/

Server

fin

Cisco Unified

Presence Server ™

M

ASA Phone Proxy

Cisco Mobile Communicator

&

- o (D

pl A

Cisco SSL/IPSec VPN Solutions gns
HafOMHbIX PaGOTHUKOB

2

Mogoepxka SIP,
SCCP, H.323, MGCP

3awuTa ot SIP-aTak,
BKntoyaa Rate Limit
SIP-3anpocos

KOHTpOIb 3BOHKOB
(whitelist, blacklist,
aboHeHThl, SIP URI)

= [NnHamunyeckoe

OTKPbITUE HYXHbIX
NMOpTOB

3BOHKN TOJbKO A5
«3aperncTpupoBaH-
HbIX» TenedoHOoB

NHcnekunsa
3anpoBaHHbIX
3BOHKOB, BKIo4Yas
curHanusaumio
(SRTP/TLS)



Cisco ASA v yHucmunpoBaHHbIe
KOMMYHUKaLUW

LB
=
=g
STANEY
| X
\

AWa L
e
| =00

ROHTpPOmNb
3BOHKOB

NHdopacTpykTypa

 SIP, SCCP, MGCP, H.323 « MMpepoTepalleHne

> KOHTpOJ‘Ib N NMHCNeKun4a

* [MoHnmaHme noToka n
3aroJioBka 3BOHKa

e 3awwuTta ot DoS-aTak

* TLS Proxy ans
3almngpoBaHHoOm
curHanusauum

* NAT/PAT

KoHTponb OTtpaxeHue

aoctyna

cepsucos ans UC

. CI/IFHaTypr And aTtak Ha

+ VPN ansa ronoca/Bnaeo
(V3PN)

* [MpepoTBpaLleHne atak
«nepenonHeHne
Oydepar

yrpos

CeTeBad
nonuTuka

Endpoints
MHcnekumsa RTP/RTCP

SIP n SCCP Video
Endpoints — IP phones,
VT Advantage, Cisco
Unified Personal
Communicator

Monutnkm -
paspeLunTb/3anpeTnTb
3BOHKU C
He3aperncTpupoBaHHbIX
TenegoHoB, abOHEHTOB,
whitelist, blacklist

3awuTa
cepBuUCOB

[MpunoxeHus

* WHcnekuyus

SIP/SCCP/CTIQBE/TAP/
JTAPI

KoHTponb goctyna un
nHcnekumsa ans - Cisco
Unity, Meetingplace,
Presence, Cisco
Telepresence, IM over
SIP, Microsoft

TanmayTbl ons
ayauno/Buageo-
coeauHeHnn

LLindpposaHne

Buaeo & ronoca



UHTerpaumsa sawmTHbIX PYHKLUUN

MpuknagHon MC3 n KOHTpOsb focTyna e o OTpaxxeHue yrpos
KoHTpOnb NpunoXxeHum O6HapyxeHue BI1O
KoHTpornb goctyna no nons3oBaTtensamM/rpynnam OGHapyxeHue Yyepsei
OBHapyxeHne aHomarnui B NPOTOKONax O6HapyxeHune
5 dunbTpaums ¢ KOHTPONEM COCTOSAHMUA LUMWUOHCKMX NporpamMm
YnaneHHbIn
ﬂo‘\%’g YepBb/ \ 2 /
no Bu c _—— (NP }
‘ = (& _‘_ L 2 —‘ .-_-_-.rﬂl <
«Yy ,
npunoxexwune ASA 5500 7S \/—@“
BcecTopoHHsis 3awmTa MK To4yHOe NnpUMeHeHue NONIUTUK

KoppensauMoHHbIN aHanus B pexume
peanbHOro BpeMeHu

Pacuyet penTtnHra pucka
BnokupoBaHue atak

3aBepLUeHne onacHbIX CeCcun

MpeaBapuTenbHas oueHKa
OTpaxeHune BpenoHocHoro MO
3awmTa gaHHbIx/ceccui
OuuncTka namMaTy nocne ceccum




[pyrne
TpeboBaHUA Mo

3awmTe
yaaneHHoro
gocTtyna




YTO Takoe KOHTpPONb AOCTYyNa K ceTn?

Al

Ucnonb3oBaHue ceTu ana obecnevyeHns BbINONMHEHUA TpeboBaHUN
MOSIUTUK NO COOTBETCTBUIO COCTOSIHUA NMOAKITHOYaOLWMXCA YCTPOUCTB

U OH/oHa aBTOpUM3OBaH/aBTOpM3OBaHaA?

0 Kakyro ponb oH/oHa nony4aet?

U KTo nonb3oBaTtenn?

| And you are?|
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YCTpPOMCTBA NnepeBeAeHbl Ha

UlNonutuka yctaHoBneHa?
KapaHTUH?

U HecoorBeTcTBYylOWME

=L
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74

ucnpasneHue MS?
Q Ectb A/V unu A/IS?

S

U B AgaHHbIN MOMEHT

paboTtaeT?

U EcTb HeoOXoaAMMOCTL B

natye?

o
A
T2
o 4
2 3
c X
: §
03
a4 0
0O o
s I
Q0 q
(o}
o6
Ol
aad

A”
3
=

S
©

&

U MaTty goctyneH?
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Bo3MOXHOCTb AOCTyna onpeaensieTcs

cooTBeTCTBMEeM CoCTOoAHUA
CHavana yctaHoBUTE NONUTUKK OOCTyna. 3aTeMm:

[MepeBoa B KApaHTUH U N30NALUS

*  M3onaums HeCOOTBETCTBYOLLNX
YCTPOWCTB OT OCTasIbHOW CETH

AyTeHTUdMKauuns n aBTopmsauus

» [lepeBog Ha KapaHTUH Ha 6ase
MAC- n IP-agpecoB Ha ypoBHe
nonb3oBaTtesnen

[MpoBepka 1 oLeHKa O6HoBNEeHME 1 neyeHne

HET COOTBETCTBUA = HET AOCTYINA KCETU



PacwunpeHHan 6e3onacHocTb 1K
¢ Cisco Security Agent

= Cisco Security Agent
NOBbILLIAET 3aLMTY 3a CYET:

3awunTbl ot 0-day-aTak, 6a3mpysch Ha
nosegeHnn OC 1 NPUNOXKEHNN

KoHTponsa copepXXmumoro nocrie
pacwmdpoBaHna nnun o
3awmdopoBaHus (Hanpumep, SSL,
IPsec)

KoHTponsa gocTtyna K yctpouctBam
BBOoAa/BbIiBOAa, 6a3npysicb Ha
npouecce, MeCTOMNOMNOXXEHUN B CETU U
cogepXxumom dpavna

LleHTpann3soBaHHOro ynpasrieHUs u
MOHUTOPUHra cobbITUn

B3anmogencrteume B pamkaxSDN c
OPYrMMU peLleHNAaAMUN, TaKUMK Kak
NAC, IPS, QoS, MARS, VOIP n T.a.
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Uctopua: 1999 ron

= C poctoM VIHTEPHET 1 WwnpokonosiocHoro gocrtyna AT
Ha4YMHaET NPOEKT Mo opraHM3aunm yganeHHoro
LLIMPOKOMNOJSIOCHOro A0CTYyna Anga COTPYAHMKOB C psaoMm
ornepaTtopoB CBA3N

= [ maBHas npobnema: MHOXXeCTBO NOCTaBLLMKOB,
HEenoJsIHOE NoKpbITNE

Hawa uenb - obecneunTb Nyyllnim cepsuc ansi Bcex
COTPYLHWKOB MO pa3yMHOW LieHe

= Rhythms NetConnections 6bi51 BIOpaH ans
obecneveHuns 3awmuieHHoro xDSL-gocTtyna ong
coTpyaHukos B CLLA
CepBuc Rhythms DSL 6b1n adodpekTnBHbIM «4acTHbIM" DSL

CepBUCOB, NpeagnaratoLwmm npsimoe BUpTyanbHOEe CoeanHEHNE
C KopriopaTnBHomn ceTbio Cisco



Kpusuc yoaneHHoro gocryna

= AsrycT 2001: Rhythms NetConnections obaHkpoTuncs;
b6onee 9000 coTpyaHUKOB oKkasanucb 6e3 gocryna,
paHee obecne4ynsaemoro ¢ nomouibio Rhythms DSL
service

3apgada — obecneuntb goctyn 9000 coTpyaHMKOB 3a OAUH MeCsL

* 13 onbiTa AT 3Hanu, 4yto murpauua Ha opyrom cepsuc
obonaetcsa gopoxe n notpedyet B 10 pas dbonbLue
4YenoBEYECKNX PECYPCOB, YEM ObINO B HANNYMK



VPN-pelwieHue

= Kpusuc yganeHHoro gocrtyna 3acrtasun T 3agymatbca
O ApYyrnx BapuaHTax

* I3 MHOX€ecTBa cLeHapueB bOblfia BbibDpaHa HoBas
Monenb:

[Monb3oBaTenbckas mogdernb Ha 6a3e nporpammHoro VPN-
KIMeHTa

[Monb3oBaTenb cam BbIbMpan cnocod NoaKnYeHUs K CETH
(GPRS, CDMA, Wi-Fi, DSL un T.4.)

Cisco onnayvMBaeT Noakto4eHMe K oriepaTopy CBA3Y

Cisco IT obecneunBaeTt n nogaepxunsaet VPN-coegnHeHmne
yepes IHTepHEeT-WM3 B KopnopaTuBHYO ceTb Cisco



BnvusaHune Ha On3HecC

= POCT NpoayKTUBHOCTM

YaaneHHbIW OOCTYyN O3Ha4aeT
BO3MOXXHOCTb paboTaTb 13 aoma
nnu B gopore. [nsa MHornx
nornb3oBaTenen 3To 3HAUUT

yBenu4yeHne npoaykTMBHOCTU Ha
10-40% B OeHb

= POCT yooBNeTBOPEHHOCTH

CoTpyaHMKK HaxoaaT 6anaHc
Mexay paboTon u ceMben, NMes
BO3MOXXHOCTb NOAKOYATLCS K
KoprnopaTuBHOU ceTun B ntoboe
BpeEMA.

B 2001 Cisco® umerno 9000 DSL
rnonb3osamerseu, a 8 2003 ux
cmariio yxe 23,000.




BnvusaHune Ha On3HecC

= [[mobanun3auus

[ nobanbHas koMmnaHus JoSmkKHa
npenocTaBndaTb 3PJPEKTUBHYHO BO3MOXXHOCTb
paboTaTb BCEM COTPYAHMKAM, HaXoOALWMMCS
B pa3HbIX YaCOBbLIX MOsACax, B pa3HbIX TOYKax
3eMHOro wapa.

|

= [MOKOCTb

YpaneHHbin goctyn obecrnednBaeT rtbKOCTb BO BPEMSA KPU3NCOB,
annmaeMunn, kKatactpod u T.4.

* [loggepkka

T.K. 6ONbLWMHCTBO cOoTpyaHMKOB Cisco ncnonb3ytT cODCTBEHHOE
NOAKITIYEHME K ornepaTopy CBA3U, Mbl HE TPaTUM YCUINSA Ha

nogaepXky n pasbop npobnem, cBA3aHHbLIX C MOAKITHOYEHUEM K
NHTepHeT



3aknodyeHue




YHndumynpoBaHHbIin goctyn ¢ ASA

AyTteHTudunkaumsn

LlUncpoBaHune
CooTBeTcTBME

oot g

OObIYHbIN MoOunbHbIE
IPsec YyCTpOUCTBa

‘ | B
| ucC/ =

SSL DTLS

Client
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Bonpochb!?

[lononHuTenbHble BoNpockl Bbl MoXeTe 3agaTb NO 3NEKTPOHHOMU
nouyTe security-request@cisco.com
nnun no tenedgoHy: +7 495 961-1410
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