. headtechnology

it-security

lIronPort — 3awuTa
KopnopaTUBHOM
SNEKTPOHHON MOYTHI.

Web-6e30nacHOCTb.

Cepreu [lyrapés, pykoBoauUTESb HanpasieHns
IronPort, 3amectnutenb gupekTopa KomnaHum
XeartekHonomku (YkpauHa), anctpubbrotopa

IronPort Systems
(I) IRONPORT
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PewweHus IronPort ana obecnevyeHus
6e3onacHOCTU Ha NnepuMeTpe KoprnopaTUBHOW CETU.

e HauyanbHaa naesa. co3gaHne ObICTPENLLETO U
CUNbHEWLLErO cepBepa And NovYToBOro LW3a;

« PacnonoxeHue wtab-kBapTmpsbl lronPort Systems:
CLWA, KanndgopHua, CunukoHosaga [lonnHa

e [ 0a ocHoBaHusa: 2000. @ IRONPORT



lronPort — A CISCO Business Unit

InfoWorld .

Cisco to buy IronPort for $830M

Company expands security portfolio with IronPort anti-spam, messaging hardware

®
@ | Go to network site
SITE NETWORK Vendor Gona

Offer

White Papers || Newsletters

IronPort played hard to get with Cisco
Computerworld Australia 1/9/07
Merger Acquisition B UY

Cisco Systems Divestiture

By Paul F. Rober|
January 08, 200

Cisco Systems

Ironport: expensive but strategic @glﬂeniﬂ Lynch
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CeTtb IronPort SenderBase®
[lepBasi n camasi boribLuas cucrema pernyraym

"no6anbHbIA MOHUTOPWHE MOYTOBOrO ... pe3ynbTaTsl paboTsl
n Beb Tpadmka
T i il i cram, roiMaHHbIA ¢busibTooM perlyTalymnmn

80%
50%

BorderWare 40%

KoHTtporimpymsie cetn

- 120,000
4,000
BorderWare 8,000
JIN4epcrTBo 110 3alynre or HoBbIX
< BUpycoB
120 000+ ceTeit 4
5 OOO OOO OOO+ 3a|'|pOCOB B O€EHb McAfee, Symantec, Sophos, CA, F-Secure, ...
150 I_Ia pa MeTpOB * GIiOOS —6/2006. 175 outbreaks identified. Calculated as publicly published signatures from the listed

25%+ munposoro Tpadmka

@ IRONPORT

Source: www.ciphertrust.com and www.borderware.com, August 6, 2006



CeTtb IronPort SenderBase®
[lepBasi n camasi borsibLas cucrema peryraymu

KombuunpoeaHHet aHanus Web » E-mail Tpaduka .

/ h'ﬁ)“\\
IronPort's
SenderBase

PPPP S A L L

IronPort EMAIL IronPort WEB
. Security Appliances Security Appliances

= [lpocmoTtp kak E-mail, Tak m Web Tpaduka pe3ko yeenuuueaeT
BEPOATHOCTE ODHApYHEHNA

- -B3% cnama & 80% ocbwed noutel cogep=at JRLs
- - Email — 370 ocHOEBHOM BEKTOP pacnpocTpakedwa Web-based malwars

@ IRONPORT

Source: www.ciphertrust.com and www.borderware.com, August 6, 2006



SenderBase’
LlaHHbIEe UMErOT 3HaYeHne

[MapameTpbl
* OTYETHI 0 Xanobax

° nOByIJJKVI Ansd cnamMa

* [laHHblE O CTPYKTYpe
coobLleHus

» [nobanbHble paHHble
* Cninckn URL

» Cnucku
CKOMIMPOMETUPOBAHHbIX
XOCTOB

* Web-" naykn”

* YepHble 1 Genble cnucku
IP

* [lononHuTenbHblE
AaHHble

[lpeooTBpaLleHue yrpos B
peanbHOM BpPeMEHHU

[aHHble AHanus aaHHbIx/ .SF;?\H eTraéJ'aMsﬂe
SenderBase mMoJenupoBaHue oT -10 go +10
GesonacHocTH

LIJI/IpOKVII/I CﬂeKTp aa bIX O1A BbICOKOVI
TOYHOCTHU penyTau,MM
(TI) IRONPORT



UYem noarBepkaaeTca nuaepcTeo
B JaHHOW obnactu

ciIsco o
Dvanme CNN  ING ) sony
lf f_\nmsdmrBani(
NetApp @ csc

||||||

SIEBEL.  Whirdpo |oiBlue
UG
smazoncon  Verizon  []

<& Sprint.
% Liberty
Mutual

[FERTFEL.

/4 AOL.

DellL

Messe
Frankfurt

!

18
YIACOM
e-on

APPLIED
MATERIALS.

XAetna

@.Emedia.oom-

[MoaTBEpPXKAEHO aHaNUTUKaMM

— [lo pesynbTatam aHann3a KOMMNaHWA:
Gartner, Meta, Radicati, IDC, Forrester,
Bloor

[MoaTBEPKOEHO KNMMEHTaAMMU

— O6cnyxuBaHue 52 13 100 KpyrnHenLwmnx
KOMMaHun B Mnpe

— ObcnyxuBaHne 12 n3 15 kpynHenwmx
npoBangepos

— Ob6cnyxuBaHue US Armed Forces

[MoaTBEpPXAEHO TEXHONMOrNAMM

— [lepBble ¢ COBCTBEHHbLIM pa3paboTaHHbIM
BblcOoKkonpoussoguTenbHbiM MTA

— [lepsble ¢ PenyTaymoHHbIMU ounbTpamm
— [lepBble ¢ AHTUBNPYCHBLIMU (hunbTpamm

[logTBEPKOEHO BO BCEM MUpE

— [lpucyTtcTtBue B 25 cTtpaHax, bornee 600+
napTHepoB

—  C1pykTypbl IronPort pabo
CTpaHax I

B bonee yem 75+

IRONPORT



HekoTopble KnueHTbl IronPort
B YKpauHe n B Poccumn

LIRAL AIRLINES )

S
KUTduvHane % VDI

. MHBECTULIMOHHLIA BaHK

A

X3 A

\_CTPAXOBAR KONMARHS )

Qo

@ IRONPORT




KnuneHTbl-npoBanaepbl

\/

CCCCCCCCCCCCCCC verizon
= Sprint. 45, AOL.

e == TELECOM

Taesn -

SeEHGCH ®) NTTON-D

*m,“mm CFLoxinFo
=#Insight. aco

Bell
Making it simple’”

adlelphia

tiscali

-7 TELUS’

the future is friendly*

‘ Hutchison
GlobalCentre

connect better

ROAD
RUNNER

A, _
THE TIMES OF INDIA

TRACF@NE

nationwide prepaid wireless

(TI) IRONPORT


http://www.foundationforbcpl.org/foundation_verizon.jpg
http://www.iinet.net.au/
http://www.roadrunner.com/rdrun/index.htm
http://www.adelphia.net/
http://www.telus.com/
http://www.telecomitalia.it/cgi-bin/tiportale/TIPortale/ep/start.do?tabId=0&LANG=IT

[}

Web Security

B2 2 2 B B B

. N B

Email Security

Security management

IronPort SRR
SenderBase

Mnatdopma
obecneyeHus
6esonacHocTn
3NEKTPOHHBIX Mnardopma
co0BLLieHui obecneveHuna WEB
6esonacHoCcTH

X

Komnnekc

YnpaBnenus .

@ IRONPORT



YcTpoicTtBa obecneyeHns 6e3onacHoOCTU
9NEeKTPOHHOM NoYThbl IronPort

 BbicokonpoussoguTenbHble YCTPOUCTBA .
6e30rMacHOCTN 3NEKTPOHHON MNOYTHI,

3allumLLatoLlme oT cnama n BUPYCOB,
nossonsoLwme co3fgaBatb NOAUTUKM ONSA NOYTHI

IronPort C350/C650 (C360/C660)

@ IRONPORT
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MHoroypoBHeBasi 6e3onacHoOCTb
[lpeBeHTUBHaS + peaKTUBHAas = TLyaTe/lbHas 3alymnra

ﬁ E:» MpeBEeHTYBHbI
Q criou

»

bnoknpyet
Bl oxono 80%

HemeaneHHas peakuums

cnama ... vayposs
B

n pﬂ MO H a I'IpOVISBObﬁll,CI:/I(')I'I;aJ'IﬂbHOCTb

i [PoISSORETNCETe

Bbrnokuposka nnu
orpaHU4eHue CKopocTu

PeakTuBHbIN
o ) ﬁ

»

ApantupyeTcs
CO BpEeMeHeM

C 6onbLIUM 06 bEeMOM
BblYMCNEHNIA

YpanainiTte unu otnpaeBnsiuite
B KapaHTUH



IronPort Reputation Filters ocraHaBnueaoT 6onee 80%
HeXxenaTtesnibHOM NoYThl 40 ee npuxoAaa...

o e W
@ xopoLuee

AoCTaBnsieTcs
E i 5 » [logospuTensHoe
E:):» dunbTpaums > orpaHnyuBaeTcs B
no penytauyuun
CKOPOCTU U NpoBepsieTcA

aHTUCnamom
Bxopgsuwaa noyta

Xopolias, nnoxasa u “cepas” « VlaBecTHoe
UNn Hem3secTHas nouT
. ensBecTHas noyra -l AMoX0e

yoansietcs / MapkmpyeTca

e |ronPort ncnonb3yet penyrtayuio ansa npmMmeHeHus
NONNTUK

* /30LWpeHHbIN OTBET N3OLLUPEHHBLIM yrpo3aM/D
IRONPORT



OrpaHun4yeHue obbEMa N CKOPOCTU
NOYTOBOro TpadumkKa COOTBETCTBEHHO
penytauum oTnpaBuTens

SPEED
LIMIT

40

SPEED SPEED

ropasao 6onblle, YeM TOJbKO YepHble N Benble CNCKM
B peXMMe peanbHOro BpeMeHU
npeaycTaHOBIEHHbIE NONMUTUKN NPUMEHSOTCS aBTOMaT



MHoroypoBHeBasi 6e3onacHoOCTb
[lpeBeHTUBHAaS + peakTUBHAES = TLYaTellIbHas 3aLynTa

o .
wioh i -

= B .

HemeaneHHas peakums Apantupyetcs
Ha yrposbl CO BpEMEHEM
Bbicokasi C 6onbLIUM 06 bEeMOM
NPOU3BOAUTENBHOCTb BblYMCNEHNIA

Brnokuposka unu YpanainiTte unu otnpaeBnsiuite
orpaHu4yeHue CKopocTu B KapaHTUH
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ApxuTtekTypa lronPort

O MHOroypoBHeBoOW 6e30nacHOCTH
SNEKTPOHHON NOYThI

MHCTPYMEHTHI YINPABJIEHUA

SAWLNTA OT SAWLNTA OT |JCKAHMPOBAHWE AYTEHTHU- I

CMNAMA BUPYCOB KOHTEHTA PUNKALINA

. MTA-MNAT®OOPMA ASYNCOS™

(J; IRONPORT
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MHoroypoBHeBas 3awjuTta oT crama
Jlydluasa B cBoOeM Kriacce

NMHCTPYMEHTDI YINPABJIEHUNA

SAWLNTA OT SAULNTA OT JCKAHUPOBAHWE AYTEHTW-
CMAMA BUPYCOB KOHTEHTA

SUKALMSA

. MTA-TNAT®OPMA ASYNCOS™

IronPort’s Reputation Filters (RF) — BHeLWHWiA crion 3awuTbl
IronPort Anti-Spam (AS) — 3awmwiaeT OT WMPOKOro crnekTpa yrpo3 — cnam, phishing, fraud

@ IRONPORT



lronPort AHTU-Cnam

Ob630p npeccsl

InfoWorld

2007 TexHonorusa roaa:

INyywnin AHTM-Cnam
AnBapb 2007

MpoTecTMpoBaHHbIE KOHKYPEHTHI :
Symantec, Microsoft, Mirapoint, ProofPoint

‘5ierkas ycraHoBKa'

‘npekpacHas criam
@uribTpayuns’
“HeTr HeobxogumocTu
LOMOSTHUTESIbHbIX HACTPOEK'

“MUHUMASIBHBIV Y POBEHb
JIOXKHbIX cpabarbiBaHui’

No6eguTenb HOMUHaLMK

J'IyLILIJI/Ilﬁ aHTUu-cnam
Hekabpb 2006

MpoTecTMpoBaHHbIE KOHKYPEHTHI:
CipherTrust, Borderware, Sophos,
SonicWall

“llpesocxogerso lronPort . . .
BUANTCS OYEHb SICHO'

“Mb1 He rnorepssiv H1 04HOro
JIErUTUMHOIro coobLyeHns'

“...(IronPort) abcoriroTHbIV
nobeaguresib Tecros’

@ IRONPORT
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lIronPort AntiSpam
pasllnpsaemMm peakTUBHYIO 3aLlluTy

3pekTnBHOCTL
CErogHs Kyga? Penytauua Web .

Kyga Bbel nonggere, nepessas rno
CCbl/IKE?

Kro? PenyTtauus noyTbl
KTo nnockiriaer Bam 310 rimcbmo?

Yro? CopepxaHue nucbma
Yro cogepxxurt B cebe rnmcbmo?

Kaxk? CTpykTypa nucbma
yKak cocrasrneHo coobLyeHne?
Bpems

° icnonb3oBaHWE TOSTbKO KOHTEHTHbIX Cbl/IJ'IprOB HEOOCTAaTO4YHO
° PeI'IyTaLWIOHHaFI cncrema yny4duwaeT 3allnTty

 bopbba c HoBbIMK yrpo3amn TpebyeT aHann3a Beb-penytayum
I ) IRONPORT



B=1E3

B SunTrust Bank: Please Yalidate Your Account [Wed, 13 Oct 2004 17:13:45 -0700] {-6. 7)[SPAM] ...

! Fle Edit Wew Insert Format  Tools  Ackions  Help

Frarm: SunTrust bank [ankifraud. ref.num191 44154427 d@suntrust, com] Sent:  ‘Wed 10/13/2004 5:19 PM

To: Bruno Skracic HeT nnoxo ro
Cc: |~

Subject:  SunTrust Bank: Please Walidate Your Account [YWed, 13 Oct 2004 17:13:45 -0700] {-6. 7H[SPARM] / KOHTeHTa

A https:/iwebmail.ironport.zom - Important - Microse
E e s

SUNTRUST

Cear SsunTrust Bank client,

Tom Gillis
Tom Gillis

banking Rl ' ject: CDM\ HeT
g . . -
ave) _— BINOXEHN

To securely confirm you SunTrust Bank detall

. htm:ﬂmﬁmﬁx.suntrust.@erannaIIChecI{inufDnIine flnternet Banking/securty. asp \

Thank you for your prompt attention to this matter and thank you for usin \
Bank! URL

Do not reply to this e-mail as it is an unmonitored alias

22004 SunTrust Banks, Inc. All rights reserved. Member FOIC

! D IRONPORT

\/
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Beaylwas, MHOroypoBHeBas
3awiuTta oT BUpPYyCcoB

MHCTPYMEHTbI YIPABIIEHUSA

SAWLNTA OT SALINTA OT JCKAHNPOBAHWE AYTEHTW-
CIMAMA BUPYCOB KOHTEHTA OPUKALNA

MTA-TNAT®OPMA ASYNCOS™ I

IronPort’s Virus Outbreak Filters (VOF) — octaHoBuTE BUpYyC 3a 14 4acoB 4O NOSIBMEHUS CUTHATYp
Sophos AntiVirus (AV) — OCHOBaHHOE Ha CUrHaTypax peLleHne ¢ NPeBOCXOAHON TOYHOCTbLIO

@ IRONPORT



lIronPort Outbreak Filters
MuHuMU3NpyUTE MHTEPBAIT BDEMEHU PEAKLMNM!

TODAY

Infected
EARLY
Hosts DETECTION
WITH
IRONPORT
THREAT
PREVENTION

l -
| |
Exploit Patch AV Update | AV Update Most Hosts
Hits Issued Released | Deployed to Patched
Most Hosts
Time

@ IRONPORT



ObbI4HbIE aHTUBUPYCbI pearupyror
HEe[oCcTaTto4YHo bbICTPO . . .

Virus Volume

Mytob-HJ: 4-19-06

First AV
Signature :
Available :

(=] o o (=] (=] o (=3 o
o o S} o o S} o o
< (=) < (=2} o n o wn
- - - -

Time (GMT)

Virus Volume

FeebsDI-O: 6-07-06

First AV
Signature
Available

21:15

Time (GMT)

Hrnis paspabotku u Bbirycka curHaTyp Tpebyercs Bpems. ..

Virus Volume

Virus Volume

Bagle-GT: 4-21-06

P FirstAV |,
: Signature
: Available

o n o ‘O‘ n o ‘LO

S < @ R S s @ o

] 8 © ~ g 5 5 §

Time (GMT)
Kukudro-A: 6-27-06

First AV
Signature :

O‘ ‘O‘ o o ‘O‘ o o ‘O

> g 4 S 8 g & 2

Time (GMT)

Q/ IRONPORT
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lIronPort SenderBase® Network
MepBas, camas 6osbLLas, /lydLas cCUCTEMAE PErlyTaLuu

Global Email and Web Traffic Monitoring
il S

erits _ q..;:h ﬁ S
e ‘7’ TO ﬂpOI/ICXO,ﬂI/IT
) /7P,‘7/I//O CEM‘/AC’)

OxBa4eHo 6onee 100,000 komn.ceTen
Ananusupytotca 6onee 20M IP agpecos
O630p 6onee 25% Tpaduka email ‘ I ) IRONPORT
AHanuaupyeTtcs 6onee 110 napameTpos



Kak paboTaeTt Virus Outbreak Filters
LnHammyeckni KapaHTuH B 4eNCTBUU

ﬁ‘%\ .\*\Q.\ ‘\*\\?

T=5mMuHyT T =10MuMHYT T =8 4acos

CoobuieHus
CKaHUPYIOTCS
N yaansoTcs

—zip (exe) _zip (exe) —zip (exe) — OTnyctuTh
- — Y coobLyeHust
- oT 50 go 55 Kbait OT 50 Ao 55 Kbaut ’
_ B Ha3BaHuUu “ Price” ecnn NponsoLLIo
obHoBeHne curHatyp
> >
npeBeHTnBHasa 3awmrta (VOF) peakTuBHas 3awuTa

(Sophos)

@ IRONPORT



[MpenmyliectBo Virus Outbreak Filters

HasBaHue Bupyca HaTta OnuncaHue Bupyca 3agepxka
CUrHatyp
(hh:mm)
Troj/Dloadr-BCK 7124/07 YctaHaBnmBaeT BpegoHocHoe [10. 10:06
Troj/Yar-A 5/24/07 PeknamHoe coobleHve, npeanaratollee Tpennep dunbma 3:20
«[Mnpatbl Kapubckoro mops 3“. 3arpyxaeT wnuoHckoe MO.
Trojan.Dropper 5/10/07 TpOsiH, KOTOPbLIV NbITAETCH 3arpy3nTb 3NI0HAMEPEHHbIN KO, 10:40
W32 .Virut!dr 4/12/07 Cnam coobLeHve, NnpeanaratoLlee nosyyaTento OTKPbITb 31:12
3apa)xeHHoe npunoXxeHne, obo3Ha4veHHoe kak “document.ixt.exe”
n “video.zip”.
Troj/DwnLdr-GFN 3/4/07 YcTaHaBnmMBaeT CKpbIThIV KaHarn cBsA3n Yepes npoTtokon HTTP, 17:31

obecneumBas 0bxon caepBona.

W32/WowPWS-AU 3/3/07 YepBb, paccbinarLumii MacCUpoBaHHbIN cnam ¢ Temon “Chinese 6:51
test missile obliterates satellite!“. MNpegnaraeTt nonyyatento
OTKPbITb 3apaXkeHHbIV dhann.

Troj Agent.JAW 1/14/07 Cnam coobueHve c BrnoxeHnem PDF copmarta, npy nonbitke 20:08
. OTKPbITb BMOXEHME YCTaHaBNMBAETCS TalHbIV KaHan Ans gocTyna
xakepam.

CpesHee BpeMS 3G4EPKKU ..........c..c.coeeeeeeennnnn, borsiee 13 yacos
Bcero 67/10kMpOBaHO BCIbILLIEK™ ........................... 175

Ob6Lyee Bpems 3alnTbI*................ 6oree 94 fHei ( | ) IRONPORT



IronPort Outbreak Filters
Saiwynra komriaqHmm G2000 or MyDoom.BB

BapuaHt MyDoom—MyDoom.BB (®eBpanb 15, 2005)

Komnanusa G2000 sawuuieHa lronPort’s Virus Outbreak Filters

IronPort o6Hapyxun yrposy u

aKkTuemManposan sawuty Ony6nukosaHa nepsas

18:08 GMT curHatypa aHTMBMpyca
22:54 GMT (cnepytoLwuii AeHb)

28 YacoB 46 MUHYT

‘IIIIIII.....IIIIII......IIIIII......IIIIII......IIIIII.....IIIIIII.....IIIIII>

6503 cpaiinos B KapaHTNHe
A

y
T 1 1 T T T T T 1T T T T T T T T T T T T1 T T 1
o o o o o o o o o o o o o o o o o o o o o o o o o o o
S 29 ¢ & & & & & 9 & & & & & 9 & & o o 9© S © & © 9
N~ [0} (o)) o — N (32] < — N (2] < Lo o [ [o0] (o)) o i N ™ < o — N [s2] <
— — — N N N N N — — — — — N N N N [a\}

®espansb 15, 2005 deBpanbl6, 2005

‘llllllllllllllllllll’ ‘llllllllllllllllllIIllllllllllllllllllllllIIllllllllllllllllllllll>
Note: All times shown are in GMT

$65K coxpareHo@ $200/Ha paboyee mecro, 5% 3aparkeHo




lronPort Virus Outbreak Filter
ycrellHoe NpuMeHeHune

“Mbl coxpaHnm $1.2M B
TeYeHun 1 mecsyes ¢
rmomolLysto Outbreak Filters”

2N

A C S

“C Outbreak Filters
MbI He rpornycTuiu
HW ofHou araku "

AIR FRANCE -
V7777 A

“ObI/10 OBHapyXeHO
24,000 coobyerHmii ¢
BUpycamm 3a 9 mecsles’

JOHNS HOPKINS

Yy E R § I T Y

il M

TromPodt oA f s SyEnanbec Sophirg Trand Micio
E Mot Published Mot Published = +0d Ok 285 <fd 3h 183
=0d 19h 333 Mot Publisked Mot Publishad +0d 6h 103 E

E Not Poblishas  -14 10h 358 -8 2k i7s ~1d Bh 163
E Not Published ~ Not Publishad  =Dd <h 193 =0d 4h 323
=1d 11h&ls  Not Published «0d 18k 32 Mot Published

= Nor Published Mot Published +0d Dh 365 +0d 3h 133
™

OTtyeTtbl 0 Virus Outbreak Filters

E>xeaHeBHO NyOnuKyoTCA Ha:
http://www.ironport.com/toc

*[lpegronaraercs, 410 oTkpbITO 20% 3apaxeHbivi coobiyeHmi n $500 3a BOCCTaHOBIIEHNE KaXXL[Oro 3apaXxeHHOro KOMIbIOTEPA.
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lIronPort. CkaHupoBaHne KOHTEHTA.

QuribTpaynsi BXogawmx | nexogsaLymx coobLyerHmi
4/151 COOTBETCTBUSI TPEOOBaHMNSIM

MHCTPYMEHTbI YINPABJIEHNA

SAWLNTA OT SALIMTAOT JCKAHUPOBAHUE AYTEHTW-
CIMAMA BUPYCOB KOHTEHTA OPUNKALNA

MTA-TNTAT®OPMA ASYNCOS™ I

* [MpuMeHeHne rmbkmMx NONUTUK OT BIIOKMPOBAHMS BNOXEHUA A0 6onee CloXHbIX
KOpNopaTUBHbIX MONUTUK
* [Mbkue pelueHns n wundgpoBaHne obecnevmBaioT 3alMLLEHHOCTb KOMMYHMKaLUK

@ IRONPORT
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Email ngpeHtudunkauma
Bbicokas JalynlleHHocCTb U 3allura rnog/imHHocTu

MHCTPYMEHTbI YMPABIEHUSA

SAWLNTA OT SAWLINTAOT |CKAHUPOBAHWE AYTEHTW-
CIMAMA BUPYCOB KOHTEHTA OPUKALNA

MTA-MNATOOPMA ASYNCOS™ |

* DomainKey Signing — yctaHaBnvBaeT 1 3aliuLaeT Bally MOEHTUYHOCTb B MHTEPHETE
* IronPort Bounce Verification — 3awmuwaet ot bounce (yBegomneHme 06 owmnbke npu OCTaBKe) aTak
* Directory Harvest Attack Prevention —6noknpyeT nonbITKM MacCMpOBaHHOIO CKaHMPOBaHUA BalLMX afpeCcoB

3MEKTPOHHOM NOYThI
(1) IRONPORT



[Mpobnema obpaTHbLIX COOOLLEHNN

& ¢/ [y |@|From Subject Received Size

= Date: Today

&E  System Administrator Undeliverable: Hello Mon 10/30/2006 5:20 PM

@& ) System Administrator IUndeliverable: Hello Mon 10,/30,/2006 5:20 PM 12 KB
@& ) System Administrator IUndeliverable: Hello Mon 10,/30,/2006 5:20 PM 12 KB
@& ) System Administrator Undeliverable: Hello Mon 10,/30,/2006 5:20 PM 12 KB
@& 11 Systemn Administrator Undeliverable: Hello Mon 10,/30,/2006 5:20 PM 12KB

From: System administrator

Sent: Tuesday, March 16, 2004 3:58 Al

To: dorvan@unforgettable.com

Subject: Undeliverable:pE @0 - ciziodi Gidicea Aodiaifioe,

‘our message did not reach some or all of the intended recipients,

Subject: K2 LY - sonoTaa hopMyNE CTRONHOCTH.
Sent: 3/16/2004 5:32 AM

The Faollowing recipient(s) could not be reached:

doryan@unforgettable.com on 3f16/2004 &:57 AM
The e-mail account does nok exist at the organization this message was sent to, Check the e-mail address, or contact the recipient directly to find out the correct address,

< mkal3.adelphia.net #5.1.1 smkp; 550 <doryan@unforgettable,com=: User unknown =
I ) IRONPORT




lronPort Bounce Verification™

cerogHs yxke 9% coobLyeHu — C JIOXKHbLIM
obparTHbIM a4pecom

. * * * *y Incoming
: : 2 I~ Gateway

Recipients: joel@enterprise.com,
jane88@enterprise.com

“Zombies” ‘

Sender: billing@yourcompany.com s g

Millions of Misdirected Bounces

boriee yem 55% u3 F500 umerin onbiT 3846PXKKU cepBuca Ui MosIHOU
€ro HE4OCTYIMTHOCTU U3-38 COOOLYEHMI C JIOXHBIM 0OPpaTHbIM 84PeCcom
| (I) IRONPORT
*Source: IronPort Threat Operations Center,

INTERNET EMAIL TRAFFIC EMERGENCY: SPAM “BOUNCE” MESSAGES ARE COMPROMISING NETWORKS, April 2006.

yourcompany.com
4*;, Outgoing
< % Gateway
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IronPort Bounce Verification™
Sawymiyaer or arak Ha base HecyLecTBYyoLero
OTrIPaBUTESIS

¢

 Bca ncxogsawasn nodta NnpoBepseTca U MapKMpyeTcs Kak
. NernTMMHas C CyLLeCTBYHOLLNM OTNpaBUTENEM
 [lpo3payHo ans nonb3oBaTtend, He TpebyeT KakmMx-nnmobo
Moandomnkauum
«  OcoboxagaeT pecypcCbl TEXHNYECKON NOMOLLY MO PELLEHNIO

OaHHbIX Npobnem
(I) IRONPORT
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lIronPort Email Security Manager
ObLymii B3rr154 Ha rosinTuku 47151 BCer opraHn3aLmm

Incoming Mail Policies

Aniti-Spam

| fuse defaur) =

[use defmult) -]
.Er-n:llm:l [ .
| Erabled

Wirus Quibcenk Fiers | Dalete

Crda | Pelicy Hama | Content Fiters
1 IT Seaff | fuse dafsult} {u.nu dafaus) | QuarantinafyEy
2 Salea freedian (use defack) DelbaguiithEXEs

Poadive: Debver
Sugpected: Delnar
3 Lega (use dafeult) Juts defiun] ArchrygManl
uBFaSnASENEY
StnpHechafiles
Cefaul Polcy | fronfart Repaired; Dalwar GuarardmefxEs
| Fesitroe: Drop Encrypted: Deliver SingMadafilen
Suspected: Delvar  Unecarnable: Defveer
Wirsg Pestive: Deod

wey: [OwE | Curion ) ORRE]

KaTeropuu: no gomeny,
WMEeHM nonb3oBaTens unu
LDAP

Y

* Paspeluarite Bce
Megma-gannbl

» 3aHOCUKTE B KapaHTUH
ncnonHaemole annol

e [TlomevanTe
WU JocTaBnsnTe cnam

* Ypanante
NCNonHsieMble hannbl

\

* ApxnBupymTe BCHO
no4Ty

e OTKNtoumTe Virus
Outbreak Filters ans

dannos .doc
(TI) IRONPORT



LleHTpanu3oBaHHOe yrnpaBneHune
lronPort

[TogkniovanTeck rae yrogHo, KOHTponupyuTe Besae .
NHTepdenc obecrneumBaeT cornacoBaHHOCTb KOHUrypauum

[MpMeHaNnTe N3MEeHEHN ANS MaLUWH, TPYNM UK KIacTepoB

TecTnpymnte Ha ogHON cUCTeMe, 3aTeM NepexoanTe Ha
Knacrtep

SJ1 Machine

SJ2 Machine

SJ3 Machine

Group Moscow

D1 Machine

D3 Machine

D2 Machine

Group St. Petersburg

T1 Machine

Group Novosibirsk

T2 Machine

T3 Machine

KINNACTEP IRONPORT

@ IRONPORT
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IronPort Email Security Monitor™
MoLyHasi or4eTHOCTb B peasibHOM BPEMEHU

Integrated Real-Time CSV Export
Graphical Reports

Incoming Mail Category ﬂ | % # Messages | ""“""‘.‘M-“:“(—“m‘“—"‘\ o
| Total Attempted Messages . 783,990 e

| ] Stopped by Reputstion Filtering 85 666,392

| M 1nwalid Recipients | 1] 7,840

] Spam Messages Detected 7 54,8797_ L-.-;-.—

i T virus Messages Detected 2 15:6307 S

| Total Threat Messages l95  7aam [T

| I clean Messages Aceepted | 5 sg,200 f .

Scheduled Delivery Search by Domain

Add Scheduled Report
Heport Settings
v
[
el
m ™
"

Email Security Monitor™ ( I ) IRONPORTQ



17 Mar 2008 00:00 to 30 Mar 2008 23:59
[[ocypapcTBEHHbIN coeperaTenbHbin baHk Poccun

Incoming Mail Summary .
Message Category % Messages
» Stopped by Reputation Filtering 98.2% 1.0M
e Stopped as Invalid Recipients 0.0% 12
e Spam Detected 1.7% 17.2k
* Virus Detected 0.0% O
« Stopped by Content Filter 0.0% O
Total Threat Messages: 99.9% 1.0M
 Clean Messages 0.1% 1,277
Total Attempted Messages: 1.0M

LI/ IRONPORT
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IronPort S-Series™
besonacHbint & KoHTponupyembint \Web Tpaduk

YctpoucTta IronPort ana obecrneyeHus
WEB 6e3onacHocTu

@ IRONPORT
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lronPort S-Series

e KoHTponb & 6e3onacHoCcTb
Web Tpadmka
(HTTP;HTTPS;FTP)

« KomnnekcHoe ynpaBrieHne &
AOCTYMNHOCTb PeweHune IronPort no Web 6e3sonacHocTtu

e Jlugmnpyrowiaa B otpacnm
TOYHOCTb nNpoTne WEB yrpos WENACEMENTTOOE:

. ’ I_I po v 3 BO'D' g Ten bH OCTb L4 Traffic Web Reputation Anti-Malware
KOPNOPaTUBHOIO YPOBHS LAl Fiters System

IronPort AsyncOS Web Security Platform

HoBoe nokoneHune nnatdopm Web 6e3onacHocTu
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- AsyncOS"

becrioqobHas macLurabupyemocTs

CpencrtBa ynpaeneHus

MoHuTOp dunbTpbl URL dunbTpbl Web Cucrema
Tpaduka L4 penyTauum obHapyxeHus
BPE4OHOCHOro

B Mo

Mnatdopma WEB 6e3onacHocTtu IronPort AsyncOS



O6HapyXeHue CyLLEeCTBYIOLWMX 3apaXKeHHbIX KNUEHTOB
MoHutrop tpaguka L4

Mornumopunz mpaguka “Phone Home” .

= Layer 4 Traffic Monitor e
- CHaHupyeT geck TRadw. BLe NCPTE ¥ NROTONENE] naidee |
- OEsapywesss speqoHocHong MO, zoTopoe He I —.
WCnomeIyeT TopT 20 _k::."::‘: :
neme bk o |
e i e ||
= bonewan tasa anti-malware e
: Ry T |
- AsToMETRUSCHM GCHOBNASMEIE NpEEMna Anti- FEETTITEr
Nalware
- [MeepUpOESHME NRABAN B PEANEHIM EDSMEHH © Pest e Rl ¥ '
noaogels Thmamic Discoveny™ fienkopmt) -
a cwicall wiial|
443 IJ'.“\.. g |
L3 I.d.i'S Lﬂ'.:F_
i_llh.l'- i 'H-'i‘_
Bf LA 3

Lo Es- ] an
51 =l =1}

= (-1 = = = [- - = - E-1]
i




lronPort dounbTpbl URL

Jlngupyrolyas To4YHOCTE U KOHTPOJIb

Camag bonbLuag u
nonHaa basa gaHHbIX

— 52 kaTteropuu, bonee
21M caunTos, ~3.5B
web cTpaHul

— 1/3 6a3bl AaHHbIX
NHTEpPHAaUMOHanbHa

24 x 7 HabnoaeHue

PerynspHoe,
aBToOMaTunyeckoe
oOHOBNEeHue

Advertisements & PopUps

Arts
Blogs & Fqerua
Chat Infrastructure

Computingd Intimate Apparel & Swimwear

Download{ joh search & career Development

Education| iqs sites

Entertainn Motor Vehicles

Fashion & News

Finance &| peer-to-Peer

Food & Difl pgrsonals & Dating

Games

Philanthropic & Professional Orgs.

Governme
Photo Searches

Health & N
Politics

Hobbies &|
Proxies & Translators

Hosting Si

Real Estate

Reference




PenyTtaunoHHble dunbtpbl Web

[Torintuky, 6asupyrolynecs: Ha perlyTayunoHHbIX OLeHKax B base
AaHHbix Sender Base

Web Reputation Filters

Web Reputation Filters Settings

Block

Crrop the requests immediately. No further scans required wij
request or response side). Drop the chent request & bypa

Web Reputation Filters Status: | Enabled

BLOCK
-10.0 to -4.9

in IronPort OWS™ en
urther scanning.

Web Reputation Score

SCAN ALLOW
-5.0 to 4.9 5.0 to 10.0

ine (either | Further scanrgng is required withi
IranPart DV, engine, Scrutinize
scan the reqest further and scan
response bodies once the server
comes up with a respanse.

Allow

No further scans reguired within IronPort DVS™
engine {either request or response side). Bypass
further scanning and accept the sarver response as |
Trust content coming from these sites and serve they
upto the end user immadiately.

Edit Sﬂuﬂs..

BrnokupoBaTb
(nnoxue
caunThbl)

CkaHupoBaTb
AanbLue

(cepble canTbl)

Paspewuntb
(xopowume cainTbl)



[nHamu4yeckoe npuMeHeHue NoJSINTUK

> CaitTbl, umetowyue

penyTauuio
XOPOLUUX, He
CKaHUpYITCH
IRONPORT 6CMCTema
WEB REPUTATION ObHapy>xeHust
FILTERS BpegoHocHoro 10
HewusBecTHble IRONPORT
caunTbl
3anpawmBaembie CKAHUPYIOTCS
URLSs
. CaiTbl, umetoLme

)7 penyTtauuio
NSI0XUX,
6nokupytotcs

PunbTpul WEB penyTtauum IronPort — 3To MOLUHbLIV NepBbIn pybexx 000pPOH®I

» Cuctema obHapyxeHuna speaoHocHoro MO IronPort — o6ecneunBaeT
N30LLPEHHBIN BTOPON pydex 06OpPOHbI.



Webroot

Camas bosibLias, Hanborsiee toyHas basa

CUrHATYP

e Cucrema
aBTOMaTUYECKOro rnoucka
yrpo3 (Phileas™)

* Ynpexagatollee
onpeaeneHne yrpos

* [lpoBepeHO cOOCTBEHHOM

nccrnegoBaTesibCKoun
rpynnov aHanusa yrpos

PCWORLD

MAGAZINE
EINTORS
CHOICE

WWW.Check -mark.com mm Fi
Juy 17, 2008 Anti-Spyware Suky 2008
INSTALLED

worLD P -
ctass Mhe FEEET

=SS0

O
X
B
A
T

BecnnatHoe MO ¢
peKnamomn

AncneTyepbl cUCTEM
J1oXHble ccbInkn (papMuHr)
CkaHepbl naponen

Browser Hijackers

PyTkuThI

Browser Helper Objects
Ku-norrepsl

TposiHbI

OUWKMHr & n T.4....
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NHTerpupoBaHHas aBTopu3aLus

o ABTOpM3aLMa, HasnpyoLlascs
Ha 3anpocax (Basic/LDAP)

« ABTOpM3auma, basnpyoLlascs
Ha coeanHeHnax (NTLM)

oy || P g At

3almLLEHHbIW LDAP

NTLM/Active Directory
LDAP
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- Web Security Monitor™

e Qb630p cucremsl

o TeHgeHymn \Neb Tpaguka
*  AKTuBHOCTH Ha y3rie

» [lerasibHo rio y3ny e e A
*  AKTUBHOCTb KIIMEHTa

o [leranbHo 1o KIMeHTy N“mm“l“““|ll|

BRETTREET

I Bocied (31.0%) || Seun Furtr Siows (200%)

0 aiew (122%) [ Sean Former Mavware Detecied (20.0%)

5 EEEEE EE

o [lerasibHo o Kkarer OPUAM

» [lerasibHo 1o Bpe4oHOCHOMY -
710

o TeHgeHuymn BpegoHocHoro 10
o [ucrnieryep tpaguka L4
* Web penyrayns

cuyepnbiBatoLwasa ctpaterus & noHnmaHme 6e3onacHoCcTu




[lonnTuka TecTnpoBaHuA

« BecnnatHoe TecTMpoBaHue B TeyeHne 30 AHel .

— HadnHaeTca ¢ noabopa TeCTOBOro yCTPOMCTBA U aKTUBALUK KIHOYEN
— BO3MOXHO npoaneHne TeCTMpoBaHud

e AnA Kaxgoro TectnposaHusd

— Kakgasa opraHmsauma nonydvaeT TO YCTPOUCTBO, KOTOPOE PEKOMEHAYETCS
MMEHHO NS €€ HyXA

— pa3Hble Bnabl TECTUPOBAHUA
— MOJIHada Texnogaep>xka npmn teCtnpoBaHmn

LI/ IRONPORT



KoHTakTHaa nHdopmauums

N e . headtechnology .

it-security
pykoBoguTenb HanpasneHua IronPort,
3aMecTuUTeNb AnpeKkTopa

headtechnology Ukraine

oduymanbHbin gucTpubblotop IronPort Systems B YkpanHe
yn. JleBaHeBckoro 6, oduc 79

03058, Knes, YkpanHa

Ten.: +380 44 353-3020
MOO.: +380 96 458-2142
dakc: +380 44 457-8541
e-Mail: s.dougaryov@headtechnology.com.ua

Internet:  www.headtechnology.com.ua @ IRONPORT
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Bonpochi?

. headtechnology .

it-security

bnarogapto 3a BHUMaHue!

@ IRONPORT
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