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ʏʝʤ ʨʝʰʝʥʠʷ Cisco
ʧʦ ʀɹ ʤʦʛʫʪ ʧʦʤʦʯʴ 
ʚ ʫʩʣʦʚʠʷʭ 
ʢʨʠʟʠʩʘ?

ɸʣʝʢʩʝʡ ʃʫʢʘʮʢʠʡ

ɹʠʟʥʝʩ-ʢʦʥʩʫʣʴʪʘʥʪ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ
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ʆ ʯʝʤ ʤʳ ʭʦʪʝʣʠ 
ʛʦʚʦʨʠʪʴ?
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ʋʧʨʘʚʣʝʥʠʝ ʢʘʜʨʘʤʠ

ɹʝʟʦʧʘʩʥʦʩʪʴ ʠ ʦʭʨʘʥʘ 

ʪʨʫʜʘ ʩʦʪʨʫʜʥʠʢʦʚ

ʌʠʥʘʥʩʳ

ʉʣʦʞʥʳʝ ʤʝʞʜʫʥʘʨʦʜʥʳʝ 

ʪʨʝʙʦʚʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʠ ʦʪʯʝʪʥʦʩʪʠ

ɺʥʫʪʨʝʥʥʠʡ ʢʦʥʪʨʦʣʴ

ʅʝʧʦʣʥʳʡ ʘʥʘʣʠʟ ʨʠʩʢʦʚ

ʎʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ ɿʘʢʘʟʯʠʢʠ& ʇʘʨʪʥʝʨʳ

ʉʙʳʪ

ɺʳʩʦʢʠʡ 

ʢʨʝʜʠʪʥʳʡ ʨʠʩʢ

ʇʦʩʪʘʚʢʠ

çʏʝʨʥʳʡ 

ʩʧʠʩʦʢè 

ʧʦʩʪʘʚʱʠʢʦʚ

ʈʫʢʦʚʦʜʩʪʚʦ

ʅʝʧʦʣʥʘʷ ʢʘʨʪʠʥʘ 

ʨʠʩʢʦʚ ʢʦʤʧʘʥʠʠ

ʀʊʠ ʀɹ

ʋʪʝʯʢʘ ʜʘʥʥʳʭ& 

ʙʝʟʦʧʘʩʥʦʩʪʴ

ʉʦʚʝʪ ʜʠʨʝʢʪʦʨʦʚ

ʅʝʦʙʦʩʥʦʚʘʥʥʳʝ ʨʝʰʝʥʠʷ

ʀʥʬʨʘʩʪʨʫʢʪʫʨʘ

ʇʨʦʩʪʦʠ ʠ ʦʪʢʘʟʳ ʩʝʪʠ
ʀʊ ʠ ʀɹ

ʂʦʥʬʣʠʢʪʳ ʤʝʞʜʫ ʦʪʜʝʣʘʤʠ

Cisco ʧʨʦʪʠʚ ʦʧʝʨʘʮʠʦʥʥʳʭ ʨʠʩʢʦʚ
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Cisco SONA Framework

ʇʨʠʣʦʞʝʥʠʷ

ʂʦʤʤʝʨʯʝʩʢʠʝ

ʧʨʠʣʦʞʝʥʠʷ

ʉʦʙʩʪʚʝʥʥʘʷ 

ʨʘʟʨʘʙʦʪʢʘ

Software as a 

Service (SaaS)

ʂʦʤʧʦʟʠʪʥʳʝ 

ʧʨʠʣʦʞʝʥʠʷ/SOA

ʌʠʟʠʯʝʩʢʘʷ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ

ɼʦʩʪʘʚʢʘ

ʧʨʠʣʦʞʝʥʠʷ

ʊʨʘʥʩʧʦʨʪʂʦʤʤʫʥʠʢʘʮʠʠ

ʨʝʘʣʴʥʦʛʦ

ʚʨʝʤʝʥʠ

ʄʦʙʠʣʴʥʦʩʪʴ ɹʝʟʦʧʘʩʥʦʩʪʴʋʧʨʘʚʣʝʥʠʝɺʠʨʪʫʘʣʠʟʘʮʠʷ

ʆʙʱʠʝ ʢʣʶʯʝʚʳʝ 

ʩʝʨʚʠʩʳ
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Cisco ʜʣʷ PCI DSS

ʇʨʠʤʝʯʘʥʠʝ! ʆʪʦʙʨʘʞʝʥʘ ʨʝʘʣʠʟʘʮʠʷ ʥʝ ʚʩʝʭ ʪʨʝʙʦʚʘʥʠʡ

Credit Card

Storage

(PCI 1,3,5,6,7)

ʋʜʘʣʝʥʥʘʷ ʧʣʦʱʘʜʢʘʇʝʨʠʤʝʪʨ 
ʀʥʪʝʨʥʝʪ

ISR
(PCI 4)

Catalyst

ASA
(PCI 1,4)

6500
FWSM

CS-MARS
(PCI 10)

NAC

ɻʣʘʚʥʳʡ
ʦʬʠʩ

6500 
Switch

WAP

E-commerce 
(PCI 1,3,5,6,7)

ASA
(PCI 1,4)

7200

CSA MC
(PCI 10,12)

WAP

POS Cash Register

(PCI 1,3,5,6,7)
ʄʦʙʠʣʴʥʳʡ 

POS POS ʩʝʨʚʝʨ

(PCI 1,3,5,6,7)

ʇʂ 

ʤʘʛʘʟʠʥʥʦʛʦ 

ʨʘʙʦʪʥʠʢʘ

(PCI 1,3,5,6,7)

ɹʣʦʢ ʫʧʨʘʚʣʝʥʠʷ

ʎʆɼ

ACS
(PCI 2, 10,12)

WAP

Internet

ɹʝʩʧʨʦʚʦʜʥʦʝ
ʫʩʪʨʦʡʩʪʚʦ

CSM
(PCI 10,12)

ASA

http://cgl.microsoft.com/clipgallerylive/packages/j008/j0082705.cil
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ʆ ʯʝʤ ʤʳ ʙʫʜʝʤ 
ʛʦʚʦʨʠʪʴ?
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ñʃʶʙʦʡ ʢʨʠʟʠʩ ïɻ ʪʦ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠò

ʋʠʥʩʪʦʥʏʝʨʯʠʣʣʴ
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ʏʝʤ ʭʘʨʘʢʪʝʨʠʟʫʝʪʩʷ ʥʳʥʝʰʥʠʡ ʢʨʠʟʠʩ

Áʅʝʭʚʘʪʢʘ ʬʠʥʘʥʩʦʚʳʭ ʨʝʩʫʨʩʦʚ

Áɿʘʤʦʨʘʞʠʚʘʥʠʝ ʧʨʦʝʢʪʦʚ ʩ ʥʝʦʯʝʚʠʜʥʦʡ ʚʳʛʦʜʦʡ

Áʌʠʥʘʥʩʠʨʦʚʘʥʠʝ ʧʨʦʝʢʪʦʚ ʩ ʙʳʩʪʨʦʡ ʦʪʜʘʯʝʡ

Áʉʦʢʨʘʱʝʥʠʝ ʀʊ- ʠ ʀɹ-ʧʝʨʩʦʥʘʣʘ

Áʇʨʦʩʳʧʘʝʪʩʷ ʠʥʪʝʨʝʩ ʢ ʘʫʪʩʦʨʩʠʥʛʫ

Áʕʢʦʥʦʤʠʷ ʠ ʩʥʠʞʝʥʠʝ ʦʧʝʨʘʮʠʦʥʥʳʭ ʠ ʢʘʧʠʪʘʣʴʥʳʭ 
ʟʘʪʨʘʪ
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ʆʩʦʟʥʘʥʠʝ ʩʠʪʫʘʮʠʠ

Áʇʨʦʙʣʝʤʳ, ʪʨʝʙʫʶʱʠʝ ʨʝʰʝʥʠʷ

ɺ ʀɹ ʤʳ ʦʙʳʯʥʦ ʦʩʦʟʥʘʝʤ ʪʦʣʴʢʦ ʵʪʫ ʩʦʩʪʘʚʣʷʶʱʫʶ (ʠ ʪʦ, ʩ 
ʪʦʯʢʠ ʟʨʝʥʠʷ ʫʛʨʦʟ/ʨʠʩʢʦʚ), ʟʘʙʳʚʘʷ ʧʨʦ ʚʩʝ ʦʩʪʘʣʴʥʳʝ

Áʎʝʣʠ, ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʜʦʩʪʠʯʴ

Áʇʦʪʨʝʙʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʫʜʦʚʣʝʪʚʦʨʠʪʴ

Áʉʫʱʝʩʪʚʦʚʘʥʠʝ ʮʝʣʝʡ ʠʣʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʫʪʝʨʷʥʥʳʭ 
ʚʦʟʤʦʞʥʦʩʪʝʡ

ʉʣʫʞʙʳ ʀɹ, ʢʘʢ ʥʠʢʦʛʜʘ, ʜʦʣʞʥʳ ʜʝʤʦʥʩʪʨʠʨʦʚʘʪʴ 

ʧʦʥʠʤʘʥʠʝ ʙʠʟʥʝʩʘ, ʝʛʦ ʧʨʦʙʣʝʤ ʠ ʩʧʦʩʦʙʦʚ ʠʭ 

ʨʝʰʝʥʠʷ
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ʉʥʠʞʝʥʠʝ ʦʧʝʨʘʮʠʦʥʥʳʭ ʟʘʪʨʘʪ

Áʉʥʠʞʝʥʠʝ ʘʨʝʥʜʥʦʡ ʧʣʘʪʳ

ɿʘ ʩʯʝʪ ʫʤʝʥʴʰʝʥʠʷ ʟʘʥʠʤʘʝʤʦʡ ʧʣʦʱʘʜʠ

ɿʘ ʩʯʝʪ ʧʝʨʝʝʟʜʘ ʚ ʥʦʚʳʝ, ʙʦʣʝʝ ʜʝʰʝʚʳʝ ʧʦʤʝʱʝʥʠʷ

Áʋʤʝʥʴʰʝʥʠʝ ʯʠʩʣʘ ʢʦʤʘʥʜʠʨʦʚʦʢ

Áʉʦʢʨʘʱʝʥʠʝ ʧʝʨʩʦʥʘʣʘ

ɿʘ ʩʯʝʪ ʩʦʪʨʫʜʥʠʢʦʚ ʬʠʣʠʘʣʦʚ, ʜʦʧ.ʦʬʠʩʦʚ, ʫʜʘʣʝʥʥʳʭ 
ʧʣʦʱʘʜʦʢ

ɿʘ ʩʯʝʪ ʀʊ-, ʀɹ-ʧʝʨʩʦʥʘʣʘʛʦʣʦʚʥʦʛʦ ʦʬʠʩʘ

ɿʘ ʩʯʝʪ ʧʝʨʝʜʘʯʠ ʟʘʜʘʯ ʥʘ ʘʫʪʩʦʨʩʠʥʛ

Áʉʦʢʨʘʱʝʥʠʝ ʟʘʪʨʘʪ ʥʘ ʀʥʪʝʨʥʝʪ-ʪʨʘʬʠʢ
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ɼʨʫʛʠʝ ʟʘʜʘʯʠ

Áʈʦʩʪ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ ʩʦʪʨʫʜʥʠʢʦʚ

Áʉʥʠʞʝʥʠʝ ʢʘʧʠʪʘʣʴʥʳʭ ʟʘʪʨʘʪ

ɿʘ ʩʯʝʪ ʩʥʠʞʝʥʠʷ ʟʘʪʨʘʪ ʥʘ ʣʠʮʝʥʟʠʠ ʥʘ ʇʆ

ɿʘ ʩʯʝʪ ʦʪʢʘʟʘ ʦʪ ʧʨʠʦʙʨʝʪʝʥʠʷ ʇʆ ʠ çʞʝʣʝʟʘè

Áɿʘʱʠʪʘ ʦʪ çʨʘʟʚʦʨʦʚʳʚʘʥʠʷè ʙʠʟʥʝʩʘ
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ʉʥʠʞʝʥʠʝ 
ʘʨʝʥʜʥʦʡ ʧʣʘʪʳ
ʉʮʝʥʘʨʠʡ 1
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ʉʥʠʞʝʥʠʝ ʘʨʝʥʜʥʦʡ ʧʣʘʪʳ

Áʉʥʠʞʝʥʠʝ ʘʨʝʥʜʥʦʡ ʧʣʘʪʳ Ąʫʤʝʥʴʰʝʥʠʝ 
ʘʨʝʥʜʫʝʤʳʭʧʣʦʱʘʜʝʡĄʧʝʨʝʚʦʜ ʩʦʪʨʫʜʥʠʢʦʚ ʥʘ 
ʜʦʤĄʨʝʰʝʥʠʝ Cisco ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ ʫʜʘʣʝʥʥʦʤʫ 
ʜʦʩʪʫʧʫ

Áʕʢʦʥʦʤʠʷ ʥʘ:

ɸʨʝʥʜʘ ʧʣʦʱʘʜʝʡ

ʇʠʪʘʥʠʝ ʩʦʪʨʫʜʥʠʢʦʚ

ʆʧʣʘʪʘ ʧʨʦʝʟʜʥʳʭ (ʝʩʣʠ ʧʨʠʤʝʥʠʤʦ)

ʆʧʣʘʪʘ ʢʘʥʮʪʦʚʘʨʦʚ

Áɼʦʧʦʣʥʠʪʝʣʴʥʦ

ʋʣʫʯʰʝʥʠʝ ʧʩʠʭʦʣʦʛʠʯʝʩʢʦʛʦ ʢʣʠʤʘʪʘ ʟʘ ʩʯʝʪ ʨʘʙʦʪʳ ʜʦʤʘ

ʈʦʩʪ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ
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ɺʦʧʨʦʩʳ, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʳ ʦʪʚʝʪʳ

Áʂʊʆ ʧʦʣʫʯʘʝʪ ʜʦʩʪʫʧ?

Áʂɸʂ ʦʥ ʧʦʣʫʯʘʝʪ ʜʦʩʪʫʧ?

Áʂɸʂʀɽ ʧʨʠʣʦʞʝʥʠʷ ʦʥ ʠʩʧʦʣʴʟʫʝʪ?

Áʕʪʦ ʏɽʃʆɺɽʂ ʠʣʠ ʦʙʝʟʣʠʯʝʥʥʦʝ ʋʉʊʈʆʁʉʊɺʆ?

Áʀʄɽɽʊ ʣʠ ʦʥ ʧʨʘʚʦ ʥʘ ʪʘʢʦʡ ʜʦʩʪʫʧ?

Áʆʊʂʋɼɸ ʦʥ ʧʦʣʫʯʘʝʪ ʜʦʩʪʫʧ?

Áʂʘʢ ɿɸʑʀʊʀʊʔ ʦʙʝʩʪʦʨʦʥʳ?

Áʉʆʆʊɺɽʊʉʊɺʋɽʊ ʣʠ ʫʟʝʣ ʜʦʩʪʫʧʘ ʪʨʝʙʦʚʘʥʠʷʤ 
ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ?

Áʂʘʢ ʋʉʊʈɸʅʀʊʔ ʥʝʩʦʦʪʚʝʪʩʪʚʠʝ?
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IPSec VPN SSL VPN

Áʐʠʨʦʢʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʘʷ, 
ʦʪʨʘʙʦʪʘʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ

Áʍʦʨʦʰʦ ʧʦʜʭʦʜʠʪ ʜʣʷ 
ʨʘʩʰʠʨʝʥʥʦʛʦ ʜʦʩʪʫʧʘ 
ʩʦʪʨʫʜʥʠʢʦʚ ʩ ʢʦʨʧʦʨʘʪʠʚʥʳʤʳ 
ʢʦʤʧʴʶʪʝʨʘʤʠ

Áʈʘʩʰʠʨʷʝʪ ʟʘʱʠʱʝʥʥʳʡ ʜʦʩʪʫʧ 
ʜʣʷ çʥʝ-ʩʦʪʨʫʜʥʠʢʦʚè, 
ʥʘʧʨʠʤʝʨ, ʢʦʥʪʨʘʢʪʥʠʢʦʚ ʠ 
ʚʨʝʤʝʥʥʳʭ ʩʣʫʞʘʱʠʭ

Áʆʙʣʝʛʯʝʥʥʳʡ ʜʦʩʪʫʧ ʜʣʷ 
ʧʘʨʪʥʝʨʦʚ

Áʆʙʝʩʧʝʯʠʚʘʝʪ ʜʦʩʪʫʧ 
ñʦʪʦʚʩʶʜʫò, ʚʢʣʶʯʘʷ 
ʥʝʜʦʚʝʨʝʥʥʳʝ ʠ 
ʥʝʫʧʨʘʚʣʷʝʤʳʝ ʇʂ (ʀʥʪʝʨʥʝʪ-
ʢʘʬʝ)

Áʉʥʠʞʘʝʪ ʦʧʝʨʘʮʠʦʥʥʳʝ 
ʟʘʪʨʘʪʳ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʢʣʠʝʥʪʩʢʠʤ ʇʆ

ʉʫʱʝʩʪʚʫʝʪ 2 ʦʩʥʦʚʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ: IPSec ʠ SSL. SSL ïʙʦʣʝʝ ʥʦʚʘʷ 

ʪʝʭʥʦʣʦʛʠʷ;ʦʙʳʯʥʦ ʙʦʣʝʝ ʜʝʰʝʚʘʷ ʠ ʦʙʝʩʧʝʯʠʚʘʶʱʘʷ ʣʫʯʰʠʡ ʜʦʩʪʫʧ ʜʣʷ ʧʘʨʪʥʝʨʦʚ ʠ 

ʢʦʥʪʨʘʢʪʥʠʢʦʚ (ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ IPSec).  SSL ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ ʙʳʩʪʨʫʶ ʩʚʷʟʴ, ʯʝʤ 

IPSec. 

ʉʨʘʚʥʝʥʠʝ ʪʝʭʥʦʣʦʛʠʡ ʫʜʘʣʝʥʥʦʛʦ 
ʜʦʩʪʫʧʘ
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Áʇʦʟʠʮʠʦʥʠʨʫʝʪʩʷ ʢʘʢ ʫʩʪʨʦʡʩʪʚʦ 
ʟʘʱʠʪʳ

Áʉʦʜʝʨʞʠʪ ʧʦʩʣʝʜʥʠʝ ʠʥʥʦʚʘʮʠʦʥʥʳʝ 
ʨʝʰʝʥʠʷ ʧʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ 
ʨʘʟʣʠʯʥʳʭ ʫʛʨʦʟ ʠ ʘʪʘʢ

Áʄʥʦʞʝʩʪʚʦ ʬʫʥʢʮʠʡ ʦʨʛʘʥʠʟʘʮʠʠ 
ʟʘʱʠʱʝʥʥʦʛʦ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ 
(VPN)

Áʉʧʝʮʠʘʣʴʥʳʡ ʬʫʥʢʮʠʦʥʘʣ, 
ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʧʨʦʩʪʦʝ ʧʨʦʛʨʘʤʤʥʦʝ 
ʦʙʥʦʚʣʝʥʠʝ

Áʇʦʟʠʮʠʦʥʠʨʫʝʪʩʷ ʢʘʢ ʤʘʨʰʨʫʪʠʟʘʪʦʨ

Áʉʦʜʝʨʞʠʪ ʧʦʩʣʝʜʥʠʝ ʩʝʪʝʚʳʝ ʨʝʰʝʥʠʷ, 
ʪʝʩʥʦ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʝ ʩ   
ʠʥʥʦʚʘʮʠʦʥʥʳʤʠ ʨʝʰʝʥʠʷʤʠ ʧʦ 
ʙʝʟʦʧʘʩʥʦʩʪʠ

Áɹʦʛʘʪʳʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ 
ʧʦ ʧʦʩʪʨʦʝʥʠʶ ʤʝʞʦʬʠʩʥʳʭ VPN (site-
to-site VPN) 

Áʄʘʢʩʠʤʘʣʴʥʦ ʦʙʲʝʜʠʥʝʥʳ ʩʝʪʝʚʳʝ 
ʚʦʟʤʦʞʥʦʩʪʠ ʠ ʬʫʥʢʮʠʠ ʟʘʱʠʪʳ ʥʘ 
ʦʜʥʦʡ ʧʣʘʪʬʦʨʤʝ

ʉʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʨʝʰʝʥʠʷ, 

ʨʘʙʦʪʘʶʱʠʝ ʚ ʣʶʙʦʤ ʩʮʝʥʘʨʠʠ ʚʥʝʜʨʝʥʠʷ

Cisco ASA 5500 Cisco ISR Router

Cisco ISR ʠʣʠ Cisco ASA ʢʘʢ VPN?
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Åʄʥʦʛʦʫʨʦʚʥʝʚʳʡ ʘʥʘʣʠʟ ʧʘʢʝʪʦʚ ʠ ʪʨʘʬʠʢʘ

Åʈʘʩʰʠʨʝʥʥʳʝ ʩʣʫʞʙʳ ʧʨʦʚʝʨʢʠ ʧʨʠʣʦʞʝʥʠʡ ʠ ʧʨʦʪʦʢʦʣʦʚ

Åʂʦʥʪʨʦʣʴ ʩʝʪʝʚʳʭ ʧʨʠʣʦʞʝʥʠʡ

Åʈʘʩʰʠʨʝʥʥʘʷ ʟʘʱʠʪʘ ʤʫʣʴʪʠʤʝʜʠʘ ʠ ʛʦʣʦʩʦʚʳʭ ʧʨʠʣʦʞʝʥʠʡ

Åɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʯʝʨʚʝʡ ʠ ʚʠʨʫʩʦʚ

Åʆʙʥʘʨʫʞʝʥʠʝ ʠ ʬʠʣʴʪʨʘʮʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ 

Åʊʝʭʥʦʣʦʛʠʷ ʘʢʢʫʨʘʪʥʦʛʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʠ ʫʧʨʝʞʜʘʶʱʝʝ 

ʨʝʘʛʠʨʦʚʘʥʠʝ

Åʂʦʨʨʝʣʷʮʠʷ ʩʦʙʳʪʠʡ ʠ ʫʧʨʝʞʜʘʶʱʝʝ ʨʝʘʛʠʨʦʚʘʥʠʝ 

Åʂʦʥʪʨʦʣʴ ʥʘ 4 ʠ 3 ʫʨʦʚʥʝ

Åʂʦʥʪʨʦʣʴ ʩʦʩʪʦʷʥʠʷ 

Åɻʠʙʢʦʩʪʴ ʧʦʣʠʪʠʢ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʩʝʪʝʚʳʭ, ʧʨʠʣʦʞʝʥʠʡ

Åʅʝ ʪʨʝʙʫʶʱʠʝ ʚʤʝʰʘʪʝʣʴʩʪʚʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʙʥʦʚʣʷʝʤʳʡ 

ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʧʦ IPSec

Åɻʠʙʢʠʝ ʠ ʟʘʱʠʱʝʥʥʳʝ ʩʝʨʚʠʩʳ SSL VPN

Åʇʦʜʜʝʨʞʢʘ QoS, ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʚ VPN

Åʀʥʪʝʛʨʠʨʦʚʘʥʥʘʷ ʟʘʱʠʪʘ ʦʪʫʛʨʦʟ ʜʣʷ VPN

Åʄʘʣʘʷ ʟʘʜʝʨʞʢʘ

Åʈʘʟʣʠʯʥʘʷ ʪʦʧʦʣʦʛʠʷ

Åʇʦʜʜʝʨʞʢʘ Multicast

Åɺʠʨʪʫʘʣʠʟʘʮʠʷ ʩʝʨʚʠʩʦʚ

Åʉʝʪʝʚʘʷ ʩʝʛʤʝʥʪʘʮʠʷ

Åʄʘʨʰʨʫʪʠʟʘʮʠʷ, ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʥʘʛʨʫʟʢʠ

ʄʉʕ/ ɿʘʱʠʪʘ 

ʧʨʠʣʦʞʝʥʠʡ

IPS / ɸʥʪʠ-

ʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ 

ʂʦʥʪʨʦʣʴ 

ʜʦʩʪʫʧʘ ʠ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ

ɿʘʱʠʪʘ 

ʩʦʝʜʠʥʝʥʠʡ

ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ 

ʩʝʪʝʚʳʝ 

ʩʝʨʚʠʩʳ Cisco

Cisco ASA 5500

http://images.google.com/imgres?imgurl=http://www.ehs.washington.edu/images/BIOSGN2.jpg&imgrefurl=http://www.ehs.washington.edu/Manuals/BSManual/AppendixA.pdf&h=1028&w=850&sz=124&tbnid=HeNi2BPYUAgJ:&tbnh=149&tbnw=124&start=14&prev=/images?q=biohazard&hl=en&lr=&safe=off
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Cisco VPN Client
Cisco SSL VPN 

Client
Cisco AnyConnect

VPN Client

ʇʨʦʪʦʢʦʣ IPsec SSL (HTTPS)
DTLS, SSL 

(HTTPS)  - Auto

ʉʨʝʜʥʠʡ ʨʘʟʤʝʨ10 Mɹ 400 Kɹ 1.2 Mɹ

ʋʩʪʘʥʦʚʢʘ ʈʘʩʧʨʝʜʝʣʝʥʠʝ
ɸʚʪʦʟʘʛʨʫʟʢʘ

ʈʘʩʧʨʝʜʝʣʝʥʠʝ

ɸʚʪʦʟʘʛʨʫʟʢʘ

ʈʘʩʧʨʝʜʝʣʝʥʠʝ

ʇʨʘʚʘ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ

ɼʘ

ʊʦʣʴʢʦ ʜʣʷ 
ʠʥʩʪʘʣʣʷʮʠʠ

(Stub installer 
ʜʦʩʪʫʧʝʥ)

ʊʦʣʴʢʦ ʜʣʷ 
ʠʥʩʪʘʣʣʷʮʠʠ

(MSI ʜʦʩʪʫʧʝʥ ï
Windows)

ʇʦʜʜʝʨʞʢʘ ʆʉ
2K/XP/Vista 32-bit, 
Linux, Mac OS X, 
Solaris UltraSparc

2000/XP

2K/XP/Vista (32 & 
64-bit), Linux, Mac 

OS X, Windows 
2008 Server

ʇʝʨʝʟʘʛʨʫʟʢʘ 
ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʘ

ʅʝʪ ɼʘ ɼʘ

Head End ASA/PIX/3K/IOS ASA/3K/IOS ASA/IOS

ʉʨʘʚʥʝʥʠʝ VPN-ʢʣʠʝʥʪʦʚ
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ʇʨʝʜʧʨʠʷʪʠʝ

Cisco Unified 
Presence Server

MA

Microsoft Presence 
Server

ʀʥʪʝʨʥʝʪ

ASA Phone Proxy

Cisco Mobile Communicator

Cisco SSL/IPSec VPN Solutions ʜʣʷ 
ʥʘʜʦʤʥʳʭ ʨʘʙʦʪʥʠʢʦʚ

ɿʘʱʠʪʘ IP-ʪʝʣʝʬʦʥʠʠ
Áʇʦʜʜʝʨʞʢʘ SIP, 

SCCP, H.323, MGCP

Áɿʘʱʠʪʘ ʦʪ SIP-ʘʪʘʢ, 
ʚʢʣʶʯʘʷ Rate Limit 
SIP-ʟʘʧʨʦʩʦʚ

Áʂʦʥʪʨʦʣʴ ʟʚʦʥʢʦʚ 
(whitelist, blacklist, 
ʘʙʦʥʝʥʪʳ, SIP URI) 

Áɼʠʥʘʤʠʯʝʩʢʦʝ 
ʦʪʢʨʳʪʠʝʥʫʞʥʳʭ 
ʧʦʨʪʦʚ

Áɿʚʦʥʢʠ ʪʦʣʴʢʦ ʜʣʷ 
çʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ-
ʥʳʭè ʪʝʣʝʬʦʥʦʚ

Áʀʥʩʧʝʢʮʠʷ 
ʟʘʰʠʬʨʦʚʘʥʥʳʭ
ʟʚʦʥʢʦʚ, ʚʢʣʶʯʘʷ 
ʩʠʛʥʘʣʠʟʘʮʠʶ 
(SRTP/TLS)
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ASA 5500

ʏʝʨʚʴ/

ɺʠʨʫʩ

çʏʫʞʦʝè

ʧʨʠʣʦʞʝʥʠʝ

Spyware

ʅʉɼ

ʕʢʩʧʣʦʠʪ

ʋʜʘʣʝʥʥʳʡ

ʜʦʩʪʫʧ

ʧʦ VPN

ʆʪʨʘʞʝʥʠʝ ʫʛʨʦʟ
ʆʙʥʘʨʫʞʝʥʠʝ ɺʇʆ

ʆʙʥʘʨʫʞʝʥʠʝ ʯʝʨʚʝʡ

ʆʙʥʘʨʫʞʝʥʠʝ 

ʰʧʠʦʥʩʢʠʭ ʧʨʦʛʨʘʤʤ

ʇʨʠʢʣʘʜʥʦʡ ʄʉʕʠ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ
ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ

ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʧʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤ/ʛʨʫʧʧʘʤ

ʆʙʥʘʨʫʞʝʥʠʝ ʘʥʦʤʘʣʠʡ ʚ ʧʨʦʪʦʢʦʣʘʭ

ʌʠʣʴʪʨʘʮʠʷ ʩ ʢʦʥʪʨʦʣʝʤ ʩʦʩʪʦʷʥʠʷ

ʊʦʯʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʧʦʣʠʪʠʢ
ʂʦʨʨʝʣʷʮʠʦʥʥʳʡ ʘʥʘʣʠʟ ʚ ʨʝʞʠʤʝ 

ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ

ʈʘʩʯʝʪ ʨʝʡʪʠʥʛʘ ʨʠʩʢʘ

ɹʣʦʢʠʨʦʚʘʥʠʝ ʘʪʘʢ

ɿʘʚʝʨʰʝʥʠʝ ʦʧʘʩʥʳʭ ʩʝʩʩʠʡ

ɺʩʝʩʪʦʨʦʥʥʷʷ ʟʘʱʠʪʘ ʇʂ
ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʦʮʝʥʢʘ

ʆʪʨʘʞʝʥʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ

ɿʘʱʠʪʘ ʜʘʥʥʳʭ/ʩʝʩʩʠʡ

ʆʯʠʩʪʢʘ ʧʘʤʷʪʠ ʧʦʩʣʝ ʩʝʩʩʠʠ

ʋʩʠʣʠʚʘʝʪ ʵʰʝʣʦʥʠʨʦʚʘʥʥʫʶ ʦʙʦʨʦʥʫ, ʙʣʦʢʠʨʫʷ ʯʝʨʚʝʡ, ʚʠʨʫʩʳ ʠ ʪ.ʧ. é
ʙʝʟ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʩʥʠʞʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ

ʀʥʪʝʛʨʘʮʠʷ ʟʘʱʠʪʥʳʭ ʬʫʥʢʮʠʡ
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ʏʪʦ ʪʘʢʦʝ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ?

ɺʚʝʜʠʪʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ:

ɹʝʟʦʧʘʩʥʦʩʪʴ
ʫʩʪʨʦʡʩʪʚʘ

ɹʝʟʦʧʘʩʥʦʩʪʴ
ʩʝʪʠ

ʀʜʝʥʪʠʬʠʢʘʮʠʷ

Çʂʪʦ ʧʦʣʴʟʦʚʘʪʝʣʴ?

Çʆʥ/ʦʥʘ ʘʚʪʦʨʠʟʦʚʘʥ/ʘʚʪʦʨʠʟʦʚʘʥʘ?

Çʂʘʢʫʶ ʨʦʣʴ ʦʥ/ʦʥʘ ʧʦʣʫʯʘʝʪ?

NAC
Çʋʩʪʘʥʦʚʣʝʥʦ ʣʠ 

ʠʩʧʨʘʚʣʝʥʠʝ ʄS? 

Çɽʩʪʴ A/V ʠʣʠ A/S?

Çɺ ʜʘʥʥʳʡ ʤʦʤʝʥʪ 

ʨʘʙʦʪʘʝʪ?

Çʉʝʨʚʠʩʳ ʚʢʣʶʯʝʥʳ?

Çɽʩʪʴ ʥʝʦʙʭʦʜʠʤʳʝ 

ʬʘʡʣʳ?

Çʇʦʣʠʪʠʢʘ ʫʩʪʘʥʦʚʣʝʥʘ? 

Çʅʝʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 

ʫʩʪʨʦʡʩʪʚʘʧʝʨʝʚʝʜʝʥʳ ʥʘ 

ʢʘʨʘʥʪʠʥ? 

Çɽʩʪʴ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚ 

ʧʘʪʯʝ?

Çʇʘʪʯ ʜʦʩʪʫʧʝʥ?

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʪʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʚʳʧʦʣʥʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ 

ʧʦʣʠʪʠʢ ʧʦ ʩʦʦʪʚʝʪʩʪʚʠʶ  ʩʦʩʪʦʷʥʠʷ ʧʦʜʢʣʶʯʘʶʱʠʭʩʷ ʫʩʪʨʦʡʩʪʚ 

ʠʭ ʪʨʝʙʦʚʘʥʠʷʤ

SiSi SiSi
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ʇʝʨʝʚʦʜ ʚ ʢʘʨʘʥʪʠʥ ʠ ʠʟʦʣʷʮʠʷ

Á ʀʟʦʣʷʮʠʷ ʥʝʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 
ʫʩʪʨʦʡʩʪʚ ʦʪ ʦʩʪʘʣʴʥʦʡ ʩʝʪʠ 

Á ʇʝʨʝʚʦʜ ʥʘ ʢʘʨʘʥʪʠʥ ʥʘ ʙʘʟʝ 
MAC- ʠ IP-ʘʜʨʝʩʦʚ ʥʘ ʫʨʦʚʥʝ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ

Á ʉʝʪʝʚʳʝ ʠʥʩʪʨʫʤʝʥʪʳ 
ʫʩʪʨʘʥʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʠ 
ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʫʛʨʦʟ

Á ʀʥʪʝʛʨʘʮʠʷ ʩʦ ʩʣʫʞʙʦʡ 
ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ

ɺʦʟʤʦʞʥʦʩʪʴ ʜʦʩʪʫʧʘ ʦʧʨʝʜʝʣʷʝʪʩʷ 
ʩʦʦʪʚʝʪʩʪʚʠʝʤ ʩʦʩʪʦʷʥʠʷ

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʘʚʪʦʨʠʟʘʮʠʷ

Á ʆʙʝʩʧʝʯʝʥʠʝ ʚʳʧʦʣʥʝʥʠʷ 
ʧʦʣʠʪʠʢ ʘʚʪʦʨʠʟʘʮʠʠ ʠ 
ʥʘʟʥʘʯʝʥʠʷ ʧʨʠʚʠʣʝʛʠʡ

Á ʇʦʜʜʝʨʞʢʘ ʨʘʟʣʠʯʥʳʭ 
ʨʦʣʝʡ ʧʦʣʴʟʦʚʘʪʝʣʷ

ʆʙʥʦʚʣʝʥʠʝ ʠ ʣʝʯʝʥʠʝʇʨʦʚʝʨʢʘ ʠ ʦʮʝʥʢʘ

Á ʇʨʦʚʝʨʢʘ ʩ ʧʦʤʦʱʴʶ ʘʛʝʥʪʘ: 
ʥʘʣʠʯʠʝ ʥʝʦʙʭʦʜʠʤʳʭ ʚʝʨʩʠʡ 
ʠʩʧʨʘʚʣʝʥʠʡ,ʘʥʪʠʚʠʨʫʩʦʚ ʠ ʪ.ʜ.

Á ʇʨʦʚʝʨʢʘ ʧʦ ʩʝʪʠ ʥʘ ʥʘʣʠʯʠʝ 
ʚʠʨʫʩʦʚ ʠʯʝʨʚʝʡ, ʘ ʪʘʢʞʝ
ʫʷʟʚʠʤʦʩʪʠ ʧʦʨʪʦʚ

ʅɽʊ ʉʆʆʊɺɽʊʉʊɺʀʗ = ʅɽʊ ɼʆʉʊʋʇɸ ʂ ʉɽʊʀ

ʉʥʘʯʘʣʘ ʫʩʪʘʥʦʚʠʪʝ ʧʦʣʠʪʠʢʠ ʜʦʩʪʫʧʘ. ɿʘʪʝʤ:
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Cisco NAC ʨʝʰʘʝʪ ʢʣʶʯʝʚʳʝ ʧʨʦʙʣʝʤʳ

Cisco NAC ʘʫʪʝʥʪʠʬʠʮʠʨʫʝʪ ʠ ʢʦʥʪʨʦʣʠʨʫʝʪ 

ʛʦʩʪʝʡ ʠ ʥʝʫʧʨʘʚʣʷʝʤʳʝ ʘʢʪʠʚʳ/ʨʝʩʫʨʩʳ

Cisco NAC ʦʮʝʥʠʚʘʝʪ, ʧʦʤʝʰʘʝʪ ʚ ʢʘʨʘʥʪʠʥ ʠ 

ʫʩʪʨʘʥʷʝʪ ʥʝʩʦʦʪʚʝʪʩʪʚʠʝ endpoints

Cisco NAC ʧʨʠʤʝʥʷʝʪ ʧʦʣʠʪʠʢʠ ʜʦʩʪʫʧʘ ʠ 

ʩʦʦʪʚʝʪʩʪʚʠʷ ʥʘ ʙʘʟʝ ʨʦʣʝʡ

ɺʥʝʜʨʠʪʴ ʨʦʣʝʚʦʡ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ

ʋʧʨʘʚʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʘʢʪʠʚʘʤʠ

ʆʙʝʩʧʝʯʠʪʴ ʩʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ
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ʂʦʤʧʦʥʝʥʪʳ Cisco NAC

NAC Manager NAC Agent ʠʣʠ

Web Agent
ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ 

ʫʧʨʘʚʣʝʥʠʝ, ʢʦʥʬʠʛʫʨʘʮʠʷ, 

ʦʪʯʝʪʳ ʠ ʭʨʘʥʝʥʠʝ ʧʦʣʠʪʠʢ

ʆʮʝʥʢʘ, 

ʩʦʦʪʚʝʪʩʪʚʠʝ ʠ 

ʢʦʥʪʨʦʣʴ

ɹʝʩʧʣʘʪʥʳʡ ʢʣʠʝʥʪ 

ʜʣʷ ʨʘʩʰʠʨʝʥʥʦʛʦ 

ʩʢʘʥʠʨʦʚʘʥʠʷ

SSC

ʋʨʦʚʝʥʴ 

ʩʦʦʪʚʝʪʩʪʚʠʷ

ACS

802.1x Supplicant
ʆʙʥʦʚʣʝʥʠʷ ʧʨʘʚʠʣ

NAC Server

ʉʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ 

ʜʦʩʪʫʧʦʤ ʧʦ 

ʧʦʣʠʪʠʢʘʤ ʜʣʷ 

802.1x

802.1x supplicant ʯʝʨʝʟ 

CSSC ʠʣʠ ʚʩʪʨʦʝʥʥʳʡ 

supplicant Vista

ʇʣʘʥʦʚʳʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠʝ 

ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ 

ʘʥʪʠʚʠʨʫʩʦʚ, ʢʨʠʪʠʯʝʩʢʠʝ 

ʧʘʪʯʠ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ

ʋʩʪʨʦʡʩʪʚʘ 

ʩʝʪʝʚʦʛʦ 

ʜʦʩʪʫʧʘ

ʋʨʦʚʝʥʴ 

ʩʝʨʚʠʩʦʚ

NAC
NAC Profiler NAC Guest

ɸʛʛʨʝʛʠʨʫʝʪ

ʜʘʥʥʳʝ ʦʪ Collector

ʜʣʷ ʦʮʝʥʢʠ ʨʦʣʝʡ

ʠ ʧʨʠʚʠʣʝʛʠʡ

ʉʙʦʨ ʜʘʥʥʳʭ ʠʟ ʩʝʪʠ 

ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ 

ʪʠʧʦʚ ʫʩʪʨʦʡʩʪʚ

ʉʝʨʚʝʨ ʫʧʨʘʚʣʝʥʠʷ 

ʜʦʩʪʫʧʦʤ ʛʦʩʪʝʡ ʩ 

ʚʩʝʩʪʦʨʦʥʥʠʤʠ 

ʬʫʥʢʮʠʷʤʠ

NAC Collector

ʋʨʦʚʝʥʴ

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ
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Cisco Security Agent 6.0
ɺʩʝʩʪʦʨʦʥʥʷʷ ʟʘʱʠʪʘ ʇʂ, ʩʝʨʚʝʨʦʚ, ʣʵʧʪʦʧʦʚ ʠ POS-ʪʝʨʤʠʥʘʣʦʚ

Áʀʥʪʝʛʨʠʨʦʚʘʥʥʳʡ ʘʛʝʥʪ, ʝʜʠʥʦʝ ʫʧʨʘʚʣʝʥʠʝ

Áɿʘʱʠʪʘ ʦʪ ʠʟʚʝʩʪʥʳʭ ʠ ʥʦʚʳʭ ʫʛʨʦʟ

Áʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʫʪʝʯʝʢ ʠʥʬʦʨʤʘʮʠʠ

Áʆʙʝʩʧʝʯʝʥʠʝ ʧʦʣʠʪʠʢ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ

Áʋʩʠʣʝʥʠʝ ʟʘʱʠʪʳ ʟʘ ʩʯʝʪ  ʠʥʪʝʛʨʘʮʠʠ ʩ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʩʝʪʠ

Áʆʙʝʩʧʝʯʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʠʝ ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʠ 
ʥʘʮʠʦʥʘʣʴʥʳʤ ʨʝʛʫʣʷʪʠʚʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ

Áɺʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʀʊʫʧʨʘʚʣʷʪʴ ʨʠʩʢʘʤʠ ʜʣʷ ʙʠʟʥʝʩʘ

Áɺʥʝʜʨʝʥʠʝ ʧʦʣʠʪʠʢ ʠ ʟʘʱʠʪʘ ʢʨʠʪʠʯʝʩʢʠʭ ʙʠʟʥʝʩ-ʘʢʪʠʚʦʚ

Áʋʤʝʥʴʰʝʥʠʝ ʙʨʝʤʝʥʠ ʀʊ-ʫʧʨʘʚʣʝʥʠʷ

Áʉʥʠʞʝʥʠʝ ʟʘʪʨʘʪ

ʇʨʝʠʤʫʱʝʩʪʚʘ 
ʜʣʷ ʙʠʟʥʝʩʘ:

CSA
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ʀʥʪʝʨʥʝʪ

ʀʥʪʨʘʥʝʪ

ʈʘʩʰʠʨʝʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʇʂ
ʩ Cisco Security Agent

ÁCisco Security Agent 
ʧʦʚʳʰʘʝʪ ʟʘʱʠʪʫ ʟʘ ʩʯʝʪ:
ɿʘʱʠʪʳ ʦʪ 0-day-ʘʪʘʢ, ʙʘʟʠʨʫʷʩʴ ʥʘ 
ʧʦʚʝʜʝʥʠʠ ʆʉ ʠ ʧʨʠʣʦʞʝʥʠʡ

ʂʦʥʪʨʦʣʷ ʩʦʜʝʨʞʠʤʦʛʦ ʧʦʩʣʝ 
ʨʘʩʰʠʬʨʦʚʘʥʠʷʠʣʠ ʜʦ 
ʟʘʰʠʬʨʦʚʘʥʠʷ(ʥʘʧʨʠʤʝʨ, SSL, 
IPsec)

ʂʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ 
ʚʚʦʜʘ/ʚʳʚʦʜʘ, ʙʘʟʠʨʫʷʩʴ ʥʘ 
ʧʨʦʮʝʩʩʝ, ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ ʚ ʩʝʪʠ ʠ 
ʩʦʜʝʨʞʠʤʦʤ ʬʘʡʣʘ

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷʠ 
ʤʦʥʠʪʦʨʠʥʛʘ ʩʦʙʳʪʠʡ

ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʚ ʨʘʤʢʘʭSDN ʩ 
ʜʨʫʛʠʤʠ ʨʝʰʝʥʠʷʤʠ, ʪʘʢʠʤʠ ʢʘʢ 
NAC, IPS, QoS, MARS, VOIP ʠ ʪ.ʜ.
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ʈʦʩʪ 
ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ 
ʩʦʪʨʫʜʥʠʢʦʚ
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ʈʦʩʪ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ ʩʦʪʨʫʜʥʠʢʦʚ

Áʈʦʩʪ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ Ąʩʥʠʞʝʥʠʝ ʚʨʝʤʝʥʠ, 
ʧʦʪʨʘʯʝʥʥʦʛʦ ʥʘ ʜʦʨʦʛʫĄʧʝʨʝʚʦʜ ʩʦʪʨʫʜʥʠʢʦʚ ʥʘ 
ʜʦʤĄʨʝʰʝʥʠʝ Cisco ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ ʫʜʘʣʝʥʥʦʤʫ 
ʜʦʩʪʫʧʫ

Áʈʦʩʪ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ ïʦʪ 10% ʜʦ 40%

Áɼʦʧʦʣʥʠʪʝʣʴʥʦ:

ʋʚʝʣʠʯʝʥʠʝ ʨʘʙʦʯʝʛʦ ʚʨʝʤʝʥʠ

ʕʢʦʥʦʤʠʷ ʥʘ ʘʨʝʥʜʝ ʧʣʦʱʘʜʝʡ

ʕʢʦʥʦʤʠʷ ʥʘ ʧʠʪʘʥʠʠ ʩʦʪʨʫʜʥʠʢʦʚ

ʕʢʦʥʦʤʠʷ ʥʘ ʦʧʣʘʪʝ ʧʨʦʝʟʜʥʳʭ (ʝʩʣʠ ʧʨʠʤʝʥʠʤʦ)

ʕʢʦʥʦʤʠʷ ʥʘ ʦʧʣʘʪʝ ʢʘʥʮʪʦʚʘʨʦʚ

ʋʣʫʯʰʝʥʠʝ ʧʩʠʭʦʣʦʛʠʯʝʩʢʦʛʦ ʢʣʠʤʘʪʘ ʟʘ ʩʯʝʪ ʨʘʙʦʪʳ ʜʦʤʘ
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ɺʯʝʨʘ: ʃʶʜʠ ñh ʣʠò ʥʘ ʨʘʙʦʪʫ ʉʝʛʦʜʥʷ: ʈʘʙʦʪʘñʠʜʝʪò ʢ ʣʶʜʷʤ

ɸʵʨʦʧʦʨʪ

WAN/Internet

SiSi

SiSi

ʆʪʝʣʴ

ʇʨʝʜʧʨʠʷʪʠʝ

ɼʦʨʦʛʘ

ʂʘʬʝ

ɻʣʘʚʥʳʡ

ʦʬʠʩ
HQ

ʌʠʣʠʘʣɼʦʤ

Áʄʥʦʛʠʝ ʢʦʤʧʘʥʠʠ ʬʦʢʫʩʠʨʫʶʪʩʷ ʥʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʩʝʨʚʠʩʘ ʥʘ ʩʚʦʝʡ 
ʪʝʨʨʠʪʦʨʠʠ (ʟʘʨʧʣʘʪʘ, ʙʠʣʝʪʳ, ʜʦʢʫʤʝʥʪʦʦʙʦʨʦʪé)

Áʉʦʪʨʫʜʥʠʢ ʚ ʩʨʝʜʥʝʤʪʨʘʪʠʪ ʪʦʣʴʢʦ 30ï40% ʚʨʝʤʝʥʠ ʚ ʦʬʠʩʝ

100 
ʩʦʪʨʫʜʥʠʢʦʚ

500 
ʩʦʪʨʫʜʥʠʢʦʚ

1000 
ʩʦʪʨʫʜʥʠʢʦʚ

ɿʘʨʧʣʘʪʘ($25K ʚ ʛʦʜ) $2,5 ʤʣʥ. $12,5 ʤʣʥ. $25 ʤʣʥ.

1 ʯʘʩ ʧʦʪʝʨʠ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ$1,200 $6,000 $12,000

ʇʦʪʝʨʠ ʚ ʛʦʜ ʦʪ 1 ʯʘʩʘ ʚ ʥʝʜʝʣʶ$62,5K $312,5ʂ $625ʂ

ʈʦʩʪ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ
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ʉʥʠʞʝʥʠʝ 
ʘʨʝʥʜʥʦʡ ʧʣʘʪʳ
ʉʮʝʥʘʨʠʡ 2
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ʉʥʠʞʝʥʠʝ ʘʨʝʥʜʥʦʡ ʧʣʘʪʳ

Áʉʥʠʞʝʥʠʝ ʘʨʝʥʜʥʦʡ ʧʣʘʪʳ Ąʧʝʨʝʝʟʜ ʚ ʥʦʚʳʝ, ʙʦʣʝʝ 
ʜʝʰʝʚʳʝ ʧʦʤʝʱʝʥʠʷĄʦʪʢʘʟ ʦʪ ʉʂʉĄ
ʨʘʟʚʝʨʪʳʚʘʥʠʝ Wi-FiĄʨʝʰʝʥʠʝ Cisco ʧʦ 
ʟʘʱʠʱʝʥʥʦʤʫ ʙʝʩʧʨʦʚʦʜʥʦʤʫ ʜʦʩʪʫʧʫ

Áʕʢʦʥʦʤʠʷ ʥʘ:

ɸʨʝʥʜʝ ʧʣʦʱʘʜʝʡ

ʇʨʦʢʣʘʜʢʝ ʉʂʉ
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ʋʤʝʥʴʰʝʥʠʝ 
ʯʠʩʣʘ 
ʢʦʤʘʥʜʠʨʦʚʦʢ
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ʋʤʝʥʴʰʝʥʠʝ ʯʠʩʣʘ ʢʦʤʘʥʜʠʨʦʚʦʢ

Áʋʤʝʥʴʰʝʥʠʝ ʯʠʩʣʘ ʢʦʤʘʥʜʠʨʦʚʦʢ Ąʚʥʝʜʨʝʥʠʝ 
ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʩʚʷʟʠ/ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʭ 
ʢʦʤʤʫʥʠʢʘʮʠʡ/TelePresenceĄʨʝʰʝʥʠʝ Cisco ʧʦ 
ʟʘʱʠʱʝʥʥʦʤʫ ʫʜʘʣʝʥʥʦʤʫ ʜʦʩʪʫʧʫ ʠ ʟʘʱʠʪʝ 
ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʭ ʢʦʤʤʫʥʠʢʘʮʠʡ

Áʕʢʦʥʦʤʠʷ ʥʘ:

ʂʦʤʘʥʜʠʨʦʚʦʯʥʳʭ ʟʘʪʨʘʪʘʭ ($300-400 ʥʘ ʘʚʠʘʙʠʣʝʪ + $100 ʥʘ 
ʛʦʩʪʠʥʠʮʫ ʚ ʩʫʪʢʠ)
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ʂʦʥʪʨʦʣʴ 
ʜʦʩʪʫʧʘ

ʆʪʨʘʞʝʥʠʝ 
ʫʛʨʦʟ

ʉʝʪʝʚʘʷ 
ʧʦʣʠʪʠʢʘ

ɿʘʱʠʪʘ 
ʩʝʨʚʠʩʦʚ

ʐʠʬʨʦʚʘʥʠʝ 
ʚʠʜʝʦ & ʛʦʣʦʩʘ

ʂʦʥʪʨʦʣʴ 

ʟʚʦʥʢʦʚ
ʀʥʬʨʘʩʪʨʫʢʪʫʨʘEndpoints ʇʨʠʣʦʞʝʥʠʷ

ÅSIP, SCCP, MGCP, H.323

Åʂʦʥʪʨʦʣʴ ʠ ʠʥʩʧʝʢʮʠʷ

Åʇʦʥʠʤʘʥʠʝ ʧʦʪʦʢʘ ʠ 

ʟʘʛʦʣʦʚʢʘ ʟʚʦʥʢʘ

Åɿʘʱʠʪʘ ʦʪ DoS-ʘʪʘʢ

ÅTLS Proxy ʜʣʷ 

ʟʘʰʠʬʨʦʚʘʥʥʦʡ 

ʩʠʛʥʘʣʠʟʘʮʠʠ

ÅNAT/PAT

Åʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʩʝʨʚʠʩʦʚ ʜʣʷ UC

Åʉʠʛʥʘʪʫʨʳ ʜʣʷ ʘʪʘʢ ʥʘ 

UC

ÅVPN ʜʣʷ ʛʦʣʦʩʘ/ʚʠʜʝʦ 

(V3PN)

Åʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʘʪʘʢ 

çʧʝʨʝʧʦʣʥʝʥʠʝ 

ʙʫʬʝʨʘè

Åʀʥʩʧʝʢʮʠʷ 

SIP/SCCP/CTIQBE/TAP/

JTAPI

Åʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʠ 

ʠʥʩʧʝʢʮʠʷ ʜʣʷ - Cisco 

Unity, Meetingplace, 

Presence, Cisco 

Telepresence, IM over 

SIP, Microsoft

Åʊʘʡʤʘʫʪʳ ʜʣʷ 

ʘʫʜʠʦ/ʚʠʜʝʦ-

ʩʦʝʜʠʥʝʥʠʡ

Åʀʥʩʧʝʢʮʠʷ RTP/RTCP

ÅSIP ʠSCCP Video 

Endpoints ïIP phones, 

VT Advantage, Cisco 

Unified Personal 

Communicator

Åʇʦʣʠʪʠʢʠ -

ʨʘʟʨʝʰʠʪʴ/ʟʘʧʨʝʪʠʪʴ

ʟʚʦʥʢʠ ʩ 

ʥʝʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ 

ʪʝʣʝʬʦʥʦʚ, ʘʙʦʥʝʥʪʦʚ, 

whitelist, blacklist

Cisco ASA ʠ ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʝ 
ʢʦʤʤʫʥʠʢʘʮʠʠ


