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Dashboard |[ Net

,d " &

msumm | CS-MARS Standalone: Demol v4.3

Select Case: | Mo Case Selected..,

w

|Page Refresh Rate

15 minutes [

m One Day | | Events

W netflow 757

W Events 15,427,109
Sessions 5,666,129
Data 63%
Reduction

Recent Incidents {Last Hour)

Incident ID

Event Type Matched Rule

Action|Time [Path |Casd

1,323324711547

Built'teardown/permitted Sasser Ru\e@
1e copoa ctionlal

Feb 14,
Gl

I||One Day |w | Incidents

M High 40 39%
Medium o 0%

M Low 62 61%
Total 102 100%

[one Day || False

Positives

M Totbe 312 70%
confirmed

M =ystem 0 0%
determined

B Logged 132 30%
M Cropped o 0%

User 1} 0%
confirmed
Total ddd 100%
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HotSpot Graph

2:23119
PM PST

[ Full Topo Graph | [ Large Graph |[Help]

Attack Diagram |

Jne Da'!lr v| Events

11 Il netflow 757
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» 7 Il Events 15,427,105
Sessions 5,666,129
' ) Diata 3%
\ Feduction
One Day || Incidents
B High 40 39%

Medium 1] 0%
B oLow 62 B1%
Total 102 100%

$ - + 9

+$, — "ok

) "K #
+$ $ #

$$1 * 6

1 (

ah < $ (+
(1+ % #& ( #
"+ 43




- & &. *
18, +° +% ) $%

N $(C k* 18 +$
[% + 18]

@* # 18 +$;
&6 +$(&—9 8( $ ¥
[+ (18]

B
»

+$6 % $ %
% 6 (18]

$
&6 $$ -

DDDDDDDDDDDDD



- & & * % $ %

-$ $ %
+* % ( 7& U< 8&" ( ); &
+&9 +$(&—-9 ( #% X0
7 +3 &W%& A

L $h = +$ ( e $% & ()

-t & &t$ 8+$(C ) 9 ) $%

Enforcement Device: switch_server|d], Suggested

Enforcement Device Information

Device Type Manager Children|Log [Collects Info
To From
switch_server@ Cisco Switch-  Protego Metworks MARS {1
I0s 12,2 1.0 on pnvalis

Interface Information

|Directiun |IP Address |Interfal:e Mame |DN5 Mame [MAC Address |MAE Update Time

Recommended Policy / Command

o configure €

interface FastEthernet0/4
no ip address
shutdown
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ReportNactivity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT : $6 $ & /\a 6 +
&

Mame / |Schedu|e |Fohpat‘Recipients‘Query Description Status Submitted Time Range
Activity: Denies\- Elery Marmpad Mone Event trpe: AltacksProtected, This re ranks the destination ports  Finished: Sep &, Sep &, 2004 Sep 7, 2004 1:07:39 PM
Top Destination hour FirewaliColicy Wiolation/ACL, 1 ich attacks have been targetted 2004 1:07:43 PM 1:07:39 PM PDT  PODT - Sep &, 2004
Ports Query Type: Destingtion Forts rank ut denied. FDT 1:07:39 PM PDT

by Sessions

Tirne: 1dd:0hin0mm:dss
Report type: Destination Ports ranked by Sessipns, 1dd:0hh:0mnj:0ss
|Source IpP |Destination P |Seruice |Euents \ / Device Severity |Zone |Dperation |Ru|e |Action Reported User
AT AT AT attacksProtected, FirewallPolicyWiolation/acL AMNT AT Ch Mone AMNT AMNT AT

Keywords: [None]

i 2 # 9 * 6 %nop;
6$ L] 1 w &6 $ ) + w (%&
* " $&aaf

|Rank |Enunt {# of sessions)
[ | 1 4704 445 4]
[ ] z 3524 80 [4]
3 3349 26686 (9]
4 3183
] 5 2531 47683 [d]
[ ] 6 1183 1026 [g]
7 1144 0 [q)
[ | 8 768 139 [4]
| ] a

684 2508 [4]
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Bl Firewal Details  Assignments

{7 mceess Rules P Filter (none)
(] ¥ Inspection Rules o Permit atego
l I I 4 I {7 maa Rules = B» Fw-Policy - Mandatory (Empty)

e FW-Policy - Default (29 Rules)

7 web Filter Rules (PIXjFWST

] Wk Pl ke 10) 1 (2] Mone i any I= Engniet tep/588 dmz in

. {7 Transparent Rules 2 (o] None = Engriet B any tepfazz outside in

/ ) \ k Settings 3 v None =B any J= Financialiiet tepfweb_Servic.. outside in_
NAT (PLX) 4 v Elcae 28 any 2B any £ PPTP-Data-GRE autside in

Save
I 5 v W B any 8 any £ Psec-aH outside in
B \/f - C 6 v Mcas B any B any £ PsecEsP outside in
b Filter 7 v W< i any I= Engniet S seH oLtside in
Cat-C Enghlet Telnet ksic in

- < Y BT 8 v N 2B any |% Tzi e £ Telne! outside

= ’
£ Corporate-Mandate . None B oy B eny £ e
B East-Region

Seon R AR
S - e

13 [ Hone 133.2.6.0028 10.2.2.2 £ Haza-H2zs
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