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[TpnynHbl Nnepexona
peLeHnn donusnyeckou
be3onacHocTun Ha IP




TpagnuMOHHbIE CUCTEMDbI

HdocTtyn B Habntogenne [leTekuus
3aaHue

MOHUTOPUHT

Cisco Public



[lepexopn Ha IP

IP-Cnctembl domnsnyeckon
6e30nacHOCTU NOSIb3YHTCH
npenmyLiectBamMu ceTeBou
UHJpPaCTPYKTYpPbI

Ucnonb3yoT (hyHKLUM ceTeBON
Ge3onacHoOCTU AN

ayTeHTuukaumm
MupoBble nuaepbl UHOYCTPUN

pa3pabaTbiBaloT cTaHAapPTbl ANA
B3aumoaeucteus no IP mexay
cncteMmammnusnyeckon u
NHopMaLMOHHON Be30NacHOCTU



TpaHcdhopmauna cuctem bnsnyeckon 6e3onacHoOCTU
Ucnonb3oBaHue CeTun Kak nnatcgopmbli

= OpdeKkTUBHAA peakumns Ha KpUTUYeCcKne cutyaumm
Hy>XHast nHopmauuns npasBusibHbIM COTPYLAHUKAM
EbICTpaFI CKOOpAUHUNPOBaHHAA peakuund

* /HTerpauunsa u ctaHgaptTusaums

[MonHoe BriageHne cutyaumen
BornbLion BbIGOP KOMMNOHEHTOB

PaclwinpeHue, a He 3amMeHa cywecTtByrownx cncrtem

= Cucrtembl O€30NacHOCTU He TOSbKO AN 6e3onacHoOCTuU

Ncnonb3oBaHne ans busHec-3agav

MpunoxeHus BupTtyanusauus TpaHcnopT Be3onacHocTb
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dunandeckas
0e30nacHOCTb
Cisco




e
dusnyeckKkasa 6e3onacHoOCTb

BupeoHabnioaeHune, KoHtponb gocrtyna, Peakuusi Ha coobITUA

YHudmumpoBaHHoOe ynpaBrieHue U KOHTPOsb

NeTekuus

MOHUTOPUHT Peakuus

) CiscoPMc @ @

IPICS

IP kamepbl

L Pauum, IP n
MOOUNbHbIe TenedgoHbI
| ' 2]

AaTumnku Video T :
IP wnio3kl AnsA Physical Access Surveillance igita
KOHTponsi AocTyna Manager Manager Signage
IP ceTb
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PeweHue Cisco ona BugeoHaonoaeHus

Unified Command and Control

Threat Detection : Threat Monitoring Threat Response

O MoHuT@puHr =
- HHOEe yI'IIZ)aBJ'IéH-I/Ie KaMepamMun:. yrorsi 0630p pU
= BNpoBaHUNe BI/IJJ@CJ)
IP Cameras
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Me paBrieHne Buaeo B/komg [l
LEeHTpPbI = PYIATL Be
Video
Surveillance
Manager @
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[Moyemy IP BUaeoHabnroaeHue?

= Te Xe npeumyLliecTsa YTo 1 npu nepexone Ha IP-

TenedoHuo

CHWXeHne CTOMMOCTU —UNCNONbL30BaHNE
YHUPMLUNPOBAHHOW CETEBOWN MHAPPACTPYKTYPLI

[MpocTas nHcTannAuus — NUTaHue Yepes e3epHeT

YpaneHHble KOHUrypauus, ynpasneHue, geTekums
HencrnpaBHOCTEN

[ocTyn k Bugeo B noboe Bpemsi n3 noboro mecra
Bbicokoe kayecTBO BUOEO

MNHTEenneKkT B Kamepax—aeTekuns OBMKeHUs—
aHanuTuka

cnonb3oBaHue |IP-cnctem MoHUTOpPUHra



-
PeweHusa Cisco onsa sBugeoHabnoaeHus

lNMporpammHoe obecnevyeHune
NMpocmoTp, MoHuTOpUHI, BupTyanbHaa matpuua,
HacTtpowuka, PasrpaHn4yeHue npaB gocrtyna
MHTerpaunsa c npunoXxeHnNamm

IP n AHanoroBoe

TernpoBaHue coobITUN

Xpanunuuwa JlokanbHble, CeTeBble, SAN, DAS
UHTerpauusa B Buae Moaynsa B
MapLUpyTU3aTopbl

Kamepbl
SD n HD IP kamepbl
EHKogepbl




]
UHTerpaunsa BugeoHadbnogeHusn B

mapwpyTtusatopbl Cisco ISR G2

3925, 3945

2911, 2921,
2951

YnpaBneHue n xpaHeHne Buaeo
Ha SRE 700 v 900

UHTerpupoBaHHasa cuctema
xpaHeHusi Ha SRE 700 n 900

EHkopep

Bbicokoe kayecTBO paboThbl



UHTerpupoBaHHoe IP BnaeoHabnwoageHue —
Cucrtembl ynpaBneHna u XpaHeHus

Integrated Video Management

Storage System

Cisco IP Cameras
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YnpaBrneHne BUOeONoToKamu

OGecneunBaeT YHUPULUPOBAHHLIN
UHTepcenc ana HaCTPOUKU U yrpaBneHns
cuctemMon BUAeoHaonroaeHus

"YnpaBneHue, NpoOCMOTpP U
apxuBupoBaHue 00 32 BUOEONOTOKOB

"Bce dyHkuun Cisco VSM
* Moppepxka Cisco Integrated Analog
Video Gateway

* [Nloanepxka IP-Kamep u eHkogepoB
TPeTbUX NpousBoauTenen

NMpocMoTp XXMBOro n apXmBUPOBAHHOTO
BUAEO Yepe3 eauHbIn nHtepdenc

ApxuBupoBaHue BUAOEO

o 1TB nokanbHoe XpaHUnuLLe Ha KaXXaoM
SRE moayne

HNo6aBneHue ISS moaynsa ansa
AONONMHUTENbHOIO XpaHeHus

3awumTa gocrtyna
PasrpaHun4yeHue npas




]
UHTerpupoBaHHoe IP BuaeoHabnoaeHue —
[MbpupgHoe pelleHMe ¢ aHaNoroBbIM LUMHO30M

UHTerpupyet Bawe aHanorosoe Buaeo B IP
ceTb

16 aHanoroBbIX NOPTOB

14 BblgeneHHbIX NOPTOB, 2 HacCTpanBaeMbIX
BxoAa/BbiXxon,

NMoppepxunBaembie KOAEKU

Integrated Analog Video Gateway MJPEG, MPEG-4, H.264
TpaHCNOPT NO CTaHAAPTHLIM NPOTOKONaM

3 Party Analog Cameras YnpaBneHue kamepamu
2xRS-485 nopta ansa Pan/Tilt/Zoom
OnoBeLlieHue
IELLG 8 nopToB ANA noakNo4YeHUA AaTYUKOB
4 BblaeneHHbIX Ha BxoA, 4 Bxoa/Bbixon
OnTumusauusa

@ BOSCH I'Iop,.qepmxa AeTeKUunn ABNXeHus

Panasonic
Security Systems
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BupneoHabnroaeHue Cisco
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KpynHoe otpeneHue Sy
bonble yem 32 Kamepbl -

OtpneneHue 16-32 Kamepbl

Cisco IP kamepbl

MapuwpyTtusatopbl ISR

\—

Communication Interoperability Outdoor-pewieHue



KoHTponb goctyna Cisco

Unified Command and Control

Threat Detection | Threat Monitoring Threat Response
sméopuur —_—

Terpau,vm C peLleHVEeM No BNOEOHabnoAg
MOHI/ITOpMHFa PERO3NLIMOHNPOBAHIO Kame
3anncu nNo coobITUIO

IP phones @

IPI ,EI,J'IFl rlpe,u,ynpe eHyA

one g BB hoar TN

IP Network

Cisco Public



TunoBas gBepb..
Cisco Physical

Audible
[j))) Access Gateway

Visible
Alarm . Alarm \>
\\>>

Reader

Lock

N
NP
™ ogi a
o
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o
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Emergency
(card, :
— keypad, etc.. Exit Button
Electric
Strike

IP
Network

LAN/WAN




KoMnoHeHTbI KOHTpona agoctyna Cisco

[lonHoe pelleHne ans aNeKTPOHHOro KOHTPOns Aoctyna

*/Icnonb3yeT IP MHpacTpyKTypy, UHTErpUpYyeTCsa C ApyrumMmu
cuctemMamm pumanyeckon 6e3onacHoOCTU

= AnnapaTHoe obecnevyeHue:

Cisco Access Gateway nogkntoyaeT
KapapuTepsbl, 3aMKU U gaTtyukm K |1P-
ceTu

PaclwupeHne 4yepes nogkroyeHme
OOMNOMNHUTENBHBIX MOAYNEN

= [IporpammHoe obecne4veHune

Cisco Physical Access Manager
(Cisco PAM) — cuctema ongd
ynpaBneHusi, MOHUTOPUHra u

reHepaumm otT4eToB




KoHTponb pgoctyna Cisco :
YHUKanbHaga pacwumpsaemMas apxuTeKkTypa

Cisco Access Gateway
250,000 encrypted credentials
Autonomous or Networked
Operation Layer 2

Switch

W= Lf=—rf Ccisco
Physical

Access
Manager

LDAP / Microsoft
Active Directory

-

Other IT Apps

HR Database S
MacmTa6MpyeMaﬂ, MoAyJibHasA, OTKpbITasa cuctema

Additional
Modules

IP
Network
LAN/WAN

1L




UHTerpaumna c Cisco BuaeoHabnogeHnem

B3anmogencteme no cobbitnam c Cisco
VSM

3annucb BUOEO U BO3MOXHOCTb

npocMoTpa B Nt0O6ON MOMEHT

Accounauus Kamepbl C ABEPLIO

alialn
Cisco

Fammppwl 7 Alarms - Cisco Physical Access Manager

£ Start Page - Cisco Physical Access Manager

Cisco Physical Access Manag

_(ol x|
Events & Alarms Users Devices Access Policies s Admin Miscellaneous Options Help
1 Seroll Lack | £ View... |u Report... |igLi Columns. .. l}:v Filter... vi ©) Ack ]‘Q Comment |X Clear ]
Alarm State | Count Time | Description | Device | addr
M active 1 3/13/2008 11:59:37.773 Door Forced Open 5]14-Lobby 1San
Yideo Clip for camera : Bldg 14 First Floor Camera 1 ll
Recorded Feed |[RaasgilalZeyd)
i I l « | 4 I & l
K | |
B blarms: 1 active

[t item

ladmin - SanJose




Cuctema pearupoBaHusa Ha cobbiTua Cisco

Unified Command and Control

@
Threéat Defactien rereat Mandorng Threat Response

C}H TOpVIHI' ) CacoPMc @@ A
aTOPbl MOT'Y| eemmmm 'O NMOHUTOPUTb HECKC E
O‘-IaCTOTHbIX | S Gp Interoperability |
- CFIOJ'Ib3OBaHl/Ie I ===\ /and Collaboration
"~ -~ Solution
©
SPXKa paLnu, MO6VI[II:]>HbIX "
=(POHOB, NPOIrpaMmMHbIX TEJ'Ie(bOHOB Ha
S ==
"5 Wnrerpauus ¢ cuctemoit Cisco Digital L O
Signature

IP Network /=
o
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PeweHue Cisco IPICS

YcTtpouncrteal/cetu

PTT Mobile IP Nextel PC
Radios Phones Phones Phones Clients

MecTopacnonoxeHue OpraHusauum

Cisco IPICS :h‘; """ l"

UHTennekTtyanbHasa nnatdopma—

KOHTpOnb MH(popmauumn
OenaptameHtol LO dPunuansl Monuuua TMoxapHble NMpeanpusaTusa

Unified ISR Video Access
Communications Surveillance Point

MpunoxeHusn



IPICS coBMecTUMOCTbL 1 B3auMoAeUuCTBU

P25 & Tetra

Radio Systems Nextel PTT Mobile

Phones Phones

bl iy |
208 | =
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Analog Trunking
Radio Systems

@ oA é{.@,

Conventional
Systems

Telephony
Networks

Messaging/ Unified
Paging Communications

Integration Across Radio Interoperability Interoperability to Telephony
Systems to PCs & IP Phones and Notification Systems



PeweHue IPICS

Cisco IPICS Server
u Policy Engine

Server Ops Policy
Admin Views Engine
Console

LMR Gateway
| and Media Service

—
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VHF/UHF/Nextel Cisco IPICS Cisco IPICS Cisco IP TenecpoH YHuduumposaHHbie

PTT Radios KoHconb [ilucnetyepa MoOOUIbHLIN KNUEHT C cepBucamMmu KOMMyHUKaL U1

24



IPICS 4.0 — HOBO€e nokorieHne peLleHnsa ans
KOHTPOJIA CUTyauumn

MOHUTOPUHI N AeTekUuus Peakuus

Fle  View  Help

RRRRR

Detaits —
—
=

Cisco IPICS
KoHconb gucnertyepa



Cisco IPICS MmobunbHbIN KnVIeHT

MNMpunoxeHue Ansa MOOUNbHbLIX
TenegoHOB

NpocmaTpuBaTthb: S
COﬁbITI/IFI Fire Incident Demo Live Video 1
XXypHarnbl N0 COObITUID
nHdopmauumio (Buaeo,
n3obpaxeHus, etc.)

[Nob6aBnaThb:

OOHOBIeHne cTaTycoB

nHcpopmauuro(Buaeo,
n3obpaxeHus, etc.)
B3anmopgeucteu ¢ PTT cucremamm

Be3onacHOCHbLIM AOCTYN K KaHarnam
NMoppepxka 3G n WiFi

IPICS MoOunbHbIN
KnueHT

Puts mobile rich media incident collaboration into the hands of

the responder in the field
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Cisco IPICS MOOUNBbHBLIN KNUEHT = New

.all Carrier =

il Carrier = .all Carrier =

ID:1
Fire Incident

3 Live Video (4) £ Live Video (4)

ID: 189

Marcin @ Archived Video (8) Demo Live Video 1

ID: 89
Incident

§1 Photos (8) Video

S Journals (10) Video 3

Aus Incident Camera
& Archived Video (8)

a Photos (8)

NMpocmoTp cobbITM [lpocMoTp AOCTYNHOM MH(poOpMaLUM No
coObITUIO



Policy Engine — HOBble cepBUCHI

Tpurepbl Peakuusa
S Co3spgaHue rpynnbl Ans
CooOweHne — - B3auMoaencTBuUA
3BOHOK —_— IPI_CS I OnoBeleHue
Bpema —— | Policy 06380H, e-mail, SMS
Engine TekcToBOE yBefoMneHue Ha IP
HTTP-sanpoc ——— I yBen
TenedoH
—




Cisco IPICS XML-knueHT ana IP-TenedoHa
Push-to-Talk cepBuc Cisco Unified IP Phones

- BesonacHbIN gocTyn K
paguokaHany u PTT rpynne
u3 cuctemnbl UC

 Bo3aMOXHOCTb
UCNOJIb30BaHUA
NMPOBOAHbLIX U
6ecnpoBoaHbIX IP-
TenecgoHOB

* AHTYNTUBHO-NOHATHLIN
nonb30BaTeNIbCKUM

YyacTue B paspeLlleHnr KpUTU4ecCKon cutyauum




NMonb3oBaTtenu IPICS:
PacwupeHue PTT 3a npeaenbl pagno4actoTHOro
KaHana

Cisco IPICS Server

LleHTpanbHaa aucnertyep
KOHCOJ/1b




NMonwb3oBatenu IPICS:
B3anmogencrteme mexay pasfiudHbIMU
opraHm3aunamm

Cisco IPICS Server

Secure
VoIP Network




Kak Bce pabotaer
BMeECTe




Kak aTto paboTtaeT?

Cisco Digital
Media System

Cisco 3200
Series Router ,;
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Notification

Cisco Video
Surveillance

/
EI Communications
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Cisco Unified
Communications




IPCELERATE

Cisco Digital
Media System

ﬁﬁ-g.sfe,Q

Notification

Cisco IPICS

Cisco 3200
Series Router
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_e o° Cisco Unified
@ / Nextel
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Cisco Digital
Media System
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Notification

Cisco Video

Cisco 3200 Surveillance
')) Series Router (
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CeTeBble TexHoONnoruu ans
onepaTtUBHOCTU U Oe30MacHOCTHU

Access
Control

Video
Training

]

Location-

Based Services
Campus igi
Transportation g;ggglge
Monitoring il

First Responder
Monitoring

ommunications

Radio
Interoperability

Conferencing and
Collaboration

g

Visitor
Management

Video _
SurveillaBodding Motion Sensors
System Monitoring

Cisco Public
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