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[Mpo6nembl web bu3Heca

Malware

Global Malware Infection Rate (est)
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TD Ameritrade Breach -
Affects 6.3M Customers P

Brokerage firm uncovers data-sucking malware during
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YTeuykun gaHHbIX

Is nothing safe?

Iain Thomson, vnunet.com, 22 May 2007

A new variant of th

HapyweHus
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ncnofnib3oBaHUA

40% noTtepb

B Npon3BoANTENNIbHOCTU
B CBSI3M C MCMOSIb30BaHMeM web Ans NUYHbIX HYx4 BO BpeMs paboThl

Puck HapyLweHUA 3aKkoHoAaTeNIbCTBa
Korga 3anpeLleHHbIN KOHTEHT 3arpyaeTcs
nonb3oBaTensamu
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HeBuanmsbie yro3bl oO4eéHb BUAUMDI...

B3nomaHHble web-y3nbl 0TBeYaloT 3a pacnpocTpaHeHne 6oJsiee
87% ecex Web-y2po3 ce200Hs1

bonee 79% web-y3noB ¢ Bpe4OHOCHbIM KOAOM NeruTUMHbIE

9 u3 10 web-y3noB ya3Bumbl K atakam

Cross-site Scripting (XSS) n SQL Injections nuaupytoT B Yncne
pasHbIX METOAUK B3flOMa

-Cross-Site Scripting (7 nx10 y3noB)
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Social spamming

By John Leyden — More by this author
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XaKepbl aTakyrT NermTuMHble web-y3nbl

www.mywebsite.com
www.yourweb.com

www.upwebsite.com
www.morewehs.com

ebsite.com

= Botnets HacTpanBatoTca 1 BHegpsaoT malware B web-y3nbl ¢ nomotubio SQL
Injections ncnonb3ys yasBMMmocTn B web-npunoxeHunax

= Xakepi ucnonb3ytot SQL Injections ana Bctasku JavaScript iFrames, koTopble
nepeHanpaBnAlT Nofb3oBaTeNen Ha web-canTbl, Ha KOTOPbIX XOCTUTCA malware



LLIno3 6e3onacHoctn Web Cisco IronPort
HanpaBneHne Ha busHec-nNpobnemsol

3awmTa

oT
malware

Cisco IronPort S-Series
[Mpobnembl

web-
Oun3Heca

YnpaeneHne
lNMpepoTBpalleHne

web Tpadumk un
NPUNOXeHNS

Bpelun paHHbIX



LLinto3 6e3onacHocTtn Web cneaytowiero nokosrneHus
KoHconmpauma ysenmuneaeTt apdeKTUBHOCTb paboThl

Mepep IronPort

Mocne IronPort

o
]

Firewall Firewall

Web Proxy and Caching

Anti-Spyware

Anti-Virus

. Cisco IronPort S-Series
Anti-Phishing

URL Filtering

Policy Management
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Cisco IronPort S-Series
MollHoe pelueHne besonacHoro web-Linto3a

Hanbonee adpektnBHas 3awmra ot web-malware

YnpaBneHue npasunamMm UCMOMNb30BaHUSA U 3aLMTa OT YTEYKM
OaHHbIX

Bbicokas NnPon3BOANUTEIIbHOCTb

MHTerpmpoBaHHOE peLleHne — onTumarnbHasi CTOMUMOCTb

YnpasneHue v penopTUHr

[MpaBuna 3awuTta oT be3onacHocTb

NCMNOJ1Ib30BaHUA malware AaHHbIX

AsyncOS ana Web




[TlpumeHeHMe NpaBun UCNONIb30BaHUA
[ocTynHocTb 1 KoHTposb ana Web n Web npunoxerHun

YnpaBneHue n penopTUHr

NMpaBuna 3alwuTa ot besonacHoCTb
MUCnorib30BaHus Y EWENE OaHHbIX

AsyncOS ana Web

= Cucrema URL dunbtpaunu

= OUNbTpaLUSA NPUMNOXKEHUA N OOBEKTOB

* VIHTerpupoBaHHas naeHTudukauma u
ayTeHTudmkayms



IronPort URL Filters

TOYHOCTb U KOHTPOSb Web Tpadounka

= Basa paHHbIM macwiTaba
npeanpusaTus

52 KaTeropmu

Bonee 21 mnH cantos, ~3.5
Munnnapaa ctpaHuy

1/3 Gasbl MexgyHapoaHas

= 24 X 7/ MOHUTOPWHT

= PerynspHble, aBToMaTnyeckme
OOHOBNEHUS

Advertisements & Pop-ups

Arts

Blogs & Forums

Business

Chat .
: Categories
Computing & Inter,

Downloads

Infrastructure

Education

Intimate Apparel & Swimwear

Entertainment

Job Search & Career Development

Fashion & Beauty

Kids Sites

Finance & Investmg

Motor Vehicles

Food & Dining

News

Games

Peer-to-Peer

Government

Personals & Dating

Health & Medicine

Philanthropic & Professional Orgs.

Hobbies & Recreati

Photo Searches

Hosting Sites

Politics

Proxies & Translators

Real Estate

Reference




IronPort URL Filters

BcecTopoHHee ynpaBneHme u OOCTYMHOCTb

Access Policies: URL Categories: Global Policy

= [MOKoe ynpaBneHne NonMTUKamMm

MonuTukKM Ha rpynny, Ha
nonb3oBaTerns

Habop pencrenn —
6nokMpoBaHUe, MOHUTOPWUHT, : _

npeaynpexnenme T 5
[ToNUTMKM NO BpeMeEHN

[Nonb3oBaTenbCckue KaTeropmm u
yBeAOMINEeHUs

["ocTeBble NONMUTUKNA

Printable (POF)

= [l1oCcTynHOCTb
[MpocTbie ANnst NOHUMaHUS OTYETbI
Cuctema XypHannpoBaHus
MonHoueHHas cucTema o o
npeaynpexaeHui
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Web: l'pomMmagHbIn, pacTyLun U HeQOSIrOBeYHbIN
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g Dynamic Web

é User Generated &

- 2005: Web 2.0 Web 2.0 Content

N tipping point \
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Static Web
Traditional Content Publishers
Legacy URL Filtering Focus

1 I
1998 2000 2008
28 Million 1 Billion 1 Trillion
webpages webpages webpages
[pomMagHbIv Pactyuwmn Heponrose4yHbin

30%

JOMEHOB

1 TPUNNUOH 1 Mmunnunapa

yHUKanbHbix URL HOBbIX CTpaHuL
KaXXabl AEHb

nepemeLlaroTcd
KaXkabln ron

Source: Multiple, including Cisco SIO, Google, Wikipedia



«TeMHbIN» web
80% web
Hekamezaopu3uposaHo,
OUuHaMu4yeckoe Uusiu xe
HeodoCcmyriHo

— [uHamu4yecKkul KOHmMeHm
— Calmel, 3aWUWEeHHbIe rnaporem

— KoHmeHm, 2eHepupyembiti
rnonb308amesnsmu

— Kopomkoxusyuwjue calimsl




[Mpobnembl «temHoro» Web
CHmxaeTtcs adppeKkTMBHOCTb cuctem TpaanumoHHon URL
donnbTpaunm

MpocmoTp URL B 6ase

* TpaguunoHHas
: » a e 2 dunsTpaums
T =hook.com/ URL 6asa Urpe OCHOBbIBa€ETCHA Ha web
HeKaTeropmsvlposaHo «nayKaX» M pquOﬁ
v Knaccudgpukaumm

= basbl AaHHbIX
000aBNAKT ThICAYN
URL B AeHb...web
nodaBnsieT MUAJIMOHBI

e O Poker Room: Py ..

I ®) PokerTime

= 95% web He Gyoet
KaTeropnsnpoBaHo K
(3 2015

GA




[Mpob6nembl «temHoro» Web
CHmxaeTtcs adppeKkTMBHOCTb cuctem TpaanumoHHon URL
donnbTpaunm

Mpocmotp URL B Ga3ze
* TpaguunoHHas

> = > domneTpauns
www.sport:sbook.com/ URL 6a3a e OCHOBbIBAE€TCA Ha U
HekaTeropusnpoBaHo pquOM
Knaccudgpukaumm
«TeMmHbIn» Web = Basbl JaHHbIX

000aBNAKT ThICAYN

URL B AeHb...web
nobaBnaeT MUNJINOHbI

= 95% web He Oyaet
KaTeropn3nmpoBaHo K

HeBuanmblie pucku:

* HapyLweHune npasurn
MCMomnb30BaHus 2015

 Legal liabilities

* Acceptable use evasion




NpencraBnsaem texHonoruto Cisco IronPort Web

Usage Controls
Jlyy cBeTta B TemHom Web

Mounck URL B 6a3se

Urpbl

www.sportsbook.com/ Basa URL
HeT KaTeropum
v
AHanu3 Knro4eBbIX CJIOB
—
=_ *
= Nrpbl
www.casinoonthe.net/
OnHamuyeckmnmn Het kaTeropum

dHaJIN3 KOHTeHTa \ 4

Dynamic Content Analysis Engine

O 8

AHanu3 KoHTeHTa Wrpbl

-)ti -

OfgHa n3 cambix
adopeKkTnUBHLIX O6a3
URL

* 65 KaTeropum

 OOHOBNEHUA KaXable 5
MUHYT

* cnonbayeT Cisco SIO

[NnHamunyecknm
aHanma KoOHTeHTa
no3BonseT
onpegenutb 90% of
«temHoro» Web



MexaHU3M OUHaAMMNYEeCKOro aHarnm3a KOHTeHTa
NoeHTudpumkauma 90% cnopHoro kKoHTeHTa B «tTeMHOM» \Web

Bbicokas HacTtpouka ans AHanus3 KoHTeHTa B
NPOU3BOAUTENBLHOCTL  OJTOKMPYEeMOro KOHTeHTa «4erioBe4YecKux»
* ONTUMM3NPOBAHHbIN « MopHorpadus 1 canTbl «ans TepMUHaXx
KOHBENEpP BblIHECEHUA B3POCIbIX»
eLeHun . * PaclumpeHHbI 3BpUCTUYECKUI
p HenasucTb . aHarnums, OCHOBbIBaPOU.lVIVICﬂ Ha
* PeweHne no kateropmsauyum * rpoBble canTbl KOHLIENTHOM MOAENVMPOBaHNM
MeHblue, Yem 3a 10 mc » OBxon Npokeu + Boree Bbicokasi TO4HOCTb MO
« HezameTHO ans CPaBHEHUIO C OBbIYHBIM
aHalrim3oMm KrioyeBbiX CJ10B
nonejoBarens

OcTtaHaBnuBaeT Ha 50% cnopHOro KOHTeHTa 6onbLe*

*Source: Cisco SIO, based on data from customer production traffic



Kak paboTaeTt 3TOT MeXaHU3M?

1. TlNonb3oBartenb 2. Tonyyaet HTTP orset. CkaHupyeT ero 3. BbluncnseT BeKTop KOHTeHTa. Kaxgoe
3anpalumsaeT Ansi TOro, YTOObl HAWTN BaXHbIN TEKCT. n3MepeHne — 3To CCOTBETCTBUE
HEeN3BECTHYIO peneBaHTHOCTM onpeaeneHHoOn Kateropuu.
cTpaHuuy.

Finance
— Adult
— u
) 4
\-.‘ ’ ’ Health
N

5. Bbibupaetcs kateropus ¢
@ HamborbLuen
peneBaHTHOCTbLIO

€ . €

Health
> 4. Bbluncnsietca 6nmn3ocTb BeKTopa
6 1 AOKYMEHTa C BEKTOPOM
. puUMeHAEeTCA NoJfinTukKa
[NS1 ONpeeneHHoN 3TanoOHHbIX JOKYMEHTOB
Kareropuu:

Block / Allow / Warn. Finance



InHaMmun4yeckan Kateropunsauumsa B eUCTBUMN
broknpoBaHusa canta ¢ nobduTenbcKkon nopHorpadgpmen

Bepaukt URL cnucka: HeT kaTeropuu
BepAauKT KnroYeBbIX CIOB: HeT kaTeropuu

-

MexaHu3mMm gMHaMM4eCcKoro aHarnm3a KOHTeHTa

TepMUHbI, onpeaeneHHble B BEKTope:
“Amateur Porn”
“erotic materials”
“FEDERAL LAW”
“laws”

Concept Vector: Top Matches

Model Doc Category
001357 67.84% Pornography
001511 57.65% Adult

Verdict: MopHorpadus
Action: bnokupoBaTtb

-

000613 54.90% Pornography |




Cisco Security Intelligence Operations (SIO)
BenunkonenHasa adpdekTMBHOCTL bDnarogapsa oobemy
obpabaTbiBaeMbIX AaHHbIX

Cisco IronPort Web Security Appliances
Ha nrollagkax nonb3oBartenemn

< O6HoBneHus
EEaa,, Kaxgble 5
e, MUHYT
AOMUHMCTpaTOpLI °
3aKas34nkoB .

HekaTteropnsnpoBaHHble
3anpochbl Ha URL
KaTeropusaumio
Cisco SIO
AHanua n obpabotka
llllllllllll) 8

maBHasa 6asa

L4

BHeLlHMe noTokn 3apaun ans

«nayKoB»

Vi g NaHHble Tpaduka ot
comminuty Cisco IronPort Email
NCTOYHUKM P oo Security Appliances,
y4Has Web Cisco IPS, un Cisco

KaTeropusauus «nayku» ASA ceHcopoBs



Be30ﬂaCHOCTb U ynpaBmneéHme KOHTeHTOM

Bo3MoOXHOCTb aHanuns3a web-koHTeHTa cTaHOBUTCS Bce bonee

BaA>XHOW
A
\
\\ Application AHanus
\\ ‘ Identification KOHTEHTa
S Real-Time
o \\ Categorization
® N
o ~
02 ~
= SO
Ll \\
Anti-Malware SO
° SO
~
Ss URL dowunbsTpaums,
S~ >~ OCHOBaHHas Ha
KaTeropusx
>
Time

Cisco lronPort DVS: 3awmuta ot malware B 3aBUCUMOCTU OT
KOHTEHTa

Cisco IronPort Web Usage Controls: [Nonntnku ncnosns3oBaHud B
3aBUCUMOCTWN OT KOHTEHTA



Cisco IronPort Web Usage Controls
[MpekpacHas apdeKTUBHOCTb, BoraTbie BO3MOXHOCTU
ynpaBrieHns, NosiHaa 4OCTYNHOCTb AaHHbIX

Access Policies: URL Categories: Global Policy

YnpaBneHune [JocTtynHocTb AdheKTUBHOCTDL
[MonuTukun Ha rpynny, Ha *Jlerko NoOHMMaeMble OTYEThI +200+ cTpaH
nonb3oBarernsi *PaclumnpeHHbie oT4yeTbl *50+ A3bIKOB
*Heckonbko fencrani: *MonHas cuctema *65 KaTeropuii
BrnokuposaTtb, NpeaynpeanTsb, npeaynpexaeHui
MOHUTOPUTb
+[MonNUTUKKM, OCHOBaHHbIE Ha
BPEMEHU
*HeorpaHuyeHHble
nonb3oBaTeNibCkue KaTeropum
*HacTtpanBaemble

yBeLOMNEeHns ans
nornb3oBaTenewn



NUtor

= [1pekpacHagq 3aLwmTa oT
HapyLUEHUI NMpaBuni UCNONb30BHUS Web
Web Usage

. Control
*[Mogoepxunsaetcs Cisco SIO / Ontre’s

» InHamnyeckasi kateropusaums
obHapyxunsaeT 90% crnopHoro
KOHTEeHTa B «TeMmHoM» \Web Data

Web
Reputation
Filters

Security

Cisco IronPort S- Series

* BCeCTOpOHHSA 3aLUuTa OT MPOKCHK-

aHOHMMWN3aTOPOB
= BoraTtaa cucrtema nonuTUK u S
PENOPTUHIA Malware
Engine
= IHTerpaumsa B S-ceputo Ans
nonHoueHHoro peweHna SWG
solution

YXe cendac Bbl MOXeTe 3aKa3aTb TeCTUpOBaHME!



KoHTponb Web npunoXxnHun

* YnpaeneHue npunoxenunamu HTTP, HTTP(s), FTP
= N3bupaTenbHasa paclumndpoBka SSL Tpaduka

= [TonuTuKn ona NpunoXxXeHmm, KOTopble TYHHENMPYTCAH
yepe3d HTTP—FTP, IM, Bugeo

Cisco ‘
\Nebex W @ F/(‘)I'CC ftp://ftp.funet.fi/pub/ HTTP
Google o
T h‘ /
Linked ([ 2'OH0. (M Tube
) Work. Online /



MHTerpupoBaHHasa cuctema ayteHTUdpuKkaumm

n ngeHtTndukauum

[MonnTnkm ncnonb3oBaHns N 6€30MacHOCTN JaHHbIX

= AyTeHTMdMKauunga Ha cepBepax
LDAP

= [lpo3padyHasa ayTeHTUdpunKaumnd
Ha cepsepax AD

= [Nogaepxka Heckonbkux LDAP
cepBepoB

= MynsTngomeHHas
ayTeHTupukaymsa

= [[locTeBble NONMUTUKU

= [1oNMTUKN NOBTOPHOM
ayTeTHUgunKauum

Access Policies

Integrated Authentication

*

Secure LDAP

NTLM/Active
Directory

LDAP

OnpepenuTte NONMUTUKM UCNONb30BaHUA U 6e30MacHOCTH
OaHHbIX C MOMOLLbLIO KOHUEeNuuu nageHTudukaumm



3awmTa ot Malware
Heckonbko ypoBHEW 3aWnTbl OT malware u spyware

Management and Reporting

Acceptable Use Malware
Policy Defense

AsyncOS for Web

= JlaHgwadpt malware
= MHoroypoBHeBas 3aLluTa oT malware
= 3awmTa ot Tpaduka phone-home

= PenyTaunmoHHas ounbTpaumsa n curHatypHoe
CKaHupoBaHue

Data Security




Malware noCTOAHHO yCNOXHsIeTCA

B3nomaHHbIe cauTbl
Ty s oo R )
BusinessWeek et o

= [IpocToe nocelleHne canta MOXeT
NHPUUMpPOBATL KOMMNLKOTEP NONb3oBaTENS

= OrtBeTcTBeHbI Ha 87% Bcex web-yrpos*
= Kateropwus: HoBocTu

Get 4 Free
Trial Issues Now

e~ ... 3 DNS Poisoning = AKTyanbHbI KOHTEHT, 5
- s g S coaepaLumin obLeCTBEHHbIN
NHTEpeC

IBarat:_'l;/zl;:ma zetused to be ous next preside

B— = CouuanbHas UHXeHepud

3acTaBngdeT nonb3oBarteneun
OTKMoYaTh 3aLlinTy Ha
neckrone

= KaTteropwus: [lpaBntenscTBo

* Source: Cisco Threat Operations Center



Malware nsderaet TpagnUUOHHbLIE P—
CUCTEMbI 3aLUUTbI /(=

Criminal

\ !

Infections

URL knaccudukauuma

PeakKTuBHas, cnaodoe NOKpbITHUE UNIQUE SAMPLES OF MALICIOUS PROGRAMS
Number of unique samples
5,000,000 B
Almost 5.5 millkion unique samples —s
5,000,000
MNMpenckasyemoe, i
J1erko 1,000,000
knaccudunumposaTb 800,000
600,000
400,000
Under 10,000 unique samples
200,000 [
0'1
185M+ yanos FSEEEEEESLFESSEFESS
OURCE: AY-Tesl

1,000s HOBbIX CalUTOB B Yac
Malware ckpbiBaeTcs OT «nayKkoB»

—

CMI'HaTypr — peaKTuBHbIe N HE
MOTyT noaaepXmBatTbCH B
dKTyaJibHOM COCTOAHUU

Traffic Volume

Long Tail
# of Sites  mmly




MHoroypoBHeBas 3awuTta ot Malware
3alinTa OT COBPEMEHHLIX Yrpo3

Layer 4 Traffic Web Reputation Dynamic Vectoring

and Streaming

Monitor Filters :
Engine

! !

= O6HapyxmuBaeT = BrokupyeT no  * Bnokupyert e
Tpadumk 70% n3BecTHOro  malware Ha em—
OOTHETOB Ha :"ngm"gl?eecmom OCHOBE My0OoKOro
BCEX rnoprax Tpadmka Ha KOHTEHTHOrO

sTane aHanusa

coeauHeHus



3adpaxeHHbIX KITMeHTOB
[MpenoTBpalleHune Tpaduka ‘Phone-home”

= Cisco IronPort Layer 4 Traffic Monitor

= MowHble gaHHble aHTU-Malware

OOHapyXeHue cyLlecTBYHOLWMNX

CkaHupyeT Becb TpaduK, Bce NOpPThl,
BCE MPOTOKONbI

ObHapyxeHne malware, KOTopoe He
ncnosnb3yet nopt 80

Briokupyet Tpadmk 60THETOB

Network Layer
Analysis

ABTOMaTU4ecKkn obHoBNAeMble npaBuiia Cisco IronPort S-Series

[eHepupoBaHMe NpaBus B pearibHOM }
BPEMEHN C NOMOLLILI0 MexaHn3ma
“Dynamic Discovery”

A2




200+ NMapameTpoB

URL BlacklisD
URL Whitelists
Dynamic IP Addresses
Bot Networks
URL Behavior
Global Volume Data

Domain Registrar
Information

Compromised Host List
Real-Time Cloud Analysis

Network Owners

Known Threat URLs/

PunbTpbl Web-penyTauun
[lpeackasyemoe npenorepalieHne NpoHUKHOBEHUS
malware B pearilbHOM BPEMEHM

Cisco Security

Intelligence Operations

SensorBase
Network

Web Reputation
Scores (WBRS)
-10 to +10

Security
Modeling



be3onacHocTb B coBpemeHHoOM mupe Web 2.0
YTO CcTOUT 3a NONbITKOW aTaku

Web Reputation Filters Scan =
each object, not just the
initial request

) . Web servers not affiliated
Client PC Trusted Web Site with the trusted web site

(e.g. ad servers)

= Beb-cTpaHuLbl co3aalTcs 13 = CKoOMMpoMeTnpoBaHHbIe y3ribl bepyT
B HOCH
06bEKTOB, KOTOPbIE HAXOASATCS Ha PEAOHOCHOE COREPAMOE M3 BHELLIHNX

MCTOYHUNKOB
Pa3HbIX NCTOYHUKAX
= Be3onacHOCTb — 3TO MPOCMOTP KaXKAOHO

= OOBbEKTbl — 3TO U30OpaKeHUs, obbekTa B OTAENbHOCTU, a He TOMbKO
htmI'KO,D, JavaSCrlpt N nepBoOHa4aribHOro 3arpoca.



B3anomaHHble canTbl; Heesudumasi yepo3a

facebook

Email:

Password: Facebook is a social utility that connects yo

= with the people around you.
Remember me
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Massive Attack: Half A Million Microsoft-Powered
Sites Hit With SQL Injection

By Scott Gilbertson April 28, 2008 | 8:04:40 AM  Categories: Security




Ha camom gene HeBMaAnMas yrpo3ao4yeHb
BUAMMaHA...

B3nomaHHbIe canuTbl OTBETCTBEHHbI bonee 4yem 3a 87% Bcex
web-yrpos

bonee 79% web-y3noB ¢ Bpe4OHOCHbIM KOAOM NTErMTUMHbIE

9 3 10 web y310B yA3BMMbI K aTakam

Kpocc-cant ckpuntuHr (XSS) n SQL Injections HaxoaaTcs Ha
nepBOM MeCTe cpeaun BCceX MeTOA0B BHeAPEHUS Koaa

—-Cross-Site Scripting (7 n3 10 cantoB)

Home | C 1 I |
~SQL Injection (1 ua 5 caitroe) L L R

RELATED NETSEMINARS
Fast Growth Awards Trend Micro Victim Of Malicious Hack
ARC Awards Malware Evolution: Ways

Promo Finder
Women Of The Channel

By Stefanie Hoffman, ChanneWeb Against Increasingly
5:58 PM EDT Fri. Mar. 14, 2008 Sophisticated Threats
These day. safe from attack. Security vendor >>More Netseminars

Facebook poked by XSS flaw

Social spamming

By John Leyden — More by this author
Published Friday 23rd May 2008 18:40 GMT

Download free whitepaper - Enforce Your Email and ¥eb Acceptable Usage Policies




PenyTaunoHHble pUNbTPLI B AENCTBUN

OcTaHoBUTb NpubnuxarLmnecs yrposbl

Ohecht ree Corporation - Checkt ree s now part of Faery.

Checklree
Fiserv

= DNS poisoning nepeHanpaBnser
nonb3oBaTtenen Ha Beb-canT, HaxoasLWwninca B
YKpanHe

= QunbTpLlI Web-penyTauun 3awmiatoT
nonb3oBartenen 3a 12 ogHen A0 aTaku

PunbTpbl Web-
penytauuun Cisco
IronPort

MpenmyLuecTBoO

*[1penckasbiBatoT pUCK
yrpo3bl Ha OCHOBE
noseaeHnsa URI

=dyHkuma Exploit Filtering
3aluiaet ot
CKOMMPOMETUPOBAHHbIX
web-yanos

“[1poBepsaeT Kaxabin
3anpoc v 3awmwaet oT
atak iFrame



MexaHun3m IronPort DVS
Dynamic Vectoring and Streaming

= YCKOpEeHHOe CUrHatypHoe
CKaHupoBaHune

[MapannenbHoe
CKaHMpoBaHue

Adware
[TloToKkOBOE CKaHMpoBaHMe

= HecKosbKO MexaHn3moB
BblHECEHUSA BEPAOUKTA

McAfee n Webroot

= ABTOMaATUYECKue
OOHOBNEHUs

= PacwundpoBbiBaeT U
CKaHupyeT Tpaduk SSL

N3bupaTensHO, Ha OCHOBE
KaTeropum un penyrtauum

Spyware Trojans Worms

~35% additional coverage

Viruses



Webroot vs McAfee

O630p yHKUOHana

= MowHasa cuctema obHapyxeHna 1. Pabota McAfee Avert Labs,
Bonee 150,000 curHaTyp OOHUM N3 CaMbIX U3BECTHbIX
O6HapyxeHne nogo3puTenbHOro Spyware ncenegoBaTesibCKMX UeHTPOB

= Inpoknn gmanasoH obHapyXeHus:

duwmHr n Malware URL v gomeHsl
. 2. CwurHaTtypbl 3akpbiBaloT malware u
[Bon4yHbIN KOO Malware, KopoTkue

KOHTPOSbHbIE CYMMbI BMPYChbI
Malware User Agents
= MexaHu3m pacrnakoBbIBaeT 1
npoBepsieT malware B apxuBax
ZIP , RAR, CAB, TAR

3. HaxoguTcs Ha nepBbIX MecTax B
PENTUHIE U PEKOMEHAYETCH

HE3aBUCUMbIMU UCCIieaoBaTel1IdAMN

= [1paBuna aHTn-malware MoxeTt
MHULMMPOBATb: 4. CwurHaTtypHoe 1 3BpUCTUYECKOE

MpepBaThb 3arpysky CKkaHnpoBaHue

He npoBepsieT ncxogawme POST gaHHble
Ha malware



NMonHasa 6e3onacHOCTb AAaHHbIX
[TpocToTa 1 BbIOOP

Management and Reporting

Acceptable Use Malware
Policy Defense

AsyncOS for Web

= BesonacHOCTb AaHHbIX. Llenn n peanbHOCTb.

Data Security

= [1poCTble MeXaHnU3Mbl ON-boX

= PaclumpeHHble mexaHnambl off-box



Llenu cucrtembl 6e30MacHOCTU AaHHbIX

SAIC warns of possible data AP ssccsspeg
breach

By Donna Borak, AP Business Writer | July 20, 2007
WASHINGTON --Pentagon contractor SAIC Inc. may have ,

compromised personal information about more than half a million b
military personnel and their relatives because it did not encrypt data

, tWine.

~ e asminatliten, "‘

Estimated
Cost

Data Loss Event

Company

8M customer records
Best Western  from online booking $400M-1.5B
Hotel Group system '
4M credit and debit card
Hannaford numbers $160-788M
Monster.com 1.6M personal records $80-315M

NoTepsiHHbIE 3anucu

Credit Card Othoer Email
Numbers 12% Address

45% 13%

Social
Security
Numbers
30%



PeanbHOCTDL...

CnoxHoe
3akKoHoOaTenbLCTBO

CnoxHasa peanusauua



be3onacHOCTb AAaHHbIX
ObLwme mexaHmn3msol

= ObLwaa npoBepka MeTagaHHbIX C TOYKU 3pEHNS BUOAUMOCTU U
COOTBETCTBUS nNpaBuiam

= Allow , block, log

Ha ocHoBe MeTadaHHbIX, URL kaTeropuam, nonb3oBaTento 1 penyrauum

= MynbTUnNpoTOKONbHOE
HTTP(s), FTP, HTTP TyHHenb

www.mypartner.com @

Allow, Block, Log @

www.malwarrior.com =




[MlonuTuKn «3apaBoro cMmbicna
[TpocTon nogxon kK 6e3onacHOCTU AaHHbIX

John Smith, John Smith, Finance Jane Doe,
Finance Sales

FiscalPlan.xls
FiscalPlan.xls CustomerList.doc

Taxfirm.com
Webmail.com Personal-site.com,
-9 Reputation score

HTTPS

il (Encrypted) FTP

(Encrypted)

N X S X




be3onacHOCTb AaHHbIX
PaclumpeHHasi 6e3onacHocTb off-box

= [1lpo3payvyHas nHTerpauyms

= [nybokas npoBepKka KOHTEHTA

CTpYKTYpUpPOBaHHOE N HECTPYKTYPUPOBAHHOE COOTBETCTBUE

= OnTMMunsauus NnPOnN3BOAUTESIbHOCTU

PaboTaeT B TaHAEME CO BCTPOEHHOWN cucTEMON 6Ee30MacHOCTU AaHHbIX

Allow, Block, Log @

DO W
00 N

Users

DLP Vendor Box



bpewu B AaHHbIX, UHUUUNPOBaHHbIEe Malware
Kputnyeckmnn anemMeHT 6€30nacHOCTM gaHHbIX

Trojan.PWS.Chromelnject.B

Gozi Trojan =Firefox plug-in

= YCTaHaBMMBAETCS Yepes = CobupaeT y4eTHble 3anucu e-banking
npucoeanHeHHbIn doann PDF

= 3alundpoBbIBaeT cam cebs Sinowal Trojan

= KpageT gaHHble n3 notokoB SSL = CkomnpomeTupoBaHo 6onee 500,000 6aHKoBCKME

YYETHbIX 3annceu
= CBsazaH ¢ RBN

Layer 4 Traffic Web Reputation Dynamic Vectoring

Monitor Filters

and Streaming
Engine

Brnokunpyet BO3MOXHOCTb NoTepu lNpepoTBpawaeT nonagaHue
AaHHbIX oT AencTBuu phone-home malware B ceTb



YnpaBneHue U NnOCTPOEHMe OTYETOB
YnpaBreHne n BuauMocTb web-Tpaduka

Management and Reporting

Acceptable Use Malware
Policy Defense

AsyncOS for Web

= YrnpaBrieHne

Data Security

= PoneBoe agMMHUCTpUpOBAaHME N geNiermpoBaHne pPonewn
= [leTanbHble oT4yeTbl N0 URL 1 no nonb3oBaTensam

= OTcnexuBaHue rnonb3oBaTenemn



Cisco IronPort Web Security Manager
[IpocTOM NPOCMOTP NONIUTUK ONS BCEU opraHu3aunm

Web Filtering Policies

Order | Group

1 |Qa

2 Engineering

3 Marketing 7

4 pDev ¥

Global Policy ¥

Applications

Block: FTP
Block: User Agents

Block: User Agents

(disabled)

(global policy)

Block: FTP, HTTPS
Allow: HTTP

Block: User Agents
Allow: Ports 443, 21

URL Categories

Block: 52
Monitor: 2
Allow: 0

Block: 50
Monitor: 2
Allow: 2

Block: 50
Monitor: 2
Allow: 2

Block: 50
Monitor: 2
Allow: 2

Block: 46
Monitor: 8
Allow: 0

Objects
Block: 256 Mb

Block: No Max Size
Block: Object Types
Block: File Types

Block: No Max Size
Block: Object Types

Block: No Max Size

Block: 256 Mb
Block: Object Types
Block: File Types

Add Group...

Anti-Malware

(global policy)

(disabled)

Block: 11

Monitor: 2

(global policy)

Block: 13
Monitor: 0

Delete

Key:

7 Authentication

Marketing

Sales

IT

Block FTP uploads
Allow media files
Route requests to partner site

Block executables
Block sports sites 9am-5pm M-F
Decrypt HTTPS connections

Allow all URL categories

Exempt Adobe updates from
authentication

Block all malware

HacTpoika TouHbIX NONIMTUK HA OCHOBE Habopa napamMeTpoB



[mobGanbHOe ynpaBrieHue NosiIMTUKamMmu um

KOHoUrypaumsamm
LleHTpanusoBaHHOEe
ynpaBrieHue U
a2 e — KOHTPOSb NONUTUK
Gisco IronPort CIsg?Sler:)igsPort AoCTyna K web
S-Series

A

Cisco IronPort
S-Series

= OpagHoBpeMEHHbI BBOA, B AENCTBUE NONMUTUK AN coTeH ycTponcTts Cisco
IronPort S-Series

= [MBKOCTb B UCNONb30BAHUM NOKarbHbIX NOMUTUK yepes geriermnposaHne

= [lopaoepxka Heckonbkux Bepcunt AsyncOS
= AyauT n pesepBupoBaHne NoAnTUK ONS KOHTPONS

Cisco IronPort
M-Series



D,enerMpOBaHHoe agMUHUCTpnupoBaHue
[ MbKkaga nogaepxka opraHM3aumMoHHbIX TpedboBaHUM

MmoGanbHbIN
agMUHUCTpaTop
onpenensieT ponu u
npaBa gocrtyna

Odomuep nonnTuk
yCcTaHaBNMBaeT npaBuna
ONsl Tex nonb3oBaTesnen,

KOTOPbIMU OH ynpaBnseT

Access Policies

Order | Group

View:

URL Categories |~ ¢,

test AP 1
| (disabled)
Identity: test id

allow: FTP over HTTP, HTTI
ow: Ports 20, 21,...

w: FTP over HTTP, HTTI
ow: Ports 20, 21,...

ow: FTP over HTTP, HTTE
ow: Ports 20, 21,...

(global policy)

(global policy)

(global policy)

(global policy)

(global policy)

(global policy)

(enabled)

Authentication: ¥ Enabled  Disabled [ Policy Not Editable

W

No Media

= HasHavalwTcsa agMMHUCTpaTopbl 4N rpynn
nonb3oBarerien, nogceTen, yCTpomucTs, agpecos

Ha3Ha4YeHn4

= [paHynupoBaHHOE poreBoe pasaeneHue ocTyna

NMPUMEeHATCA

cornacHo
YyrieHCTBa B



KomnekcHasa cuctema NnNOCTPOEeHUA oTHeTOB

= TwaTenbHbIN NPOCMOTP Yrpo3
- O630op Web Tpaduka
- Layer 4 Traffic Monitor
- Kateropua un getanu yrpos anti-malware

- Puck knneHTa

- [HeTtanusaumnsi akTUBHOCTU KNUEHTA
- ®Gunetpbl Web-penytaumn

— AKTMBHOCTb camTa u getanu

= J[leTanbHbIX BHELLUHUA aHanus3

— Pasrpyska yctponcrtsa oT 06paboTku
e 6ONbLLIOrO KONMYECTBa AaHHbIX
S R ——— ~ OrtueTtbl knacca Top N
R - Client, uctounwk, HassaHue Malware u
Lo KaTeropus

ﬁf&% for IronPort

SAWMILL



Kputnyeckume otyeTbl — npaBuna
MCNOJIb30BaHUA

Infrastructure op URL Categorie SHOCKEE
Uncategorized URLs |1
Computing & Internet [ ] § Advertisements & Popups 5,195 . OTq eT bl B p e an b H 0 M B p e M e H M
Web-based E-mail 6 Uncategorized URLs il 519
Advertisements & Popups [T 457. URL Filtering Bypassed [ 276
e — [1pocmoTp ucnonb3oBaHna web u
Search Engines [ 264.1k Infrastructure | 77 o
Reference [ 205.2k Shopping | 50 e ﬂe Ll
Streaming Media [T 204.0k Computing & Internet | 44 T H H M M
Entertainment |71 181.6k Hosting Sites | 30
T

o o s Search Engines |2 — MOHUTOPUHT TEHOEHUNW NpaBuIl

Adult/Sexually Explicit | 20

e 0 2.[;00 4,0-00 .6.0,00 8.(;00 MCI-IOJ-I b3OBaHMﬂ
- WpeHTndunuymposartb noBegeHUe puCcKoB

FIELD: Client IP

E Statistics for 10/Jan/2009 - 20/Jan/2009, 11 days

@ Report is zoomed and shows data for

Category:  AdultiSexually Expiici

= Pacwin pPEeHHblE BO3MOXHOCTH

— PaccnegosaHue HapyLLeHuin npasus
MCNoNb30BaHuUS

,,,,,
ummarized Logs Client IP Requests  Page Views  Unique SrcIPs ¥ Size

e - - YrnybneHHbIn aHanus
e - CootBeTcTBOBaHME TpeboBaHNAM
— 3aKkoHogaTernbCcTBa
ﬁ&% for IronPort

SAWMILL




MOHUTOPUHI CUCTEMBbI
[lpocTaga nHTerpauma c CyLecTByLWMMM NpoLeccamMmu

LleHTp npeaynpexaeHnn

Adz Reopart. |
Recpert Adiress System  Mardware  Updater | Waeb Proxy | DVS and Ant-Malware L4 Traffic Monstor  Delete
g8 irorpen.com Al Fe] Al Al Fe] el 1§

From Address to Use When Sendng Alerts:  Actomascaly Generated
Intal Number of Seconds to Wat Defore Sendng a Duplcate 300

Masermem Number of Seconds o Wakt Before Senteg & 2620
Cuplcate Alert:

IrenPort AteSuppent:  [nabies
Send copy of weaily ASSURPS reports to System

Information Alert recprents.
g9t semnze . |

* [loanuck Ha NpeaynpexaeHns ans
aAMUHMCTPATOPOB

= PasHble pernoHbl ynpasrieHunsa

XypHanb! peructpaymm

o 13 = IronPort MIB

§ = WHrterpauuns ¢ SNMP
o s MHCTPYMEHTapuem
53 - SNMP v1, v2, v3

= Squid, Apache, W3C,
= [loctaBka 4epe3 SCP, syslog, FTP



Nnatdopma AsyncOS gna Web

Co3naHa ans npon3BoAuTENbHOCTH

Management and Reporting

Acceptable Use Malware
Policy Defense

AsyncOS for Web

= BbICOKONPOM3BOANTESIbHbLIN NPOKCU + KeLl

= MHoroagepHoe cKaHMpoBaHue

= PasHble popM-gaKTopsl

= [MbKne BO3MOXHOCTU MO BBOAY B 3KCMyaTayuio

Data Security




BbicokonpounssoautTeribHbIU NPOKCU + KeLl
YnpaBrieHne coeguHeHnsMn n pannoBon CUCTEMOU

|
Of i (7T 17 R CiSco IronPort CoeanHeHnsa co
CO CTOPOHb| se— S-Series FS=======_CTOpOHbI cepBepa
KITMeHTa

YnpasneHve nysiom .
nocTtosiHHbIX TCP coeanHeHumn [Mopaepxka 04eHb BbICOKUX

(CO CTOPOHBI KNeHTa u
cepeepa) obbemoB Tpaduka

CoxpaHsieT umknbl UMY n namaTtm ¢
MOMOLLbI0 MEXaHW3Ma yBeOMIIEHNS O CyLiecTBeHHOe CHUXeHue

CUCTEMHbIX COBbITUAX yTUnm3aumm pecypcoB

ObbeanHeHHaa cuctema xpaHunuuia
OOBEKTOB M BblCOKOI‘IpOVI3Br(J),EI,VITeJ'IbHOFO CHWXeHe BpemMeHU OTKNrKa

KellnpoBaHUA




BbicokonpounsBoauTenbHOe CUrHaTypHoe

CKaHMpoBaHue
MHorosiaepHasa onTuMmu3sauus

Burdened System Capacity
(Web Transactions/Hour)

(<)}
J

= PewaeT npobnemsbl C 3a4ep>KXKOU BO
BpeEMSA CUrHaTypHOro cKkaHMpoBaHug

= WcnonbsyeTca yHKUUA MynbTU-
CKaHupoBaHUA ans adpPeKkTUBHOM
GesonacHoCTH

Millions
(6, ]

. OI'ITI/IMVISI/IpOBaHO ANA «TAXEeIoro»
KOHTEHTa

Best User Experience.

No-Compromise Security.
1-core 2-cores 4-cores




BbicokonpousBoautenbHas nnatdcgpopma

NPOKCHU

MHOFOﬂAepHaH onTmMmmn3auusa

Burdened System Capacity
(Web Transactions/Hour)

Millions

1-core 2-cores 4-cores

= Pewaet npobnemsl ¢ 3a0ep>XKon BO
BPEMSI CUTHATYPHOIro CKaHMPOBaHUS

= Wcnonb3yeTtca pyHKUMA MynbTU-
CKaHUpoBaHUA Onda 9doeKTUBHOM
BGesonacHocTH

= ONTUMU3NPOBAHO OIS TSHKENOro»
KOHTEHTa

UHTerpnpoBaHHas ayTeHTUdUKaLUA
M naeHTudmnkKaumus

NTLM/
Active
Directory
@ LDAP
Secure
LDAP

= |dentity Based Policies

= Transparent, single sign-on (SSO)
authentication against Active
Directory

= Guest Policies, Re-Auth



BHegpeHue




BblﬁepMTe npaBUIiibHYHO nnachopmy
Remote Office and Back Office (ROBO) to Enterprise

= HecKomnbKo onunn nHterpaunm (NnpospadvHoe
nepeHanpaeneHue L4, PAC daun, WPAD, WCCP)

= BcTpoeHHble pyHKunm oTkasoyctonvmsoct — RAID 10,
COBOEHHbIe BrIoKM NTaHUSA

= Beicokasi goctynHocTb — WCCP, DNS, L4
= [MbKaga cucrtema mapLupyTtmsauum

Cisco IronPort S160 Cisco IronPort S360 Cisco IronPort S660
1-1,000 users 1,000-10,000 users 10,000-30,000 users

ROBO Regional HQ / Mid-Market Corporate HQ

Market Segment



LLino3 6e3onacHocTtn Web cneayrowiero

NOKoOJ1eHus

Heckonbko onuun BHegpeHUsd

Mepep IronPort

@

v

Firewall “

v

Web Proxy and Caching ‘
v

Anti-Spyware ‘
v

Anti-Virus ‘

v

Anti-Phishing ‘
v

URL Filtering .
v

Policy Management ‘

v
e @@&BBBB

Option 1: KoHconuaauus

Firewall

o
)

Cisco IronPort S-Series

v
T 999

Option 2: CyuwecTByOLMN NPOKCHU

x|
+ Web Proxy and

Firewall

Cache

Cisco IronPort S-Series

v
T 999




Pexunmbl paboTbl NPoOKcH

= AlBHO 3a4aHHbLIN NPOKCKU
PAC dainel, WPAD

= [1po3payHbIN peXUM
WCCP, PBR, IP cnyduHr, 3aronoBku

* PeXuM HecKonbKux upstream npokcu

‘ Firewall

L4 Switch/
WCCP Router Tap/Span Port
» . . @ — 9 — — Q@
Router
. / Port 80 [

L4 Traffic Monitor

connecting to a Tap/Span port
Clients connecting ﬁ
Transparently -

to the S-Series



- 00000000000__]
PAC — Proxy Auto-Config Files

= BHeapeHue npokcu cepBepa Ha 6oMNbLUOM KONM4ecTBe
KIMEeHTOB

N3beramnte HacTpoek Ha desktop
OTKa30ycToM4YnBOCTb N BanaHcMpoBKa Harpysku
[Tpon3BOAUTESNIBHOCTb

= PAC XOCTUHr
JlokanbHO Ha geckTore, Ha cepBepe, U Ha S-cepun

= Web Proxy Autodiscovery Protocol (WPAD)

B cpegax DHCP ncnonb3ayite onuuto 252 “auto-proxy-config”
BesonacHocTb!!!!



- 0000000000000
CospaHue PAC danna

function FindProxyForURL(url, host) {
S/ If TP address 1is internal or hostname resolves to internal IP, send direct.
var resolved ip = dnsResolve (host);
if (isInNet (resolwved ip, "10.0.0.0", "255.0.0.0") ||
isInNet (resolved ip, "172.16.0.0", "255.240.0.0") ||
isInNet (resolved ip, "192.168.0.0", "255.255.0.0") ||
isInNet (resolved ip, "127.0.0.0", "255.255.255.0"))
return "DIRECT";

S Use a different nroxv for each nrotocol.

if (shExpMatch(url, "http:*")) return "PROXY proxyl.domain.com:3128";
if (shExpMatch(url, "https:*")) return "PROXY proxyZ.domain.com:3128";
if (shExpMatch(url, "ftp:*")) return "PROXY proxy3.domain.com:3128";

S If IT'm not in corvorate network. send direct
if (!isInNet (myIpiddress(),"144.254.0.0","255.255.0.0™))
{ return "DIRECT"; }

/7 URL based load balancing
function FindProxyForURL (url, host) {switch (URLHashi{url)3%2) {
case 1: return "PROXY proxvl.domain.com:31238";
default: return "PROXY proxyZ.domain.com:3128";}}
function URLHashiurl) {server name=url.split("/")[2]
if (!server name) {return url.length;}return server nawe.length;}

S/ A1l other traffic uses below proxies, in fail-over order.

return "PROXY 1.2.3.4:8080; PROXY 4.5.6.7:8080; DIRECT";



- 00000000000__]
BHeapeHue npo3pavyHOro npokKc

= HacTpouTe npo3pavHoe nepeHanpasneHne
PBR — L4 kommyTaTop, npocTtas HacTpouka
WCCP — WCCPv2 maplipyTtunsatop, 6oriee cnoxHo, Ho bonee rmbko

= MeToq BO3BpaLLEHUS
Layer 2 unn GRE

= Hactpowute |IP cnydouHr unun 3aronoskn X-Forwarded-For
Korga BbilLecTosALWMIA NMPOKCH TpebyeT naeHTuukaumm KnmeHTa

3aronosku Via

= HactponTe cnmcok HeobpabaTbiBaeMbIX y3510B

Ons Toro, 4ToObl NCKMOYNTBL CMIUCOK Y3r0B, KOTOPbIE HE
noaaepXuBatoT MPOKCH



]
WCCP n ycTtpouctBa Cisco

= WCCP Ha ASA

[MopgaepxuBaeTcs Tonbko peanpekt GRE, HeT noaaepKkn
oTkasoyctomndmsoctn WCCP table

WCCP peaunpekT Tonbko Ha Bxogswem nHrepdenca, WSA u
KNUEHTbI OOMKHbI ObITb B O4HOW CETH

= WCCP n kommyTaTtopsl Catalys 3560/3750

Bbl He moxeTe ckoHurypuposate WCCP n PBR, WCCP n VRF,
WCCP n PVLAN Ha ogHOM nHTepdoenca

Internet, WSA n knneHTbl AOMKHbI ObITb Bpa3HbIX MOACETAX

= WCCP n mapuwpyTtusatopsbl [OS

Bbl He moxeTe ckoHurypuposate WCCP n PBR, WCCP n VRF Ha
ogHoMm nHTepdenca n WCCP Ha TyHHenbHbIX MHTEpdencax

PekomeHayemasa sBepcusd IOS 3aBUCUT OT Bepcum
[TpokoHcynbTUpynTech ¢ Bawmm Cisco SE nepen BHegpeHnem ©



Cisco Secure Web Gateway

Camoe BblCOKOrMpon3soauTesibHoe peweHne B MUHOYCTPUKU

Be3onacHocTb

\

MHoroyposHeBas
3awmTta ot malware

dunetpel Web-
penytauum

YckopeHHoe
CKaHMpoOBaHue
cn rHaTyB@/lexaHmm
S)

MpepoTBpawieHne

paboTbl OOTHETOB U

malware, KoTopble
06xogaTt nopt 80(L4TM)

YnpaBneHue

NHTerpnpoBaHHas
ayTeHTUduKaums n
SSO

MoLHble MEXaHN3MbI
URL kaTeropun n
dounneTpaunmn

dunbTpaums
NPUIOXEHUN 1
KOHTEHTa

Web usage visibility and
tracking

MpepoTrBpalleHne

\

[MpocTas
©e3onacHOCTb JaHHbIX
on-box

B3anmopgencteue ¢
DLP cucremamm 3-x
npoun3soauTenen

NMpenoTBpalleHne
Opelwen B 3awuuTe,
NHULNNPYEMBbIX
malware (L4TM)



Iron Port Training @ Fast Lane

EOVHCTBEHHLIN aBTOPM30BaHHLIN NApPTHEP Ha Tepputopun Poccun
Tpek KypcoB BKNo4aeT

2 TpeHuHra no C-Series

1 TPeHUHr no S-Series

NHcTpyktop CCIE

Bo3amoxxHoCTb npoBeaeHus kypcos no WEBEX anga permoHos

CneumanbHoe npegnoxeHue anga naptHepos Cisco u Iron Port
-20% ckngka Ha oby4deHune no IronPort



95% of companies
who try Cisco IronPort
become customers.

Contact:

Your Cisco IronPort Rep
650-989-6530



Bonpockl nu OTBeThI
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