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German Stock Insider - OYQ.F (TKMD.F)

Taltnch femmadia we  MUGL GANS LUPRCTLYY

Tafiech Tetemedio espects atne of 300 i e il S Vading sessiens’

- - W e gy e

TEXT SPAM

ATTACHMENT SPAM
(PDF, EXCEL, MP3)
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Turn € 5,000 into € 25,000
INVEST IN EXCHANGE MOBILE (Frankfurt: EM1)

Compoas Mams Cochanse abian
Tichos Symbet Foanbion 11

IMAGE SPAM

**TATTENTION ALL DAY TRADERS AND INVESTORS***

INVESOTR ALERT!
IT LOOKS LIKE ANOTHER RUN FOR SwWhMm!
WATCH SWNM LIKE A HAWK ON Tuesday Judy 1, 2006

Company Name:  SOUTHWESTERN MEDICAL, INC.
Stock Symbol:  Swam

Monday Close: 0.11

Volume:

5,761,702

Change:

UP 0025 (27.78%)

Market Cap: $33,000,000.00 (Approx)

“B 2008 rogy cnam cyLiecTBEHHO 3BOJTIIOLMOHMPOBAN...KMbepnepcTynHUKN UCNONb3YIOT KOPOTKME
duMHroBbIe KaMMaHUM HaUesNleHHbIe Ha onpeAeneHHble rpynnbl Nofib3oBaTernen AnA QOCTUXEHUA

TARGETED ATTACKS

From: P

Date: Tue Aug 5 19:43:17 2008
To: Te

Subject: Confirm Your Email Account

Dear {EDU} Webmail User,

below account information.
YOUR {EDU} Webmail ACCOUNT CONFIRMATION

Name:

Email Address:
Email Password:
Date of birth:

We regret to announce to you that we will be making some vital maintainance on our (EDU) Webmail system. During this process
you might have login problems in signing into your online account.

To confirm and to keep your account active during and after this maintenance process, please reply to this message with the

Your account shall remain active after you must have successfully confirmed your account details.

Your Equitable
Bank account
is closed, call

us now at

(802)354-4250

6onblero acpdekra”

-2008 Internet Security Trends Report Published By Cisco and IronPort

v



Malware Ha nogbeme
Email — ocHoBHas cpega pacnpocTpaHeHus

//'/ N t G e Maliciousness
/ / ﬁ \\\ Financial
'\“ crime
$$ Innovation\
Criminal
Ecosystem , .
Fame & Glory
Visibility
Infections y

UNIQUE SAMPLES OF MALICIOUS PROGRAMS
Number of unique samples

6,000,000
Almost 5.5 million unique samples —s

5,000,000 ' /

1,000,000
800,000
600,000

400,000
~Under 10,000 unique samples

200,000

SOURCE: AV-Tesat




YTeyka gaHHbIX — eLle ogHa npobrnema

YBenmumMBaeTcsl KOIM4YECTBO OTUETOB,

cBMAeTenbCTBYOLLNX 06 yTe4Ke AaHbIX

OcHoBHasi cpefa, Yepes KoTopyio
MpPoMCXoauT yTeuka -- email

HoBble 3aKOHbI BblABUratoT HOBbIE

TpeboBaHus

Errant e-mails compromise hundreds of student IDs

Student Financial Services sends 632 registration block notifications containing students' Social Seci
nhumbers to the wrong students

Breanna Hockenbury, Cavalier Daily Staff Writer

Notifications from Student Financial Services intended for students whose registration was blocked were
erroneously sent to the wrong students in emails that included others' Social Security numbers.

Student Financial Services intended to send 1,264 emails to alert students of registration blocks. Only 632 e-

Wwara artiallv ecant nnt late Tuaedav avanina Thaea a.maile rantainad tha ehidant IDanf the R32 athaex ctidal

[ TITanTy UnmTETENTVELTOTS UT ULF TEdRdEE DUTTIoTan |
equal.
Order  Leakage Concern Percent
1 Email 56%
2 Lost Laptop 51%
3 Web 37%
4 IM 33%
5 USB 19%
Tablel: 1T Concerns for Leakage (IDC)

Privacy & Security Task Force ADVISOR

October 7, 2008

States Adopting Aggressive New Privacy
and Data Security Laws and Regulations




Harpy3ka Ha agMUHUCTpPaATOpPOB

= PacnpocTtpaHeHue yrpoas
yBennymMBaeT 00beM
paboTbl U TpebyeT
OONOJSTHUTENBHbIX
cneumnanmn3npoBaHHbIX
3HaAHWUN

= CokpalleHue brogxeTa
NPUBOOAUT K TOMY, YTO
agMWUHUCTPAaTUBHbIE
pecypchbl «pPacnbInNstOTCS»
Ha BbIMOMHEHUE
HECKOJ1IbKUX
HecoBMeCTUMBbIX 3agau




IronPort Email Security Appliance

Before
IronPort

@

v

i~
Firewall Iy ][-,,][jf,]
L
Encryption Platform '
MTA N
[ Anti-Spam 1 I

Anti-Virus ‘

Policy Enforcement

Mail Routing

Groupware

9
Users @

99
9

290009010

DLP
Scanner

DLP Policy
Manager

After
IronPort

Firewall

IronPort Email Security Appliance

l
|

Groupware ?
9999
users @ @ O



IronPort Email Security Solution
“Set and Forget”

Before Cisco IronPort After Cisco IronPort
Internet Internet
| ]
Firewall ‘ Firewall ‘
” MTA v
~Fiafom Anti-Spam * DLP slzé;erﬁmw l

v

Anti-Virus ” ”
DLP Policy
Manager

v

Policy Enforcement ”

v

Mail Routing ”

v

Groupware ® Groupware

Cisco IronPort Security Appliance

@:

v
Users E! :m-! Users g m!
== = = =
Ly y ] Ly ¥



Email. Apxutektypa 6e3onacHocCTMw.
be3onacHoCTb BXOAALWMX COOOLLEHUNN, KOHTPOSb NCXOOALLMNX

Be3onacHocTb 3a|_|_|‘|,1Ta oT
BXOASALWMUX COOOLLEHUN
BUpPYCOB

NMnardopma EMAIL
CISCO IRONPORT ASYNCOS™

YnpaBneHue

MpepoTBpalleHne Be3onacHbIN
KoHTponb ucxoaswhx

COOBLICHMI yTEeYKN AaHHbIX oOmeH
COOOLWeHnaMM




AHTU-CNaM B AeTansax

PenyTaunoHHas
dunbTpauma
SenderBase L~

IronPort Anti-Spam

Who? How?

Verdict

What?

1 YpoBeHb
obHapyxeHuna >99%
KonunyecTtBO nOXHbIX l
pabaTtbiBaHun <1 Ha 1 mn
BXOAALMX COOOLLEeHNN

it R AR

Cnam 6nokupyetcs
nepen TeM, Kak oH
BOoMAeT B CeTb

%

N 5



IronPort SenderBase
bbicmpoe u mo4yHoe obHapyxeHue y2po3

O6beanHeHHbIM aHanu3 Email & Web tpaduka

&.»

" IronPort .~

- /SenderBase .

. IronPort C-CGIEMH ' IronPort S-cepus
esonacHocTb Emai Be3onacHoctb Web



Cisco lronPort SenderBase
CereT ycnexa -- Ka4eCTBO U KoJindecTBe AaHHbIX

SpamCop, SpamHaus (SBL),
NJABL, Bonded Sender

I . . . . Spamvertized URLs,
Spam, phishing, Complaint IP Blacklists & Domain Blacklist phishing URLs,

virus reports Reports Whitelists & Safelists spyware sites

SpamCop, ISPs,

cgsto_mer Spam Traps
contributions

Compromised SORBS, OPM,
Host Lists DSBL

Message size, : = B | ; : Downloaded
attachment volume, cmessa?tf’ ~ ok - Xt CWeb s'.:? files, linking
attachment types, S X N il LS URLs. threat
URLS, host Data Data
s, host names heuristics

/\ Other Data

Fortune 1000, length of
sending history, location,
where the domain is
SenderBase hosted, how long has it
been registered, how
long has the site been up

Global Volume &
Data /\V ‘ l
_—

Over 100,000
organizations,
email traffic,

web traffic



PenytaunoHHaa ounbTpauma SenderBase
[lpeooTBpalleHne yrpos B pearibHOM BpeEMEHMU

* I3BecTHas xopoluas
AocTaBnsieTcs

i i * [logosputenbHas
I::)I» e IronPort orpaHu4YMBaeTCcs U
PunLTPaUs AHTUcnam P
npoBepsieTcda Ha cnam
Bxopsiwaa noura.
Xopoluas, nnoxas, m

HeonpezerexHas * N3aBecTHaA nnoxas
* onokupyertcs

C | SCO oOn Cl sSCO Message Category % Messages
Stopped by Reputation Filtering 93.1% 700,876,217
KopnopaTtnsHas Stopped as Invalid recipients 0.3% 2,280,104
noyta Cisco Spam Detected 2.5% 18,617,700
Virus Detected 0.3% 2,144,793
Stopped by Content Filter 0.6% 4,878,312
Total Threat Messages: 96.8% 728,797,126
Clean Messages 3.2% 24,102,874

Total Attempted Messages: 752,900,000



AHTcnam Cisco IronPort
MHoroypoBHeBasi fiMHUA 0OOOPOHLI OT cnama

v BOTHeThI v SMS S
pam
v' CnammepckKkue cetu v Cnam B
npuceanHeHHbIX
cannax

EMAIL PenyTauus CopepxaHue coobLieHuUs

WEB PenyTtauus CTpyKTypa coobLeHuns

v" Malware/®uwuHr v/ Cnam B U306paxeHnnx

v" KopoTkue cnam-
nucbma c URL

v" Cnam co3pgaH ¢
NOMOLLbI0
aBTOMaTU3UMPOBaAHHbLIX
MHCTPYMEHTOB
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Sign In. New User? Sign Up.

Securing The [ Get a $200 travel coupon when you book now  seem |
Gateway In The
Web 2.0

Expedia Travel Deals to me

Images are not displayed.
Display images below

JBusiNEss Focus

)
Blogs, Vapid W)
P

Create My Account

How do I create a My Account? Flights Hotels|Cars[Vacation Packages|Cruises|Activities[DEALS & OFFERS |Business Travel|ThankYou @

To create a My Account, please fill out the appropriate information below. Now is THE Time to Book a F"ght or PaCRage Spotliaht Deall
ntoo, inthis =pothight Deatl  fopating fro
* Required fields «:,,, ot - Book now, get a $200 coupon to use later!
| et "E;Ns Ouos | Book a qualifying flight or package using your MasterCard® card by November 3, 2008 for st st
My Account Login 600 yyimas ConECT Wi FANS THROUGH travel through December 31, 2008 and we'll deposit a $200 travel coupon’ into your .
Expedia Account. Your $200 coupon is valid for a flight + 5-night hotel package.
0scausmon ueLps seao mreaner secu
* Enter Your eMail Address o zoon sumier ovmmes mewostod.  BOOK and travel between November 20, 2008 and February 28, 2009. ‘Submit Qu
: Search now on Expedia |
o To rAcEB00K A 500D Submit
Last-minute Deals Query
* Select Your Birth Year Dallas: Hotels from $7 4inight Fle
SelectOne v Las Vegas: Relax from $59/might i oiiiai
Why is this required? @ inks.com Orlando: Stay from $49/night Apacis
* Choose & Password . . | m
{must be between S & 20 characters) Prlvacy POI | cy ¥

v o At Buy.com, your privacy
erify Your Password Password Hint (Optional) B . 7

[ | | | is a top priority. Please
Torms of Use read our privacy policy

erms and Conditions

SAVE : 85%

on Printer Ink Cartridges & Toners!

|>

il
READ CAREFULLY. This Terms of Use Agreement (“Terms of Use") : d eta I s L}

annliae tanea afthe P cnm wehoite lnnatad of =

[N
Click here for a full screen view of the terms.

* N I Agree to the Buy.com Terms and Conditions. AI I Info rm atl on co I IeCted I:xmark = zamsung.
- + Epson + Panasonic TR GRS :
from you WI" be shared 3 Lcamm S On Continental U.S. Orders Over $49
A = g ot wta  ~ 100% Satisfaction Guarantee
with Buy.com and its =l vy

affiliate companies. -l . "Click Here ™|

= Not Spam, because of tacit opt-in and working opt-out



Marketing Message Detection —
The Solution

" Blocks messages from major bulk mailers (i.e. Constant
Contact, Vertical Response)

= Determination based on user voting (i.e. Apple iTunes, Dell,
United Airlines are legitimate)

14 | T T T | T T T | T T T | T T T ! T T T ! T T T !

=Y
N

=Y
-]

Unwanted Marketing Mail (%)

Percent of Global Mail Detected As

IP BULK;RDU

—_—t
ps.£21 08523 8525 85,27 85,29 8531 086/82



Marketing Message Detection
Configuration and Reporting Screenshots

= Config in IPAS settings

® ves
apply This Action to Message:

Send to Alternate Host (optional): |

Enable Marketing Message Scanning: | (O no

Add Text to Subject: | | prepend v

|[MARKETING]

= Advanced Add Custorn Header (optional): | Header: l

Value: l

Send to an Alternate Envelope Recipient grail address:

(optional): I
(e.g. employee@company .com)
Archive Message: ®Onoe Oves

= Full Overview Reporting

Incoming Mail Summary

I stopped by Reputation Filtering 33.5% 98.1k
Stopped as Invalid Recipients 11.5% 33.6k
Spam Detected 15.3% 44 .8k
Additional Spam Detected by

u Intelligent Multi-Scan 15.3% 44.8k

I virus Detected 4.4% 13.1k
Stopped by Content Filter 20.0% 58.6k

Total Threat Messages: 75.0% 293k

Marketing Messaqges 15.8% 44 .8k
Clean Messages 10.2% 70.8k
Total Attempted Messages: 100.0% 415.6k




Intelligent Multi-Scan
Best of Both Worlds: Higher Detection with Low FPs

Intelligent Multi-Scan

>




Intelligent Multi-Scan
Defense-In-Depth Anti Spam

ANTI-APAM EFFICACY

Dstection Rxte FP Rate
irmanPort 20.80% 1in1Milion
+ Engine A 0.20% 1Ein1 Milion
- Bllho B 0.10% 21 In1 Milion
NMULTI-SCAN 98.90% 40 n1 Millon

AMwt-Scan improvenent 0.30% - 4000%

= Greater Spam Detection...with l[ronPort-Leading FP Rate



Email. Apxutektypa 6e3onacHoOCTM.
be3onacHOCTb BXOOALLMX COOBOLLEHUN, KOHTPOSb NCXOOALLNX

BesonacHocTb 3awumTta oT 3awumTa ot
BXOASALMUX COOOLLEeHnN
cnama BUPYCOB

NMnardopma EMAIL
CISCO IRONPORT ASYNCOS™

YnpaBrneHue

MpenorBpalleHue Be3onacHbIN

YyTEUYKN AaHHbIX obmeH
cooOLeHnaAMHU

KoHTponb ucxoaswhx
coobLeHnn




MHoroypoBHeBasas aHTUBMUPYCHaA 3awiuTa

MexaHusmbI
aHTUBMUPYCOB

SOPHOS
McAfee’




Cisco IronPort Virus Outbreak Filters
3aluuTta OT aTaK HyneBoro OHs

. . o “Since VOF we have
Virus Outbreak Filters B aencteumn not had a single

S virus outbreak!”

AIR FRANCE
SenderBase > =27 4 ‘@

“Over 24,000 virus
positive messages

. stopped in 9 months
>
S lF__M S N JOHNS HOPKINS
“VOF has stopped
more than 12,000
separate vi(al
Mpeumyectso Virus Outbreak Filters %‘Zﬁﬁag@s in the last
CpenHee BpemMs 3alnTbl™................. 6onee 13 4yacos /
KONMMYecTBO ataK”® ......ccvviiiiiiiei e 291 araka \

A C S

Obuiee Bpems 3alUNTbI*................ oonee 157 gHen



Email. Apxutektypa 6e3onacHoOCTM.
be3onacHOCTb BXOOALLMX COOBOLLEHUN, KOHTPOSb NCXOOALLNX

Be3onacHocTb 3awuTa oT 3awuTta ot
BXOASALMUX COOOLLEeHnN
cnama BUPYCOB

NMnardopma EMAIL
CISCO IRONPORT ASYNCOS™

YnpaBneHue

NMpepnoTBpalieHue Be3sonacHbIN
KoHTponb ucxopsawmx

COOBLICHMIA YTEUYKU OaHHbIX oOmeH
COOOLWeHnaMM




UcTopuyeckne dbapbepbl, NpenaTcTBYOLMNE
BHeAPEH CUCTEMbI NpeaoTBpaLLeHNsA yTevyek

= Hu3kass TOYHOCTb

BOornbLLIO KONMMYECTBO KakK NMOXHbIX
cpabaTblBaHMN, Tak N HecpabaTbiBaHUM

TpebyeTcs nocTostHHasi NOACTPONKa

= CNOXHOCTb B HaCTpouke
CnoxHasi uHTerpaums

Ol'paHl/NeHHOG KOJIN4YEeCTBO MNMOJIUTUK

= [loporoBusHa
Bbicokasa cTOMMOCTb BHEJPEHUA

TpeboBaTenbHOCTb K pecypcam




Cucrema ckaHnpoBaHuA KOHTeHTa IronPort
[lpocTas yctaHoOBKa

Message Body or Attachment

Does the message body or attachment contain tex

= [1pocTasa yctaHoOBKa B Tpu

Liesi4Ka Mbilldii C NoOMOLWbHO matches a specified pattern?
JomnnNbLTPOB KOHTEHTA O contains text:
- l *
: MC”Oﬂb3yMTe Ha6op o ® Contains smart identifier:
I'Ipe,El,OI'I peﬂ,eﬂeHHbIX KaTerOpV“/l [ABA Routing Nurnber v}

NJn Co3ﬂ|aﬁTe CBOW O Contains term in content dictionary:
CO6CTBeHHb|e [HIPAA-chtlonary_txt v]
Number of matches required: |1_(1—1000)
= MO)KeT anMeHﬂTCﬂ K For content dictionaries, the humber of matches
onpeneneHHbIM Nosfib3oBaTenam e et
npwn onpeaerneHHbIX yCrnoBnNAxX

©  Import from local computer: ¥ Smart Identifiers: (2) | gnable smart Identifiers Weight

| Credit Card Numbers

(O Import from the configuration directory on your IronPort a

GLBA-Dictionary .txt Social Security Numbers |1
HIPAA-Dictionary .txt
PCI-Dictionary .txt ABA Routing Numnbers 1 v
README

SOX-Dictionary .txt ivi CUSIPs
ronfin, dtd 1 v




[MpepoTBpaLleHMne YTeUYKU AAaHHbIX
[lonHOLIeHHaA cucTeMa pearnpoBaHuns U PeENoOpPTUHTa

= BCTpoeHHbIn Habop
peakumn — WndopoBaHme,
OoTrnpaBKa B KapaHTUH,
cbpoc, bounce, ckpbiTas
KOMNus, Bblpe3aHune
COLEPXKMMOTO,
yBeOoMIeHne

[Mogo3putensbHbIN
KOHTEHT noacBevYnBaeTcs
B KapaHTuUHe angd
YCKOPEHUS NoncKa

[TlocTpoeHne oT4ETOB Ha
OCHOBE MNOJNMUTUK U
nonb3oBareneu

Quarantine

Strip Attachment by Content
Strip Attachment by File Info
Add Disclaimer Text

Bypass Outbreak Filter Scanning
Send Copy {Bcc:)

MNotify

Change Recipient to

Send to Alternate Destination
Host

Deliver from IP Interface
Strip Header
Add Header

Encrypt and Deliver {Final
Action)

Bounce (Final Action)

Deliver (Final Action)

Dron (Final Action)

Quarantine

Flags the message to be held in one of £
areas.

Send message to quarantine: |Policy v

[ puplicate message

-) ey = mamy g = of - - - - o m o
Sena a copy of the message o the spe
continue processing the original messac
actions will apply to the original messac




RSA - Jlnaep pbiHKa U TeXHONOrMn

ssociaion ¢ W) BARCLAYS = Ranked as “Leader” in
Gartner Magic Quadrant
— . :
= | éo g)OKyCI/IpyeTCFl Ha TOYHOCTH:
A onbLuas
atat &
nccrnegosaTenbckas
i KOMaHAda BblaeneHa ans
Micresoft &B) Fitth Third Bank HanucaHusi N NPoBEpPKU
NOSINTUK
CVS
CAREMARK

“RSA has strong described content capabilities enabled by a

formal knowledge-engineering process” - Gartner



[MonHoe, rmobanbHOEe NOKPbITUE

DLP Policy Manager: DLP Policy Templates

Add DLP Policy from Templates Pa3n M L‘I H bl e

) Requlatory Compliance

» Acceptable Use BapmaHTbI

» Privacy Protection

» Intellectual Property Protection DLP Policy Manager: Add DLP Policy MCI-IOJ-I b3o BaH M r

» Company Confidential

Add DLP Policy from Templates

» Custom Policy

v Requlatory Compliance

Add PCI-DSS (Payment Card Industry Data Security Standard)
Identifies cardholder data requlated by PCI-DSS. Customize to detect credit card numbers from one or all of the following issuers: American Express

Add PIPEDA (Personal Information Protection and Electronic Documents Act)
Identifies Personally Identifiable Information (PII) - Social Insurance Numbers - requlated by PIPEDA,

Add | CPNI (Customer Proprietary Informati
Protects information that telecommunications providers acquire about subscribers and provide via phone bills, CPNI includes such information as opt
patterns,

Add Fair Credit Reporting Act
Regulates the collection, dissemination, and use of consumer credit information, This policy detects credit reports,

Add FERPA (Family Educational Rights and Privacy Act)

Detects student education records.
Bonee 100

This policy requires customization to improve DLF efficacy. You will need to define 2 reqular expression for student identification numbers.

Add GLBA (Gramm-Leach Bliley Act))

I-I peﬂo I-I peﬂeﬂ e H H bIX Identifies customer-related financial information requlated by GLBA, Customize this policy to detect SSNs, CCNs and custom account numbers such
organization,

This policy requives customization to improve DLF efficacy. You will need to define 3 reqular expression for custom account numbers.

LI-I a 6” O H O B Add HIPAA (Health Insurance Portability and Accountability Act

Identifies HIPAA-regulated information including patient IDs, National Provider Identifiers, Social Security Numbers and HIPAA dictionaries,

This policy requires custorization to improve DLP efficacy. You will need to define 3 regqulay expression for patient identification numbers.

Add EAR (Export Administration Regul
Identifies transmissions about exports to countries forbidden by EAR.

Add ITAR (Intemational Traffic in Arms Regulations)
Identifies transmissions about arms trade to countries forbidden by ITAR.

Add OFAC (Office of Foreign Asset Control)
Detects transmissions to e-mail destinations for embargoed counties as designated by the United States government. Nations currently included in t
Syria,

Add NASD Rule 2711 and NYSE Rule 251 and 472
Protects the names of any companies involved in upcoming stock offerings.

v Custom Policy

' NonuTnkn, cosgaBaemble
Add Custom Policy nosb3oBaTensaMu

This option is considered advanced and should be used only in rare cases when the policy templates above do not meet unique




LLinpokun Habop onumun pearnpoBaHus

1 [see states for this row]

[J enable Encryption

1 JlocTtaBKka, KapaHTUH,
cbpoc, wundposaHue

Encryption Profile: [ ryr

Encrypted Message Subject: | subie

Cuse TLs

2 J[obaButb 0TKa3s oT
OTBETCTBEHHOCTHU

2 Message Modifications
Add Custormn Header:

Header: I

Value: |

Modify Message Subject: |$subject

Add DLP Disclaimer Text: Disclaimer Template:

(See Mail Policies > Text Resources to custornize templates.)

add: @ pelow Message Body

O above Message Body

Message Delivery
3 Send Message to Alternate Host: I 3 OTocnaTb KOMMKo
Send Copy (Bcc): Subject: I$subject aﬂMMHMCTpaTOpy
Recipients: I (user@example.com) 6e30naCHOCTM
Adlzeturr] |
DLP Motification
4 Recipients: O 4 yBe,El,OMVITb OTI-I paBMTeﬂﬂ
DSB”“'I n/vnu nony4arens
Other



YnpaBneHne Bcemun (hyHKLUAMU U3 OOHOM
KOHCONU

Outgoing Mail Policies

Find Policies

|

Email Address: | ® Recipient Find Policies
Sender
Add Policy... I
Order | Policy Name Anti-Spam Anti-Virus Content Filters | Virus Qutbreak Filters | DLP Delete
1 Fake Policy ‘ {use default) {use default) (use default) {use default) (use default) i}
Default Policy | IronPort Anti-Spam Sophos Enabled Disabled HIPAA (Heal...
Positive: Deliver Repaired: Deliver {no filters) GLBA {(Gram...
Suspected: Deliver Encrypted: Deliver Restricted Fi...
Marketing Messaqges: Disabled Unscannable: Deliver

Key: | Default || Custom || Disabled |

= HacTpaunBauTe aHTU-Cram, aHTUBUPYC, KOHTEHTHbIE PUILTPbI,
NPeBEHTUBHYIO 3alimnTy, WwWndgposaHme n DLP ¢ nomouwlbio
OQHOro 1 TOro e NoJSib30BaTENbLCKOro nHTepdenca



[[apaHTMpOBaHHaA TOYHOCTb aHanus3a

E® patient Information - SSN: 603011313 - Message (Rich Text) = |I:I|l]

: File Edit View Insert Format Tools Actions Help
idsend | [ & | ¥ B3 @ | & 0 T8 Attach as Adobe PDF | [ &/ | =4 ¢ Q[YI@IL]Oghons l@!
: Avial .o -|AlB Z U|EE=izEs !

To... I |jsmith@acme.com
c.. || SSN

“nr
n
nr

Subject: |Patient Information - SSN: 603011313 detection
|We need to fax the following preseription information for Roger McMillan: A
FEXOFENADINE (ALLEGRA) 180 MG TABLET Proper Name
Dosage: Take 1 Tab By Mouth Daily. Detsction
Prescribed by Joseph A Keeney, MD on 06/03/09
Please make sure that this information is provided to the pharmacy. N

. . Unique rule
Name: I Matches are found = | matches are
Medical Record: (08 I8 closs pruxhmity B met
Primary Provider: Blue Cross Blue Shield CA 0

Clinic: Stanford Hospital | Rule is matched multiple times to increase
score

Address:

177 Bovet Road

San Mateo, California 94402
Home Phone: 650-528-1620
Work Phone: 650-5642-2211

E-mail: roger.mcmillan@gmail.com ~|




[lpocTO HacTpanBaTb
OcTaHaBnuTe KaHan yTedyeK B Teé4eHne HECKOJIbKUX MNHYT

Outgoing Mail Policies

Find Policies

Email Address: ® Recipient Find Paolicies

Sender

NHTerpuposaH
B MeHexep
NONUTUK

Add Paolicy... I
IIeIete

Order  Policy Name Anti-Spam Anti-Virus Content Filters = Virus Qutbreak Filters| DLP

1 Fake Policy (use default) (use default) (use default) (use default) (use default) im)
Default Policy | IronPort Anti-Spam Sophos Enabled Disabled HIPAA (Heal...
Positive: Deliver Repaired: Deliver (no filters) GLBA (Gram...
Suspected: Deliver Encrypted: Deliver Restricted Fi...

Marketing Messages: Disabled Unscannable: Deliver

Key: | Default || Custom |[ Disabled |

DLP Scanning Policies

Enable DLP Policies to apply to this mail policy.
To manage this list, add or remove DLP policies, go to DLP Resources. A KT M Ba M ﬂ
- L'|
Enable
B Py - MOJINTUK
PCI-DSS (Payment Card Industry Data Security Standard)
1 Identifies cardholder data regulated by PCI-DSS. Customize to detect credit card numbers from one or all of the following issuers: American Express, Diner’s Club}| v
Discover Card, JCB, MasterCard and Visa.
OOHUM KINUKOM
2 Identifies customer-related financial information regulated by GLBA. Customize this policy to detect SSNs, CCNs and custom account numbers such as bank, r
investment, or mortgage account numbers specific to your organization.
3 HIPAA (Health Insurance Portability and Accountability Act v
Identifies HIPAA-regulated information including patient IDs, National Provider Identifiers, Social Security Numbers and HIPAA dictionaries. M bl I I I KM
Restricted Files
Detects restricted files including MS Access, executable, and Oracle executable files.




JIlerko oTcnexuBaTtb

Top DLP Policy Matches

= O14yeTbl MO NONINTUKAM
N N0 CEPbLE3HOCTU
HapyLIEeHUS

PCI | 96.0k

] = [lOCTYyMHbI KaK OTYEThI
B pealibHOM BpeMEHMU,
Tak 1 Mo pacnucaHuio

U I ' I ! 1
0 40.0k 80.0k 120.0k

Messages

Top Incidents by S

Messages

ol B cCritical 54.0% 11.3k
- High 5.0% 29.9k
201 B medium 18.0% 75.1k
40: Low 6.0% 12.0k

e L i , ' = - | ; L Total 100.0% 36.0k

22:00 1:00 4:00 Z:00 10;




Jlerko uckartb

Message Event: | Selecting multiple events will expand your search to include messages that match ead
with other search criteria will narrow the search.

Virus Positive

Hard bounced
Spam Positive Soft bounced

Suspect Spam Quarantined as Spam

[1lpocTon nounck
coo0LLEeHni

OoooOon0o

Delivered
DLP Wiolations

Currently in Outbreak Quarantine

KOOOO

DLP Policy Name: |H1p,¢m
Leave blank to search all policies.

Violation Severities: Critical ¥ High [¥] Medium ¥ Low

MESSAGE ID "5972594" MATCHED DLP POLICY "HIPAA"
\Violation Severity: | CRITICAL (Risk Factor: 100)

Message Body: US Social Security Number
e Acme Corp Marty Smith 808 Sumner Street Greenwood MS 38930 USA

Engineering 662-646-0542 msmith@acmecorp.com 2/1/07

[TpocMmoTp
netaneu
HapyweHnsa u rae
OHO NPOM3OoLLUSIO

patientl234.xIs: | \yioas patient Identifier

e Fred Flintstone Operations 321-02-3456 111 Stonehenge Dr, Bedrock CA
99432

¢ Wilma Flintstone Human Resources 321-03-3116 111 Stonehenge Dr,
Bedrock CA 99432

e Pebbles Flintstone Engineering 321-04-3256

|2
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[lpocTOoTa co3gaHUA NONib30BaTeNIbCKUX

NOJINTUK

HasBaHne nonnutmnku n onucaHue

KaTeropus cepbesHOCTM HapyLleHus!

CKaHMpoBaHME KOHTEHTA ~

Bo3MOXHbIN Habop AENCTBUN —

Logged in as: admin on vmw002-esa01.run
@IRONPURT €350 Opti

ptions  Help and Support

Monitor Mail Policies Security Services Network System Administration

~ Commit Changes »
Mail Policies: DLP Scanning: Add Policy

Add DLP Policy

DLP Policy Name: | [Custom Policy 1

Description: | [Testing ‘

order: | [1 v (of 4)

Severity Scale: -
IGNORE ‘ Low MEDIUM HIGH CRITICAL

0-10 | 10-35 35 - 60 60-%0 | s0-100 | [ Edit Scale |

Content Matching: .
[Pre-defined PolicyTemplate] | Any rules match: Social Security Numbers, Patient ID Numbers

Content Matching: | Al rules match: Student Identification Numbers AND Student Records
[Pre-defined PolicyTemplate, custom fields] - "
Define Student Numbers using regular

Exlude patterns or strings:

Separate multiple entries with a comma or new line.

Content Matching: | Any rules match: Custom Accounts OR Credit Card Number OR US Social Security Number OR US Drivers
[Pre-defined PolicyTemplate, custom fields] | Licenses

Define Custom Accounts:

Separate multiple entries with a comma or new line.

Content Matching:
[Blank PolicyTemplate] | [Select a Rule... ~|[Add Rule... |

Currently there are no content matching rules for this policy.

Content Matching: | §
[Blank PolicyTemplate, single pre-defined rule] | [Select a Rule... ¥] [ Add Rul
Social Security Numbers I Exclude these matches | @
(whitelist)
ontent Matching:
[Blank PolicyTemplate, multiple rules] | [Select a Rule... v [(Add Rule... |

[All %] rules match

Social Security Numbers I™ Exclude these matches (whitelist) | &

Custom Rule 1 I Exclude these matches (whitelist) | &

Action Applied to Messages: | [Deliver v

B | — T

tAdvanced | Optional settings for message scanning, custom header and message delivery.

¥ Use same settings as Critical Violations settings.
¥ Use same settings as High Violations settings.
¥ Use same settings as Medium Violations settings.

Showing three cases for the content matching sections.




3auyeM BCe 3TO HYXXHO?

Bank Sends Sensitive E-mail to Wrong Gmail Address, Sues
Google

By Kim Zetter B4 September 21, 2009 | 8:20 pm | Categories: Breaches

A Wyoming bank sent an e-mail containing
sensitive customer data to the wrong Gmail
account, and now wants Google to reveal the ROCKY MOUNTAIN BANK
identity of the account holder who received the
data.

According to a court document in the case, in

August a customer of the Rocky Mountain Bank asked a bank employee to send certain loan statements
to a representative of the customer. The employee, however, inadvertently sent the e-mail to the wrong
Gmail address. Additionally, the employee had attached a sensitive file to the e-mail that should not have

been sent at all.

The attachment contained confidential information on 1,325 individual and business customers
that included their names, addresses, tax identification or Social Security numbers and loan

449  information.

diggs

digg it After realizing what he'd done, the employee “tried to recall the e-mail without success.”
When that didn't work, the employee sent a second e-mail to the recipient instructing the

person to delete the e-mail and attachment “in its entirety” without opening or reviewing it. The employee

also asked the recipient to contact the employee to “discuss his or her actions.”
Silence ensued.

That's when the bank sued Google to identify the recalcitrant recipient.
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LLUndposaHne Email Cisco IronPort
Jlerko ona otnpasutens. . .

p——

IRONPORT EMAIL SECURITY APPLIANCE

Qm% §

R
nmm — ‘,"' RECIPIENT
cisco

Dl

MESSAGE KEY

MESSAGE OPEN

SENDER CONTROLS

CISCO REGISTERED
ENVELOPE SERVICE

. ABTOMaTVI3MpOBaHHOG ynpasrneHne Krro4amu

= He Tpebyetca pgononHutensHoe MO Ha pabouyen
cTaHUuM nonb3oBaTens

= MO)XHO nerko n 6bICTPo oTocnaTtb Ha nodon
agpec



LLUndposaHne Email Cisco IronPort
Jlerko ona nonyyartens. . .

1. OTKpPbITb NPUCOEANHEHHBIN dhann 2. BBectun napornb

M
cisco a

To X #yabos.com
Product Roadmop

[lRemember me.

3. NpocmoTpeTb coobLleHne

©) PostX Secure Message: Product Roadmap - Mozilla Firefox [Z]@

File Edit View History Bookmarks Tools Help
B Getting Started [ Latest Headlines
~
lll'l'lli
Secured Message [(Reply ] [(ReplyAll ] [ Forward |
From: kkennedy@ironport.com
To: Kevin_Kennedy45@yahoo.com
Date: October 12, 2007 6:30:50 AM PDT
Subject: Product Roadmap
Attachments: Roadmap.dec
Product roadmap doc attached, as requested.
Best regards.
- Kevin
[(Reply ] [ ReplyAl ] [ Forward ] —
© 2000-2007 Cisco Systems Inc. All rights reserved. v
Done




(MbKocTb U NpocToTa
Bce u3 o0Ho20 noymosoe2o KrnueHma

E¥ Business: IronPort Proposal - Message

q - 4 A

i:d=isend | ) -| () & | -4 '
44 To... bill @abc.com l

TO: and FROM: i | I
Subject: Busine@ronPort Proposal / l
@P Email Security.doc (71@/ ‘ @Aﬂadment(bﬁons... ‘
Subject (tags) [ 7= FNEN T e -0 -A-BzuElEEsisEE B
A
Bill, =
Attached please find the RFP response from IronPort for your email security project. | look
forward to discussing further with you how IronPort can help.
Best regards, =
Kevin
Kevin Kennedy
IronPort, a Cisco Business Unit :‘
2
o
¥

User Controls + Central Policy



Email bM3sHec-knacca
[loriHbIU KOHMPOJIb COObWEHUS

vt
CIsco

C@ Manage Messages
Ltﬁ? Compose Message
E’( Edit Profile

m’ Provision Account

Welcome Kevin Kennedy
Administration Log Out

SEARCH SENT MESSAGES

Advanced Search

Keyword 1 l I in -SelectOne - v
Keyword 2 l l in -SelectOne - v
Date From  [10/11/07 1200:00AM |BZ  pate To [10/13/07 12:00:00 AM | B2
Status All v
Q} Update Expiration For Messages | G u a ra nteed

- o NN — Recall
[[] oviommwticaams @ 0 mail.com Requested product 10/12/2007

information 06:36:14 AM
O RSN 2 2 hoo.com Reguested product 10/12/2007

information 06:36:14 A
[] w2 ironport.com Reguested product 10/12/2007] 10/12/2007

information 06:36:14 06:49:10 AM
[] MmN © comcast.net Requested product 10/12/200

information 06:36:14
[] “wecerinigp 2ironport.com Quote for PXE 10/12/200 0/15/2007

Encryption 06:35:08 2:00:00 A

OS2 0 mail.com Q4 Pricebook 10/12/200 (&
D 06:34:35 d
[ SN @y 2hoo.com Q4 Pricebook 10/12/2007) 10/12/2007
06:34:35 AN 06:45:55 AM
[] ¥R @y ahoo.com Product Roadmap 10/12/2007 Y 10/12/2007
06:30:51 AM\06:46:05 A

O iy BN 22 hoo.com Secure: Product 10/12/2007

Roadmap 06:26:53 AM

Cisco Registered Envelope Service

About Terms of Service Privacy Policy © 2001-2007 Cisco Systems Inc. All rights reserved.
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Cisco IronPort Email Security Manager
[lpocTaga HacTpowuKa NONUTUK AN BCEWU opraHmn3auunm

Kareropuu: JoMeH, nvs
Incoming Mail Policies \ Nnornb3oBartern, LDAP

Email Address: | [ ® Recipient =

Sender o
PaspeLwwmnTb Bce Mmeguacdpannbl

* McnonHsaemsble cannbl B
Add Policy... I KapaHTMH

Order Policy Name Anti-Spam Anti-Virus Content Filters Virus Outbreak Filters Delete |T
1 IT Staff (use default) (use default) QuarantineEXEs (use default) =1
2 Sales IronPort (use default) DelMsgsWhEXEs | (use default) - | =

Posttive: Deliver
Suspected: Deliver

MomeTuTb 1 gocTaBUTb cnam
3 | Legal (use default) (use default) ArchiveMail Enabled a8 . a/ﬁaﬂwrb UCMNOJTHsIeMble
nnbl

QuarantineEXEs
StripMediaFiles

Default Policy  IronPort Repaired: Deliver QuarantineEXEs | Enabled S ALES
Positive: Drop Encrypted: Deliver StripMediaFiles
Suspected: Deliver | Unscannable: Deliver
Virus Positive: Drop

* ApxmBMpoBaTb BCHO MOYTY

J * Virus Outbreak Filters

3anpelleH ans doc
cpav?nclilé A LEGAL

Key: | Defasle || cCustem || Disabled |

“IronPort Email Security Manager paboTtaeT kak ogHa MowHas 1 rmbkasa KOHCOSb
HaCTPOWKK, KOTOpasi MO3BOSISIET YyNpaBnsiTb BCEMU CEpBUCaAMUN YCTPOUCTBA,
— PC Magazine



OTyeTbl

YHuUdpmumnpoBaHHasa cuctema rnocTpoeHns oT4eToB anst busHeca

= [1pocmoTp
KOHconuamnposa
HHbIX OTYETOB
Onsa BCeu
opraHusauum

= [logpobHocTn
Tpapuka email
N yrpos

= Wepapxunyeckas
cucrtema
OTYETOB

Consolidated Reports

Overview

Printable (PDF)

Time Range: Day v

26 Jan 2009 22:00 to 27 Jan 2009 22:47 (GMT -0800)

22: 02:00 06:00 10:.00 14:.00

109

9
8
7
6
s+
4
3
2
1
0

400

3204

240

160 |

Juibtuls

O v L i I
00

18:00 22:00
Info... | Export...

Outgoing Mail Graph

18:00 22:00
Info... | Export...

Yiew Data for: | All Email Ap|

Data in time range: 99

| | opped by Reputation Filtering 95.6%
Stopped as Invalid Recipients 1.3% 109
Spam Detected 2.0% 176
W virus Detected 0.0% 0
Stopped by Content Filter 0.0% 2
Total Threat Messages: 98.9% 8,515
Clean Messages 1.1% 93

Total Attempted Messages:

Outgoing Mail Summary

Spam Detected 0.0%

pliances v

.8 % complete

8,608
Info... | Export...

a
I virus Detected 0.0% 0
Stopped by Content Filter 61.5% g
Clean Messages 38.5% S
Total Messages Processed: 13
Inf | Export...

Message Del Messages
Hard Bounces 0.0% 0
Delivered 100.0% S
Total Messages Delivered: 5
Info... | Export...

exact match v \?\

Multiple data points

* Email Volumes
Spam Counters
Policy Violations
Virus Reports
Outgoing Email Data
Reputation Service
System Health View




[Mouck coobLeHun
Message Tracking

Message Tracking

dTo cnyuunoct ¢ e
MMNCbMOM, KOTOpOEe A

Available Time Range: 08 Oct 2007 09:10 to 27 Jan 2009 22:51 {GMT -0800) Data in time range: 91.25% complete
otocnan 2 yaca Ha3zan? Envalope Sender: | [5ogins Wit B
Envelope Recipient: (2) | [pegins With v |
v_ OTCcnexusaHume Subject | (Gagig Wit |
M qul/l Bmﬂyan bH bIX Message Received: ® Last Day O Last week O custom Range
Start Date: Time: End Date: Time:
COO6LU'eHMM [o1/26/2009 [FEs| [22:00 and [o1727/2009 [EE| [e2:s2 (GMT -0800)

= Advanced

Sender IP Address: I

O search rejected connections only ® search messages

KTo ewie nonyuun

Message Event: | Selecting multiple events will expand your search to include messages that match each event type.

7 However, combining an event type with other search criteria will narrow the search,
Ta Kyl.o nhoy - [ wirus Positive [J Hard bounced
/ [[] spam Positive [l Soft bounced
PaccneﬂOBaH mne [ suspect Spam [J currently in Outbreak Quarantine
,D,J'Iﬂ Toro LITO6 bl [ Dpelivered [ Quarantined as Spam
)
Message ID Header:

rapaHTMpoBaTh J

IronPort MID: |
BbIMNOJIHEHUE

IronPort Host: | all Hosts N
3aKkoHogaTenbHbIX P —) p————
HOpM Max. results returned: | | 250 v




Email. Apxutektypa 6e3onacHoOCTM.
be3onacHOCTb BXOOALLMX COOBOLLEHUN, KOHTPOSb NCXOOALLNX

Be3onacHocTb 3awuTa oT 3awuTta ot
BXOASALMUX COOOLLEeHnN
cnama BUPYCOB

NMnarcdopma EMAIL
CISCO IRONPORT ASYNCOS™

MpepoTBpalleHne Be3onacHbIN
KoHTponb ucxopsawmx

COOBLICHMIA yTeYKN AaHHbIX oOmeH
COOOLeHnaMM

YnpaBneHue




Cisco IronPort AsyncOS

Habop MHCTPpYMEHTOB Ans 3alMThl 3aKa34yMKOB

TLS wudpoBaHue
LndpposaHune Ha
YPOBHE LUSIHO3-LLSH03

SPF npoBepka
I'Ipose Ka TOoro, 4to
NMMNCbMO ObIJ10 OTNpPaBeHOo
cepBepomM,
aBTOPUN30OBaAHHbIM
OoTnpaBlATb NOYTY ANA
OJaHHOIro JoMeHa

DKIM noanucb un
npoBepkKa
[MpoBepka oTnpaBuUTENs

HTML Sanitization
n3dexaTb noaaenbHbIX
URLs

Cnam-KapaHTUH,
YyepHble n benble
CMUCKM ans

BoamoxHocTt LDAP
LDAP ccbinku,
Heckonbko LDAP
cepBepoB, yCTaHOBKA 3a
3 wara

Bounce Verification
N30exaTb

nepeHanpaBneHHbIX
bounces

NMpoBepka nony4yartens

Ypanuntb coobulenus,

nonb3oBaTenen
KoHTponb
noJfb3oBaTtesien

KOTOpble OTNpaBneHbl Ha
HeCyLLEeCTBYOLLNN aapec




IronPort Bounce Verification™

3awuwaem om rnepeHanpassieHHbIX bounce-amak (Backscatter)

= Bcsa ucxogsiwas nouyta cneumnanbHbLIM 0O6pa3oM nomMme4vaeTcs ANd TOro, YToobl ee
MOXHO ObINo naeHTUdUUMpoBaTh NPU BO3BpaLLEHUM

= [lpo3payHo Ans nonb3oBaTesnien, He TpebyeT HUKaAKNX N3MeHeHMU B cepBepHoe MO

= [lomoraeTt nsbeaaTb 3BOHKOB B TeXNOAAEPXKKY OT HUYEro He NOHUMaKLNX
nonb30BaTenen

= |ronPort Technical “First"



AyTeHTUdpukauua Email
SPF u DKIM

Sender Policy Framework (SPF) + DomainKeys
Identified Mail (DKIM)

1. DononHsawwme TexHonornn: Ha ocHoee obpaTtHOro NyTn u MeToabl Kpuntorpagpum
2. lLlupoko pacnpocTtpaHeHbl: >50% nerntumHbix nncem ncnonbsyoT SPF/DKIM

3. briokupyroT cpuwmHr-aTaku: 3awmrta Bawlero opeHga n 3akasdnmkon

Public DKIM
& SPF Record:

Private DKIM

Scanimer




Mpumep — Kakoe coobLlueHue HacTosLee?

From: eBay [eBay.2668.41075.0 Sent: Mon 3/20/2006 4:13 PM From: member@ebay.com Sent:  Wed 2/15/2006 3:10 PM
S HEREET To: Patrick Peterson

To: gobronxbombers@yahoo.com ce:

Cc: Subject: Message from eBay Member {None}

Subject: You're only one step away. Confirm your reqistration now.

eBay sent this message!

y Your registered name is included to show this message originated from eBay.
. Learn more,

_l!!y; 0 ﬂe;S_te p:a_ wa Yy !_ L Question from eBay Member -- Respond Now d’ Y )

eBay sent this message on behalf of an eBay member via My Messages.

. . . . Responses sent using email will not reach the eBay member. Use the
You recently started the eBay.ie registration process using . In order fo- Respond Now button below to respond to this message.

advantage of the great bargains available on eBay, we would like to hel

your registration. Simply follow the steps below and you'll be ready to t U Marketplace Safety Tip

Hello, Resnond to this If this message is an offer to
To make it easier, print offf this mail so you can refer to it a pone sell an item without winning it
question in My Lo .
Dear user: on the eBay YWeb site (including
Kimberly L Messages. Second Chance Offers sent
) . ) Coffey has through My Messages) please
& Click here to go to the registration scr orred Us that | S J| | | do not respand to the sender.
N | they have not These external transactions are



[Mpumep: Kak aTo padbotaeT?

View Insert Format Tools Actions Help

B You're only one step away. Confirm your registration now. - Mes.

View Insert Format Tools Actions Help From:  member@ebay.com Sent: Wed 2{15/2006 3:10 PM

To: Patrick Peterson

eBay [eBay.2668.41075.0 Sent: Mon 3{20{2006 4:13 PM

SIDF Record
216.33.244.124

ce
Subject:  Message from eBay Member {None}

eBay sent this message!
Your registered name is included to show this message originated from eBay.
eam mors.

L Question from eBay Member - Respond Now d) Y J e
eBay sent this message on behalf of an eBay member via My Messages
Responses sent using email will not reach the eBay member. Use 1
Respond Now button below to respond to this message.

arted the eBay.ie registration process using . In order fo
¥ oM the great bargains available on eBay, we would like to hel B [ Marketplace Safety
your registration. Simply follow the steps below and you'll be ready to t

If this message is an offer
sell an item without winning it

Edt Vew Insert Format Tools Actions Help

B You're only one step away.

: om: @ebay oo iego!
Sh T e oot B 5 mewt‘f h e n tl étdfisb
To: Pat)

- ﬁ PM
- :Authentication’ - “Results:

To: gobronxbombers@yahoo,com

Subject: You're only one ste} Vi ' oM, earn more.
Resuits: o DKIM.Z nEUtE
- & Questiot=#foin lember -
1 eBay sent thiffn f ) i it
eh DKiM:=ipass i = XeSlDesResult:
Respond Now button below to respond {o this age
X-SlD-Result:- Pass - F
tage of The great bargains availsole on eBay, we would ke to hel

your registration. Simply follow the steps below and you'll be ready to t Hello,

al 7 Marketplace Safety Tip

If this mes: n offer to
|1 | sl an item without winning it

ge

Respond to this
| anactinn in M




Habop rubkux onunn BHegpeHUA

Cisco Security
Operations Center

Hosted Email Hybrid B cetun
Security Hosted Email

CEES) Security

Ha ctopoHe Hybrid Malillia (IDDurztr(T)]rizZr

nonb3oBaTess Hosted Email Email Equipment
Security Security (CPE)

Common Policy | Centralized Reporting | Consistent Protection



Hosted Email Security

BblaeneHHoe peLlleHne CHMKaeT Harpy3Ky U YCKOpSeT BHepeHne

= besonacHocTtbn Email B
obriake CHWXaeT Harpysky Ha

LOA

* «BblgeneHHoe» pellueHne
CHWXKaeT puck obLyero cbos
(‘shared fate’ risk)

= Ynpasnsemas
NH(ACTPYKTypa rapaHTUpyeT
NpPOnU3BOANTENIBHOCTbL A1S

byayLwiero pocra

Yananutb
Spam & Malware

Cisco
Data Centers

LR

Mepenada yncTom NOYTHI

OnumoHanbHO —
ncxogsuwias
ouneTpaumna

o

.

Vi

Customer

SN

\



| HOSTED |

Kornpa ato Heobxoaumo?

...CHU3NTb Harpy3Ky Ha ...nony4nTb ahheKkTMBHOE
LOoMd... peweHue hosted email...

...He xouy TepsATb
KOHTPONb Hafg

YCTPOUCTBaAMM...

...0oTOaTb 06paboTKy
email Ha ayTcopc...




'mopuaHbin Hosted Email Security

OnTumMarnbHbI An3anH, MakcumaribHas rmoKoCTb

= [MBpnaHbLIN An3ainH
nogpasymeBaeT
pa3HeECEHHOEe yrnpaBneHue
— Ha nnowaake u B obnake

| 4

= YCcTpoucTBa Ha nnowlaake
nosfib3oBaTens
KOHTPOJIMPYIOT NCXOOALLYHD
noyty, nonutukn DLP n
LundopoBaHune

Remove
Spam & Malware

T——T

Pass Clean Email

Apply DLP
& encryption policics




Managed Email Security
Bo3noxuTte 3agadvy obecneveHuns besonacHoctu email Ha

3KCNepToB %
= Cambll BbICOKMA YPOBEHb £ J

dyTCOpPCUHIa. Cisco Security

Operations Center
NOC)/
= [1lpegckasyemast moaernb —
CTOMMOCTH

Secure
Administration

= CepBuCHas apxutektypa
NO3BOSIAET NPUIIOKEHNSM
pacrnonaraTbCd Ha
nnowagke nosfib3oBartens

= Cisco SOC npeanaraet Tunnel
yaaneHHbI MOHUTOPWUHT U
ynpaBJieHNEe B pexume ¥
24/7 | Customer

—— _/ Email Flow



[MbkocTb B paboTe
ObbeanHeHHoe yrpaBneHue

Customer Message Tracking | Ticket Management | Reporting

Reporting

Cisco Data
Center

Configuration

System Health | System Upgrades | Config Changes
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Hardware Specs

C-Series, X-Series

RAM

Disk

Queue

PSU

Ethernet

Cc160 C360 C660 X1060
1RU 2RU 2RU 2RU
1X2 2X2 2x4 2x4
Pentium 2.33 G Xeon 2.33G Xeon 2.33G Xeon 2.833 G
4GB 4GB 4GB 4GB
2 x 250 GB 2 x 300 GB 4 x 300 GB 6 x 300 GB
RAID 1 RAID 1 RAID 10 RAID 10
10GB 35GB 70GB 70GB
1 2 2 2
2 3 3 3 (fiber option)




BHeapeHue IronPort

Before
IronPort

@

Firewall 3§
Encryption Platform ’ “— DLP
MTA Scanner
[ Anti-Spam } I

Policy Enforcement

Mail Routing

Groupware

v
N
=
Anti-Virus ? ‘ DLP Policy
Manager
1
-
>
v

After
IronPort

Firewall

IronPort Email Security Appliance

l
|

Groupware @
v

9999
users 1 @)



'oe mbl Oyaem dounbTpoBaTh?

v

Firewall %

C ~
—
IronPort Email Security Appliance Ha rpaHMue cetun
N y,
C ! ~
S— @ Ha ypoBHe Groupware
N y,
C ~
Users ®®®®®®® Ha K.l'WleHTe
N y,




BHeapeHue ¢ ogHUM nHTEepdencom

CoxpaHnsitotca nepBoHavansHble IP n MX 3anucu. lNpasuna M3
nepeHanpasnaT NyonnyHein IP Ha npuBaTtHeIn IP C-cepun. BHYyTpeHHME
NOYTOBbIE CEPBEPA MAPLUPYTUSUPYIOT NCXOASLLYIO NOYTY Ha NMPUBATHbLIN
IP C-cepun. He Tpebyetcsa cosgaHue otaensHoro DMZ.

OauH dmsnyecknn nHtepdenc c ogHum IP
N OOHUM NPUEMHUKOM MOYTbl MPUHUMAKOT
BOXAALLYI U UCXOOALLYIO MOYTY

=]
Q
©)
3.
>
(@]
=
)

Cisco ASA 5500 or
equivalent

_ A
Public IP

XXX XXXXXX XXX

‘ NAT

SMTP
192.168.10.101

Mail
Server
192.168.10.56



BHegpeHue ¢ aByms nHrepdgpencamm n DMZ

MHe Hy>XXeH no4ToBbIN cepBep ¢ MHTepdencom B DMZ ana npuema
9NEKTPOHHOWM NOYTbl. DTOT MHTEPPENC HE MOXKET OTNPABMATL
NoYTy BHYTPb CETW.

KoHgourypauus ¢ HeckornbkumMmn nHTepdencamm

OavH nHTepdenc anga nonyvyeHns noYtbl n3 MHTepHer
n ons oTnpaBku cooblieHnn B IHTEpHeT.

=1
Q
(@)
3.
>
«Q
=
)

OanH nHTepdenc onga oTnpaBkM NMCEM Ha BalLu
BHYTPEHHWE cepBepa (U AN NoSyYeHUs UCXOoasLLen
NoYTbl N3 3TUX CEPBEPOB)

Cisco ASA 5500 or B0O3MOXHO BbIAENEHHbIN I/IHTepCbeI/IC anga ynpasneHus.

equivalent
_

SMTP

Public IP
XXXXXX XXX XXX

Data 1: Public Interface Data 2: 192.168.10.10

Mail
Server
192.168.10.56




OTKa30yCTOMYMBOCTb U OanaHCUpPOBKa
Harpy3kKu

1. Heckonbko MX 3anucen B DNS ¢
oaAuHakoBbIM preference

2. BHelwHue 6anaHCUPOBLLUKHU
MESSAGE
STORAGE

Outside
DMZ 4.
Exchange
Inside Server

-~
-0~
>

~




95% of companies
who try Cisco IronPort
become customers.

Contact:
Your Cisco IronPort Rep



Bonpockl nu OTBeThI

2



