NI
CISCO

Cuctembl yrnpaBneHus

ceTeBbIMU NOINTUKAMMU
0e3onacHoOCTU

Bnagnmup UnnbmaH

TexXHU4YEeCKUN KOHCYINbTaHT



O yem Oypgem roBopuThb

= 3agayun ynpasneHnsa nu MoHuTopuHra b
B CETU

= O630p peLleHUn Ansa ynpaBrneHns
NoNMMTUKaMn ceTeBon 6e30MacHOCTLIO

YnpaBneHue otaernibHbIMU YCTpOUCTBaAMM
Cisco Security Manager
Cisco Network Compliance Manager

= [lpakTn4yeckme cueHapmum cCOBMECTHOro

MCNONb30BaHUsA CUCTEM yNpaBneHns
CeTeBbIM AenapTaMmeHToM U cnyxobou Vb



3agaum ynpaBrieHUs U
MoHuTopuHra b B cetun

Presentation_ID © 2010 Cisco Systems, Inc. All rights reserved. Cisco Public 3



UHdbopmaumnoHHas 6e30nacHOCTb Kak
npouecc
CeTeBas nonntuka 6e3onacHOCTU — Habop nNpaBun UNn
napamMmeTpoB, KOTOpbIle onpeaensaloT pa3finiyHbie acneKkTbl

KOHdurypaumm 6e3onacHOCTU CeTeBbIX YCTPOUCTB

2) 3awmTta pecypcosB
MCO3, wncpoBaHue, ayteHTUDMKaumua, ayauT

g

/

5) YnpaBrneHue u ’ /
yrnyJdlieHume —

~< — pearnpoBaHue
Pa36op nonetoB, aHanu3 OOGHapyxeHue aTak, paborta c
MHUMAEHTOB, MmoauduKauma MHUMOEHTaMKU
nnadHos/npoueayp
(
‘ i

4) TectupoBaHue, NpakTuUkKa, ooy4yeHue
CKaHupoBaHue ya3BUMOCTEN

3) MOHUTOPUHT U

Presentation_ID © 2010 Cisco Systems, Inc. All rights reserved. Cisco Public



XN3HEeHHbIN UMUK NOJIUTUKU CeTeBOU
0e3onacHoOCTMU

[1naHupoBaHue 3anav,

OnTnMmunsauus,

Cbop cobbIThin 1 Operate PaspaboTka
VHUWOEHTOB,
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CrnoXHoOCTb ynpaBfieHUs1 NONTUTUKaMMU

YnpaBneHue

Kak GbICTpO BHEOPATh
HOBbI€ MOUTUKN,

CcTaHAapTbl KOH.

CoBMEeCTUMOCTb

Kak ynpaBnsiTb MHOro-
BEHOOPHbLIMU CETAMU

HagomHble PaBOTHVIEN

HEHTOLI 06PaboTKM

PasgeneHve NHTerpauunsa
NOSTHOMOYUN Kak coBMECTHO
Kak noapyxutb Mcnonb3oBaThb pasHble
Security & Network MeXaHU3Mbl
team yrnpasneHusa

VieBVIIEHbIE ofib30BaTenu YoaneHHble ocH|

YnpasneHue NO “I'py3 npowusioro”

N KOH(pUrypaumamm McTopuueckm
O6pasbl, UHBEHTapU3aLUms, CnoxmsLumecs

natuu... KOHdpurypauuu

Cisco Public



]
Korpa BHegpeHue cuctemM ynpaBrieHUS

CTAaHOBUTCSA aKTyaribHbIM?
1. YBenu4yeHue pasmepoB CETU

*  YHUpUKaumnsa ncnosibayemMbix peLueHnm

2. [loBblleHne ypOBHS
MHdopmMaLMOHHOW Be30MnacHOCTU

 KoOHTpOnb oencTtesnm agMMUHUCTPATOPOB
Vb n ceTeBbiXx agMMHNCTPATOPOB

« CBoeBpeMeHHOE NHMOPMUPOBAHUNE O
npobnemax c NO n KoHJUrypaumnemn

3. HopmaTuBHblEe OOKYMEHTDI

* KoOHTponb BbINONHEHUS TPpeboBaHUN

PeaynbraTthl ayauta ceTeu:
* 47% W3MEHEHUN HE YYTEHDI

* 60% npocToEeB CBsI3aHbl C YerNoBEYECKUMU OLLnbKamm
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YnpaBneHue
oTAeNbHbIMMU
arieMeHTaMu ceTu
Element Management
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YnpaBneHue nHANBUyanbHbIMU
YyCTPOUCTBaAMMU

= CLI (Console, SSH, Telnet, Embedded Event
Management)

= XML-nHtepdeunc - Web Services Management Agent
(WSMA)

= CCP — Cisco Configuration Professional

= ASDM — Adaptive Security Device Manager

= [IDM — IPS Device Manager Express



Device Managers

* [lpenmyLlecTBo
GUI ytunutel

Mcnonb3ytotca gnsa element
management 1 MOHUTOPUHra

Lee
L G ey Al e an S bwbeery  Aee IL W~

BecnnaTtHbl!

| O BB e @
= HepocTaTku R

- bl ey, W s o B Ve

CKOIbKO YCTPONCTB, CTOMbKO Pa3 M = wmsmens e e
HacTpamBaTh e

HacTtpown B ogHOM MecTe, 3a6bin s | ==
Apyrom =

B kaxgoM criyyae HacTpavBaTh C %’;’_’f_ BT s F B OGIES
pasHbLIMKU NapameTpamu = o B

KoHTpOnb AeUCTBMUA agMUHUCTPaTOpa
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YnpaBrnieHue ceTbio U
6e30nacHOCTbLIO
Network & Security
Management System

© 2010 Cisco Systems, Inc. All rights reserved. Cisco Public
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Cisco Security Manager (CSM)

OcHOBHbIe BO3MOXHOCTU Korpa HyXHO

YnpaBneHue nosiuTukamun Ge3onacHoCcTH HQOGXOAMMOCTb yrnpaBrieHUs CeTbio

Mopaepxka PIX/ASA, FWSM, VPNSM, yepe3s rpamyeckumn nHtTepgenc
VPN SPA, IDSM, IPS

v v HacTtpounka VPN, otoGpaxeHune cetu
Hactpownka napameTpoB nHtepdencos,

TyHHeneu, QoS, VPN YnpaBneHue nonntukamm 6e3onacHoCcTu
OTobpaxeHue KapTbl ceTu Ha obopyaoBaHUM

KoHTponb npon3sBoanTenibHOCTHU
MacTtepbl HacTpoek

TpaH3akuum MpenmyulecTBa

* YnpaBneHue Ha OCHOBe CTaHAapToOB
* YMeHblUeHUue KorimyecTBa oLLnboK

* YnpaBrneHue BCeMU NONIUTUKAMMU
m ©e3onacHOCTU U3 O4HOUN CUCTEeMbI C

_ KOHTporem gocryna
)v‘( ﬁ

el Chent BTeRce N MAnagng YN, Contgae B5 o0 twant 3
Fuwasl Wi P53 souty dmvess SOV P b)) DA 06 v ed.
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CiscoWorks Network Compliance Manager (NCM)

OcHOBHbIe BO3MOXHOCTU Korpa HyXHO

Pa6otaeT ¢ o6opynoBaHMem okorno 30 HeobxoanMoCTE BbINONHEHUS >
npoussoauTenen pa3NUYHbIX PerynaTopHbIX Tpeb6oBaHUM

AyOuUT KOPPEKTHOCTU HaCTPOEK CeTeBoro (SOX, ITIL, ...)

ob6opyanoBaHua, ayaut owmnbok MO KOHTpONb aAMUHMCTPaTOPOB

OTyeTHOCTb MO COOTBETCTBUIO o6opy.qoaanvm Ha npegmer

KOHchurypaumm o6opyaoBaHms HEKOPPEKTHbIX AEeNCTBUN
pekomeHaaumam u ctaHpgaprtam (SOX,

VISA CISP, ITIL, CobiT, COSO, u ap.) HexBaTka 3HaHUW/pecypcoB Ans ayauTa

PesepBHoe KonupoBaHue n

BOCCTaHOBJIeHNe KoOHdurypauum,
ycTaHoBKa HoBoro 1O I'Ipeumyu.l,eCTBa

T T T BHeapeHue npouecca ynpaBneHus
e g e N3MEeHeHNAMU— NONHbLIA KOHTPONb paboT
20 s s R Ha ceTeBOM 0GopyaoBaHUM

MoBbiWeHe 6e30NacHOCTU CeTU

MpepoTBpalleHne BO3MOXHbIX OTKa30B
obopyaoBaHUA — fnyulle, YeM peLueHue
npoobnembil.

BbinonHeHne Tpeb6osaHn SOX, ITIL ...

[OTOBHOCTb K BHELUHUM ayantam
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Monitoring, Analysis and Response System (MARS)

OcHOBHbIe BO3MOXHOCTU Korpa HyXHO

CGop coObITUK U UX XpaHEeHUue
KoppenaunMoHHbIN aHann3 gaHHbIX

BbicTpoe o6HapyXxeHue
WHLMOEHTOB , MX N3ONALMSA U MHUMOeHTbl n paccnenoBaHusA
npormBoaencTBme

NMpuBaA3ka Kk Tononoruu

Bonbloe Kon-Bo coobITUK

Busyanusauusa MHUMAEHTA

AHanus npodunen ceteBoro Ao I E e ee
Dadovu(a P yui

« CHMXeHMe HarpysKku Ha
agMMHUCTpPaATOpPOB

* YMeHblueHune BpeMeHU peakumnum

 EQMHaA KOHcONb ANnA YCTPOUCTB
Cisco
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[Mo3zuumoHnposaHune CSM, NCM, MARS

MOHUTOPUHTK Hactpouka AyaunT
NOSINTUK NONMNTUK NONMNTUK

MARS|,
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Cisco Security Manager 4.0

* Bpewms Bbixoga: Q2 CY2010

= HoBasi pyHKUMOHANbHOCTb: Npuem cobbiTnn oT ASA un
IPS, nouck, dunbTpauunsa, conocrtaBrieHne C
npaBnnamMmu rnofIUTUKU

= [NogpobHoCTU



[Mo3zuumoHnposaHune CSM, NCM, MARS

MOHUTOPUHTK Hactpouka
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Cisco Security Manager

CSM
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- 00000000000__]
YTto ymeeT genatb CSM ?

= MacwtabupyemocTb OT 4ECATKOB A0 ThIiCAY YCTPOWUCTB
= EQMHaa nonnTtmuka Ha Bcex yCTpoucTeax

= PoneBon goctyn
= Pabouuin npouecc (workflow)

= KoHTpOonunpoBaHue, KTo, 1 YTO MOXHO aenaTtb Ha
YCTPOWUCTBAX

= ABcTparnpoBaTb NOMUTUKN OT crnocoboB peanusaymu
npaBu Ha pasnn4HbIX NnaTtopmax



YnpaBneHue ceTbio

YEORrPEO D ?
=  YOOOHbIN U TMOKUI B HACTponke  |=
NHTepdrenc yrnpasrneHnd

=  PasnuyHble oTobOpaxeHus ons
PELLeHUs pas3nu4YHbIX Lenen

Device View
Topology View
Policy View
= YHudmumpoBaHHoOe ynpasrieHne

BCEMM cpeacTBamMu 3aluThl ,
Kak abCTpaKkTHbIM YCTPONCTBOM

Firewall, VPN, IPS...

= [loopepxka ASA, PIX, IPS
Sensors, ISR, C6k n Catalyst
Service modules

Presentation_ID © 2010 Cisco Systems, Inc. All rights reserved. Cisco Public
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[MpocMOTp C TOYKU 3pEeHUs YCTPOMUCTBA

W PG PP EE B ?

Devices db Device: Cat6S00_FW_4_fw-dragoon  Policy: Access Rules
Shared Policy in use : TestPolicy2 Assigned to : 5 Devicels)
Filter : |-- none -- p Filter (none)
[} Cateduo_FW_4

¥ Cates00_Fw_4_admin B R TestPollcy Mandatory (1 Rule)
) ¢ P TestPolicy2 - Mandatory (Empty)
% Cat6s00_Fw_4_fw-dragoon v TestPolicy2 - Default {29 Rules)

ﬁ Cat6sS00_FwW_4_fw-firebat MNone = any l Testhet tcp/S88 outside

0 CateS00_FwW_4_fw-zealot

¥ ca _FW_%_Tw-zealo None P= tes... @ any tcpf322 outside

[ cates00_Fw_4_Fw-zerling

@ = Mone = any I TestMet2 tep/Web_Services.tcp... outside

B\ a1k Device Properties... s @l any o any £ PPTP-Data-GRE outside
B cts @& any @ any £ IPSec-AH outside

B cats = any =8 any £ IPSec-ESP outside
B catc @l any | Testnet £ ssH outside

B catc & any J= Testret £ Telnet outside
Test
S asaRr =

S JwebF Preview Configuration. . None E@‘ any @ any £ HITPS outside i

Setting . Delete Device... (\.\ \ \3\\\ \\ 5\\\\\ \\’\A\‘EIE“EP\\\\\\\\\\\ Jtsld\e\\\\LOG\\\\\\

B NAT . Discover Policies on Device ., NN
 Transiater ORooTe: < \\\ A CTtapT ¢ ogHOro yctpoucrtBa

J=J Translation Rules
13 None 133

J=J Address Pools e KHOHMpOBaHMe

B Platform hore 10.4...
B Device Admin None = any

e we oy ° DbICTPOE BHEAPEHMUE
pevice Access HacCTpoOeK 3aliuThbl

Interfaces

T ann : [Query ] [Confllcts] [HltCount] [_j u D . .

£ . Show in Map View
Copy Policies Between Devices. ..

B Firewall Share Device Policies. ..

J=J Inspec

g Access )
I Catalyst 6500/7600 Device Manager...

Show Containment...

( AN U N U O N
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[TfpoCcMOTpP C TOUKM 3PEeHUA NOJNIUTUKN

@ @0 Pl P B0 B 2

Policy Types Policy Type: Access Rules  Policy: EngineeringPolicy

B Firewall Details Assignments
JJ Access Rules P Filter {(none)
J§ Inspection Rules Mo Category
g AAA Rules ~w CorporatePolicy - Mandatory (2 Rules)
7 web Filter Rules (PIX{FWSHv 1 © [Mcate @l any  Telnet g All-Int... i
[ J web Filter Rules (105) v  Pce & any g HTTP G AlHInt... i

J§ Transparent Rules HTTPS
Settings ICMP-Echo

MNAT (PIX)
Z| o : ~w EngineeringPolicy - Mandatory (2 Rules)

1 ® [Pcs f any SFP 08 Al-Int... i
2 Cat-B NetMeeti All-Int... i
ke . S W e s

- g TestPolicy w EngineeringPolicy - Default {1 Rule)
£ fl F eu v
E Testpolicy2 1 v B catc = any o]

g,East-Region O LlEHTpa.I'I M3OBaHHoe

g West-Region ~ CorporatePolicy - Default {(Empty) o
- g CorporatePolicy yn pa Bn e H M e n on MTM KO M

g EngineerinnPalics:

gManuFactt Save Policy As... ° HacneAOBaHMe,

E Datacent: Rename Policy...
Edit Policy Inheritance... p a C |1 peﬂe.l'l e H M e y
New Access Rules Policy. K o HT p o n b

Delete Policy...
HENPOTUBOPEYNBOCTHU
| Query | | Contlicts | | HitCount | @ @
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[TpOCMOTP C TOUYKM 3PEeHNSA TONOJSIOrumn

&S0 0Ble0EO B 2

: T—
NomeLlieHMe yCcTponCTB Ha

NOfib30BaTeSIbCKYIO KapTy

~

Q

NocTpoeHune VPN 3a napy knukoB

3anyckK U HaCTpoukKa npasun
MC3

\

o)

N Y2y < MacwTtabupoBaHue KapTbl CeTH
Net-12.33.172.0 s N

- \ —
e /e
....... SircicoouLU

-

&]@| |+1]el|0s]8) [B]B[D

. -3 5

£ ol
25 LA-ISR2851
Net-12.7.2.0 % AUS-ISR2851
@] o

. ®

N

- : o
o i (5]

-
- .
Met-165.33.2.0 g Net-12.2.2.0Net-162,33.2.0

D-ISR2851 Fe
@] - [O]
g5

Net-14.2.2.0 Met-172.33.2.0
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Jlyywine meTogukm
CoBMecTHOe ucnofnb3oBaHUe ooLWmUX NONMUTUK

TpeboBaHus

= COBMECTHOE MCMOoMb3oBaHWe NOMUTUK Ha A |
pasHbIX NnaTtdopmax - — )

= YTOYHEHMEe Ha YPOBHE yaaneHHbIX 0pucoB
[Tpmepbl

= [1na ynaneHHsix ocducos 90% npasun MonuTuka
NOEHTUYHBI

‘N

¢

= Pasnnunsa MmHMManbHbl

= YHudukaunsa npasun

= BO3MOXHOCTb NepeonpeaennTb npasuna Ha
YypOBHe yaarieHHoro ocuca

[MpenmyuiecTBa

= [logoep)kka ogHOW nocriegoBaTeribHOM
NOSINTUKN NPUBOLAUT K YMPOLLEHUIO

¢ O

/-

= YNpoLleHne U yCKOPEHNE BHECEHN alg
N3MEHEeHUn 7S
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Jlyywine meTogukm
Uepapxn4yHbie NONUTUKN U HacrieaoBaHue

Mopsigok npuMeHsieMbIX

LCIUERERN  Obsi3aTenbHble npaBuWn Ha YCTPOIACTBE:
T 6 TVBHas -M1
pe OBaHMﬂ NONMNTUKa [-M2 I—Manditory1
HacnenosaHue [-Manditory2
= BoamoxHOCTb co3gaHue ObssaTenimLe
06s13aTenNbHbLIX N HAacneagyembIX Pernora-  [ETEYE
NOJNMUTUK Al 11-M2 [I-Manditory1
lI-Manditory2
= BO0O3MOXHOCTb MO BHECEHMIO Hacnenosarine
UCKTHYEeHN Obsa3aTtenbHble _
PaitoHHas -M1 [ll-Manditory1
nonuTuKa ) [ll-Manditory2
anMepr -2 MpaBuna nokanbHbIX N /

i er CTPOWCTB:
= 3anpetutb IM file transfer acnefosatme  YCTP

Local-1 Local-1
Local-2 -
= Paspewntbs SSH, SSL Local-2
ReT e Mo ymon4yaHus
[NMpenmyLlecTBa THBHaS |ll-Default1
g / Gl |ll-Default2 :::-Be;au:t;
= KOHTpOnb opraHn3aLnoHHOro “Default
YPOBHA Mo ymonyanuio
Peruona- [ ll-Default1
= KMHTerpauunsi pa3apo3HEHHbIX fbHas |I-Default2 I Defaul2
MNONUTKK

Mo ymon4yaHuio
= YMEeHbLUEHUSA BEPOATHOCTHU OLUMOOK PaioHHas I-Default [-Default1

MosnuTUKa l-Default? [-Default2
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OnpeaeneHue ponen nurtepdcencos

Yto 31O Takoe? Outside

= MacwTabupyembii MeTOq onpeaeneHuns
nonuTuK 6esonacHocTn 6e3 3HaHus
aKTyanbHbIX 3HAaYEeHUW NHTepPencon

ycTpoucTsea ¥ } X
Mpumep Outside Serial3 Serial1

=  AamMuHuctpaTtop xo4veT 6nokuposatb FTP Ha
BCEX BHELLHUX nocnegoBaTerbHbIX
NHTEepdencax

= OH onpegendeT rnodanbHy0 NEPEMEHHYI0
Ans BCcex nocnegoBaTenbHbIX UHTEPdENCOB

= [lpn pasmeLlleHnn NonNuUTMKN rnodbansHasa
nepemMeHHasi cama TpaHCnmpyeTca B
cneunguyHoe 3HayeHne nHTepdenca

[Mpenmyuiectea

= PocT macwtabupyemoctun u rubkoctu

= OpHa nonuTmnKa gna MHOXeCTBa YCTPOMUCTB
= CHMXeHMe BpeMEHN Ha co3daHne NonuTuK
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MUcnonb3oBaHMe 00bEeKTOB ANl CeTeMu,
XOCTOB U CEPBUCOB

4

Objects Metworks/Hosts

kf3 AAA Server Groups A S

kfy AAA Servers 4 v I l ] I
[% Access Control Lists MName Content Category Overridable Description
] ASA Group Policies BB any 0.0.0.0/0 7
m0 .
om Categories 5P, AsSA-Inside 10.1.60.0/24 B catc
g—" C'SC: Sec';'re Ceslalinee 8, ASA-Outside 172.69.230.0/24 Wt
Credentials
22 Fils Obi &P, Branch Office LAN 10.1.200.0/24 W cat-c v
ky File Objects 10.1.201.0/24
FlexConfigs 10.1.202.0/24
25 IKE Proposals 5
% R & Branch Office WAN 172.16.1.0{24 B catt =
@A 1psec Transform Sets &P, Corporate Internet 172.69.230.0/24 Wt
Cid LDAP Attribute Maps = | & Corporate Network Eg-m;;ger B ctc
B Maps DRP-Madrid

Class Maps

Parameter Maps B} CS-Manager HEELo I LT Ml cat-n 0
Policy Maps Bl cs-maRrs 10.1.100.11 B cta |
E—:.,, Regular Expression Group L[%, DMZ internal 10.1.70.2 . Cat-4
XVIR e Expresins 58, DMz-Servers 168.100.100.0/24 B cat0
£ TCP Maps DS oxtornl 101,902

@ Metworks/Hosts g}g sxkemna T . cote

[ PKI Enroliments 2} DNS Internal 401,705 Il cat-a

< Port Forwarding List = Domain 10.1.100.221 B cat-»

B Services &P, DRP-Madrid 10.1.210.0/24 | [
- Port Lists B Exchange 10.1.90.5 O
@Services — S P




AHanun3 npaBun ounbTpauun

File Edit vVview Policy Map Tools Help

< - Z Conflict Detection Results i =] |

¥, | = < A 7 ————

o w 5 @ 30 5 ] % ] ? - . [l Base and Conflict Rules
1 Default - Local - 2
Devices WL sR Y| Default - Local - 3 Scope

Shared Policy Default - Local - 10 w Base Rules (1 Rule)
Default - Local - 11 - (em] i

Filter : I__ none - < Filter (hon Default - Local 2 Testz tcpfi. .. outside

ﬁ Catalyst6500_Firew all_‘_=| A~ ] ~ Conflicting Rules (2 Rules)

) LA-ISR2851 Default - Local 3 tep/80 outside
L‘ » Fw-Policy - Default - Local 10 tcpf80 outside
SD-ISR2851 Fw-pPolicy
£2 531-A5A5520 1

5P 51-ASASS40
[ s3-C7206vxR
&P S1-Eng-PIXS1SE

-

z 111

B Firewall

g Access Rules .
{7 Inspection Rules

N N
] AnA Rules SNEENNNN
7§ web Filter Rules 1
{7 Transparent Rules 1= Conflict Type: Unused Display: 1of 1
Bl Settings 13

D Access Control 14 Rule Permit Ource Jestinatior Sel X Inte:
§ 7 Inspection 15 Base Rule any 10.1.1.0/24 TCP{80 outside
16 Conflict Rule 10.4.3.0{26 10.1.1.100 TCP80 outside

17

Conflict Details

I 7§ AuthProxy
{7 Transparent
§J web Filter =

S Inat S ————————————————————————————————— \_ o
9 ?ite I:? Si!:e VPN“_" ™ [ Query |Analysis | [ HitCount | @ E]

= [Nonck oybnupyowmx, nepekpbiBaoLLNX UNU NPOTUBOPEUNBBIX
npasun B Tabnuue
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UHTerpaumna CS-M n MARS

YnpouieHue ynpaBrieHUs 3a c4HeT COBMECTHOMU paboThbl

CBsa3u coobiTun MCJI: «npaBuna-coobITUA» U «COObITUA-NpaBUa»

CBA3u cobbITuM IPS: «curHatypa-cobbITUA» U «COObLITUA-CUTHATYypa»

«CobbITusa-npaBmna»

- OTCcnexuBaHue coObITUM OO0 YPOBHSA NpaBus
CO34aH1A, BO3MOXHOCTb BHECEHUS U3MEHEHUN

* Jlyywee NoHMMaHMe NCXOAHbIX AAHHbIX
XypHana

«lMpaBuna-coobITUA»

* YMeHblUeHMe BpeMeHU Noucka Hernonagok
coeAUHeHUA

» MomeHTanbHas NnpoBepka HOBbIX
pa3BepHYTbIX NONUTUK




- 00000000000__]
Cisco Security Manager 4.0

Koppenauua coobiTUn U NONIUTUK

%5\ CSM - Event Yiewer H=] B3
Fle Vew Help vl
CISCO
| Yiews a | Event Monitoring O
’ % New [# Edic [ Delete U All Device Events xl 4> E
=)-[] Predefined Views 23 View Settings ¥
all D :
5] Firewall Traffic Eve Search within resuIts:IQ- Type here to search @ last 1 week ~ [ Save ~ | P Start [l Stop m Clear 20,000
-Zg| Firewall Denied Eve - - - - - - —
AAA Events Receive ... Seve... ¥ Even.. ¥ EventMa... Device ¥ Source ¥ Sourc... v Desti.. ¥ Desti.. ¥ Action ¥ Risk... ¥ Description [
-%7] Botnet Events 1/12/105:... i Inform... 302015 & 5o Filter Event Name is "Built UDP 10.1.3.31  udp/S514 o2 bui built outbo...
g IPSec YPN Events  111/12/105:... 5 Inform... 302015 &4 su Custom Filter. .. 10,76.5.100 udp/514 & built built outba...
8 SSLYPN Events 1/12/105:... i Inform... 302016 Teardg Glear Event Name Filter 10.104.51.22 udp{S14 teardown teardown ...
Failover Events 1/12/105:... & Inform... 302016 Teards o 10.104.51,22 udp/S14 teardown teardown ...
all IPS Events Clear All Filters
o 1/12/105:... i Inform.., 302016 Teardd .22 udpjS14 teardown teardown ...
@l IPS Priority Alerts 1/12/105:... & Inf 302021 Teards Show All Details 51,220 d teardown i
1l 1PS Alert Events foe | & Inform... . teardown
@ IPS Status Events 1/12/105:... i Inform... 302020 Built I¢ Copy .104,51.220 o built built inbou. ..
7= IPS Error Events 1/12/105:... i Inform... 302015 #4 eu B save 10.104.49.86 udp/S14 o built built outbo...
Unparsed Events 1/12f105:... i Inform.., 302015 dhe 10.1.3.31  udp/S14 o built built outbo. ..
My Views 112/105:... 4 Inform... 302015 & BUl Go To Policy. .. | 10.76.5.100 udp/514 o built built outbo...
1/12/105:... Inform... 302016 Teardown ... @ 10.104.., 10.104.49.86 udp/S14 10.104.51.22 udp/S14 teardown teardown ...
1112/105:... i . 302016 Teardown ... @ 10.104,., 10.1.3.31 udp/S14 10.104.51.22 udp/S14 teardown teardown ...
1/12/105:... i InformS 016 Teardown ... @ 10.104.., 10.76.5.100 udp/S14 10.104.51.22 udp/S14 teardown teardown ...
1/12/105:... i Inform... 30. Conn USAGE 52 10.104... 3inuse, 1...
1{12/105:... & Inform... 3020 #heultUDP &2 10.104... 10.104.51.22 udpf514  10.104.49.86 udp/S14 2 built built outbo...
1/12/105:... i Inform... 302015 @ Bt UDP 2 10.104... 10.104.51.22 udp(514 10.1.3.31  udp/Si4 o built built outbo...
1/12/105:... i Inform... 302015 @4 Buit UDP 2 10.104... 10.104.51.22 udp/514 10.76.5.100 udp/S14 o built built outbo...
1/12/105:... i Inform... 302016 Teardown ... @ 10.104.., 10.104,49.86 udp/S14 10.104.51.22 udp/S14 teardown teardown ...
1/12f105:... i Inform.., 302016 Teardown ... @@ 10.104.., 10.1.3.31  udp/S514 10.104.51.22 udp/S14 teardown teardown ...
1/12f105:... i Inform.., 302016 Teardown ... (52 10.104... 10.76.5.100 udp{S14 10.104.51.22 udp/S14 teardown teardown ... LI
[=) Time Slider
T@®
10,000 \ “ (e (1
0 # =
18 1/9 1/10 111 1712 113 114
K | _'l | Event Details ()
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FlexConfig

FlexConfig
NMonb3oBaTenb co34aeT cBOU

File Edit Vew Policy Map Tools

W @ 5 @l & g

= CKpuNTOBLIN A3bIK

08 HAaCTPOWKN
doyHKUMN, KOTOPbIE
HE UMEIT “POOHYIO’
nogaepxky B CSM
(B YacTHOCTHU
nones3Ho anga l0S)

MOoXHO 1Crnosib30oBaTh
B CKpUnTax
nHdopmaumo od
ycTpomncTee
(MHTepdenchl,
agpeca ...)

'MokocTb

Devices

Fiter: |-- none -- v

[_] Department
(Z] Location
w Al

@@ asa-single-router-2.cisco.com
‘_59 asa-single-router-3. cisco.com
@Q asa-single-router-4, cisco.com
‘:_9 asa-single-trasp-2.ciscopix.com
{,@ asa-system-ctx-router-10.cisco.col
$ asa-system-ctx-router-10,cisco.col
4% asa-system-ctx-router-10.cisco.col
_‘% asa-system-ctx-router-10,cisco,col

:;# asa-system-ctx-router-10.cisco.col

_@,@ asa-system-ctx-router-11 .cisco.cm]i‘

[2]

B Firewall
5] Access Rules
5] Inspection Rules
5] ana Rules
=] web Filter Rules
Settings

NAT

7 Site to Site VPN

[ Remote Access YPN

& Platform

D FlexConfigs

/=] Future Device Info

CLI u pasmeluaeT Kak 3agaydy
Ha YCTPOMUCTBO

Device: asa-single-router-4.cisco.com  FlexConfig: enable_SSL

p http secure-server
p http secure-trustpoint
p http authentication local

Close Help

| Appended Fle:

xConfigs

Mo

add_bridge_interface_desc
add_EtherType_ACL_remark
BGP_no_auto_summary
command_alias
console_AAA_bypass
EIGRP_no_auto_summary

enable_SSL

This FlexConfig example shows how to iterate on a list of bridge interfaces and to a...
This FlexConfig example shows how to iterate on a list of ethertype access-list nam. ..
This is a FlexConfig example using a system variable, SYS_ROUTER_BGP_AS_NUMB. ..
This example shows how to create a command alias named &apos;save&apos; for t...
Console AAA Bypass Example

This is a FlexConfig example using a system variable, SYS_ROUTER_EIGRP_AS_NU...
Enable S5L Example

Values... ][ Preview... ] E]

VHoyctpuaneHeln ctaHgapT, Velocity Template Engine,

CKPUMNTOBBIN A3blK, KOTOPbLIN NogaepXusaeT UMKIbI,

BblpaxkeHus if/else n nepemMeHH:b!



CpaBHeHue KoOH(urypaumm

< Configuration Archive
Devices Groups

Groups Search
£ Device : asa-single-router-4.cisco.com

VersionID:  |29-5ep-2005 14:10:17 | v | Compare with version: | 28-5ep-2005 19:31:07 v |

Config Type: @Full Configuration ODelta Configuration

29-5ep-2005 14:10:17 28-5ep-2005 19:31:07

158 |dhcprelay server 1.3.3.1 inside /§ dhcprelay serwver 1.3.3.1 inside
159 |dhcprelay server 1.4.4.1 inside dhcprelay server 1.4.4.1 inside
160 |hcprelay enable inside dhcprelay enable inside

161 |dhcprelay setroute inside dhcprelay setroute inside

162 |dhcprelay timeout 300 dhcprelay timeout 300

163 |ztp authentication-Xey 1122 mnds #* ntp authentication-key 1122 mds #*
164 |ntp authenticate authenticate

165 |ntp trusted-key 1122 trusted-key 1122

166 server 10.1.2.3 key 1122 sowrce inside server 10.1.2.3 key 1122 sowrce inside
167 retries & retries §

163 timeout 10 s timeout 10

169 domain-lookup inside domain-lookup inside

170 name-server 1.2.2.4 name-sexrver 1.2.2.4

171 name-server 0.0.0.0

regquest-method rfc connect action resed

173 |@aa accounting match CSM AAA ACCT @ insi u 3a|-|pOC I/I CpaBHeHme

174 |@aa authentication metch CSM AAA AUTHE 1

AN Fa KOHQourypaumm
Lo e Jl J» Jim |

= AHaNM3 N3amMeHeHnn




- 00000000000__]
HacTponka nonutuk gns ynpaBrieHUs

CSM

= BO3MOXHO M3bumpaTeribHO HaCTPOUTb Kakne MMEHHO MOJSTNTUKU
MapLpyTtmsatopoB n MCO oyayT ynpaenatecsd CSM

< Autolink

< Configuration Archive

< C5-MARS

<& Customize Deskkop

< Debug Options

<& Deployment

< Device Communication

< Device Groups

< Device OS Management
< Discovery

< IPS Updates

< Licensing

< Logs

< Policy Management

< Policy Objects

< Rule Expiration

< Server Security

< Status

< Take Over User Session

<& Token Management
< VPN Policy Defaults
< Workflow

Policy Management

Palicies to Manage:

- ("7 Router
» [IMAT
» ) Interfaces
» ("] Platform
w [] () Firewal
» (I NAT
» [ Interfaces
v [] (7 Platform
» ("7 bridging
» (7] Device Admin
» ("7 Logging
» ("7 Multicast
v [7] [ Routing
7] Mo Praxy ARP
[J osPF
TJrip
7] static Route
» (7] Security
» [ Service Policy Rules
» ("] User Preferenses

Disabling of policy management only available for router and firewall policies

Save ] I Reset

[

Restore Defaults




Popmanusauuna npouecca ynpasneHus
KOHTPOJIb BHECEHUA N3MEHEeHUN

Security
Operations \
YT10 3TO Takoe? Policy Definition
o Create/Edit Review/ Approve/
. CprKTypVIpOBaHHbII/I npouecc | Activity Submit Commit
KOHTPOJIA N YyTBEPXXOEHUA Undo

N3MEHEHUN NONMUTUKU

Mpumep

%

» KTO co3gaeTt nosimTuky?

Generate/ Approve

= KTO yTBEpXOAET NONUTUKY? Submit Job Job

= K70 NMPUMEHAET NOJINTUKY U

Network
?
KorAa Operations Rollback
NMpeunmyLliecTBa Policy Deployment MC3, VPN u IPS

= OpdPeKTnBHOE B3aMmMoaencTeme = KTo MOXeT N3MEHSITb MONNTUKN?

mMexagy ponsmu/oTaenamm
= KTO MOXeT npocMaTpmBaTb U3MEHEHNA?

= KT0 MOXeT nx yTBep)K,D,aTb?
= KTO OTBEYaerT 3a NMPUMEHEHNE HOBbLIX

NMONUTUK?

Presentation_ID © 2010 Cisco Systems, Inc. All rights reserved. Cisco Public



Activity Report

Acuvity Change Report
¥ Devices
@ 1701-router.cisco.com
L FIREWALL-InspectRule
L) spectRule _ _ i
Add 1 true pemut any any default-inspection Global [dns(Max length: 512)] | None rue
Add 2 true pemut any any default-inspecton Global [snmp) Nonpe true
Add 3 rue pemut any any default-inspection Global [k323 h225] Cat-A rue
— — — — —
Delete 3 s Ltd o s e et ] it e e
L Shared Policies
LJ FIREWALL-InspectRule
L) Share_Inspect
T Global

Affected Devices  [None
New Assismments  |Total:1. Devices: pix-515.cisco.com
Unassiznments  |Total:1. Devices: 1701-router.cisco.com

L) speciRule
Modify 1 false pemut ' any default-inspection Global Haleas] [snmp] None true
Modify 2 false pemut any any default-inspection Global £5p} [0323 1225) Cat-A e
Modify 1 e pemut any any default-inspection Global Epset [dos(Max None e
i I I I I I I I length: 512)] I I
Delete = St e e B R ——— B e s
o\:’ms Objects

Presentation_ID © 2010 Cisco Systems, Inc. All rights reserved. Cisco Public



PoneBou goctyn

YTo 3TO Takoe?
= AyTeHTndmkauuns

aaMUHMCTpaTopa nepen Cisco
[OCTYMOM K CUCTEME YrpaBmneHust CS-Manager Soﬂware%l
@ Cisco®PIX® u

= KTO 1 Kakon Tun gocTtyna MoxeT
MMETb K yCTpomncTesam?

ASA S/\W

<

ﬂ
g

JIIIIIIIIIIIII *

\ %

'!J| I
N

L

= ABTOpM3auUMAa JOCTyrNa Ha ypoBHe
YCTPOMCTB/ rpynn yCTPOUCTB Ui
OTAENbHbIX MOSIUTUK

i
4

=
Mpumep p—» Remote
Access
= [enermpoBaHue CS-ACS .;)/@,ﬁ
AAMUHNCTPATUBHbIX 3adau Home
onepartopam Office

= PasgeneHue ynpasneHus u
KOHTPONS

= LleHTpanu3oBaHHOE ynpaBneHne
OOCTYNOM agMUHUCTPaTOPOB
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CiscoWorks
Network Compliance
Manager

OGecne4vyeHue cOOTBETCTBUA
ceTn TpedboBaHMAM CTaHOApPTOB
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CiscoWorks Network Compliance Manager
(NCM)

MynbTUBEeHAOPHOE peLleHne no
ynpasneHnto UaMeHeHNsIMun

'm W gteen ek peciom ke P sswe ..;-:“:‘“::‘?‘«
= OGHapy>XeH1e N3MEHEHUN Ha CETU B PEATTBHOM || @= 0 # comevomucctponen A
pexnme BpeMeHu I o e
v o [Comhter 3]
»[TpegBapuTenbHasa NpoBepka N3MeHEHUN Nepen|| ...
NX BHegpeHneM Ha ceTu — _
AyOuT U aHanus cooTBETCTBUS T e e
CTaHAapTaMm n HopMaTtMBam e S st s
W o Reame WA Wisad
» KOHTPOsb BbIMNOSIHEHNA CTAHOAPTOB U | e = |Smatete——
HOpPMAaTUBOB Ha CeTU ol = L ——
p .-c-—. e, B gevom ey Rocioes  deesws P Adwin M—‘ s - 24
= OnepaTuBHas OTYETHOCTb S e s s D
CornacoBaHune nameHeHuin (Workflow) Sy
» HacTpowka npaBun corrnacoBaHus ——

= BO3MOXXHOCTb HACTPOWKM CIOXHbIX NpaBun
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AyﬂMT U adaHAJin3 COOTBEeTCTBUA
CTaHAapTaM U HOpMaTunBam

= Onpeaenntb HOpMaTUBHbIE JOKYMEHTbLI, KOTOPbIM
OOJXKHA COOTBETCTBOBAaTb MHMpaAcTpyKkTypa NT

= OnpenenuTb cneundgunyeckme Tpe60|3‘wnﬂ NC

- npOKOHCyJ'IbTVIpOBaTbCFI C ayaunTopamu e

CINOXHa4A
4acCTb

= CNpoeKkTnpoBaTb CUCTEMY KOHTPOIS
= BHegputb cuctemy
= AyOnT MHQPPACTPYKTYPbl HA COOTBETCTBME CTaHOApTaM

= [locToAAHHOE ycoBepLeHCTBOBaAHNE CUCTEMDI



Mpumep Tpeb6oBaHun - PCl DSS

PCI DSS MepeyeHb TpeboBaHW ANs NOBbLILEHWS YpoBHS Ge30onacHoCT B
NHOYCTPUM NNATEXHbIX KapT. pa3paboTaHHbIN MeXayHapOAHbLIMN

CTaHZapT 3aLmThl nnatexHbiMmn cuctemamm Visa n MasterCard. Nogaoepxuaetcs

MHopMaLmy B AmEX, Diners Club, Discover, JCB. CogepXuT 12 0CHOBHbIX

MHOYCTPUN NraTeXHbIX o o

KapT TpeboBaHui, 175 feTanbHbIX TpeboBaHMm

MNpumep TpeboBaHue 2.1: He ncnonb3oBaTb 3HA4YEHUS NO YMOSTYaAHUIO ANs

TpeboBaHu naponen n gpyrnx napameTpoB 6e30nacHOCTU

[MpoBepka KoOHdUrypaumm Ha UCrnonb3oBaHNE CTaH4APTHbIX
3HadeHnn ‘public’, ‘private’, ‘cisco’ B SNMP; ‘cisco’, ‘cisco123’,
‘sdm’ gnsa goctyna vyepe3 WEB (Hanpumep, SDM)

Kak moxeT ObITb
OOCTUTHYTO?



[Mpnmep KoprnopaTUBHbLIX TpedboBaHNN

“Ha kaXxaom yCTpoMCcTBE AO0MKHO ObITb HACTPOEHO Kak

YnpasrneHue . "
P MUHMMYM 2 nonyyaTens coobweHnn Syslog n SNMP trap
YnpasneHue “He bonee 4 nony4yatenen Syslog”
“He gormkHbl ncnonb3oBaTbeca «nonynspHble» 3HadeHns SNMP
YnpaBneHue i
community
YnpasrneHue “0na goctyna no SNMP gomxHbl ncnone3osatbca ACL”
“Ha kaxxgom ycTponcTBe A0MKHbI ObITb HAacTpoeHbl AAA/
BesonacHocTb "
TACACS n SSHv2
BesonacHocTb “AAA/Accounting oomKeH BbITb BKNHOYEH”
“lJomkHa wmncnosnb3oBatbesd onuma ‘password 5, He
bBesonacHocTb a HiA p

NCNOoJNb30BaTbCA NMNaposyin B OTKPbITOM Buae”



b n NCM

= [oapepxKa NOMTHON UCTOPUUN U3MEHEHUU KOH(urypaumm ans
HYXA ayauTta

* MOHUTOPUWHI N NPpUHYANUTENIbHOE NpUMeHeHun nonutuk Ub

= Co3pgaHume cobCcTBEeHHbIX NnonnTuUK Ub n npoBepka BHOCUMbIX
U3MEeHeHUN Ha COOTBETCTBUE UM eLle A0 NPUMEHEeHUSA Ha
YCTPOUCTBO

= PasrpaHn4yeHue goctyna Ha OCHOBE porneu
* U3MeHeHnn KoOHUrypaums ¢ ucnosib3oBaHnemMm KoHdurnetoB
= NMoapepxka ucropum nameHeHnm ACL

= Jlerkoe npumeHeHnn nameHeHmnm B ACL



YnpaBrneHne 6e30nacHOCTbIO

= |LleHTpanunsoBaHHOE ynpaBrieHne
Bepcuamu 1O

= Telnet/SSH Proxy
EovHasa Touka Bxoda — e —

CiscoSysrims Support  Decs  Legowt
B @0ekes OTmks  RPvices of Regorts 3P Mdmin

B0 @ -) ACL Search Results bl @

P a0 Maunure 207 results Pagetere I DN hhpl...@
o T e Connect Adtions
3annck nonHom ceccum oo (ware @ | |0 WSS s B4 pewd OMBMIN . b e
O Wbedesd- " 101 P oestended  O@-20-08 1330102 View ACL | ACL Metory
T My Worksgace lab-2642-c4 1 104 ¥ satenced  Nov-11-04 30:42:37 Vi ACL | ACK Mstory
OLIKa Ll.eHTpanM3OBaHHOrO o+ Corremt Duwice Gross SRS 58 1 101 ¥ extonded  Nov-30-04 11:16:37 Lot ACL | Vi ACL | ACL Matary
KOHTpONS nNpuBenernn un O wnma s wes e et s
W My Pavestas labe-2208-13 153 153 # ean 02147 EALACL | Wiea ACL | ACL HSIaK
yTBEpPXaeHUd N3MEHEHUN 0 WEZORA DS U5 Westeeded Movll04302147 LdtACL| Yien AC. | ACk Hakry
O b 2200.0] 3y 3 I stardard  Nove11.04 10:21:47 Lot ACL | Yige & ACL Hatar
Bb-2200-13 155 155 P eanenced  Nov-11-04 102147 EQLACL | Yien ACL | ACL HSN1Y
. yn pa BneH Me ACL ] lak-2200-¢4 | n W stardard  Nov-11-04 30:21:47 LAt ACL | Wiea ACL | ACL Mstary
lab-2209-r3 v 102 17 exten cdod  Nov-11-04 10:21:47 Dot ACL | Yoee &0 | ACL Matary

P standard  Nov-11-04 310:21.47

[MpocMoOTp Nouck, cTopud S 001 A e

hestonced  MNov-11-04 30:2147  ESLACL | Wiea MGk | ACLSAsacy

M3MeHeHMM O k220301 123 123 W estanced Mov-11-04 20:21:47 [t ACL | View ACL | ACL Muxtary

KommeHTapumn ans ACL

[MakeTHoOe pepakTnpoBaHmne ACL
ans 6onee ObICTPOro [

pearmpoBaHus

UcTopus ]
LLlabnoHbl ACL

nameHeHum ACL
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CtaHaapTbl M OTYeThlI

NCM npepnocTtaBniaeT rotoByo OTYETHOCTb NO paAay

cTaHOapToB

My Workspace
- Current Davice Group
Inventory

L My Faverites

Command Sonpts
VUt My Settings

My Profile

My Workspace
My Preferences
My Permissions
Change Password

Davices  jTosks R Policies o] Reports Jadavis Noy-09-08 12/29:52
€ Home b2 @  #f compliance Center - Visa CI8P Addto favortes & Helo @
S Search
[IP or Hosmome | Gompliance Center \’
sl
or,,,
Seerch For v Sadanes:Ouler (Section404)  GOBIT  GOSO INL  GABA | HIPAA Vi GusP

Visa CISP(PCI Data Security Standard) Compliance )
Status Email Regort LI

In an effort to combat data theft and mantan consumer confidence, all of the major credit card issuers have formulated
detailed security programs, including!

= Visa USA Cardholder Information Secunty Program (C1SP)

+ MasterCard Site Data Protecton (SDP) program

« Discover Information Security and Comghance (DISC) program
« American Express Data Security Operating Policy (DSOP)

In late 2004, Visa and MasterCard aligned their programs under a single standard: the Payment Card Industry (PCI) Data
Security Standard, Fundamental secunty best practices focused on protecting cardholder data comprise the 12 PCI
requrements, Panalties for failure to comply with the reguirements or to rectify & secury 155ue are severe: possble
restrictions on the maerchant or parmanent prohibiton of the merchant's participation In Visa programs, and a fine of up to
$500,000 per incident, Lavel 1 maerchants must achiave validated compliance by September 30, 2004; Level 2 and Lavel
3 merchants must achieve validated comphance by June 30, 2008,

Ciscoworks Network Compliance Manager enables or enhances support for the requirements of the PCI Data Security
Standard (Visa CI1SP) as indicated below,

Bulld and Maintain a Secure Network

Hequirement 11 Install and maintain a firewall configuration to protect data

Presentation_ID © 2010 Cisco Systems, Inc. All rights reserved. Cisco Public

1.1 Establish firawall corfiguration 1 firewalls deployed Fieawall List
standards that include v
1.1.1 A formal process for approving | 1 firewall configurations stored Active Ficewall Confiqurations '



CpaBHeHune CSM n NCM

CSM NCM
[MogaoepxnBaemMble YCTPOUCTBA Tonbko Cisco Cisco + ...
YnpaeneHue sepcusimm MO na* Oa
MacwwTabnpyemocTb (yCTponcTBa) 5-5 000 100-25 000
YnpaBsneHne KoHurypaumnsamu [a [a
OnTMnanpoBaHo anst Hactpounkn Nb [a Het
[Mpouenypbl yTBEPXKAEHUS n3meHeHun (Workflow) da Oa
AyouT Ha cooTBeTCTBME TpeboBaHNAM Het Oa
AyauT BHOCUMBbIX U3MEHEHUIN OrpaHu4yeHo [a
GUI aons ynpasneHust nonntukamm [a OrpaHun4yeHo

*MocpeacteBom RME npunoxeHus
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[MpakTnyeckme cueHapum

COBMECTHOIO
UcnoJsib3oBaHmNA CUCTEM

yrnpaBreHUus ceTeBbIM
AenaptTamMeHToOM U
cnyxoou Ub
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]
PasgeneHue nonHomo4ynu (BapuaHTt A)

CoBMeCTHO




]
PasgeneHue nonHomo4ynu (BapuaHTt A)

CoBMeCTHO




]
PasgeneHue nonHomo4ynu (BapuaHTt b)

CoBMeCTHO




]
PasgeneHune nonHomo4ynu (BapunaHt B)

CoBMeCTHO

I EE




Bonpocb!?
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