NI
CISCO

ObecneyeHune
besonacHocTu Ang

NoJib30BaTENbCKUX
YCTPOWUCTB

Muxaunn Kapgep



[lnaH npe3eHTaunu

= HavanbHble cBeaeHna o VPN yganeHHoro gocrtyna
= CoobpakeHns rno NpoeKTUPOBAHUIO N pa3BEPTbIBAHUIO
= be3onacHOCTbL OKOHEYHbIX YCTPOWUCTB

* Ynpasnenne SSL VPN

= Bonpockl 1 OTBETLI



HAYAJIbHbIE CBEOEHUA O VPN
YOAJIEHHOIO OOCTYNA



O630p ceten VPN: IPsec n SSL

= MexaHn3m 3awmnTbl B3anmoaenctseusa no IP-cetu

AyTeHTupukauma (nposepka NnoaIMHHOCTH/
cTaTyca JOBEPEHHOCTM y3na)

LlenocTHOCTbL (OTCYyTCTBME U3MEHEHUN/MOAMEHDI)
KoHpuaeHumansHocTb (HeBo3mMoXxHOCTL HCL)

= KomnoHeHTbl VPN yganeHHoro goctyna (RA VPN)
KnneHT (MOBUIbHbIN UNU PUKCUPOBaHHbLIN)

YCTpPOUCTBO TEPMUHNPOBAHUA
(4N 60sbLIOro YMcna OKOHEYHbIX YCTPOUCTB)

pr— _—— VPN-TyHHENb
zy @ I — :
I - y 000000 —=
T 1 T/
YcTponcrteo ans VPN-knuneHT

opraHunsauumn VPN unu web-6paysep



VPN ypaneHHoro gocrtyna no UHTepHeTy

KnueHT yaaneHHoro gocryna

AnyConnect, IPsec VPN — ypoBeHb 3 —
Microsoft Windows, Mac OS X (L2TP/IPsec), iPhone

SSL VPN "6e3 ucnonb3oBaHus kKnueHTta" —
ypoBeHb 7 — Web browser

KopnopatuBHas uHdpacTpykTypa —
LeHTpanbHbIN opuc

MapuwpyTusatop, MexceTeBOM 3KpaH U
ycTpoucTBo Ans opraHusauun VPN:
TepmuHupoBaHue VPN-TyHHens

DSL

—

YaaneHHbIN COTPYAHUK, ¢

~ 4
Mo6unbHbLIN 8%

COTPYAHUK m
]
dKcTpaHeT ﬂ

MoTpebutenb — 6GU3HecC

‘KaGeanaﬂpumfg
ﬁl‘ |
I J POP, VPN uepe3 UHTepHeT

MexceTeBOoM 3KpaH

&

MapW'.'
cl -

YcTpoucteo ana opraHmsauum VPN

= MHTerpupoBaHHOe peLleHne ans
pacLUMPEHHOro yaaneHHoro goctyna

= COBMECTUMOCTb, 0OYyCroBMneHHas
cnegoBaHWeM cTaHgapTam



O030p SSL

= "SawmeHHbIn npotokon”, paspaboTaHHbin Netscape ans
6e3onacHoOn 3rMeKTPOHHOW
KOMMEpPLINW.

= B 1994 roay 6binn onybnukoBaH ctaHgapT SSL 2.0, Bnocneactemm
3amMeHeHHbIn SSL 3.0. 3aTem 6binn onybnukosaH ctaHgapT TLS,
KOTOPbIN NpoAoSIKaeT pa3BnBaTbCA. B HacTosuee BpemA
ncnonbadyetca TLS 1.2.

= Cosfgaet TyHHenb Mexay web-bpay3epom u
web-cepBepom
AyteHTudukauma n wudposaHne (RC4, 3DES, DES, AES)
= https://

CTtaHgapTHbIN nopT: 443
3akpbimbil 3aMOK yKa3bleaem Ha ucriosis3o8aHue SSL!

TLS 1.0 onucaH 8 RFC 2246
TLS 1.1 onucaH e 4346 (2006 e.)
TLS 1.2 onucaH 8 RFC 5246 (2008 2.)



DTLS (TLS no UDP) — RFC 4347
[TpnunHbl paspaboTtkm DTLS

= OrpaHunyeHnua TLS npu ncnons3oBaHun TyHHernen SSL VPN

TLS ucnonbayetcsa ana TyHHenuposaHus TCP/IP-Tpadmka ¢
ncnosnbe3oBaHnem nopta TCP/443

TCP obecneumBaeT NOBTOPHYIO Nepeaavy NoTePSAHHbLIX NakeToB

[Tpn oOHapyXeHun NoTepPU NakeToB NOBTOPHAA rnepegava
NHULMNPYETCA U Npuroxenmem, n TLS

= DTLS nossonsieT pewntb npobnemy "nepenadn TCP-Tpaduka no
npotokony TCP"

[Mpu ncnonssosaHmn DTLS BmecTto TCP/443 ncnonbayetca UDP/443

DTLS ucnonbsyet TLS gnsa cornacosaHus napaMmeTpoB 1 YCTaHOBKU
DTLS-coeauHeHunsa (ynpasnatowme coobLeHns, 0OMeH KrnoyYamu)

[Mo DTLS nepepatotcs TONbKO AAHHbIE
= [lononHuTenbHble NpenMyLlecTsa

Hunskne 3agepxkm ans npunoxXeHnn, paboTtarLmnx B pexmve
pearibHOro BpeMeHu

Ncnonb3oBaHue DTLS aBnsieTcsa HeobsizaTenbHbIM, BCErga CyLLecTByeT
BO3MOXXHOCTb Bo3Bparta Ha TLS npun HeobxoanmocTu



Oco3HaHue noTpedHOoCTEen yaaneHHbIX
nonb3oBaTernieun

= Kakune npunoxeHuna byayTt ncnonb3oBatbcsa Ang gocryna?

Web-6pay3sep (Bkntoyaa web-nHTepdenc cepBepoB 3anNeKTPOHHON MOYThI)
"Tonctble" knneHTtbl (TCP)
[MONHbLIN OOCTYN K CEeTU
= OTKkyga bygeTt ocyLlecTBnATLCA 4OCTyn?
Ynpasnaemble N KOHTposiMpyemble KopnopatueHbie 1K
HeynpaBnsiemblie KOMMObOTEPDI
NHTepHeT-kae/obLienoCcTynHbIE CUCTEMDI
= KakoBa AnunTenbHOCTb NOAKMIOYEHUS Nofb3oBaTenen?

24x7 vinn ueneln pabovnn aeHb

OrpaHWYeHHbI NepUoa BPEMEHMU



BapuaHTbl goctyna no SSL VPN

Be3 ncnonb3oBaHusa C ncnonb3oBaHuem C ncnonb3oBaHuem
KrMeHTa "TOHKOro KknuveHrTa" KINMUeHTa

basoBbi web-gocTyn [lepeHanpaBneHue = AnyConnect

MOPTOB TOSbKO AS1S (MONHOMYHKLMO-
NPUITOXEHNN, HanbHbIN SSL-

ncnonb3ytowmx TCP TYHHENDb)

[locTtyn K cucreme
91IEKTPOHHOM NOYTHI

ocT ecypca
glFSy(rCI)I(()relmgg M = Pexxum Smart tunnel

Internet File System)

HacTtpanBaembin
NMnonb30BaTernbCKUN

aKpaH




OBLWWE COOBPAXEHUA NO
PA3BEPTbIBAHUIO



MecTtononoxeHue n Hactpouka MC3J

Ncnonb3oBaHue Cisco ASA5500 B kayectBe MCO n ans
opraHnsaumn SSL VPN

= B ASA peanunsoBaH dpyHkumoHan MC3 n SSL VPN, atn cepsuchbl
MOryT PYHKLUMOHMPOBATb OQHOBPEMEHHO

= Tpapuk TepMmuHupyetTca Ha ASA n MOXET aHanNM3npoBaTbCA Mocrie

pacLUnpPOBKK
MNpaBuno
AocTyna

o 0
[

Ucnonb3oBaHue ASA B kauectBe MCJ
n ansa opraHusauumn VPN

)




MecTonornoxeHune n Hactpouka MCI
KoHTposb goctyna mexay BHELUHUMWU/BHYTPEHHUMN NHTEPdencamm

= OrpaHun4veHne Bxogswero Tpaduka: Tonibko SSL
= Ncnonb3oBaHne MCO ana aHanusa IP-Tpadumka nocne pacwugpoBaHus

MpaBuno gocrtyna

/ “‘ MbaBUNG 4OC
S == P A

|
=] El'

TonbKo aHanus TpaH3uTHas nepepaya AM3
(napannenbHoe nogknoyYeHue)




NMNepepava Tpacdhumka yepes MCO

[TopThl, Ucnonb3dyemble pasnnyHbIMmN cepBmcamm SSL

= HTTPS — TCP/443

WebVPN Service

= DTLS — UDP/443 —— — o
v E— =7

= HTTP — TCP/80 [ S |
Ecnu TpebyeTcs e B
HTTP_nepeHanpaBneHme . —— .cistu-tﬂmﬁﬁi

= UT00ObI yOoaneHHble
nonb3oBaTesNiM MOrMu ycrewHo
NOAKMI0YaTLCA K CETEBLIM
pecypcam, HeobxoamMmo
pa3bnoknpoBaTb yKa3aHHbIE
NOPThbl N NPOTOKOSbI



Pa3geneHue Tpaduka
YOoaneHHbIn gocTyn ¢ ucnosnb3osaHnem AnyConnect

be3 pasgeneHus Tpacdpuka C pasaeneHuem Tpacuka

L LleHTpanbHbIN JDUDL

LleHTpanbHbIN JDUD
O(bVIC' > ocpuc ' —

EeaEE
=

DDDDDD

l---I" = I---ﬂ’ o =
VPN- KOHLleHTpaT:N VPN'KOHLIGHTPaTO:\
KnueHnt VPN

KnueHnt VPN
(vcnonb3yetca AnyConnect)

MakcumanbHas MakcumanbHas
6e3onacHoOCTb NPoOn3BOAUTENIbHOCTb
aoctyna B UHTepHeT

(vcnonb3yetca AnyConnect)




Pa3aeneHue Tpaduka

NMpumep kKoHdurypaumm B ASDM

',

= Heobxogmmo BbibpaTb 3Ha4eHus B crimckax "POLICY"
n "NETWORK LIST"

@ Edit Internal Group Policy: Cert-auth

~General
~..Servers
=-Advanced

.

----- IE Browser Proxy

=-55L PN Client

- Login Setting

i ~Key Regeneration

--Dead Peer Detecti
- .Customization
#-IPsec Client

it AT o

on the private network.

DS Mames:  [v] Inherit ’

Policy: [JInherit | Tunnel Metwork List Below

Split tunneling network lists distinquish networks that require traffic to go through the tunnel and those that do not require tunneling.
The security appliance makes split tunneling decisions on the basis of a network list, which is an ACL that consists of list of addresses

QetworkList: [] Inherit lanyconnect_acl

y Manage... ]

Intercept DHCP Configuration Message from Microsoft Clients

*MM

K

. MpuBoguTtcs
ONs crnpaBKu




- 00000000000__]
[TpoeKTnpoBaHue CUCTEMDbI

ayTeHTUdpmnKaumm KnMeHToB

= [1na ueHTpann3oBaHHOU ayTeHTUUKaumm B cetax VPN
MOryT UCMNOonb3oBaTbCA 6a3bl AaHHbIX Pa3fIMYHbIX TUMOB

imsa nonb3oBaTtens 1 naposib

TOKeHbI

LindpbpoBoun ceptndmkat/cmapT-kapThbl
= [lpoBepka npu ayTeHTUpukaumm

Kakne 6a3bl AaHHbIX MOFYT UCMOMb30BaTbCsA NS NPOBEPKN BBEAEHHbIX
AaHHbIX NPy ayTeHTUdUKaLumn

RADIUS

Active Directory (AD)/Kerberos

[lomeH NT

RSA SecurlD

LDAP

[Opyron cepeep ogHopasosbix naponen (OTP), nogaepxusatowmin RADIUS



AyTeHTUpMKauus
[Tpnmep nHterpauum c LDAP

Nms Login DN npeactasnsaet coboun nms nonb3osatens Ha cepsepe LDAP, koTopoe ncnonbayetca ons
yCTaHOBEHUS A0BEPUTENbHBIX OTHOLWEHU Mexay knneHToMm LDAP (1. e. ASA) n cepsepom LDAP B
npouecce obmeHa AaHHbIMU NPUBA3KM 40 Havara novcka CBeAeHun o norb3oBaTene Ha cepsepe.

Remote control I Terminal Services Profile I COM+ I
General | Address I Account I Profile I Telephones I Organization I
Member OF Dial-in ] Environment I Sessions I
Member of:
Name Active Directory Folder

Domain Users nelson.cisco.com/Users l

M{nixum privileges for the Login DN (in the Domain Use:i
group) is =211 it is needed for read operations:VEN
suthenticaiton/suthorization and group search

|

Domain Users

Primary group:

&

Server Group:

Interface Name:

Server Mame or IP Address: mcs-ibm3

Timeout:

LDAP Parameters

Enable LDAP over S5L

Server Port:
Server Type:
Base DN:

Scope:

Maming Attribute(s): LsAﬁAtcountName

LDAP-AD17

inside N

10 seconds
The Login/Bind DN user must hsve Account
Cperators privileges in Active Directory

636
-- Detect Automat?cally,ste Generic Type -- ¥
dc=nelson,dc_=cisco,dc=com

All levelgbeneath the Base DN v

Login DN:

bind1

Login Password:

LDAP Attribute Map: | -- None -- v
[]5ASL MDS authentication

[] sASL Kerberos authentication

',

. MpuBoguTtcs
AnS crnpaBKu

[na ynpaBsneHus
naponsamu/
N3MeHeHns
HacTpoek VPN
NMEHN
nonb3oBaTens
Login DN
HeobxoamMmo
NPUCBOUTL
npuBunernm
Account Operators.



AyTeHTU(pUKauma c ncnonb3osaHmem LDAP

= Heobxoanmo 3HaTb 6a3oBoe nmsa DN LDAP

= Ero MoXxHo onpenenuTtb ¢ nomoulbto bpaysepa LDAP

F W Apache Directory Studio
File Edit Mavigate LDAP Window Help
[Nwifs G| G Ty Lose
E"gLDAPBrowser (] | o | SIR=Sa =1 C] CN=adoeschI,CN=Users,DC=fieIdIab,DC=4 B E DIT
- . .
I j |= L] I j Y | a9 | KDM: CN=adoeschI,CN=Users,DC=flel\¥ . —
= ||[Attribute Description B{ /I Root DSE (6)
' . -
objectliass
'
i :
2] eie CN=Computers objectCategory
] CN=Configuration,DC=Fieldlab,DC=cis displayMame
[ & OU=Domain Controllers | | distinguishedName Ch=:
& CN=ForeignSecurityPrincipals giveniame adoe .
'
2] 9% OU=Groups memberOF Ch= : :
{7 ch=Infrastructure memberOF CN= : :
| CN=LostAndFound memberOF CN=! "-"'M
-] CN=NTDS Quotas name adoe
£, CN=Program Data otj:ectG:ID {d70261a1-6ae1-453c-a1d6-7dS5c2. .. = name (1)
- & OU=Resources objectSi 5-1-5-21-972520189-4246101928-3... abjectCategory (1)
& CN=System < f EETSre == ) displayName (1)
AMA \EN: d hl
B & ;N=Users (30) zwmz::ln“::: adoesd objectGUID {1)
B s = bernouk
; ‘} h Admlnlator userAccountControl 512 distinguishedName (1)
H " userPrincipalame adoeschi@fieldlab.cisco.com
{# cn=Cert Publishers ushChanged 32811
{# cu=CERTSVC DCOM ACCESS USNCreated 24697
< | > s e || K| | >
(% Connections dServers] = B || @ Modification Logs [ search Lags] a& o ‘ o & | ed ¥ T B|[E progress =0
| w % | ® - * ~
Loae Fieldlab Mo operations to display at this tin




AyTeHTU(pUKauma c ncnonb3osaHmem LDAP

= [1na ayTeHTUdmnKauum
B VPN u noucka no
rpynnam ang MMeHu
nonb3oBarens Login
DN gocTtato4yHo npas
OocTyna "Tonbko
yTeHune"

= [1na ynpaBneHus
naponsiMmu
HeobxoOoMMo 3agaThb
npusunernn Account
Operator

&= Add AAA Server

Server Group: LDAP-FIELDLABE
Interface Name: | INSIDE v|
Server Name or IP Address: ’munlab-aaa.Fieldlab.cisco.com ‘
Timeout: ’10 ‘ seconds
LDAP Parameters for YPM authenticationfauthorization
[] Enable LDAP over SSL
Server Port: [389 ]
Server Type: [Microsore "4
Base DN: {DC=fieIdIab,DC=cisco,DC=com ]
Scope: {One level beneath the Base DN v ]
Naminged - S

Login DN:

Login Password: = eeeseseses

[[] sasL MDS authentication

[[] sasL Kerberos authentication

LDAP Parameters for Group Search

Group Base DN: ’ |

Group Search Timeout: ’10 |

[ OK ][ Cancel ][ Help ]




PA3BEPTbIBAHUE VPN OA5A JOCTYINA BE3
NCNOJIb3OBAHUA KITMEHTOB



Hactpounka SSL VPN Ge3
ncnonb3oBaHUA KnuneHTa (L7)

HactpanBaembin

HactpanBaembin

N - <
PUCYHOK clsco WebVPN Service N OaHHep
& -
\
€4} Home Address [htte +] | \ Browse | Looout (d
@} Weh Applications \

HactpanBaemble 2 | Web Bookmarks \
Browse Networks o Outlook OWA
MeTOp,bl IDlOCTyna ? Help e StockLinks
e Ordering Applications
of+ Company Intranet
e Citrix Server

| File Folder Bookmarks

e Technical Documentation Folder
e Shared Folder

e Project Folder

HacTtpanBaembie HacTtpanBaemsbie

CCbINIKM gns goctyna

uBeTa u pasgenbl
K pecypcam ceTu

PacwunpeHHasn

Jlokanunsauus o
HacTpouKa



SSL VPN: 6e3 ucnonb3oBaHUA KINTMEHTA
(nepe3annCb KOHTEHTA)

CTtaHgapTHbIN bpay3ep

= o3 nepenaet Tpadumk HTTP(S) no SSL-coegnHeHuto

= OrpaHunyeHune: web-cTpaHuLbl

HTML-cTpaHuubl
Web-npunoxeHus

= [lepesanucb KOHTeHTa nogpasymeBaeTt nameHeHne URL n Java-
obpallueHun K cokeTam

" I'Iepe3an|/|0b KOHTEeHTa MOXeET BbIMOJIHATbCA WJTHO30M UM KITMEHTOM.

= OcHoBHas onepauus: koppektmposka URL:

https://VPNGW/0/http//www.MyOWA.com  VPNGW  http//www.MyOWA.com

KnueHT ‘ ‘ > =] www.MyOWA.com
—@ =

BO3BpalLlaeTcd

>

—
i &

VPNGW nepesanncbiBaeT KOHTEHT U OTMPAaBIseT ero KOHTEHT ¢ cailTa
KIMEHTY VPNGW



SSL VPN: 6e3 knueHTa (TpaHCcNALUUA NPUNOXKEHUN)
CTtaHgapTHbIN bpay3ep

* [1pun TpaHcnaumn npunoxeHunn yctponctso VPN
"npeBpallaeT npunoxeHne B web-npunoxeHme"

TpaHcnsauua npotokosnia B HTTP = Heobxoaumbl noapobHble cBeageHUs O
NPUIOXEHNN

Peanusauna HTML-ctunga
BO3MOXXHOCTb MCNOMNb30BaHUSA N3Ha4anbHO He-web- NpUnoXxeHMn
CIFS (coBmecTHbIN goctyn K parnam (NT n Active Directory))

| | ) Address [ cifs:// %] 100.0.0.6/shares
§ e X X 2 I3 W qPagetort b N

Name | Sze | Type | DateModfied |




Be3 ncnonb3o-
BaHUA KNUeHTa

CnoxHasa obpaboTka KOHTEeHTa

= Cpena HacTpounku npodomnen NpmunoxXeHnm

= Pexxum pasgeneHuns Tpaduka

[MossonsaeTt TCP-npunoxeHunam, ncnonbsyrowmm \Winsock v2,
NCnosfib3oBaThb YCTPOUCTBO TepMuHMpoBaHua VPN B kavectee
NPOKCKU Ans 4oCcTyna B 3aKpbITyt0 06nacTb ceTu

* [lepeHanpaBneHne NopToB
JlokanbHbIW "TOHKNUN" KNUEHT BbINOMNHAET OYHKLNN MPOKCH
TyHHenmpoBaHue 1 nepeHanpasneHne Tpaduka NnpuUnoXxeHUn

= [logkntovaemble moaynu
Cirtix ICA, RDP, SSH/TELNET, VNC npepoctasnstoTca Cisco

Paclunpsiemas cpefa Ans nogaep>kku Apyrnx nonynsapHbIX
NPOTOKOSOB



Cpepna HacTpouku npochuneun
npunoxexuunun (APCF)
Mopaynb Application Helper

= [To3BoONSIET YCTPONCTBY HE30NACHOCTU NOAAePXMBaTb
paboTy HeCTaHOAPTHbLIX NPUNOXEHNN N Web-pecypcCos,
4TOOBLI 0H6ECNEYNTb BO3MOXXHOCTb paboThl C HUMK MO
kaHany SSL VPN 6e3 ncnonb3oBaHUsd KNueHTa

= [Tpodomnnu

B npodune APCF cogepXutcsa CKpUnT, KOTOPbIN yKa3biBaeT
korga (pre, post), roe (header, body, request, response) n
Kakue gaHHble cnenyet npeobpasoBbiBaTh A1 KOHKPETHOIO
NPUNOXEHUS

CkpunT HanncaH Ha XML, ona npeobpasoBaHUsi CTPOK
ncnosb3yetcs cnHtakeuc sed (stream editor)

NMpodunb npenoctasnserca Cisco TAC



Pexxum Smart Tunnel

[TpnnoxeHunsa ncnonb3yroT ycTponcteso VPN B kKauecTBe NpoKcu

= Heobxoammo co3gaTb CMCOK "aBTOPU30BaHHbIX" NpoLeccoB

= MexaHnam Smart Tunnel 3arpyxaeT Mogynb-3arnyLwKy angd
Ka)kQoro aBToOpuU30BaHHOIO npouecca, nepexsarbiBaeT obpalleHnsd
K COKeTaM 1 rnepeHanpasnaeT nx 4yepes yctponcteso VPN.
[TpuBunernn agMmMHUCTpaTopa He TpebyroTcS.

= Pogutenb KaXkgoro aBTopn3oBaHHOMo npolecca nepegaet
nHopmaumio (cookie 1 T. r.) cBOMM NOTOMKaM, €CINM NOTOMOK
TakXe sBNSeTCA aBTOPU30BaHHbLIM NPOLECCOM

[Mpumep

3anyck telnet-ceaHca ¢ ncnonb3oBaHneM telnet.exe
telnet.exe gormkeH ABNATLCA aBTOPU30BAHHLIM MNPOLLECCOM



C ncnonb3oBaHMeM
"TOHKOro KnmeHrta"

[MpnyunHbI Ucnonb3oBaHnAa Smart Tunnel

= Henb3a yctaHoBUTbL VPN-KNNeHT

= HeT 4OCTYNHOro noakn4YaemMoro Moayns

= [lepeHanpaBfieHne NOPTOB HEBO3MOXHO

= [1pnBuUnerMn agMMHUCTpPaTopa HEBO3MOXXHO MOMYYUTb
= TpebyeTcsa OOCTYN K JIOKanbHOMY MPUNOXKEHMIO

= TpebyeTca nogaepkka TpaHcdopMaunm KOHTEHTA No
URL gna WEBVPN (ontumanbHbin meToa!)



Pe3ynbTaT ncnonb3oBaHUSA
Smart-Tunnel

|""]iPassPenodicUpdateservice.exe
| iPodService.exe
@ iTunesHelper.exe
™ leventmgr.exe

™ Isass.exe

292 IFass Fenodic Update Service IFass, Inc.
5908 iPodService Module Apple Inc.

£ putty.exe: 2900 Properties

[ meshield.exe - - ] TCPAP I Security | Envionment | Stiings
[TMDM.EXE Application . Image | Peformance |  Peformance Graph | Threads

"putty.exe"

[ mfeann.exe

[ mfevtps.exe CPU < CSwitch Delta  Start Address
i MOM. exe - oo oA TATS \d
%;’Eﬁgﬁ;ﬁ e Relay.dliDForceload+0x4887

Injected DLL
™™ smss.exe
& Snaglt32 exe o
Tl SnagPiiv.exe Thread ID: 4404 g

™ spooclsv.exe

Start Time: 15:55:42 08.01.2010
[T svchost.exe :
[ svchost exe State: Wait:UserRequest
™ svchost.exe Kernel Time: 0:00:00.000
% svchost.exe User Time: 0:00:00.000
svchost.exe .
Context Switches: 99
™ svchost.exe L
= svchost exe Base P.nonts.;. . 8
) SynTPEnh.exe Dynanmic Priority: 8
) SynTPLpr.exe
[ System
[ 1System |dle Process I OK ] [ Cancel ]

E TaskSwitch.exe e



MoakrntoyaemMble MOAYNU ANA KN gy

cepBepa

O630p PYHKLMOHASIbHBIX BO3MOXHOCTEN
Has3HadeHue nogknoyaemMbiX Moayneu:

ASA Bepcuun 8.0 nogaepxmeaeT
MHOXECTBO TUMOBbIX KITMEHTCKNX/
cepBePHbIX MPUIIOXEHUN C
NCMoSIb30BaHNEM
noaKnoyaemMblX Moayneu
Java/ActiveX, Bkntoyas

Windows Terminal Server (RDP)
Telnet/SSH

Citrix ICA Client

VNC

Pecypc onpefnenseTrcsa ¢ NOMOLLbLIO
URL c ykasaHmem Tuna npoTokona

rdp://cepBep:nopT

Bookmark List Name: bookmarks-portal

@= Edit Bookmark List

X

MName

[ LRL

Citrix Server

Shared Folder
Project Folder
vnc-server-1
vnc-server-2
rdp-server-2
telnet-switch1
ssh-router-1

Ordering Applications
Company Intranet

Technical Documentation Folder

https:/jordering.company.com
http:/ fvwwwin,company.com
http:/fcitrix.company.com

vnc:ff10.1.110,90
vnc:ff10.1.110.20
rdp:/}10.1.110.20
telnet:/f10.1,100.1
ssh:ff10.1.127.1

OK I Cancel

cifs:f/docs.company.comjtechdocs
cifs:f{docs.company.comjshared
cifs:f/docs.company.com/project

Help

Edit |

[ Add |
=

Delete |

Move Up

Move Down |

Ll

[Topgaeprkka NPUNOXeHUM CTOPOHHUX MPOU3BOAUTENEN
obecneynBaeTcs C NOMOLLLIO aBTOHOMHbIX ddannos .jar




Mogkniovyaembie Mmoaynu onNa Kn
cepBepa
= [1pn nepexone no Ccbifike Ha pecypc reHepupyeTca anHammyeckas
CTpaHuua, cogepxawas anemeHT ActiveX/annnet Java

= [1pn HeOBXOaMMOCTH BLINMOSTHAETCA Nnepesannuchb U NOBTOPHOE
nognucaHwe Java-annnerta, nepesanuch napameTpos ActiveX u
BKIOUEHME B Lienoyky obpaboTkmn BcnomoraTensHoro ActiveX ans
nepeHanpasfieHNa NOpPTOB

= Java-annnet npo3payvyHo KaLMpyeTcH (3aHOCUTCA B K3LU LU03A)
WebVPN Service

[ -

@ Home
Address |httpik v Browse Logout
) — o 2l [Erowse | Losou E3
\'}; Web Applications http:if
, | Web By hltpsi =
@ Browse Networks cifsf
; ftpufi
File Bo =
#53 Application Access e L2 -
|| e Techn sshif ntation Faolder
,‘.;‘/, Terminal Servers e Sharettelnetf

“ Telnet/SSH Servers

& VNC Connections | Terminal Servers Bookmarks
N_ Y o rdp-server-2
2 Help =

|0

| Telnet'SSH Servers Bookmarks
o telnet-switch1
e ssh-router-1

50

| ¥NC Connections Bookmarks
e ync-server-1

= |0

® vnc-server-2




PA3BEPTbIBAHUE VPN
C UCMONb30BAHUEM KNUEHTOB
(ANYCONNECT)



TyHHenupoBaHue SSL VPN: S —
KnueHT AnyConnect

[ToCTOSIHHO paboTalWwmm KNMeHT: "ToncTbin"/"c nogaepKKou
NOMNHOro TyYHHeNnMpoBaHUA"

=1olx|
= TpaAVLMOHHBIA KINEHT R
aBTOMaTU4YecKu 3arpyxaeTcs Ha eltale,
KOMIMbOTEP NOJIb30BaATENA T
. . _iaix
= 1N HaYanbHOW YCTaHOBKM e o050 | s ]
Tpe6y|'OTCﬂ npaBa Password: [ ol l 1ol l "
agMuUHuUcTpaTopa cIsco
= 3arnyLuKka ycTaHoBLUKKa bbina o -
3aMeHeHa OTﬂ'eanblM naKeTOM @ Server Address: 10.94.164.201
M S I [Please enter your username and | gi::z ;Zzt;ived: ::1?:
Time Connected: 00:03:52
= MoxeT ncnonb3oBatb TLS nnu
DTLS
B KayecTBe TpaHcrnopTa
- I_Io.qﬂep)KMBaeTCﬂ O6HOB]‘|eH|/|e YPN session established. 4

npenbloyLlien sepcum



C ncnonb3oBaHUeM
KNnueHTa

VPN-knueHT Cisco AnyConnect
BapunaHTbl yCTaHOBKMA

= C Web-CTpaHI/ILI,bI 'éll's"clc;' Cisco AnyConnect VPN Client
3anyck u3 web-bpayaepa S WebLaunch | Using Actives for nsttaton
Bxoa Ha nopTar R - Platform ILf i;'jht::wcdjyclyt tcrttszpCIlvtCIk here to
ABTOMaTMYeckas 3arpyska e
(ActiveX/Java) r
3arpyska BpYy4HyIo .

. prqHyro m [Hel]  Cancel

YcTtaHoBwumk MSI

Downloading required files. Please wait...
Time Left: 9 secs (796.0 KB of 1,70 MB copied)
Transfer rate: 99,7 KBjSec

|

Cancel |




C ncnonb3oBaHUeM
KNnueHTa

VPN-knueHT Cisco AnyConnect

BapI/IaHTbI NoAKJTHOHEeHUNA

= 3anyck ¢ web-cTpaHuubl amm—

B‘C’ Start AnyConnect

[MopTan

* ABTOHOMHbIN PEXUM
Apnblk

Mew Office Document

MeHto "TycK"

Open Office Document

KomaHaHas cTpoka

AnyConnect YPN Client

Programs >

¢\ Command Prompt

CE\Program Files\Cisco\Cisco AnyConnect UPN Client>vpncli connect denlah—webhupn.
cisco.com

Cisco AnyConnect UPN Client <(version 2, 8, 8308)>.

Copyright (C)> 1998-2087 All Rights Reserved.

Documents >

Settings 4

warning: No profile is available. Please enter host to “Connect to".
registered with local UPN subsysten.
state: Disconnected
notice: UPN session ended.
>> contacting host {(denlab-webvpn.cisco.com? for login information...
>> Please enter your username and password.
B> ANYCONNECT
1> Internal
2> PORTAL
Group: [ANYCONNECT ]
Username: [agroudanl
Password: »oeooooe
notice: Authentication succeeded. Checking for updates...
state: Connecting
notice: Establishing connection to denlab—webvpn.cisco.com.
state: Connected
notice: UPN session established.

Search »

AnyConnect

VPN Client Help and Support

Run...

®
==
2
1723
%]
o
~—
o
S
o
o
=
o
=
o
o
i

Shut Down. ..

C:\Program Files\Cisco\Cisco AnyConnect UPN Client>




C ncnonb3oBaHuem
KIIneHTa

CpaBHeHMe KINTUeHTOB

OCHOBHbIE OTNNYUS
Cisco VPN Client Cisco AnyConnect

[MpyMepHbIN pa3mep ~10 M6ant ~1,2 Mbant

ABTO3arpyska
HavanbHaga yctaHoBKa AuctpnbyTtme

OunctpubyTtme
TpebytoTca nu npasa na Ha
agMuHMCTpaTopa’? TonbKo Npu ycTaHOBKe
[MpoToKon IPsec DTLS, TLS
Moonepxunaemble OC Pa3nnyHbie* Pa3nnyHbie**

: ®/Ci ®

[[OonoBHOE YyCTPOUCTBO oleee AC?SQO/%SSCCS S Cisco ASA/Cisco I0S
TpebyeTtcsa nu Ma Het

nepesarpyska KnmeHTta?

[MnaTtHo

JInueHsnpoBsaHue BecnnaTtHo
H P (2 no ymon4yaHuio)

* W2K/XP x32, Vista x32, Mac OS X 10.4/10.5, sidpo Linux 2.6, Solaris UltraSparc
** W2K x32, XP x32/x64, Vista x32/x64, Mac OS X 10.4/10.5/10.6, si0po Linux 2.6, Windows
Mobile: Windows 7 x32/x64



]
MapLpyTusauus ans I
AnyConnect Ha ASA

= MapuwpyT no ymondaHuto Ha ASA obbI4HO HanpasneH "Hapyxy"

= ASA OyaeT mapuwpyTusnpoBaTb HedawwmdpoBaHHbIN Tpaduk oT VPN-
KNWEHTOB Ha LUSI03 MO YMOMNYaHUIO (ECNU NOAXOAALWLNIA MapLUPYT He
oOHapy>XeH)

= KntodeBoe cnoeo "tunneled” no3sonseT 3agaTte MapLUpyT N0 YMO4YaHUIO
o518 pacwmgpoBaHHOro Tpadguka (0bbIYHO nony4vaTenb HaxXo4MUTCH BO
BHYTpeHHen obnacTtu ceTn)

Configuration > Device Setup > Routing > Static Routes

Specify static routes,

Metmask/ Metric/
Interface  IP Address Prefix Length Distance

inside 10.1.99.0 255.,255.255.0 10.1.30.12 DRE
inside 144.254.0.0 255.255.0.0 10.1.30.12 1 None
outside 0.0.0.0 0.0.0.0 10.1.36.12 1 None

Gateway IP

Y C N SIS Sl ST s T



C ncnonb3oBaHuem
KIIneHTa

[Mpocdunb AnyConnect

= HacTpouku

KITMEHTOB
XPaHATCA B
npodunax

[Tpodounn moryT
ONHaAMMNYECKU
3arpykatbcq Ha
KITMEHTOB Npu
NOAKIMHOYEHNN K
VPN-wwno3y

[Tpodounu
3anncaHbl Ha
a3blke XML

El MunlabProfile1.xml - WordPad

File Edit Yiew Insert Format Help

D@ SR #] o [=@]-| B ¢

k?xml wversion="1.0" encoding="UTF-8"2>
<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/" xmlns:xsi="http://uwww.
<ClientInitialization>
<UseStartBeforeLogon UserControllable="true">false</UseStartBeforeLogon>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreOverride>false</CertificateStoreOverride>
<AutoConnectOnStart UserControllable="true">true</AutoConnectOn3tart>
<MinimizeOnConnect UserControllasble="true">true</MinimizeOnConnect>
<LocallandAccess UserControllable="true">true</Locallaniccesss>
<AutoReconnect UserControllable="false">true
<AutoReconnectBehavior UserControllable="false">DisconnectOnSuspend<
</ AutoReconnect>
<AutoUpdate UserControllable="false">true</AiutoUpdate>
<RSASecurIDIntegration UserControllable="false">Automatic</R3IASecurIDInteq:
<WindowsLogonEnforcenment>3ingleLocallogon</WindowsLogonEnforcement>
<WindowsVPNEstablishment>LocalUsersOnly</WindowsVPNEstablishment>
</ClientInitialization>
<ServerList>
<HostEntry>
<HostName>munlab-asa-vpn-outside</HostName>
<Hostiddress>10.1.36.50</HostAddress>
<UserGroupracprofile</UserGroup>

</HostEntry>
</3erverList>
</ AnyConnectProfile>



e
[Mpodpnnb AnyConnect Profile — <

HacTpoukKa

= CpenoctBa
nogLepXuBaroTcA Kak
yactb ASDM (ASA Bepcun
8.3 n ASDM Bepcuu 6.3)

= YnpaBneHnue
6 OJ-I b LIJ M H CT B 0 M [] Use Start Before Logon User Controllable
napameTpoB KINEHTOB, i
BKITIOYad entens s
Auto Connect On Start User llable
AlwaysOn Ery Sy
ttttttttttttt [Juse llable
Locallan Access N
M MHOrOe OpYroe... Riiiiffii tttttt S
= CoxpaHeHue B popmaTte
XML-dhanna




e
Mpodomnb AnyConnect Profile — <~z

HaCTPOMUKa

= [1podhunb aBTOMaATUYECKHN
3arpyaeTcs KIIMeHTOM Mnpwu
NoAKNYeEHNN

<0 Cisco AnyConnect ¥PN Client = |El| ﬂ
% Connection | @ statistics | & about |

= [1pu ycTaHOBKe v
coeuHeHns npoBepseTcs cisco
KOHTpOsbHaa cyMmma
npodouns. Ecnn
nokasibHbI Npodunb Obin
MoanduumnpoBaH, OH
3ameHsieTcs podunem m3 Sl
LeHTpann3oBaHHOro ~ loaded on
XpaHunuuia. the client

_[(_Ihecking for profile updates...




C ncnonb3oBaHuem
KIIneHTa

AnyConnect n ceptucdpumkarbl

= lo AnyConnect Bepcuun 2.3:

KnueHTy TpeboBanuck npaBa agMMHUCTpaTopa Afisi CYUTbIBAHUS
cepTnnKaToB N3 xpaHunuLla KoMmneoTepa

= AnyConnect Bepcun 2.3 n 6onee nosgHux

KnneHT MOXeT cunTbiBaTb cepTUdMKaThl N3 XpaHUMULL, Norb30BaTeNS
N KOMMbloTepa

XpaHunuile ceptudomkaTtoB onpegensetcsa B npodurne AnyConnect

Profile Name:

[ Preferences | Backup Servers | Certifi

[ ] Use Start Before Logon

[ | Show Pre-Connect Message

Certificate Store

All v
All

L

Machine

User




Bes ncnonb3o-
BaHUA KNMeHTa

AnyconneCt M ce pTM*MKaTbI C ucnonb3oBaHueMm

KIineHTa

= AnyConnect nogaepxvnBaeT ayTeHTUdMKaLMIO C UCNOSNb30BaHNEM
cepTudukata 1 nocneayoLLMmM 3anpPocoM NMMEHU NoNb3oBaTeNs

Authentication
Method: < (&) aaa (O Certificate () Both }
AAA Server Group: MUNLABRADIUS v Manage...

[ ] Use LOCAL if Server Group Fails

R




be3 ucnonb3o-
[MpeaBapuTenbHOe yKazaHne MMeHU

nonb3oBaTtena u3 ceptudukara C wenonksosanuen
W&rtiﬁcate
- M MA NOJ1b30BaTESIA Pre-fill Username from Certificate:
MOXET 6 bITb [ ] Hide username from end user
N3BJ1ie4eHOo N3
ce pTM Cb nKaTa (3) Specify the certificate fields to be used as the username
Primary Field: CN (Common Mame) v
- VI MA NOJ1b30BaTes1A Secondary Field: | OU (Organization Unit) v
MOXeT 6 biTb CKp bITO () Use the entire DN as the username
OT NoJib3oBaTesid () Use script ko select username
= HacTtpouka B

npodune L
NoaKN4YeHnsd



- 0000000000000000000]
PacnpocTpaHeHne CePTUPUKATOB  creroneoasmen

c nomowbio SCEP

= KnneHTtckne ceptudukarhbl 7 Cisco AnyConnect WoNClient, |- | 0% IR
MOFYT PacnpoCTPaHATLCS C Bl Corvectin |0 55205 | kot |
nomoLubto Active Directory n |
GPO (pekomeHayeTtcs ans
WI ndOWS) Cisco AnyConnect VPN Client

™ Kpo M e TO I-O , K e HTCKM e | Certificate Enrollment - Certificate successfully imported.
cepTudukaTbl MOTyT
3anpawmBaTtbcd no SCEP

= [NlapameTpbl pacnpocTpaHeHns | |
no SCEP onpegenstoTcs B e |
npodoune KnmeHTa R—
AnyConnect

Enroll

Certificate Enrollment - Certificate successfully imported.




r 2

C ncnonb3oBaHueMm

NMpumep: SCEP
NMapametpbl SCEP B pepaktope npoduns

Cisco AnyConnect Client Profile Editor - Beta
File Help

N1
CISCO

Profile Name:

" Certificate Match |  Certificate Enroliment | Server List | Mobile Policy |
Preferences I Preferences (cont) f Backup Servers

Certificate Enrollment

Certificate Expiration Threshold (days) |

Automatic SCEP Host {vpn.stgbu.cisco.com!cei

CA URL [http:m72.18.1U.4Ulcertsrv!mscepfmscep.dlll

Prompt For Challenge PW
Thumbprint | |
Certificate Contents:

C Name (CN) [%USER% D Qualifier (GEN) | |
Department (OU) | | Qualifier (DN) | |
Company (0) lcisco | city() | |
State (ST) | | Title () I |
State (SP) | | cADomain | |
Country (C) [ | Keysize | |

G’“a“ (EA) %USER%@stgbu]cis| [ Display Get Certificate Button

Domain (DC)



',

. MpuBoguTtcs
AnS crnpaBKu

JJononHuTenbHO: pacnpocTpaHeHue
ceptudpukatoB no SCEP

XpaHunuuwe ceptudukatoB nocne 3anpoca SCEP

Windows:
= [NepcoHanbHOe XpaHunuLie cepTupmnKaToB Nnonb3oBaTens
= XpaHunuiie KOMNbIOTEpa Npu HariM4Mm AOCTaTOUYHbIX NPUBUNErnm

Mac OS:

= CepTudukarbl, nonyyeHHble no 3anpocy SCEP, no6aBnsaoTCcA TONbLKO B
ueno4ky "login”

Linux:

= Ha Linux nogaepxuBaeTtcs xpaHunuuie ceptucpumnkatoB 6pay3sepa Firefox

YBegomneHue o6 ucteyeHMn cpoka aencTema ceptudukara

= AgMuHucTpaTopbl AnyConnect MOryT HacTpouTb NPOPUNb KIIMEHTA TaKUM

ob6pa3om, YTo nonb3oBaTesnin oyayT nonyyatb yBegomsieHne 06 ncte4yeHnun
CpoKa aeucTBuA ceptudumkara



ConocTaBrneHue cepTndUKaToB
rpynne L

= [Tonb3oBaTenb 3anyckaet AnyConnect -> npodursb
BblOMpPaeTCs Ha OCHOBAHUU 3aJaHHbIX KpUTEPUEB

* MogknoyeHne OAHUM LLEJTHKOM

Device List o /g X Configuration > Remote Access ¥PN > Advanced > Certificate to SSL ¥PN Connection Pro ,

% add ﬁ Delete ﬁ Connect

Define rules to map certificates to desired connection profiles (tunnel groups). Use the bottom table &

@ asal,stgbu.cisco.com

- 21172.16.254.10

together with their matching criteria For the selected rule.

Certificate to Connection Profile Maps

Connection & Add [ Edit [ Delete

—-. W

! Profile to be

Remote Access YPN Map Name Rule Priority Mapped to Connection Profile

mapped

Mapping Criteria
@ add [ Edit| [ Delete

Field Component Operator Value

Organization (O) Equals  |cisco

@@ Default
-3 Mac and Linux Cac

| i Host Scan Profile is
#-[23 Certificate Managemen

----- Language Localization mapped if the
criteria is
matched

o DNS
@

= Advanced

§ h4 .
42+ Connection Gateway
w ; <l




OBECNEYEHUE BE30OMNACHOW
MOBUIIbHOCTHU



be3onacHada MOOUINBLHOCTDL

= BO3MOXHOCTbL LIEHTPanM3oBaHHOIo = PaboTaeT COBMECTHO C
KOHTPOMS COCTOSAHNSI 6€30nNacHOCTU U Cisco ASA VPN,
yrnpaBreHusi NonuUTUKamm YCTPONCTBOM 3aLUUThI

= Ecnu ronosHoe ycTpomcTBo MHTEPHET-Tpauka
HEAOCTYMHO, (WSA) n AnyConnect

= rnepexon B coctosHue fail-open
(NMpaAMOW OOCTYn K CETWN)

NI

= nepexon B coctosiHue fail-closed
(HeT gocTyna K CeTun)

O6meH nHdopmaumen
mexnay Cisco ASA m




NMocTosiHHOE BKNro4YeHue/

nognoepxaHme 6e3onacHoOCTHU
KoHdourypauma ASA

',

. MpuBogutcs
ONs crnpaBKu

r Editinternal o upPolicy Al HHerpPolicy, ml
-~ General Keep Installer on Client System: @) Yes (O No
~-Servers
=-Advanced Cormpression: (®Enable () Disable
~Split Tunneling
~IE Browser Proxy | Datagram TLS: (®) Enable () Disable
FRSSL VPN Client
#-IPsec Client Keepalive Messages: [ |pisable Interval: 20 seconds
MTU: 1406
Client Profile to Download: -- None --
Service Profile to Download: -- None -- New...
Optional Client Modules to Download:
[ Always-On YPN: () Disable (@) Use AnyConnect Profile setting ]
BknroyeHue

Always-On VPN
B 3aBUCMMOCTH
ot npoduna

Find: @ o @ r:

OK ] [ Cancel ] [ Help ]




3anaHune WSA

Ha ASA

',
MpuBoguTtcs
ONs crnpaBKu

I 3

CiECOMAS D)
File View Tools Wizards Window Help Look For: " | " l "
@ Home|0% Conﬂguration| [a Monib:ring| LB Save GRefresh| o Back \) | ? Help’ ' CiIsco
(]

Remote Access YPN o B X

2 Introduction
etwork (Client) Access

~-@Di IPsec Connection Profiles
- §83 Group Policies

; i} Dynamic Access Policies
.

- [T@ AnyConnect Client Profile
#-Bp Address Assignment
-7 Advanced
-8 Clientless SSL VPN Access

AssAocal Users
i Secure Desktop Manager

[ Certificate Management

Language Localization

22 Load Balancing
' DHCP Server

o DNS
-7 advanced

B

< e

&) Device Setup

% Firewall

(4] Remote Access VPN
Site-to-Site VPN

@ Device Management

AnyConnect Connection Profiles

#- T AnyConnect Customization/Locs

5]

network.

Service Access Control

& add| @ o

Interface

Service Setup
[JEnable Mohile Use Security Service

WS4 Access Password:

Confirm WSA Access Password:

MUS Host: mus.cisco.com

[ Show WSA Sessions ]

Configuration > Remote Access YPN > Network (Client) Access > Mobile User Security

Mobile User Sercurity service let WSa (Web Security Appliance) to scan traffic from AnyConnect clients to ensure no virus enter the enterprise

Specify the addresses of the hosts/networks from where WSas can communicate with this security appliance.

IP Address

Mask/Prefix Length

ObecneueHue
B3aMmopaeucTemsa
WSA

<admin> |15 3 R 8/26/09 9:49:28 AM PDT




',
MpuBoguTtcs
ONs crnpaBKu

Hactpounka WSA

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by User Location: O Local Users Only (2)

) Monutukn
® Remote Users Only (2)
O soth yAaneHHbix/
bIX

Define Members by Subnet:
noab3oBaTeneun

{examples: 10.1.1.1, 10.1.1.0/24, 10.1.1.1-10)
Define Members by Protocal: ® all protocols

O HTTP/HTTPS Only (2)
O HNative FTP Only

ASA
SSO

Define Members by Authentication: | 1dentify Users Transparently through Cisco ASA Integration v | (2)

Select a Realm or Sequence:

Authorization of specific users and groups is defined in subsequent policy layers
(see Web Security Manager = Decryption Policies, Routing Policies and Access Policies).

Authentication Surrogate for Transparent Proxy
Mode  Surrogate ® 1P Address

Type:(?) ) )
Persistent Cookie

Session Cookie
O Apply same surrogate settings to explicit forward requests

If this option is not selected, no surrogates will be used with explicit forward
requests and NTLM credential caching will not be available to these requests.,

Explicit Fgryuard
Request:(?2)

b Advanced | Define additional group membership criteria.




OTyeTb

[summary | URL Category | Anti-Malware | Web Reputation | Applications ]

Time Range: | Day

Business and Industry
Search Engines and P... [T
Computers and Internet [Z ]

v

23 Sep 2009 11:00 to 24 Sep 2009 11:16 (GMT -0700)

Top URL Categories -Remote Users

Top URL Categories - Local Users

Business and Industry [T
Search Engines and P... [T
Computers and Internet [T

1 WSA o nonb3oBaTensx

',

[summary | URL Category | Anti-Malware | Web Reputation | Applications ]

Time Range:

Top Application Types - Remote Users Top Application Types - Local Users

. MpuBogutcs
AnA cnpaBKu

Social Networking
https no decryption [T
Reference

Sacial Networking
https no decryption

Reference
Instant Messaging [T —

Media [T

Instant Messaging [ m—

Media [mmmm
Presentation / Conferenc... [7]
—

Tronport Internal
Shopping
Advertisements [N

Tronport Internal
Shopping
Advertisements I

Presentation / Conferenc...

Evasive Proxies Evasive Proxies

News [T News [T —r
1 v . o 4000 8000 o 4000 8000
0 1006 200k 30.0k o 1006 200k 300k
Transactions Transactions
Transactions Transactions
Compieted B Blocked Completed [ Blocked
Completed [ Blocked Completed [ Blocked
Info... | Export... Info... | Export...
Info... | Export... Info... | Export.

Top Applications by Blocked Transactions - Remote Users Top Applications by Blocked Transactions - Local Users

Paspen yaaneHHoro

A0CTyna

Top Blocked URL Categories - Remote Users

Advertisements 8243 Advertisements

Uncategorized URLs Uncategorized URLs
News [l 224 News |l 224
Web Hosting | 118 Google Talk |EEEEG—_-— 114

Yahoo Instant Messenger I

Web Hosting | 118
Porn | 54 Porn | 54

Google Talk |IEEEG—_:N_G 114
Yahoo Instant Messenger i

Business and Industry | 38 Business and Industry | 38 Bypassthat | 4 Bypassthat | 4
Adult | 16 Adult | 16 HTTP Proxy | 3 HTTP Proxy | 3
Computers and Internet |9 Computers and Internet | 9 Asproxy |3 Asproxy |3

= = Kateropuu URL - —— M
Search Engines and Portals | 5 o 100 200 200 o 200 20 0

Search Engines and Portals |5
—T— T

T 1 T T
0 4,000 8,000 120k 0 4,000 8,000 Transactions

120k Transactions

Kateropuu 6n10Kkupyembix
URL

Info... | Export... Info... | Export...

Application Types Matched - Remote Users

Items Displayed 10|

Transactions. Transactions

Info... | Export. Info... | Export.

URL Categories Matched - Remote Users

Application Type Banduwidth Used Transactions Completed Transactions Blocked Total Transactions v

Items Displayed |10 v Instant Messenging 564.2MB 7,089 a8 7,277
Bandwidth Web Transactions I-I fedia 44.7MB 1,781 L) 1,781
URL Category Bandwidth Saved by Blocking | Bandwidth Used Completed Blocked | Total v 0 ny’l ﬂ p H bl e TM |1 bl Presentation / Conferencing 39.0m8 1,641 o 1641
Business and Industry 456.0KB 122.8MB 26,3k 38 26.3k Evasive Proxies 0218 o 781 781
~ Info... | Export,
Search Engines and Portals 60.0KE 149.2MB 19.8k 5 19.8k n Mn OmeH M M (5 | B0
Computers and Internet 108.0KB. 850.4MB 14.4k 9 14.4k Application Types Matched - Local Users
Social Networking 0B 173.0MB 13.6k 0 13.6k [ Items Displayed (10 v |
hitps o decryption o 132,000 133k o o3k SKOHOMMUA N ponycKHOU T S s e Tes ol M el e I o 1 e e
Reference o 30.9M8 118k o 11k Instant Messenging 564.2MB 7,089 a8 7,277
Tronport Internal e 351.1MB 116k 0 116k fredis 44.78 1,781 Ll 1,781
shopping S0.0KB 24.0MB Took s Took c n oco H OCTM Presentation / Conferencing 39.0M8 1,641 0 1,641
Evasive Proxies 0.2me 0 781 781
Advertisements 95.9M8 311.5k8 20 8,180 8,200
Info... | Export...
News 2.6MB 69.6MB 7,713 224 7,037

Applications Matched - Remote Users

Info... | Export...
Applications Application Type Bandwidth Used Completed Blocked | Total -
] 10 ‘Yahoo Instant Messaging | Instant Messaging 564.2 7,267 10 7,277
Bandwidth Web Transactions YouTube Media 447 1,781 0 1,781
URL Category Bandwidth Saved by Blocking = Bandwidth Used T Completed | Ti Blocked = Total v MPEG Media 15.0 1,691 3 1,694
Business and Industry 456.0KB 122.8MB 26.3k 38 26.3k Flash Video Media 39.0 1,641 0 1,641
Search Engines and Portals 60.0KB 149.2MB 19.8k 5 19.8k Google Talk Instant Messaging 13.2 1,379 114 1,493
Computers and Internet 108.0KB 850.4MB 14.4k 9 14.4k Info... | Export...
https no decryption 0B 132.0M8 13.3k 0 13.3k Items Displayed |10 v
Reference L) 90.9MB 11.8k o0 11.8k Applications. Application Type Bandwidth Used Completed Blocked | Total v
Ironport Internal 0B 351.1M8 11.6k 0 11.6k Yahoo Instant Messaging | Instant Messaging S64.2 7,267 10 7,277
Shopping 60.0KB 84.0MB 10.9k s 10.9k YouTube Media 447 1,781 0 1,781
Advertisements 95.9MB 311.5KB 20 8,180 8,200 MPEG Media 15.0 1,691 3 1,694
Nows 2.6MB 69.6MB 7,713 224 7,937 Flash Video Media 39.0 1,641 0 1,641
Google Talk Instant Messaging 13.2 1,379 114 1,493

Info... | Export...

Info... | Export...




BE3OMNACHOCTb OKOHEYHbIX
YCTPOUCTB



- 0000000000000
CpeactBa 3alUTbl OKOHEYHbIX

YCTPOUCTB

= BCTpOEHHbLIE BO3MOXHOCTM YCTPOUCTBA
opraHusauun VPN

PaspelueHne gocTtyna B 3aBUCUMOCTU OT BPEMEHU CYTOK
Cnuckn ACL anga cetu

Cninckn ACL ansa nHtepHeT-pecypcos

Cisco Secure Desktop (CSD)

CkaHnpoBaHMe XOCTOB
OunHamunyeckne nonutnku goctyna (DAP)

= PaclumpeHHble BO3MOXHOCTM npu ncronb3osaHum NAC
YctponctBo NAC Appliance



MapuwpyTtusauus: nutepdgencoi/cetn VLAN
[ToNNTMKM Ha OCHOBaHUM Mosib3oBaTeNen/rpynn

= ConocTaBrieHue nonb3oBaTenemn N
rpyrnnam Ha OCHOBaHUW poneu e P |

Address Pools: [V Inherit |

* [Acnonb3oBaHue rpynnosou
rl OJ—I M TM KM IE'IJ-Iﬂ O rpa H M LI e H M ﬂ Tunneling Protocols: [v Inherit J© Clientless S5LYPH = S5l YPWIClient  J© IPsec [ L2TR/IPsec
aoctyna K ucxogdawmm cetam VLAN Fier: W bt | Al

NAC Policy: [ Inherit |

More Options PN

Access Hours: v Inherit I

Simultaneous Logins:_IZ Ioherit ;
< Restrict access to WLAN: [ inherit I-- Unrestricted -- )
——
vian 10

Name: < lpartner ,
Banner: v Inherit I

Address Pools: [V Inherit |

More Options A

Tunneling Protocols: [v Inherit J© Clientless S5LYPH = S5l VPN Client &= IPsec  [© L2TR/IPsec

11 [ ]
N
I I I I Filter: v Inherit I LI Manaae, .,
NAC Policy: [ Inherit | Manage. ..
=] =l =l =] =] ,
Access Hours: [V Inherit I

Simultaneous Logins: [ Ioherit |

B HYTpeHHUue pecypchbl Pecypc bl AnA < Restrict access to YLAN: [~ Inherit |10 (assigned to interface: shared) E
COBMECTHOro gocrtyna

NMoteHumanbHasa nHterpauma ¢ VRF




be3onacHOCTb OKOHEYHbLIX YCTPOUCTB
PekomMmeHaaumnm no metogy Aocrtyna

= [lonHoe TyHHennposaHune (AnyConnect)
PaCCManI/IBaTb KakK y,EI,aJ'IeHHbII7I y3€eJ1 CeTU

[MpenocTaBnATb YCNOBHbIW AOCTYN HA OCHOBAHMA
NOEHTUPUKALUMOHHBIX AaHHbIX U Pe3yribTaToB OLEHKM 6e30nacHOCTHU

Ncnonb3oBaTb ceTeBble cnuckn ACL ans orpaHnveHnsa goctyna

= SSL VPN 0e3 ncnonb3oBaHnsa KnneHTa
MNpenocTaBnAaTb AOCTYN TOMNBbKO K onpeaeneHHbIM MPUIoXeHNAM

MpenocTaBnATb YCNOBHbIN AOCTYN HA OCHOBaHUM
NOEHTUPUKALIMOHHbBIX JaHHbIX U pe3ynbTaToOB OLIEHKN ©Be3onacHOCTH

Ncnonb3oBaTb cnuckn ACL ans uHTepHeT-pecypcoB Ans orpaHnYeHnst
oocTyna

ObGecneumBaTb 3aLLUUTY OT YTEYKN KOHDUAEHUMATbHbLIX JaHHbIX



r 2

CoobpaxeHusa no sawmte SSL VPN

MocTaBLWwumK 4
OKCTpaHeT-
KOMNbIOTEP

HekoHTponupyembin MK

YpaneHHbIN nonb3oBaTenb
KomnbroTep, ynpaBnaembin
3aKa34nmKom

B xope ceaHca SSL VPN Mocne ceaHca SSL VPN

3almLleHbl M JaHHble O * Web-cTpaHuubl B KaLle
ceaHce? Gpaysepa?

3awmuieHbl N1 BBoAUMbIE » [laponu coxpaHeHbl B 6pay3epe?

Mepen ceaHncom SSL VPN
KTO KOHTpOnMpyeT OKOHeYHoe
YCTPONCTBO?

OueHKa 3alUULLEHHOCTH
OKOHEYHOro YCTPOWCTBA:
aHTMBUPYC, NepcoHanbHbIn MC3?

naponn?

* YpaneHbl N 3arpyXXeHHble
3anyLieHo N1 BpegoHOCHOEe dannb?
no?

3anyLieHo nn BpegoHocHoe MO?




- 00000000000__]
YnpaBrneHue OKOHeYHbIMN YCTPONCTBaMM

AnAa co3paHusa TyHHena SSL
KrnneHt AnyConnect

= [lonnTuknM nonb3oBartenen v rpynn
HasHa4yeHue IP-agpeca Ha oCHOBaHUM CBELEHUM O Mosfib3oBaTene/rpynne
[MpumeHeHune ceTeBoro cnmucka ACL
OrpaHunyeHne goctyna ¢ nomousio VLAN

= [ToNNTUKK, NPUMEHSIEMbIE HA OCHOBaHUN KPUTEPUEB OKOHEYHOTO
yCTponcTBea

Cisco Secure Desktop (CSD)
HuHamunyeckas nonntuka goctyna (DAP)

HacTtpoika nonutuk ans KomnbloTep ¢ KnneHTom
nonb3oBaTtenen/rpynn AnyConnect

CepBepbl ‘///
DHCP/RADIUS/OTP

=— i/
Ecﬁm

y
—

VPN-
KOHLleHTpaTop
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YnpaBrneHue OKOHeYHbIMN YCTPONCTBaMM

ana SSL VPN 6e3 ncnonb3oBaHUA KNMeHTAa

= [TonuUTUKK Nonb3oBaTenen n rpynn
OrpaHunyeHne goctyna ¢ nomowbio VLAN
[MpumeHeHne cnncka ACL gna nHTepHeT-pecypcoB
KoHTponb BBoga URL
KoHTpornb nogkntoveHmst K gannoBoMy CeEpBEPY M MPOCMOTPa PeECYpPCOB

" |_|OJ'IVITI/IKI/I, npuMeHAeMble Ha OCHOBaHNN KpUTepmeB OKOHEYHOIO
yCTpoucCTBa
Cisco Secure Desktop (CSD)
AnHamunyeckas nonutuka goctyna (DAP)

Hactpowka nonutuk gnsa KomnbloTepbl €
nonb3osartenen/rpynn nopaepxkon SSL

CepBepbl / -
Ta
DHCP/RADIUS/OTP csDIcKaH“p°BaH“e xoc =
_a—— P Sl
= P . . e
L= e S0 =

VPN-
KOHLeHTpaTop
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3awmTta KoHpmnaeHUNanbLHOW

MHpopMauun
Pucku ncnons3oBaHuss VPN Ha cuctemax obLiero nonb3oBaHUS

= Gaunnbl cookie
iMeHa nonb3oBaTtenen n naposnm

= XXypHan URL

= CTpaHuLbl B KaLle
KoHunaeHumanbHble AaHHbIe

= 3arpyxeHHble doannbl



Cisco Secure Desktop

[Toonepkka ceaHcoB 0e3 MCNONbL30BaHUS KITMEHTA U C
ncnono3osaHmem AnyConnect
= OueHKa nepea NOAKMIOYEHUEM:

O Ll'e H Ka M eCTO n On O>Ke H M ﬂ - Mause, Kepsaard, nm ;eu:;;.‘coaou. ua‘l‘. s«m card, Floppy dish...
ynpasngemMbln unun Heynpasnsemoin MNK?
COop AaHHbIX O KOMMbIOTEPE

# Windows 2000 unu XP Cisco Secure Desktdp

Operating ST NANKVES NSY Il ARV ITE rESSUTCES Protecizd ang secure 200¢ (process cantral,

= 3awuTa ceaHca: S S e
- WNcxopHbin pabounn - o
N3onaums gaHHbIX U UCNOSNb30BaHMe cton Ef:n""gg“D"'“ paouun
LUndpoBaHMA A4 3alMThl cCeaHca
= OuyucTKa nocrie ceaHca padoTbl: Ve | =
Mepesanuck 3alumMdpoBaHHOro pasgena T = S
(He npocTo yganeHue) L \X

[lepes3anuck kawa, nctopmmn n pansios
cookie

[Mepesanunck 3arpyxeHHbIX doannos u
BJTOXXEHUI
9JTIEKTPOHHOM NOYThI

[lepes3anuck 3annceun cpeacTts
aBTOMaTU4YECKOro AOMNOSTHEHUS Naposien



Cisco Secure Desktop
Cxema paboThl (nepea npouenypon Bxoaa)

= [lar 1. YganeHHbI nonb3oBaTenb NoAkK4aeTcs
K VPN-koHUeHTpaTopy no SSL.

= lar 2. VPN-koHueHTpaTtop 3arpyxaet Ha K Secure Desktop.

= [lar 3. C noMmoLbio NpOBEPOK onpeaensieTcs
coctosiHue K (unu Bxon 3anpellaeTcs).

= Lar 4. Ha ocHoBaHuM napameTpoB
yaaneHHoro lNK npumeHstoTca nonutukm CSD.

LleHTpanbHbIN ochuc

Cisco Secure
Desktop

HactonbHbin MK
COTPYAHUKA




Cisco Secure Desktop

[lepeBo MPUHATUA peLLUEeHNN nepeﬂ, BXOO4OM
= [lopgaepxnBaemeoie

rl p O B e p KM Below is the pre-login decision tree for the Windows Locations. Additional checks can be inserted by clicking the + symbol at the

beqinning of a node. Checks can be removed by selecting the node and pressing delete. Leaf nodes can either be set to "Login
Denied", a Windows Location, or link to a subsequence.

[1lpoBepka peecTpa

[TpoBepka hannosou

Windows Location Settings

CUCTEMBI Start > —| Windows Version? J S 2KIXP Only
[TpoBepka o
cepTuukaToB

Win ZKRP Only —{Centificate Check? [P
[TpoBepka Bepcuu e
Windows

Company Asset > —{IP Address Check? [
I_IpOBepKa IP-aﬂpeca Failure

= KOoHeYHble y3nbl
Bxopn 3anpelyeH
[TapameTpbl MECTOMOOXEHUSA

[ononHutenbHaga npoueaypa



Cisco Secure Desktop
[TapamMeTpbl MECTOMOOXEHUSA

= Secure Desktop (3awmeHHoe XpaHUnumLe) unm cuctema OuYnUCTKN
KoLla

= Cncrema obHapyXeHusi CpeacTB permcTpaumm HakaTui KnasuLl
N cpen aMynsauum

Secure Desktop General Secure Desktop Settings
v Enable switching between Secure Deskbop and Local Desktop [~ Restrict application usage to the web browser only
|~ Enable Vault Reuse {User chooses a password) [ Disable access to network drives and network folders
|~ Suggest application uninstall upon Secure Desktop closing [ Do not encrypt files on network drives
[~ Force application uninstall upon Secure Desktop closing [ Disable access to removable drives and removable folders
|V Enable Secure Deskkop inactivity timeout [ Do not encrypt files on removable drives
Timeout After: |S v | minute(s) [ Disable registry modification
|V Enable Secure Desktop inactivity timeout audio alert [ Disable command prompt access
[~ Open following web page after Secure Deskkop closes [~ Disable printing
URL: |

[ Allow email applications ta work transparently

Secure Delete: |3 v | pass(es)

[ Launch the following application after installation:

Program Filesy I



Cisco Secure Desktop

',

. MpuBoauTcs
AnS crnpaBKu

Ob6HapyXeHue cpeacTB perucTpaumm Haxxatuim KnasuLl

[Mpun yctaHoBKe ceaHca CSD
NpoBepPSiET CUCTEMY XOCTa Ha
npeamMeT aHOMarbHbIX ApanBepPOB,
cBMaeTenbCTBYOLWNX O paboTe
nporpamMm, KOTopble PErMCTPUPYIOT
Ha)kaTusl KnaBuLL.

CSD npegnaraeT nonb3oBaTento
BbI6paTb NOO03pPUTENBHbIE MOAYN
N 3aBepLUNTb UX paboTy nepea
3arpy3koun Secure Desktop.

[Noka nonb3oBaTernb He
NOATBEPAUT, YTO BCE
OoBHapy>XeHHbIE MOAYNWN SABNSAKTCS
©e3onacHbIMK, coeauHEHNEe He
OyneTt ycTaHOBIEHO.

Ecnun B npouecce paboTkl ¢ Secure
Desktop 6yaeTt obHapyxeHa
nonbiTKa yCTAHOBKWN cpeacTea
perncTpauum HaxxaTum KnasuLl,
nonb3oBaTenb NONy4nT
COOTBETCTBYIOLLEE YBEAOMIIEHNE.

“lseo SECUREDESKTOPlorSSLVPN

Suspicious modules that are involved during a key stroke are listed below. Check the items that
you consider safe. You will be able to proceed if all items are checked.

Safe | Module | Company | Signed | |
C:\Program FilesiLogitech\SetPointilgscroll dll Logitech Inc. Mo Click for infa
CAWINDOWS\system32\DRIVERS\SynTP.sys Synaptics, Inc.  No Click for info
CAWINDOWS! System32\DRIVERS\TPInput. sys 1BM Corpora... Mo Click for infa

[~ Do not show this dialog next time if all modules are safe

[Proceed J ~Quit




]
BupTtyanbHaa KnaBuatypa v cpeacTBo

OOHapyXeHUusl NporpamMmm, permcTpupyroLmnx

Ha>XaTunAa KrnaBull
Ctpanunua Bxoga B WebVPN

3 https://80.0.1.7/ +CSCOE+/logon.html - Microsoft Internet Explorer = |D|L|

J File Edit VYiew Favorites Tools Help .-7,'
J QDeack ~ ) -~ [¥] [2) (| P search YeFavortes €| (2- i B E & 3
| address [&] hitps:/780.0.1.7/+CSCOE+{logon.html ~| EJGo ||Links >

Username [webvpn

Password [essssses

Group

NEHEBREEEEEDREE
[ aflellell-Legv]lu]liffeo]CIT]N]
[Caps][a][s Lo (¥ Jla ][~ s Ik JT [ ]~ [Enter]
[ shift [z )[x][c ][« ][o](n][m][, ][ J[7][ Shi ]

| | | Clear ]

|&] Done [T | |8 @ trustedsites 4




Cisco Secure Desktop
Cxema paboThl (3Tan Bxoaa)

= |llar 5. Nouck cpeacTB pernctpaunm HaxxaTuim KnasuLl U cpen aMynsauun.

= |lar 6. CosgaHne 6e3onacHom cpeabl 1 NepeknoyeHne Ha paboTy co cpeaon
Secure Desktop.

= |lar 7. OTobpaxeHne okHa Bxoaa.

= |llar 8. Nonb3oBaTtensb BLINOMHAET BXO4 U HMUMMpYeT yctaHosreHne VPN-
NOOKNOYEHUS.

= [llar 9. BbinonHsieTca aHanua coctosiHua MK ans HaszHaveHusa DAP.

‘1 Close the Secure Desktop l e s

3 Switch to the Secure Desktop

28




Cisco Secure Desktop
Cxema paboTthl (nocne Bxopa)
= War 10. MNMpumensietca DAP (no pesynbTatam NpoBEPKN).
= lWar 11. YctaHaBnuBaetca VPN-noakntoyeHue.
= llar 12. lNonb3oBaTtenb MOXET nonydartb 4OCTYN K pecypcam.

= lar 13. lNocrne 3aBepLlieHns ceaHca (UNU UCTEYEHUA TanM-ayTa)
VPN-nogkntoyeHne paspbiBaeTcd, BbIMOMHAETCA O4YMCTKa Nocre
paboThkl co cpeaoun Secure Desktop.

ol SECURE DESKTOP
CISCO for WEBVPN

What do you want Cisco Secure Desktop to do?

SECURE YOUR DESKTOP. NOW. Swikches back to the Guest Computer and closes the Secure
Launch Login Page Deskkop.

Switch Desktop m
@e: All VPN session data will be wiped out upon dhosing

Close Desktop
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PaclwunpeHHasa oleHKa COCTOAHUSA

OKOHEYHOro ycTponcraa
BcTpoeHHble cpeacTBa NoBbILLEHNA 3aLULLEHHOCTH

@& Advanced Endpoint Assessment x|

[ Antivirus

* [lopaepxnBaemeoie
KOMMOHEHTI

[V Enforce Antivirus | Computer Associates International, Inc. LI

ICA eTrust Internet Security Suite Antivirus 7.x LI
™ Force File System Protection

AHTUBMpPYC

|V Force Virus Definitions Update
rlepCOHaanbIM MCS » if not updated in last l2_ days

Personal Firewall

CpeactBa 60pbbbl CcO
LLIMTMOHCKNMIW nporpamMmmamm

v Enforce Personal Firewall ITrend Micro, Inc. LI

ITrend Micro OfficeScan Client 7.x L‘

u I_I pe,D,OCTa BNAKOTCHA Firewall Action: [W’abbw;s

P
perynsipHble 0OHOBMNEHUS |
IEZE2

= He TpebyeTca ncnonb3oBaTb
ONHaMN4eckne NonnTuKn
goctyna

AntiSpyware

[V Enforce AntiSpyware  |Webroot Software, Inc. LI

|~ Force Spyware Definitions Update

if: not updated in [ast l days

oK | Cancel




OunHamun4veckasa nonutuka gaocrtyna (DAP)
ABTOpun3auus

* HoBbI MeTO4 0becnevyeHUs BbINOMHEHUS (C BEpCUn
ASA 8.0)

= [lononHAeT nnu nepeonpenenseT CywecTeyoLmne
aTpubyTbl aBTOPU3aLINM

* icnonb3yeT COBOKYMHOCTb Pe3ynbTaToOB OLEHKN U
OaHHbIX 06 aBTOPU3aALINA

* [logoepXnBaeT arperaunto Heckonbkux 3anucen DAP



]
MpuHuunobl DAP

= Kputepun Bblibopa

OnpepnensieT cooTBeTCTBYOWME aTpmnbyThl AAA

n (HeobasaTenbHO)
OnpepgenseT cOOTBETCTBYOLIME aTpUbyThl pe3ynbTaToB
OLIEHKM OKOHEYHOro YyCTpOoMCcTBa (HECKOSBLKO)

= PesynbTtaTt1 = npumeHeHue nonntukn DAP

= PegynbTaT2 = NPpUMEHEHNE HECKOIbKNX
cooTBeTcTBYOWMX nonntuk DAP



NMpumep DAP B ASDM(1)

Policy Name: Second-Policy
Description: ISecond-DAP Priority: |1
| Selection Criteria

e the AAA and endpoint attributes used to select this access policy. & policy is used when a user's authoriz . —
and every endpoint attribute has been satisfied. These attributes can be created using the tables below Assessment

gl expression text, M requires these
g bf the Following AAA Attributes values. .. ;J and th wing endpoint

AAA Attribute OperationfYalue Add l Endpoint ID [ Namej'Op;/ fYalue I Add
av.McAfeedy exists = true

cisco.memberof = Radius Edit l description = McAfee YirusScan Enterpri. Edit
0s version = Windows XP
Delete l = PR Delete

| AAA gives this | Logical Op.

[-Access Policy Attributes -

3l

Advanced

Configure access policy attributes For this policy. Attributes values specified here will override those values obtained from the AA4 system.

Action | Network ACL Filters | Web-Type ACL Filters | Functions | Port Forwarding Lis

|V Enable URL lists
Add=> |
IBookmarks LI
Delete |
Manage... |

alccess Method |

Policy Results
are here

oK I Cancel Help




NMpumep DAP B ASDM(2)

Policy Mame: Default-Policy

Description: |First-DAP Priority: IO

- Selection Criteria —

Define the AAA and endpoint attributes used to select this access policy. & policy is used when a user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below andfor by expanding the Advanced option to specify

the logical expression text.
—
the following AAA Attributes values. .. :J e following endpoint attributes are satisfied.

AAA Attribute Add Endpoint ID MName/Operation/Value

\

AAA Results

Add

clienttype = Any

Edit Edit

Delete Delete

iy

AnyConnectin Use Logical Op.

3l

Advanced

[-Access Policy Attributes -
Configure access policy attributes for this policy. Attributes values specified here will override those values obtained from the AAA system.

Action Metwork ACL Filters | web-Type ACL Filters | Functions | Port Forwarding Lists | URL Lists | Access Method |

Network ACLs
Metwork ACL (only all-permit and all-deny entries allowed) Block-SMTP-Port-25
Add>> |
|Block-SMTP-Port-25 |
\ Manage... | &I

Resulting ACLs

Available ACLs

oK I Cancel Help
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. MpuBoauTcs
AnS crnpaBKu

[lpaBuna arperauuun DAP

= ATpnoyT Action (Terminate nnn Continue)

DAP-1 DAP-2 DAP-3 Pesynstupytowasa DAP
Continue Terminate Continue Terminate
Continue Continue Continue Continue

= Cnnckn URL (cnncok1, cnncok2, cnucoks, ...)

DAP-1 DAP-2 DAP-3 Pesynstupytowas DAP

Cnucok1 Cnucok2, cnmcok3 Cnucok2 Cnucok1,2,3

= PyHKUMM Onsa ceTn 6e3 Ncnonb3oBaHUA KNMeHTa
(file-browse, file-entry, url-entry, ...)

PyHKUMA DAP-1 DAP-2 Pesynstupytowas DAP

File-entry enable disable enable

Url-enty disable disable




[lpocTaa npoBepka arperauun DAP

DAP1 memberOf = Sales URL-List 1

DAP2 memberOf = URL-List 2
Marketing

DAP3 memberOf = [loBepeHHbIN | Bce doyHKUMN

Sales/Marketing [K

USER-1 memberOf = Sales
URL-List 1
USER-2 memberOf = ]
Sales&Marketing URL-List 1+2
USER-2 memberOf = NosepeHHbI | URL-List 1+2

Sales&Marketing | 1K Bce coyHKUMM
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Pe3ynbTaTbl aBTOpM3auum (HeKOTopble)

= Terminate/Continue
= CeTeBble cnmnckn ACL
= Cnnckn ACL gns nHTepHeT-pecypcoB

= OyHKUMKM (paboTta ¢ hamnoBbiMu cepsepamn, URL,
NPUSIOXKEHNSMMN)

= Cnncku nepeHarpaBreHnsa nopToBs

= Cnnckn URL (HeT, onpeaeneHHbie URL)

= MeToa noctyna (AnyConnect, web-noptan)
= HacTtpouka nopTtana

" N MHOIoe apyroe...



YMNPABJNEHUE VPN YOAJNIEHHOIO
OOCTYMNA



MeToabl ynpaBneHus
BapuaHT |: nHTepdenc komaHaHOU CTPOKHK

" e e s sA v a T ML S e W W A T LA e W e T T

: Ext: Ethernet0/2 : address is 001d.a25c.5222, irq 255
: Ext: Ethernet0/3 : address is 001d.a25c.5223, irqg 255

* MO>XHO BbINMOMHUTb B | address is 001d.a250.5225, irq 255
BOJIbWYHK YACTb ssoss
HaACTpPOWKK, HacTpoka ...

SSL VPN moxeTt nostaane AShs503

enable password 2KFQnbNIdI.2KYOU encrypted

BbI3BaTb 3aTpPyaHEHUS pacous SRednanias. 1700 enceypeed

!
interface Vlanl
A no nameif
L H aCTpO VI Ka CS D C no security-level
no ip address
!

I-IOMOLIJ'bI'O KOMaHD'HOM interface vlanlo0

nameif VLAN1O

CTpOKM HEBOSMO)KHA i:c:fi-(ji:‘g;;etg;.igg.ljo 255.255.255.0

!
interface vlan20

nameif VLAN20

security-level 0

ip address 192.168.2.20 255.255.255.0
!

w s wte



MeToabl ynpaBneHus
B a p NaHT I I AS D M ;h(:or(n)e Cisco ASDM 6.1 for ASA - vpndemo-external.cisco.com

0%} Configuration‘ D Monitoring Q Save @Refresh o Back () ? Help |Look For:
000 Remote Access VPN 20  Configuration > Remote Access VPN > Secure Desktop Manager > Prelogin Policy
2 Introduction Prelogin Policy
— v Eb} Network (Client) Access
= B SSL VPN s oo
Cﬂ H aCT O M Ka nyConnect Connection Profiles Use the decision tree below to create prelogin policies. Click the + symbol to check for a specific r

£B; Ipsec Connection Profiles to rename a prelogin policy, change it to a subsequence, or change it to "Login Denied."

MO)KeT 6b|Tb BblnonHeHa C 83 Group Policies

il Dynamic Access Policies

b % AnyConnect Customization
rl O M O LL|| b I'O AS D M . : ::3;z::ssignment @ _@w.n 2K/XP/Vista < subsequence: Windows Start|
Heobxo ONMO U3MEHUTb MOPT| =t v [ Clentless SSL VPN Access Voo (isequence WiGoNs S|

£9} Connection Profiles

H , A : M _
S D M 44 3 } > G poral < Mac/Linux Default

rl O yM O.rl L'I a H M S [may B3 Group Policies e S—
:;' 10.1 i}\ Dynamic Access Policies o - —

Ha Opyrou nopr.

» & AMA/Local Users
pet | ¥ ﬁ Secure Desktop Manager

— 93 Setup Windows Start File Check? [ ——  (Kiosk]
R— OSH N ; ilure
x|Prelogin Policy [Falue -~ Default

» & Kiosk

» @ Mac/Linux Default

» @ Default

& Host Scan

» [@ Certificate Management
> Language Localization

22 oad Balancing

{i#' DHCP Server

& DNS

= ASDM nosBonger
BbIMOMHATE MOHUTOPWHT
VPN-nogkntoyeHnn un
npocMaTpuBaTh XypHarnbl
VPN

: H e p a3 p e LLI a I7I Te 'D' O CTy rl K DTLS-Tunnel AES-128 ’:;I;:SIST;;ODDed: i 616

Client Type: S5L ¥PN Client
Client Yer: Cisco AnyConnect YPN Agent for Wind.
Packets Tx: 1

o i S NN AR e B AT G A R

SSL VPN!

e
J

ASDM Yy’ ; bl 10,1552 e

C TOro uHTepdgenca,
- §
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MeToAb! ynpaBneHus
BapuaHT IlI: Cisco Security Manager

Objects

Ef3 AAA Server Groups
Efa, AaA Servers

[§¥ Access Control Lists
@ ASA Group Policies
=m0 i

Cisco Secure Desktop {(Routel
= —

3 File Objects
FlexConfigs

-?_;} IKE Proposals
®E Inspect Maps

= CSM nosBosndeTt 3agatb 00sbLUY YacTb
HacTpoek SSL VPN
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Kak adpcpeKTUBHO BbINONMHUTDb
HavyanbHoOe pa3BepTbiBaHue?

* icnonb3yute mactep SSL-VPN B ASDM

[lomoraeT co3aaTb XOPOLUYH HavanbHYy KOHdUrypauuio

* icnonb3ynte XML-Editor (3arpyxaeTtcs C
WWW.CISCO.COM) ANA peaakTnpoBaHua npodgunen
AnyConnect (Cisco VPN Client Tools ...unn ASA 8.3)

2 SSL VPN Wizard
| Secarty Management " SSL VPN Wizard

B'!_j Virtual Private Networks (WPN)

153 Cisco VPN Clients

D Cisco AnyConnect VPN Client

. B{1] cisco SSL VPN Client

- BT Cisco VPN 3002 Hardware Clients
 B{Z] Cisco VPN Client

= Cisco VPN Client Tools D
""" D Cisco Virtual Network Computing
- {7 secure Desktop

€ se e rovid S e Socket Layer (SSL) mote ectivity from almost any Internet-enabled
location using o Iy ‘Web brot d its native SSL encryption. Th ty appliance provides two different types of
n

Please select the type of S5L VPN connection to configure:

[V] Clientless SSL ¥PN Access

The security applian || SSL nabled web bro
HTTP HTTPS h portal page.

[] Cisco S5L ¥PN Client (AnyConnect YPN Client)

The security ppl e downloads a self-in: t II gA nyCon tVPN
CI tt th mote Pctht allow: fII cess to resoul
nal col p rate network.




OCHOBHbIe pe3ynbTaTbl
Bbibop Hanbonee nogxoasiLero peLeHus

= Ecnn nonb3oBaTenin He paccratoTca ¢ HOyTOyKaMn 1 yCTaHOBKa
KNUEeHTa He npeacTaBnseT npobrnem, OpueHTUpymnTechb Ha
AnyConnect

AnyConnect — KITMEHT HOBOI'O NMNOKOJ1IEHNA

= Ecnn nonb3oBaTenun HeperynsipHo obpallatoTcsl K KopnopaTUBHbLIM
pecypcam nnm Heobxoanmo NpenocTaBUTb AOCTYM BHELLUHUM
nonb3oBaTtensam, co3gante SSL VPN 6e3 ncnonb3oBaHus KInMeHTa
[MooxoanT onsa gocTtyna napTHepPOB M rOCTEBOro AoCTyna
YposnetsopsieT 6a3oBble NOTPEOHOCTU COTPYAHUKOB

= [1ns HaAOMHbIX pabOTHUKOB ONTMMAaNbHOW ABMSAETCH YCTaHOBKA
cneumann3npoBaHHOro YyCTPOMUCcTBa

NHTerpauns cpeacTts opraHnsauum 6ecnpoBogHomn cetu n nogaepxku IP-
TenedoHun

YneHbl ceMbn MOTyT NOMb30BaTbLCA UHTEPHET-PECYPCaMM, HE CO3aaBasi PUCKOB
b6e3onacHocTn (pasgeneHune Tpaduka)
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