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Cisco Security IntelligenceOperations (SIO)
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Cisco SIO
OCHOBHbIE€ KOMMNOHEHTHI

MolwHasa akocuctema obecnevymBaeT ObICTPYHO, TOYHYHO 3aLLUUTY

Cisco Threat
Operations Center

« Camag nyJywas, * [InHamun4yeckmne
bonbLuas, OBOHOBIEHUS
ob6beMHast ceTb * [noGanbHbie obecneynsaioT
MOHUTOPUHra yrpos onepaunu ObICTPYIO N TOYHYIO

obecne4nBaioT 3aLnTy

BbICOKNW YPOBEHb

TOYHOCTU U

CKOPOCTU - Advanced

Cisco SensorBase

Protection




Cisco SIO
Cisco SensorBase

Camasn 6onbluan ceTb, Bbico4yanlliee Ka4eCTBO AaHHbIX,
HenpeB3OMAEHHbIN pa3Max

Cisco Threat
Operations Center

» [InHamunyeckune
OOHOBINEHUA U

 [NobanbHble npakTnyeckas
onepauumn MHdopmauums
obecneynBaroT obecneymBatoT

ObLICTPYIO Y TOYHYIO
3a

BbICOKM YPOBEHb

TOYHOCTU U
CKOPOCTU -/ | Advanced

Protection

Cisco SensorBase




Cisco SensorBase Network
He nmetowinim paBHbIX YpOBEHb OXBaTa rnobarnbHbIX yrpo3

MHoOXecTBO YyCTPOUCTB

1M ycTponcTB 6€30nacHOCTH,
10M KnMeHTOB exerogHo

NHTepHeT-MmapLupyTnsaTopsbl
agpa

O6nayHble cepBuUChI

Cambi bonbluoKn
06beM AaHHbIX

30% MMPOBOro NOYTOBOIO U
web Tpaduka

200+ napameTpoB

800+GB B aeHb gaHHbIX
TenemeTpum

Pa3Hble NICTOYHUKM

Bocemb 13 10 kpynenwmnx
ISPs

NcTouHumku: Fortune 500,
Global 2000, yHuBepcuTteThl,
SMBs

152 Opyrmx NCTOYHMKA

Mol nepBble cOBMeCTUNM AaHHble ceTeBoro u application yposHen



Cisco SensorBase Network
HenpeB3onaeHHbIN Anana3oH OaHHbIX

SensorBase ceTb

From: Bill Gates
. To: John Chambers .
Ca
E m a I I Subject: Free NFL Game[lronPort SUSPECTED SPAM] I rewa I I / I P S
Football is back, life may resume again!
Voo s e tos st —"-*-rhannel an
From: Bill Gates with our f
To: John Chambers
Cc
Subject: Free NFL Game[lronPort SUSPECTED SPAM]
. . . Dont Miss A Single game This Season... o
Football is back, life may resume again! Download Your Free Season Tracker and 512y | Gams Tracker

Yo Date With Every Game
Know all the games, what time what channel and Al L

have all the details for every game with our f
http://69.247.2089.124

[Mpsimasa ataka

Cnam ¢ BpeaoHOCHbIM
BIOXEHNEM

dfdddds




Cisco SIO
Cisco Threat Operations Center (TOC)

UccnepoBaHue u pa3paboTka, MogenupoBaHue 6e30nacHoOCTH,
ONbITHbIE aHaNUTUKN

Cisco Threat
Operations Center

» InHamnyeckme

« Camas nyJywas,
obHoBeHna u

oonbLuas,

obbeMHas ceTb EE?;g:ﬂzmaﬂﬂ
MOHUTOPWHra yrpo3 oBeCIeUNBAIOT

ObICTPYIO U TOYHYIO
3a

Advanced
Protection

Cisco SensorBase



Cisco Threat Operation Center
ccnepoBaHua 1 paspaboTka

e MuWnNNUoHbI NHBECTULUN B
R&D

—JKCnepThbl U CTAaTUCTUKN MO
yrposam

—O6opynoBaHue n

NH(ppacTpykTypa

—Yepes nnoepcrteo,
npeaoTBpaLlEHNE U KCMEPTN3A,
best practices

—76 naTeHToB

* WMHHOBaUMOHHbLIE CEepPBUCHI
—[nobanbHas koppensauus IPS
—ASA. dunbTpbl OOTHET Tpaduka
—Outbreak donnbTpel

—PenyTtaunoHHbie punstpsl (IPS,
noyta, web, n t.4.)




Cisco Threat Operations Center
[[@apaHTUpyeT TOYHOCTL N BPpEMS OTKIMKA

Parameters Under Management

P Address Reputation 19,111,326

buted Security Rules Deployment Interva

mail; IronPort Anti-Spam

URL Reputation 160,003,098

Product Vulnerability 39,983

ocol Signatures 3,261

OnbITHbIE aHANUTUKK MOWHEI6 UHCTPYMEHTE!

NuHamnyeckne obHoBNEHNSA
500 aHanuTnkoB Koppensauus n uccnegosaHme

EBponenckne n asmarckne A3HHbIX
OnTnMn3anpoBaHHOE YyTBEPXKAEHNE

A3bIKU npaBuIl, NPUMOXEHUs Ans
e CEC o Pa6oTa 24x7x365 cosfaHua 1 nybnukauum
80+ Ph.D.s, CCIEs, CISSPs, 5 1641pos, pacnonoxeHHbix

MSCEs no Bcemy mMupy

San Jose, San Bruno, Austin,
North Carolina, Shanghai



Cisco SIO
Jlydwine BO3MOXXHOCTW MO NPUMEHEHMUIO

EblCprle MeXaHU3Mbl CKaHUPpoOoBaHUA U AeTaJIbHblI€ MOJNIUTUKU

Cisco Threat
Operations Center

« Camag nyJywas, * bbICcTpble

GonbLuas, MEXaHU3Mb!
obbeMHast ceTb * ImobanbHas CKaHMpOBaHWS
MOHWUTOPWHra yrpo3 paboTa . [leTanbHble

o6ecneqUV|BaeT NOAUTUKN
BbICOKUIN YPOBEHb

B3aMMOOENCTBUA U
Cisco SensorBase OTKIIMKa y,

Advanced
Protection




YnyJdweHHas 3awumTa
Cobepem Bce BMecCTEe

MpoaykTbl u cepBuckl Cisco: BeicokonponsBoauTenbHble, FTMOKNE TOUYKU MPUMEHEHUS

=5 A

Adaptive Security Intrusion Prevention Web Security Email Security Hosted Email
Appliances Solution Appliances Appliances Services

PunesTpbl 6e3onacHocTn: Hanbdbonee achdekTnBHbIE MeXaHM3MbI 6€30MacHOCTH

Outbreak Email Web IPS Reputation

and Signature Firewall Botnet

Filters Reputation Reputation

Filters Filters Filters Traffic Filters

Cisco SIO: ObnayHble MexaHU3Mbl 0e3onacHoOCTU
XuBble MocTosiHHOE ABTO-

Pa3spaboTaHHble [nHamuyeckue
HabopbI NpaBun HabopbI npaBun

0OHOBNEHMA
Kaxable 5 MUH.

3HavyeHusA oOHOBNEHue
( penyTauuu cUrHatyp




Cisco IronPort E-mail Security
Appliances




Cisco IronPort o0beguHsaeT nepumeTp cetTun
Lns HaoexxHocmu, 6e3oriacHocmu U CHUXXEHUS 3ampam Ha
obcnyxusaHue

[Mepen lronPort Nocne IronPort

<
Dy

Firewall Firewall
DLP
MTA Scanner
Anti-Spam =
Anti-Virus ‘ DLP Policy IronPort Email Security Appliance
Manager

l

Groupware Q
v
9999 9999
N

Policy Enforcement

Mail Routing

Groupware

@
®
*
e
<
S
S
S

Users @
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Email Security Architecture
be3onacHoCTb BXOAALMX, KOHTPOSIb MCXOOALLMNX

—
Be3onacHOCTb 3a|.|.|VITa 3a|.|.|.V|Ta
BXOASALLMNX
OT CnamMa OT BUpPyCOB
\—
NMnatdopma CISCO IRONPORT
ASYNCOS™
—
Data Loss Be3onacHbIN
KoHTponb .
NCXOASALLMX Prevention obMeH

COOOLEeHUAMHU




AHTUCNam — 3WwerioHnpoBaHHaa 00oOpoHa

PenyTaunoHHas :
cdunsTpaums IronPort Anti-Spam

SenderBase -
Who? How?

Verdict

Cnam 6nokupyetcs
MEPE[ Tem, KaKk OH
nonageT B ceTb

> 99% ypoBeHb
obHapyxeHus

1 Ha 1 MIH NOXHbIX
cpabaTtbiBaHUMN

3




PenytaunoHHasa domnbTpaumusa SenderBase
[lpegoTBpalleHne yrpos B pearibHOM BPEMEHMU

Xopowasn
AocTaBnsAeTcA

* [logosputenbHas
PenyTaunonHas : orpaHu4nBaeTcs U
cdunsTpauus Anti-Spam
npoBepsieTcA Ha
cnam

Bxopsiias noyrta

Xopoluasi, nnoxas, Hen3BecTHas * Mnoxasn
Grnokupyetcs
CiSCO on CiSCO Message Category % Messages
Stopped by Reputation Filtering 93.1% 700,876,217
HaLUa CTaTUCTNKa Stopped as Invalid recipients 0.3% 2,280,104
Spam Detected 2.5% 18,617,700
Virus Detected 0.3% 2,144,793
Stopped by Content Filter 0.6% 4,878,312
Total Threat Messages: 96.8% 728,797,126
Clean Messages 3.2% 24,102,874
Total Attempted Messages: 752,900,000




Cisco IronPort Anti-Spam
JLenoHnpoBaHHas 3awmTa oT crnama

v Spam Botnets

v' Spammer
Networks

v' SMS Spam

v" Attachment-based
Spam

Verdict

v Malware/Phishes

v' Short-Texted Spam
with URLs

v' Image Spam

v' Spam created using
Automation Tools



Email Security Architecture
be3onacHoCTb BXOAALMX, KOHTPOSIb MCXOOALLMNX

—
Be3onacHocTb 3au.w|Ta 3a|.|.W|Ta
BXOASLLMX
OT Cnama OoT BUpyCcoB
N
NMnatdopma CISCO IRONPORT
ASYNCOS™
—
Data Loss Be3onacHbIN
KoHTponb .
NCXOASALLMX Prevention obMeH

COOOLEeHUAMHU




ameHOHMpOBaHHaH dHTUBUPYCHAA 3alluUTa
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Cisco IronPort Virus Outbreak Filters
3awuTta oT malware HyneBoro gHs

Virus Outbreak Filters B gencreumn

m - %Q

NMpeumywectBa Virus Outbreak Filters
Average lead time™*...................... L over 13 hours
Outbreaks blocked™ ........................... 291 outbreaks
Total incremental protection®................ over 157 days

_
SenderBase

ejournal com/

—.

“Since VOF we have
not had a single
virus outbreak!”

AIR FRANCE -
_—weyss ey 7

“Over 24,000 virus
positive messages
stopped in 9 months”

JOHNS HOPKINS

v NI VvV E R S T T Y

“VOF has stopped
more than 12,000
separate viral
messages in the last
year”




OcTaBLUMNCA NPOLEHT

URL cneunanbHO co3aaHHbIN
ang coobLeHus

CokpalleHHble URL




IBonOLUUA 3aWmnThbI

* Mopo3puTtenbHbIe

3aﬂep)KKa yrpoxatowme coobuieHus
- Bce BuAbI yrpos (cnam,

douvLnHr, ueneBble)

* NMopo3putenbHblie URL Ha
. lNepeHanpasnexue Cisco Web Security

« Copepxmmoe coobLieHuns

N3meHeHune (Tema)
- lo6aBUTbL NpeaynpexaeHune




3apepxKa noao3puteribHbIX COOOLEeHNN

-

Cisco Security
Intelligence
Operations

Internet ' ' ' ' ' ' '

CISCQ

ey ay




NepeHanpaBneHue nogo3putenbHbiX URI

ScanSafe |

~ »

Cisco SIO

KT: BDEAOHOCHbI KOHTEHT
- Oencteue: STOP




O630p hyHKUMOHaNa

» OOHapyxeHue duwmnHr-nucem n URL yrpos

e JlONOSNMHUTESNBbHO K 3awmTe OT 3apaXXeHHbIX BUpycamu
npucoeauHeEHHbIX hannos

« [1nsa ckaHmpoBaHus ncnosno3yetcs IPAS (CASE)
 Bpemsa xpaHeHua B AMHAMUYECKOM KapaHTUHe
« CASE Bo3BpallaeT BpeMs XpaHeHuns

« MakcumarnbHble YCTaHOBKM BPEMEHU XpaHEHUA UMetoT bonee
BbICOKUN MPUOPUTET

« PasHoe BpeMs XpaHeHMa a5 BUPYCHbIX N OPYruX yrpos
* [loBTOpHOE CKaHMpPOBaHME KapaHTUHa
* BupycHble yrpo3sbl ckaHupyoTcs nocrne obHosneHust npasun TOC/AV

« [pyrue yrpo3sbl CKaHMPYIOTCSA COrNacHO PEKOMEHYEMOMY UHTEpBany
CASE

« [loBTOpHOE ckaHnpoBaHne CASE no3sonaeTt obHapyXuBaTb
KOPOTKOXUBYLLME (PULLNHIOBbLIE YrPO3bl




O630p hyHKUMOHANa - NpoAoIHKEeHUue

 Mogndukauma URL

« [lepesanucb URL ansa ncnonb3oBaHUs B NPOKCH

« Bwmecte paboTtatoT ScanSafe n SecApps

« [loanucaHHble cOOOLEHNS MOTYT ObITb OCTaBNEHbl HEN3MEHHbBIMU

 CnnUCOK UCKMIOYEHUN JOMEHOB

* [logoepxka IPv4 n IPv6 6ykBeHHble/CIDR, nMeHa XOCTOB, N JOMEHDI
* [lpeoynpexageHusd

« Ecnu coobuieHne noTeHumanbHas yrposa

 [eHepupyeTca cncteMmom Unmn xe ¢ NOMOLLbIO BCTPOEHHbIX ClioBapeu

* ypOBeHb Yyrpoabl, Kateropumd, Tun, onncaHne AOoCTynHbl A4
3aloJIHEHUA

« [lobaBngaeTca B Ha4ano coobdLleHnsd



Email Security Architecture
be3onacHoCTb BXOAALMX, KOHTPOSIb MCXOOALLMNX

—
Be3onacHocTb 3au.|,v|Ta 3a|.|.|,V|Ta
BXOASLLMX
OT Cnama OT BUPyCOB
\—
NMnatdopma CISCO IRONPORT
ASYNCOS™
T e
Data Loss Be3onacHbIN
KoHTponb -
ncxXoaALmX Prevention obMeH

COOOLEeHUAMHU




Data Loss Prevention
[lpocTas yctaHoOBKa

[lpocTasa ycTaHOBKa B «TpU
Knuka» ansa punsTpoB KOHTEHTA

icnonboBaHne
npenonpenerneHHbix Kateropumn/
co3gaHune CBOUX

. MOFyT NPUMEHATBLCA OJ1A

onpeaeneHHbIX rnosibaoBaterneun/
onpeneneHHbIX ycroBum

® Import from local computer:

O Import from the configuration directory on your IronPort a

Message Body or Attachment

Does the message body or attachment contain te:
matches a specified pattern?

() Contains text:
I *
() Contains smart identifier:
iABA Routing Nurnber v:

(O Contains term in content dictionary:
|HIPAA-Dictionary_txt v |

Number of matches required: |1 {1-1000)

TS T S S TP S R
For content Qictionanes, the humber of matches

P g

GLBA-Dictionary.txt
HIPAA-Dictionary .txt
PCI-Dictionary.txt
README
SOX-Dictionary .txt
ronfin.dtd

= Smart Identifiers: (2) | gnable Smart Identifiers

Weight
Credit Card Numbers 1
Social Security Numbers |1

ABA Routing Numbers |1

vl cusiIps (1




Data Loss Prevention
BcecTopoHHME onunm pearnpoBaHns U OTYETHOCTU

= MHOXXecTBO Onuun

pearmpoBaHunA — Quarantine )
- Quarantine
LUVId:)pOBaHI/Ie, KapaHTMH’ Stripiattachient by Sontant Flags the message to be held in one of t
C6p0C, leKOLlJeT, BCC, Strip Attachment by File Info areas.
Add Disclaimer Text
vyaoaneHne KOHTeHTa _ . Send message to quarantine: |Policy v
Bypass Outbreak Filter Scanning
» [logo3putenbHbIM KOHTEHT Send Copy (Bec:)
NOOCBEYMBAaETCSH B Notify L puplicate message
Se..a a coa,/ of the message to the spe
KapaHTnHe OJ14 NPOCTOTbI Change Recipient to continue processing the original messac
aHanuaa ﬁsgtd to alternate Destination actions will apply to the original messac
u PeﬂOpTVIHr Nno NONMNTUKAM U Deliver from IP Interface
MO NOJIb30BaTeEJ1IAM Strip Header
Add Header
Encrypt and Deliver (Final
Action)
Bounce (Final Action)
Deliver (Final Action)
Drop {(Final Action)




RSA — PbIHOK pbIHKa U TEXHONOMNM!

21‘:53‘;‘:?3.? fueshield * BARCILAYS » Ranked as “Leader” in Gartner
Magic Quadrant
— = Focus on accuracy:
&,
| —

specifically to write and refine
<% content polices

6’ | large research team staffed
S
~°

atat

Microsoft EFYFifth Third Bank

CVS
CAREMARK

| i




BCGCTOpOHHee 3dKpbiTUe NOJINTUKaMU

100+ [pedonpederneHHbIX nonumuk 05151 osiHo20 MOKPbIMUS

¥ Regulatory Compliance
Add Payment Card Industry Data Security Standard (PCI-DSS)
Add PIPEDA (Personal Information Protection and Electronic Documents Act)
Add FERPA (Family Educational Rights and Privacy Act) Customization recommended.
Add GLBA (Gramm-Leach Bliley Act) Customization recornmended.
Add HIPAA (Health Insurance Portability and Accountability Act) Customization recommended.
Add SOX (Sarbanes-Oxley)

Add DLP Policy from Templates - = Privacy Protection

. . . . . L add ABA Routing Numbers
Display Settings: Expand All Categories | Display Policy Descriptins T

Add Australia Bank Account Numbers
[ Reguhtory Complianoe Add Australia Business and Company Numbers
b US State R lat c I add Australia Medicare Card Numbers
AR O L Za OIS Add Australia Tax File Numbers
b Acceptable Use Add Canada Drivers License Numbers
. . Add Canada Social Insurance Numbers
b Privacy Protection :
Add Contact Information
b Intellectual Property Protection 4dd | Credit Card Numbers
b Company Confidential Add [ Custom Account Numbers Customization recommended.

Add EU Debit Card Numbers

b Custom Policy add France BIC Numbers

v Custom Policy

Add Custom Policy
This option is considered advanced and should be used only in rare cases when the policy templates above do not meet unique



NMonHbIM HaboOp onuun pearnpoBaHUS

ABTOMaTU4YecKoe pearmpoBaHue
Enable Encryption Encrypt, quarantine, deliver, or drop
Encryption Profile: | CRES Encryption ¥ | . . . .
Encrypted Message Subject: |$subject Add d|SCIa|mer, m0d|fy SUbJeCt
Apply TLS if message encryption fails. Copy or notlfy
Policy Quarantine:

Guaranteed secure delivery

Message Modifications

BcTpoeHHoOe wndpoBaHue
Hosted key management 0

No plug-ins required



Email Security Architecture
be3onacHoCTb BXOAALMX, KOHTPOSIb MCXOOALLMNX

—
Be3onacHocTb 3au.|,v|Ta 3a|_|_W|Ta
BXOASLLMX
OT Cnama OT BUPyCOB
\—
NMnatdopma CISCO IRONPORT
ASYNCOS™
- e
Data Loss Be3onacHbIN
KoHTponb .
NCXOASALLMX Prevention obMeH

COOOLEeHUAMHU




npenﬂTCTBMﬂ K BHe4ApPEeHUIo
lNoyemy wugposaHue email ewje He sHeOpPeHO
ee3zde?

« [lpocTOoTa Mcnonb3oBaHUA
CnoxHble nnarvHbl U BMeLaTenbCTBO B paboTy nonb3oBaTenien
Public Key n Identity Management

 [lpocTOoTa BHeapeHuUs
MNogoepxka nnarMHoB
Public Key n nidgppactpykrypa Identity Management

 YHuUBepCanbHOCTb

TpebyeT y>ke HaCTPOEHHON CUCTEMbI KpUNTOrpauyeckmnx ceasen
OTtnpaska/nonyyeHne orpaHN4YEHHbIM HABOPOM KNMEHOB C NMnarMHamm



LUndposaHue Cisco IronPort Email
[lpocTO onga oTnpaBuUTens. . .

© reowrari oo |

IRONPORT EMAIL SECURITY APPLIANCE
R
" RECIPIENT

&=

MESSAGE KEY

MESSAGE OPEN

SENDER CONTROLS

CISCO REGISTERED
ENVELOPE SERVICE

ABTOMAaTH4ecKkoe ynpaslieHne Kriio4amMu

He Tpebyetca gononHutensHoe 10

= [Ipo3payHas oTnpaBka Ha nbdon email




LLUndpoBaHmne Email Cisco IronPort
[Tony4eHne coobLieHunsd

nPort PXE Encryption Technology - Message (HT.
! Fle Edit View Insert Format Tools Actions Help
Hie - = 4 < A3 v - A | 4% | @

uReply | C@Reply oAl | Forwerd | 0| )W S| X |- Al 0f

From: kbkennedy @comcast.net

To: Kevin Kennedy
Ca:
Subject: IronPort PXE Encryption Technology

EEX

Sent: Tue 3/27/2007 2:34PM

Attachments: &) PxMaildoc.html (96 KB)

You have received a secure v

g

You have received a secure email message that is encrypted using PostX technology.

To open the message, open the attachment PxMaildoc.html.

First time users: If this is the first secure email message you have received, you will be prompted to register to
create an account and establish your password. Your password will be used to open this email and all other secure
email sent from the same company.

Mobile device users: Forward this message to mobile@pxmail.com. You will be emailed a link where you can enter
your password and view the secure email message.

Questions? If you have questions about this email or the registration process, contact the sender.




LLUndpoBaHmne Email Cisco IronPort
[Tony4eHne coobLieHunsd

Beegute naponb

) PostX Secure Envelope:PXE Encrypted Message - Mozilla Firefox
Edit View Hitory Bookmarks Tools Help

i - @ @ (3 [D feicDocumentst2vand 10kt [+ B] [G[co0=

B Getting Started [ Latest Headiines

Fie

F—
( I) IRONPORT 8
=
March 18, 2007
5:53:51 PM EDT
Authentication: Gateway
Sensitivity: Medium
. Kevin Kennedy
From: <kkennedy@ironport.com>
To: Kkbkennedy@comcast.net
Subject: PXE Encrypted Message

Two-way passphrase: ironport anti-phishing

Password:

Remember me on this computer.

[Lopen |

Help Select a different address

POWERED BY
Copyright € 2000-2006 PostX Corporation. All rights reserved, ST

Waiting for securemail.ironport.com. . [0 )|




LLUndpoBaHue Emai
[Tony4eHne coobLieHunsd

[Monyynte NMCbMO

| Cisco IronPort

Beegute naponb

PostX Secure Message: PXE En ted Message - Mozilla Firefox

File Edit View History Bookmarks Tools Help

> €0 @K o

4 Getting Started [ Latest Headlines

@ IRONPORT’

Secured Message

From: Kevin Kennedy <kkennedy@ironport.com>
To: kbkennedy@comcast.net

Date: Mon, 19 Mar 2007 14:53:47 -0700

Subject: PXE Encrypted Message

Attachments: Gartner MQ email security 10.2006.pdf

Demonstrating the capability of IronPort PXE Encryption technology to protect sensitive and confidential communications, including email

attachments.
Help Copyright © 2001-2006 PostX Corporation. Al rights reserved. Forget me on this computer
| Done securemailironport.com & |




PewweHne orpaHn4YeHnn gpyrux

npoAaykKkroB wndgposaHua Email

* [pocToTa CNONb30OBaHUSA -- peLUeHOo
CnoxHble nnarvHbl 1 BMeLAaTeNbLCTBO B paboTy nonb3oBaTtenen
Public Key u Identity Management
HeT knneHTtckoro MO, HeT cepTndukatos

 [lpocToTa BHeaApeHus -- peLueHo

Mogoepxka nnarMHoB
Public Key n nugpactpykrypa ldentity Management
IronPort Hosted Key Service

 YHUBepCarbHOCTb -- peleHo

TpebyeT y>xe HaCTPOEHHON CUCTEMbBI KpUNTOrpauyeckmnx ceasen
OTtnpaBka/nonyyeHne orpaHn4eHHbIM HAbOPOM KITMEHOB C NflarMHamu
OTnpaBka-nony4veHune ¢ nobon nnatopmbl



apaHTUpOoBaHHasa Oe3onacHaa AocTaBKa

LLIndopoBaHue noyTbl N0 HA3HAYEHMUIO
1. Ecnn goctynHo, ncnons3oatb TLS
2. WundpposaHne c nomowbto PXE Secure Envelope

PUBLIC RECIPIENT

> N

N

TO: SUE and BOB

PARTNER RECIPIENT



Email Security Architecture
be3onacHoCTb BXOAALMX, KOHTPOSIb MCXOOALLMNX

Be3onacHocTb 3au.w|Ta 3a|_|_W|Ta
BXOASLLMX
OT Cnama OT BUPyCOB
)
=
NMnartcgopma CISCO IRONPORT 2
ASYNCOS™ g
Q.
. )
Data Loss Be3onacHbIN
KoHTponb .
NCXOASALLMX Prevention obMeH

COOOLEeHUAMHU




Cisco IronPort Email Security Manager
[TpoCMOTpP NONUTUK ANA BCEN OpraHm3auunn

KaTteropun — oomeH,

\ nonb3osatenb, LDAP
Incoming Mail Policies rpynna
Find Policies
Email Address: l— ® Rrecipient —
O sender . .
* Allow all media files
_Add policy... | * Quarantine executables
Order | Policy Name | Anti-Spam | Anti-Virus _ Content Filters | Virus Outbreak Filters  Delete
1 IT Staff | (use default) | (use default) | QuarantineEXEs | (use default) - -1
2 Sales :’rcnPon - (use default) DelMsgsWthEXEs | (use default) - | =
ositive: Deliver B
Suspected: Deliver | _ ‘ * Mark and Deliver Spam
3 Legal (use default) (use default) Archn.'e.Marl Enabled - |
| ' | Strovedaties. « Delete Executables
D T ot o g = B SALES
Suspected: Deliver | Unscannable: Deliver
Virus Positive: Drop
Key: | Defaule Custom | Disabled I . .
/ * Archive all mail

* Virus Outbreak Filters

disabled for .doc files ~ LECGAL

“IronPort Email Security Manager paboTtaeT B ka4eCcTBe NpocTon, rmokon
naHenu Bcex HacTpoek yctponctea.” — PC Magazine



Cucrema yHUOMLMPOBAHHOIO penopTMHra

= [IpocTomn
NPOCMOTP B
opraHmsaunu

= Tpaduk
peanbHOoro
BpemeHn Email
N yrpos

* epapxuyeckune
NCMNofHAeMble
OTYeTHI

Ob6beanHeHHblIe OoTYeThbl

Overview
Printable (PDF)
Time Range: | Day v Yiew Data for: | All Email Appliances v

26 Jan 2009 22:00 to 27 Jan 2009 22:47 (GMT -0800)

Incoming Mail Graph

800 -
720 -
640 -
560
480 -
400 -
320 -
2404
160 -

I
22:00 02:00 06:00 10:00 14:00 18:00 22:00
Info... | Export...

Outgoing Mail Graph

104

o

s
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o4
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il

3 |

2- |
R ||

U iy 1 T T ]
22:00 02:00 06:00 10:00 14:00 18:00 22:00

Info... | Export...

Data in time range: 99.;

Incoming Mail Summary

8 % complete

Message Category % Messages
W stopped by Reputation Filtering 95.6% 8,228
Stopped as Invalid Recipients 1.3% 109
Spam Detected 2.0% 176
W virus Detected 0.0% 0
Stopped by Content Filter 0.0% 2
Total Threat Messages: = 98.9% 8,515
Clean Messages 1.1% 93
Total Attempted Messages: 8,608

Info... | Export...

Outgoing Mail Summary

Message Processing o Messages
Spam Detected 0.0% 0
W virus Detected 0.0% 0
Stopped by Content Filter 61.5% 8
Clean Messages 38.5% ]
Total Messages Processed: 13
Info... | Export...

Message Delivery Yo Messages
Hard Bounces 0.0% 0
Delivered 100.0% S
Total Messages Delivered: 5
Info... | Export...

Search for: | Domain |

exact match v @

HecKonbKo To4YeK AaHHbIX

Email Volumes
Spam Counters
Policy Violations
Virus Reports
Outgoing Email Data
Reputation Service
System Health View

| e e [ [ = | e [ e | 2 [ | —




NMpocmoTp Email
Message Tracking

Message Tracking
Hro cnyuunock ¢ Loearen
MNMCbLMOM y KOTO poe Available Time Range: 08 Oct 2007 09:10 to 27 Jan 2009 22:51 (GMT -0800) Data in time range: 91.25% complete

Envelope Sender: (2) Mﬂ
s otocnan 2 yaca crvsions oot O| o
pe Recipient: (?) [M“

Hasan? Subiec: | [saging wits ]|
Message Received: @ Last Day O Last Week O Customn Range

v OTcnexwBsaHune e N e S g e e
MHONBUAOYAJIbHbIX < Advanced
Emall COO6LL'|eHMﬁ Sender IP Address: I

O search rejected connections only ® search messages

Message Event: | Selecting multiple events will expand your search to include messages that match each event type.
However, combining an event type with other search criteria will narrow the search.

[ wirus Positive [] Hard bounced

[ spam Positive [] soft bounced

[0 suspect Spam [] cCurrently in Outbreak Quarantine
KTO eme n O.nyq aeT [0 pelivered [ Quarantined as Spam

I

TaKMe coo6u-leHmﬂ? Message ID Header:
IronPort MID: I

/ IronPort Host: | [ All Hosts v

P Query Settings: (2) Query timeout:
aCCHeD,OBaHme Max, results returned:

ANS rapaHum
COOTBETCTBUA




KOpoO...

Outbreak Filters

[lenernpoBaHHoe
aaAMUHUCTPUpOBaAHUME

[Moagoepxka « CUNbHBIXY
naponeu

SMTP Call Ahead




Cisco IronPort Web Security
Appliances




Cisco IronPort Secure Web Gateway
PeLueHne dmnsHec-npobnem

BEe30NaCHOCTb
[MpoTtne malware

Cisco IronPort S-Series

YIPaBHEHNE
[ipeporBpallieHne

YTeuka gaHHbIX Web Tpadmk un
NPUNOXeHnA




LLino3 Web-6e3onacHocTu cneayrowero noKosrieHus
ObbeguHeHne yBennumBaeT a(pdheKTUBHOCTb paboThbl

Mepen Cisco IronPort Mocne Cisco IronPort

Firewall Firewall

Web Proxy and Caching

.*.
|

Anti-Spyware

Anti-Virus

)

Cisco IronPort WSA
Anti-Phishing

URL Filtering

Policy Management

v

Users
N My S Y

<
®

°

s

°

°

°

v



Cisco IronPort Web Security Appliance
MowHoe, 6e3onacHoe peweHne Web-wunto3a

« Haunbonee adppekTnBHaga 3awmta otT Web-malware

* [lpocmoTp 1 ynpasneHune cuctemamm ncnonbsosaHna Web n
DLP

* BbIicokasi npon3BoaANTENBLHOCTL AN rapaHTUK NPO3padvYHOCTH
* WHTerpupoBaHHOEe pelleHue npeasioaraet ontumansHoe TCO

YnpaBneHme n oT4ETHOCTb

[MpaBuna 3awuTta oT be3onacHocTb

NCMNMOJ1ib30BaHUA malware AadHHbIX

AsyncOS gnsaWeb




NMpaBuna ncnonb3oBaHus
[TpocmoTp 1 ynpasneHne Web-tpadgukom n Web-
NPUNOXEHUAMMU

YnpaBneHme n oT4ETHOCTb

NMonuTukm 3awmTta oT Be3onacHoCTb

UCMOJIb30BaHUS malware OaHHbIX

AsyncOS gna Web

 URL dounbTpauuns
¢ QPunbTpauns 00 bLEKTOB U NPUITOXKEHNN
* WHTerpmpoBaHHasa nageHTuukauma n asTopmsauns




[MpeacraBnsem TexHonoruro Cisco IronPort Web

Usage Controls
Jlyy cBeTta B TemHom Web

Mounck URL B b6a3se ° OnHa Vl3 CaMbIX
adppekTnBHbIX H6a3
> -> URL
www.sportsbook.com/ Basa URL Al * 65 KaTerova
HET KaTeropuu « OBHOBNEHMNA Kaxkable 5
v MUHYT
AHanus knio4eBbIX CrIOB * icnonbayeT Cisco SIO
— \
= B 4 «  [MHamMnyeckui
— Wrpei dHaAJTN3 KOHTEeHTAa
www.casinoonthe.net/
Nno3BOJideT
OvuHaMuyeckumn Het kaTeropum onpenennuTb 90% of

aHanus KOHTeHTa «TemHoro» Web

Dynamic Content Analysis Engine

O 8

AHanu3 KoHTeHTa Urpebl




Cisco IronPort Web Usage Controls
QPP EKTUBHOCTDL, yrpaBneHne, 0630p

Access Policies: URL Categories: Global Policy

YnpaBneHue O630p A heKTUBHOCTL

* [NonuTnkn Ha * [1lpocTble ans « 200+ cTpaH
nonb3oBatensa/rpynny NOHMMAaHUS OTYEThI e 50+ 93bIKOB

* HaGop NENCTBUN: i BCGCTOpOHHee 65 KaTeropmf/]
block,warn,monitor XypHanupoBaHue « HU3KMIA YpOBEHb

* [lonUTHKN No BpeMeHun * [1onHble NOXHbIX

* [Nonb3oBaTenbckne npenynpexneHna cpabaTbiBaHUM
KaTteropumu

* [lonb3oBaTenbckme

iBe,EI,OMJ'IeHMFI



KoHTponb Web npunoxeHuu

* Ynpasnenue npunoxenuamm HTTP, HTTPS, Native FTP
 WsbupatenbHas pacwundpoBka Tpaduka HTTPS

* [lonutunkn ona NpMnoXeHUn, TYHHENNPYIOLLMXCA Yepes
HTTP —IM, FTP

* [lpunoxeHus, kotopsble ncnonbdyoT HTTP CONNECT

Cisco :
EX Nﬂ ".,.Aﬁ- @ rforce ftp://ftp.funet.fi/pub/
Google -
Linked 3] 2'0H0 YouQLllil ﬁ

Work. Online

HTTP




KoHTponb web-npunoxeHuu

v " TOYHbLIN KOHTPOIb

Instant Messaging File Transfer over IM npunoxeHun HTTP,
Facebook: npunoxeHrus Facebook Chat, Email HTTP(s), FTP
Bupgeo: 512 kbps makc P2P

- | = [lTnHamnyeckme

OOHOBNEHUusA

OdmcHbit curHatyp ot Cisco
PaboTHUK i SIO

flickr A b » BitTorrent’

;

TOYHbIN KOHTPOMb Hag ncnosb3osaHnem Web




HoBble npunoxeHusa: Facebook

Access Policies: Applications Visibility and Control: Global Policy

Default Actions for Application Types
Application Types Default Action for Type
= -

Facebook € Monitor
Instant Messaging O Monitor
Media O Monitor
Bandwidth Limit: No Bandwidth Limit
P2P / File Sharing O Monitor
Presentation / Conferencing C) Monitor
Social Networking € Monitor

Edit Applications Settings

[ Browse Application Types + | Applications Info IF

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications e E d |t Fa Ce boo k

E Facebook G? . B|OCk_ _
©) 12 Monitor ContrOIS

Edlt all...
E Instant Messaging ) 4 Monitor

Edit all...
5] Media ) 11 Monitor




[JeTanbHbIN KOHTPONb Facebook

Set action for application Facebook General . Ch at

(*) Use Setting from Type (Monitor) _

T  Messages (Email)
Block Posting Text e Events

Block Like/Tag R NOteS
Block Installation of Third Party Applications

() Block  Video

o | Set action for application Facebook Photos . PhO tOS
() Use Setting from Type (Monitor)
() Monitor  Places
Block File Uplecad ° 3I'd Party Appllcatlons

Block Posting Text
Block Like/Tag
(*) Block

Cancel I Apply |




[eTanbHbIN KOHTPONb NnpunoxeHun Facebook

 Business

« Community

« Education

* Entertainment
« Games

« Sports

* Other

« Utilities




UHTerpupoBaHHasa naeHtud
[1paBuna ncnonb3oBaHNA U

AyTteHTupukauma Ha LDAP
cepBepax

[Mpo3payHagq, Single Sign On
(SSO) ayteHTndMKaums Ha NTLNV

[Mepebop Heckonbknx obnacren
LDAP

MynsTnaomeHHas
ayteHTndumkauma LDAP

[[locTeBble NONNTUKU

[TOANTMKM NOBTOPHOM
ayTeHTUdMKaummn n owmnbok

NKauumda n ayTeHTVICbI/IKaLIMFl
©e30nacHOCTb AaHHbIX

Access Policies

\ bR epu tt and
Applications Talwa \t ring | Delete
sales Policy ?\cck: FTP over HTTP ~ t Type: X
Hisei :Hzgr rrpls.‘n ve FTP 1555& ize: None | (global policy) i}
2| Ly Engmring Y |(gotal polcy (ol eeien) .
GlbIPI Allow: FTP over HTTP, HTTP/HTTPS Object Max S I
aaaaa |Cy Allow: Port aoao 21, FTP Object Ma: ]s : Non 26O (enabled)
Integrated Authentication
Secure LDAP
NTLM/Active
Directory

LDAP



NMpaBuna ncnonb3oBaHus
[TpocmoTp 1 ynpasneHne Web-tpadgukom n Web-
NPUNOXEHUAMMU

YnpaBneHme n oT4ETHOCTb

MonuTtuku 3awuTta ot Be3onacHocTb

MUcnorib3oBaHus malware JaHHbIX

AsyncOS gna Web

 URL dounbTpauuns
¢ QPunbTpauns 00 bLEKTOB U NPUITOXKEHNN
* WHTerpmpoBaHHasa nageHTuukauma n asTopmsauns




MHoroypoBHeBas 3awmTta ot Malware
3alluuTa OT COBPEMEHHbIX Yrpo3

! ! !

= ObHapyxvnBaeT = Bnokupyer gjo ® brnokupyet Sy, SRS

TpauK 70% n3BecTHOro  malware Ha
OOTHETOB Ha r'ngm/'gfeecmoro OocHoBe rnyboKoro
BCEX rnoprax Tpachuka Ha KOHTEHTHOrO

3Tane aHallinmaa

coeIMHEHNA




OOHapyXeHue CyLLeCTBYIOLWMNX 3apaXKeHHbIX
KINMUEHTOB

[MpenoTtBpalleHmne Tpaduka “Phone-home”

= Cisco IronPort Layer 4 Traffic Monitor

CKaHupyeT BeCb TpauK, BCe NopThl,
BCE NPOTOKOSbI

O6HapyxeHune malware, KOTopoe He
ncnosno3yet nopt 80

briokupyet Tpadunk 60THETOB

Network Layer
Analysis

= MowHble gaHHble aHTu-malware ,
ABTOMaTHU4YECKN OOHOBNSIEMble npaBuia Cisco IronPort S-Series

[eHepupoBaHMe NpaBun B peasribHOM ‘
BPEMEHMN C NOMOLLbIO MExaHu3ma
“Dynamic Discovery”




PunbTpbl Web-penyTauum
[lpenckasyemoe npegoTepalleHme NPOHUKHOBEHUSA
malware B peanbHOM BpeMeHMU

200+ NMapameTposB

Cisco Security

URL Blacklists : :
Intelligence Operations

URL Whitelists
Dynamic IP Addresses
Bot Networks

URL Behavior

Global Volume Data

Domain Registrar
Information

Web Reputation

Compromised Host List Network Modeling SCO{SS:(SVY?ORS)

SensorBase Security

Real-Time Cloud Analysis
Network Owners

Known Threat URLs




MexaHu3m lIronPort DVS
Dynamic Vectoring and Streaming

YCKOpeHHOEe curHaTypHoe
CKaHnpoBaHue

— [MapannensHoe
CKaHMpoBaHue

— [loTokoBOE
CKaHUpoBaHue

Adware Spyware Trojans Worms Viruses

» Heckonbko mexaHn3imoB
BblHECEHUA BEPAMUKTA

— McAfee n Webroot

Y, 4%

e ABTOMATUYECKUE
OOHOBINEeHusa

~35% additional coverage
« PacwundgposBblBaeT u

CKaHupyeT Tpaduk SSL

— W3bupaTensHo, Ha
OCHOBE KaTeropum u
penytaumm



NMpaBuna ncnonb3oBaHus
[TpocmoTp 1 ynpasneHne Web-tpadgukom n Web-
NPUNOXEHUAMMU

YnpaBneHme n oT4ETHOCTb

MonuTtuku 3awmTta oT Be3onacHocTb

MCNoyib30BaHUS malware AJaHHbIX

AsyncOS gna Web

 URL dounbTpauuns
¢ QPunbTpauns 00 bLEKTOB U NPUITOXKEHNN
* WHTerpmpoBaHHasa nageHTuukauma n asTopmsauns




Be3onacHoOCTb AaHHbIX
Ob6Lwme mexaHn3mbl

« Obwas npoBepka MeTafaHHbIX C TOYKN 3PEHUSA BUOMMOCTU U
COOTBETCTBUS nNpasunam

Allow , block, log

—Ha ocHoBe MeTagaHHbIX, URL kaTteropuam, nonb3oBaTesnto 1 penyraymm

* MynbTMNPOTOKOSIbHOE
—HTTP(s), FTP, HTTP TyHHEnb

www.mypartner.com @

Allow, Block, Log @

www.malwarrior.com =




NMonntukmn «3gpaBoro cMmbicra»
[TpocTon noaxoa K 6e30nacHOCTM AaHHbIX

John Smith, John Smith, Finance Jane Doe,
Finance Sales

FiscalPlan.xls

FiscalPlan.xls CustomerList.doc
Taxfirm.com
Webmail.com Personal-site.com,
-9 Reputation score
HTTPS
HTTPS (Encrypted) FTP
(Encrypted)

B cic [ RNV U



Be3onacHoOCTb AaHHbIX
PaclumpeHHasi besonacHocTb off-box

* [Mpo3payHasn nHTerpauus

« [nybokasa npoBepKa KOHTEHTa
— CTpyKTypnpoBaHHOE N HECTPYKTYPUPOBAHHOE COOTBETCTBUE

« OnTuMmM3aums NPon3BOANUTENBHOCTU
— PaboTaeT B TaHAEME CO BCTPOEHHOW CUCTEMON BE30MNACHOCTM AaHHbIX

Allow, Block, Log @
Content l Verdict

DLP Vendor Box




Mobile User Security
BesonacHbi goctyn B nNtoboe Bpems 13 fitodbon TOUKK

Cisco

~ ex
- . ) ﬁ)rce

< 3. 3 A i =

. - - o \ \) You g
- \ -/
-/

S

-  ae g
| Sypey

Cisco Security Enforcement Array (SEA)

Cisco Connection Powerful Enforcement MonuTuka
Manager Engines
9 Abstracted from enforcement
Always-on, location-aware, High Performance layer
extremely lightweight,
invisible to user Application and Identity Aware Acceptable Use, Access

Control, Data Security, Anti-

devices and OS




Mobile User Security

be3onacHbin goctyn K Web B Borderless Network

* [lpepoctaBnsaeTtca Kak 00 beaNHEHHOE peLLeHne NPOaYyKTOB
6e3onacHocTu Cisco

S-Series, ASA, n AnyConnect

* MoOunbHbIM Nonb3oBaTenaM 4OCTYMNHA NosiHas
dyHKUMoHaneHocTb WSA

* YnpaBneHue rnonntnkamm n ot4eTHocTb Ha WSA moxeT
pasgensaTb MOOUNbHbLIX N NOKarbHbIX NOMb30BaTENEN

 Single sign-on ¢ AnyConnect Ha WSA
* LLnpoknm Habop KNUEHTCKUX NporpamMm

 [loka TpebyeT nepeHanpasneHuns scero Web Tpaduka c
KNUeHTCKoro yctpontcea Ha WSA

HO B OyayLiem...




Cisco Secure Web Gateway
Camoe BbICOKOMPOM3BOAUTESIbHOE peLLleHne B MHOYCTPUM

Be3onacHocTb

\

MHoroypoBHeBast
3awuTa ot malware

dunetpbl Web-
penyTauumn

YckopeHHoe
CKaHnpoBaHue
CMFHaTyBWexaHM3M

S)

I'I%ep,ompau_leHme
paboTbl 6GOTHETOB
malware, KOTopble

obxonat nopt 80(L4TM)

YnpaBneHue

NHTerpnpoBaHHas
ayTeHTUUKaUus n
SSO

MoLlHble MexaHU3Mbl
URL karteropun n
dounsTpauum

dunerpauma
NPUNOXEHUN U
KOHTEHTa

Web usage visibility and

tracking

MpepnoTrBpalyeHue

\

[MpocTasa
©e30nacHOCTb AaHHbIX
on-box

B3anmopeuncrteue ¢
DLP cucremamm 3:X
npounssoauTenemn

[MpenoTtBpalleHme
Opellen B 3awmTe,
NHULIMUPYEMBbIX
malware (L4TM)



Right-Sized Hardware Platforms
Remote Office and Back Office (ROBO) to Enterprise

= HecKosnbKo onuum nHterpaummn (npo3padvyHoe
nepeHanpasnenne L4, PAC dainn, WPAD, WCCP)

= BCTpoeHHble yHKUMKM oTKasoycTondmsocTtu — RAID 10,
CABOEHHble B6noKku NnTaHnA

» Boicokas goctynHocte — WCCP, DNS, L4
» [MbKasa cuctemMa mapLpyTmnsaumm

Cisco IronPort S160 Cisco IronPort S360 Cisco lIronPort S660
1-1,000 users 1,000-10,000 users 10,000-30,000 users

Market Segment



YnpaBneHue 6e3onacHocTbio Web
Security Management Appliance (M-cepus)

LleHTpanusoBaHHOe ynpasneHue LieHTpann3oBaHHbLIM PENOPTUHT

”e“Jﬁ;?Qé"ﬁé’EﬁE'“"e AenersposaHHoe rny6okun LLInpokme BO3MOXHOCTM
nonuTykamu agMUHNCTpUpoBaHne MPOCMOTP Yyrpo3 Mo paccrefoBaHuio

MpocmoTp YnpaBneHue O630p
[MpunoxeHui, yrpos u Ob6Lmre NoNUTUKKM MeXay pasHbiMK Pa3sHble YCTPOCTBA, CEPBUCHI,

nosb3oBaTtenemn noAapasgeneHndamm n yoarneHHbIMnu
Ruudortintn nornb3oBaTeIdAMN




TouYHble MEeTPUKUN ANA ynpaBJrieHuUA

oT4eThl
Ie oT4yeThbl (nony4veHHble c WSA)

Web Reputation Filters

Primable (FOF)

Timee Range! Marth (30 days) ¥
06 Oct 2006 00-20 to 05 Nav 2008 09:27 (GMT -(800)

L4 Traffic Monitor Printable (PDF)
QO $
% Time Range: A ,
oo 21 Jun 2007 00:00 to 28 Jun 2007 16:56 (GMT -0700) A
20
Top Malware Ports Detected Top Malware es Detected
2.0m
-
Y 135 homepageprotector.com . LJ IOV
Bk 3478 qglivestatonline.qq.com 190
443 www.redswoosh.net
nos N
53 ald.redswoosh.net A
soce 8000 azd.redswoosh.net o . [ ] B
e 8080 ns.morpace.com
® 3232 synserver.tencent.com
w 4011 dns.zambeel.corn
22 s it
sz.tencent.com & - ° I aYa
81 count.club.pchome.net
o 100 200 o 100 200
Connections Connections
Monitored I Blocked Monitored I Blocked
Export... Export...
Malware Ports Detected
Itemns Displayed
Port ‘ Malware Connections Monitored | Malware Connections Blocked | Total Malware Connections Detected -
135 174 0 174




OTyeTbl oNs Pa3HbIX LUeJsieBbIX ropynn

o oo |

1% 1




Vlepavam OT BbICOKOYPOBHEBbLIX OTHETOB A0 OTAEJIbHbIX

TPaH3aKuuun

Web Sites

Time Range: | Day

google.com
mycompany.com
schwab.com
facebook.com
77.91.228.66
yieldmanager.com
blogger.com
nytimes.com
craigslist.org

yahoo.com

Transactions

BbiCOKUn ypoBeHb:

NMpunoxeHus
Y3nbl
NMonb3oBaTenu
KaTteropuu

- P T 4 A . ~
- DETAIL(;MBR'S: -7, U;} ™. ernity iden;}cﬂ'mulléio-lh Boasor SPrmumSin of URL Y~ \ <=4

= o

http://www foxnews.com/story/0,2933,550140,00.html?loomia_ow=t0:s0:a16:92:r3:¢0,174555: '
CONTENT TYPE: Text/HTML URL CATEGORY: News

DESTINATION 1P 101,211,501.631 HOST: wsa02-sfo

DETAILS: WBRS: -2 Malware - Adware, User community identified malicious behavior
on domain or URI,

b PAGE ASSETS: 239

httny//aww fo.mews.com/alideshow/entedainant/2009/% g/ru Mviormeym




Cisco Cloud Email



Apxutektypa peweHus lronPort ESA

m ] \\\

B egquuHoOM yCTpC)\‘?\C.TB'%_,;“'

Anti Spam Anti Virus = Inbound

Data Los
Prevention



dopmaTbl pa3mMmeLleHus

Hybrid
Hosted Email
Security

Hosted Email

Security
CEER))

Ha o0bekTe

3aKa3uymka Hybrid

Hosted Email
Security

Managed
Email
Security

B obnake Cisco

Customer
Premise

Equipment
(CPE)




Hosted Email Security

[lpenmyLlecTBa pasmMelleHns

B obnake Cisco:

bbicTpoe pa3BepThLiBaHME

CHWXEHMe HarpysKku rno
0bCny>XMBaHuIo

Pa3smelleHune,
MaclutTabunpoBaHue,
OTKa30yCTONYMBOCTb — HaLUKU
3a00Thl

1: O4yucTtka B obnake
OT cnama 1 BUpYCOB

3. OnumoHanbHO:
duneTpauus
ncxoasLen noYTbl

2: locTtaBka
npoBepeHHON
noYThbl

od

f 3akasuuk @’
N 2/

il

/



Hybrid Hosted Email Security

Jlyywee n3 obonx mmpos

 OuyucTKka BXoaALLEN NOYTbl — B
obnake Cisco

« Ob6paboTka ncxoasauen NoYThl,
B T.4. n DLP — y 3aka34unka

« KoH(puoeHuymanobHasd
NHpopmMaLuda He NoKuaaeT ceTu
3aKkas4nka

 EanHbIN nHTEpdenc
MOHUTOPUHra

1: O4yucTtka B obnake
OT cnama 1 BUpYCOB

o

2. [locTtaBka

MOYThI

npoBepeHHON MpumeHeHne
<3> nonutuk DLP,
nHTerpaums ¢ AD

O[] Cisco

. 3aKas3uyuk
\J



Co-Managed
Mbl agMunHUCTpUpyem, Bbl KOHTponupyeTte

3aKa3dynkK OtcnexuBaHue coobueHuin | Kencol | OTyeThl

OT1yeThl

oA Cisco

i —

O6cnyxuBaHue




ScanSafe Web Security



KTo Takoun ScanSafe?

%W ScanSafe

NMpodunnb KOMNaHUM:
= OcHoBaHa B 2004r.

= [TMoHep n mmpoBon nmaep B obaactu
Saa$S ycnyr Web 6e3onacHocTu

= KnneHtbl - ot SMB po Large Enterprise B
6onee yem 100 cTpaHax

= 100% Uptime 3a BCIO UCTOPUIO
npeaocTaBaAEeHUA YCAYrU
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« Flexible reporting with
@ ITII over 75 attributes
e ) e = Deep, drill down visibility

« Overview, trending and
forensic data

Administrator SOTEELTIIS. TSmO omssmtmom | rmmasmmosaze
CENTRALIZED POLICY & GRANULAR REPORTING
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W% ScanSafe

Roaming User

Mobile Devices

(;ft";c/e Based USEI’\‘
! _Anywher

28 userGranularity

+ Integration with existing
network infrastructure
(e.g. routers, firewalls)

+ Integration with
Directory Services

+ Numerous deployment
options

€ Policy Control

+ Web 2.0 content control

+ Bi-directional content

control

+ Dynamic Web

Classification

« HTTP/HTTPS scanning
« SearchAhead

“ Security

+ Outbreak Intelligence
- Billions of Web requests
every day

+ Real-time content
analysis of all Web
content

- Effective zero-day threat
protection
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Internet

e

ScanSafe offers consistent, enforceable, high performance Web security
and policy, regardless of where or how users access the Internet.




LObI Cisco ScanSafe
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ApxutekTtypa 3awuntbl oT Web-yrpos

Highly Parallel Outbreak Intelligence Runtime . Ma'W%feag()%ked
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PunbTpaumna koHteHTa Web 2.0

* TpaauunoHHaa URL-dounbTpayms
* PacwupeHHasa qyHKUNOHaNbHOCTb
— [MpoTtokonbl HTTPS, FTP over HTTP

— DLP, «npegynpeauntb, HO He
6nokuposatb» (AUP) n aHoHuMMmn3auma "o
Ail4
* [lMHamnyeckas knaccmdgukayma e
HEWU3BECTHbIX CanToB P

—¥,
— 3a 1/1000 cekyHabl e
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— O PEKTUBHOCTb AETEKTUPOBaHNA CanToB Ang DUSIITERID TR e o en o ek o, et
B3POCNbIX, KOUMUHAMNBHbLIX U T.M. = 99%

« OOpaboTka NOMCKOBbLIX 3aNpOCoB
SearchAhead

— Knaccudoumkauuns n ysegomreHme nonb3oBartens
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Kak Tpacdhuk nonagaet B o6nako

C n3MeHeHusIMM HacTpoek bpayaepa:

» HacTtponku Proxy 3arpyxatTcs Ha

komnbtoTepbl 3 AD (GPO / PAC file) nnu Webs:gj?itsyafseewice

no DHCP

* MC3 6nokupyet ncxogawmm HTTP
TpapuK Ha Bce agpeca Kpome ScanSafe

Bes3 nsmeHeHuss HacTpoek bpayaepa:

* Mimelouleecs y 3akasymka yCTPOUCTBO
nepeHanpasnsaeT Tpaduk B obnako
nomowin doyHkumm Cascade Proxy nnu

Port Foreward \

OnumoHaneHo — User/Group Granularity:

B HTTP-3anpockl nonb3oBaTtenen
nobaenseTca 3alluieHHas (xeLwm)
NHopmauma 06 MMeHU
nonb3oBaTensa/rpynnsi NPy NOMOLLN
Login ckpuntos/GPO

/

/

G
G
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MO ScanSafe Connector

YcTaHaBnuBaeTcs N HacTpanBaeTcs OAuH
pas, B ganbHeunwem He TpebyeT
agMUHUCTPUPOBaHUA N OOHOBNEHWUI

[lepeHanpaengaet Web Tpaduk B o6na|<\

S

OTBevaeT 3a B3anmogencteme ¢ ADn &
npegoctaBndaeT B 0611aKko 3aLlULLEHHYIO
MHdOpMaUMIO O nonb3oBaTtene/rpynne

B 6yaywem — dyHKUMOHaNbHOCTb
Connector nHTerpmpoBaHHasi B

mapuwpyTtmsatopbl  MCO Cisco

Cc

ScanSafe
Websecurity Service




Kak Tpacdhuk nonapgaet B o6nako
Onuusa 3 — KNUEeHT Arna MOOUIMbHbBIX MoNb3oBaTeNnen

AnyWheI’e+ dakT: MobunbHbIE

nonb3oBaTeNn TONbKO
17% BpemeHn B IHTepHeT

YcTaHaBnMBaeTCs Kak CeTEBOM NnpoBOAAT B KOPNOPATUBHOM
D'paf/]Bep’ He3aMeTeH ansa VPN KaK KOHTpOﬂMpOBaTb
nonb3oBaTens ocTaBluneca 83%"?

ABTOMaTU4eCKU onpegenser
6nmxanwmnm K nonb3oatento IO

[MepeHanpasnsaet Web Tpaduk
nonb3oBaTtena B obnako

Ob6ecneunsaet User/Group Granularity

3alyLLEeH OT BbIKITIOYEHUS
nonb3oBaTenem

Anytime. Anyplace. Anywhere"



3awmTta MOOUNbHLIX NOoJfib3oBaTeneun
ABTOMaTU4Yeckum Bblbop: B obnake nnm Ha npeanpuaTmm

ScanSafe Anywhere+ ol | 1ol | s
~ (B GyayLuiem cISCO
Cisco AnyConnect) >
W ScanSafe
\ﬁ_
% News Email
) OnTnmManbHbIN BIGOP Mexay obriakom
U npeanpuaTtMem B 3aBMCUMOCTMU OT
MECTONMOSIOXEHUA NOSb30BaTENS
>

‘ O6meH nHdopmavrmen

mexay ASA n WSA
. facebook

Cisco AnyConnect

60—@@_
- : Cisco Web Security
_ . Appliance

Social Networking Enterprise SaaS

Corporate AD




ISR G2 + ScanSafe: ®yHKUnoHan

« KoHHeKTOp yXe gocTtyneH Ha IOS .

* [loppepxmBaetca Ha nnatdopmax 880, 890, 19XX, 29XX n 39XX/E
ISR G2.

« [lepeHanpaBnenune HTTP/HTTPS Tpaduka.

« He TpebyeTcsa gononHUTEnNbLHOro areHTckoro MO, ycTaHOBNEHHOrO Ha
paboyne cTtaHUMK NoNb3oBaTENEN.
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ISR G2 + ScanSafe: Functionality

* YctaHoBkn HTTP npokcn He MeHAIOTCS.

* UpeHtndukaumsa Single Sign On ¢ nomowbto LDAP n AD
CUHXPOHU3ALUN.

* [lonb3oBaTenu HacTpamBatoTcs Ha ScanCenter Web Portal. OTueThbl
(docTyn no nonb3oBaTensm, rpynnam v 1.4. ...)

* |SR paboTtaeT He3aBucuMoO OT Apyrux cepsucos besonacHocTu (I0S
FW, IPS, VPN)




KnueHtckun noptan ScanCenter

HacTtpoika nonnTtuk, otyeTbl, MOHUTOPWHI

- WebVirus - Spyware - WebFiltering —“ioniii  Admin - Reports - Support -
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OT4eTbl NO pacnUcaHnio

NHdbopmauma Kak no KrneHTy
Tak 1 rnobanbHble TEHOEHLNN
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Cepsucbl ScanSafe

Ynpasnaem HTTP, HTTPS, FTP over HTTP
Web ¢punbtpaumsa

PunbTpaumsa KOHTEHTA

CkaHunposaHune Web malware

OT4yeTbl 06 NCNONb30BAHUU

3awWmTa MObUAbHbBIX NONb30BATENEMN

He-HTTP/s Tpaduk

P2P

IDS/IPS

MapuwpyTtmsatop/M3

OT4yeTbl 06 0b6LLEN NONOCE NPONYCKaHUA
QoS ana sBcero Tpaduka

VPN

Ontummsauma WAN



YcnoBsus

* [TonHOMYHKUMOHaNbHbLIN MPOOHLIN gocTyn Ha 30 AHeN
* HebOonbLOW 04HOPA30BLIN MNAaTeX 3a BKIIIOYEHME YCNYIK

» Heckonbko $ 3a ogHO pabo4yee mecTo B MecsiL, (3aBUCUT
OT obLero Ymncna pabo4mx MecT B opraHusauun)

© 2005 Cisco Systems, Inc. All rights reserved.



CISCO IRONPORT
CXEMA NMUEH3UPOBAHUA

Pavel Rodionov
Systems Engineer
prodiono@cisco.com



INMMnueH3um Email

 AHTM-Cnam
* AHTU-BUPYC
— Sophos
— McAfee
* Virus Outbreak Filters
« RSA Data Loss Prevention
* Intelligent Multiscan
* Image Analizer

PenyTtaunoHHasa dounbTpaumns n octarnbHOU OYHKLMOHAI BKITHOYEH B
6a3oBylo NOCTaBKY

JTnueHs3uun BbIAATCA Ha KONMMYECTBO NOMNb30oBaTeNen N orpaHnYeHbl No
BpemeHu (1 roa, 3 roga, 5 ner)



INMnueH3un Web

«  Web Reputiation Filters (penyTaunoHHbIx unbTpoB B 6a3oBon
nocTtaBke HeT!)

« Anti-Malware
— Sophos
— McAfee
— Webroot
« Web Usage Controls (URL dounbTpaunsa n Application Visibility)
« AnyConnect Secure Mobility (becnnaTHo!)
«  lronPort URL Filters
JTnueHs3unmn BbIAATCSA Ha KONMMYECTBO NOMNb3oBaTeNen N orpaHnYeHbl No
BpemeHu (1 roa, 3 roga, 5 ner)



JIlnueHsum Ha yctpouctee - Web

Feature Keys

Feature Keys for Serial Number: 00188B453402-JRK67C1

Description Status Time Remaining Expiration Date

IronPort L4 Traffic Monitor Active Perpetual N/A

IronPort HTTPS Proxy Active Perpetual N/A

Cisco IronPort Web Usage Controls Active 63 days Tue Apr 12 01:12:04 2011
Sophos Active 63 days Tue Apr 12 06:12:03 2011
McAfee Active 63 days Tue Apr 12 01:12:04 2011
Webroot Active 63 days Tue Apr 12 01:12:04 2011
IronPort Web Proxy & DVS™ Engine Active Perpetual N/A

Cisco Mobile User Security Active 63 days Tue Apr 12 06:12:03 2011
IronPort Web Reputation Filters Active 63 days Tue Apr 12 01:12:04 2011

Pending Activation

No feature key activations are pending.

Check for New Keys

Feature Activation

Feature Key: I

Submit Key




IlnyeHsumn Ha yctpouctsee - Email

Feature Keys

Description Status Time Remaining Expiration Date

RSA Email Data Loss Prevention Active 49 days 29 Mar 13:44 (GMT)
Bounce Verification Active Perpetual N/A

IronPort Email Encryption Active 49 days 29 Mar 13:44 (GMT)
IronPort Anti-Spam Active 49 days 29 Mar 13:44 (GMT)
Incoming Mail Handling Active Perpetual N/A

Virus Outbreak Filters Active 49 days 29 Mar 13:44 (GMT)
Sophos Anti-Virus Active 49 days 29 Mar 13:44 (GMT)
McAfee Active 816 days 04 May 16:15 (GMT)

Pending Activation

No feature key activations are pending.

Check for New Keys

Feature Activation

Feature Key: I

Submit Key




95% of companies
who try Cisco IronPort
become customers.

Contact:
Your Cisco lronPort Rep
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