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1. BRERENZE

e SZIE Reverse Proxy &1\

e 371 Monitor Mode BS=ETIT\ » MiOJFEH A TE#BEIEZE 5T\ (Human-Assisted Learn-
ing) BNE&E
oJB755€ Web-based B HTML & XML &
O{RFEMAEEINENR XML DoS AyINE
O EFERERTEEYLBIEREA (Rules) RFENS (Signatures)
RIROIIRHIBERAYR S PCIDSS 1.1 Z Section 65 & 6.6 EHF OWASP TOP 10 AY
FREBAVAR AL
Ef#8ih (Web Site) INEEZBE (Web Page) SYERCINE 2 P E B =R
o TSI TRt E R IRIBR ROETIRE

- #BERE RN (Buffer Overflow) INE

- ERHTTP BEEE » HTTP 283EEEN

- Null Byte PEER

- BASEHRISINE R 2 E1ERRL (Canonicalization)

- HTTP [O)f (HTTP Response) RYEE%S (Rewrite) RiEiE

- OJBREE Cookie & Session HIELY

- DJSERESUAINER (Cross-Site Scripting)

- OJBREE SQLEA (SQL Injection) RErTEA (Command Injection) INE

- ORFEBREABTAER (Privacy) BRNE

- ¥R ERERERENERASETZRILRIES (Cloaking)

- OJ¥t Referrer ZIEETRE @ (REMRERERRBIABENE (CSRF, Cross-

Site Request Forgery) HI&kE
- Web application attacks (3282 HTTP ~ HTTPS & XML fEFRINE)
- Session Hijacking (EfREE)
Cookie Poisoning (Bl HE)

. Ti‘zef tIEFEFRY! (Positive) EHEE RS (Negative) AVEE I T
o WIRTIIE PCIFREEPER OWASP #EESEREIVNERY Profile (HEBEIEEMR

2. B@%E
e 782 SSLv2/3 » WOJH1TEE Cipher Suite
o ZIZ FIPS 140-2 Level 3 & (A13%)

3. IBRE=ES
o TJBHE Cookie EX (Cookie Tampering) i Cookie 152185 28 S HIMEZR G
o TISZRFFIPS fRED - W OJFEFMS SSL BiR A RES s BRI LB SSL Bk
#F (SSL Key Hijacking) TN &
o Ti?&Lﬂ(DD%\ EEA
Advanced Encryption Standard (AES)
- Data Encryption Standard (DES)
- Triple DES (3DES)
- Blowfish
- RSA
- Diffie-Helman
- Digital Signature Algorithm (DSA)
- Secure Hash Algorithm 1 (SHA-1) and Message-Digest 5 (MDb5)
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212 Simple Network Management Protocol (SNMP)
Z1% Roles-based Access Control (RBAC) IFEUEHIRI
5% ESEAECER O APE AR EEHS
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o RIRETEHS Syslog ~ Message & Event Logs
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6. IEES RS
o DEEURIE
o TIIEHIERENNR : 1 FIPS 140-2 Level 3-Compliant 4000 SSL TPS X 1 Non-FIPS
complaint (14,000 SSL TPS)
gt 4 18 Gigabit Ethernet RJB1TAY Light-out management Ethernet port
g 4GB AY RAM
O/ Dual hot-swappable SAS HDD with RAID (20 GB usable)
IE HA 2218
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