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EAG, BTEHEE IPS EECEMINEA Cisco Security Agent IRt 2 E¥ERFEEALS |
AIEARIA IDM  "Monitoring,  ( 532 ) T4 "Imported OS. ( OS E A ) K #ZE#i(tab).

BEtREA IPitAEE , UREEMSENERRRER,

B+t BEAERIHKEA

% Cisco IDM 6.0 - 10.96.5.47

File Help
@ 0 () @ 4 Cisco Srstens
Home: Configuration Monitoring Back Forward Refresh Hep m.
- Deried Attackers 4 moorted 05 -
- $ Actve Host Blocks . . .
« Bocks The following are the imported OS values mapped to IP addresses. You can click Clear List to remove &l the imported 0S5

values on your sensor .
Rade Limits

= Q 03 Wentiticatiors Host IP Address 0OS Type [ Delete ]
Learned OS :

17216210 5403
o Detastion 1721633 windows-rit- 2k xp
Everts
= Q Support Intormation
Dragnostics Repert
Stalistics
Systen Information

| Refresh |

Last Updatec: 12/7/06 7:5323 PM

DM iz irdialized successiully csco administrador @

f# /A Cisco Security Agent Watch Lists

Cisco Security Agent (9IheEz — , iR ERZEAEHIHRBETAN IR, EXE
BIEEEAI S 4 | ATAER HR %8 Cisco Security Agent 2 HHNZ 2 E4 | KB ZEEK
BHUEIMZER  ETARREEAETERERRH, ETHEIERR XM 1P
HrEWMAFREE 1P EES , MATA#T Cisco Security Agent B RFE , & H 8 AER
RETHENBEER,
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ATESHREERREHEERES , IPSABERNERATLAGREMEA Cisco Security Agent
RENREHAS, EHXRNGE , B Cisco Security Agent fEBl— A T#E MR HIEHHE
HIE  BEWGEHHASHEME PS EHRES. BHEHAASIERHEERE, HERSR
EMBWIHBE (TCP, UDP, ICMP %), BEMEEEEHE 1P {1t

B 7T Cisco Security Agent 12t [EREEA S , B IPS ERIBESE AT AR LI HE —EH
REE BREENENIE A TN IPS B4 Cisco Security Agent FRAR SRR EEN
R, URETIEMCMESEERKEEANSE, BREEKSEHR IPS BERREEFH
B MPLERENARTEMERRES. TEL , IPSEUTFTERAA—ATHEBREERE
REFRHHET,

B -H-—ATHRER, BYBRZE FRTREM Cisco Security Agent FRl , S 4 IPS B2,
BRIPSHYFEEDRMEREE LWRRK.

BEBEEE I NEIMBHERN  BR2EFAHMSELEARFGERS. WATFmA ,
ERFENFMERAE IPS ABERNEFARE. EETEBENRE , AERFFEHES
REfREE , BAR TCP # UDP RXBRE. IPS SREBR/ESHNMRN , RAMHENEES
B REE,

HREERNBRRZE  —EERELNIMBB2ES4NRAKREL , EEEES. B3
HN—EThEER EIRIE, E—BAERBONRAHRRFGEBELREWPFIER , Ea
PRENE ZE Bl FE1T B (override action) RESHEBRMK. ANBEERESTIREEM S,

BEMMABREZE
—EEM T LUEIB Cisco Security Agent FBEASFERE , A8 Cisco Security
Agent HEBRREBMTENER , HMABREE .

F Bk
Cisco Security Agent 8B ABALLUEERAFHET , REERRNRRK , I=RBLER TH
TEE MR BT R Z N R i

EFDRMEH  WEASLRICIEN IP It ARE P B8, FER%E Cisco
Security Agent EXEF AH "Global Event Correlation ( REEEMRE4EBIN ) 2+ ,
# A Tdynamically quarantined IP addresses. (EVRERREE IP {ib)i@EiE , RE A K=
EHE 1P ik,

B \FREEERERRE. FEMATH , IP iR 172.16.2.7 NRKEHF SN AIREEE
o

B\ FERERMARBES
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(3 hitps:/10.96.5.45 - Management Center for Cisco Security Agents V5.0 - Quarantined IP Addresse - Microsoft Inter... |- |0 |X|
[] 1P Address Quarantine Time Source Events
[ 1z22.16.1.22 2006-12-11 13:27:57 glabal correlation of an untrusted adéress (low fidelity) view

Explorer User Prompt

s

ADDRESS TO BE QUARANTINED: Cancel
Add| Rem 1721627
] done 9 @ Tusted sies

FEBETHIMATEE P VU BER SR LIEHEMTEHN IPS ERIRERS, RTES
BAZRGH IP A AEESN , BHEAASEZEREEENAFHMA, Bk, IPS &
SHEFTERRIFGE  AAFHEESE RR B NBE.

Dynamic Global Correlation (EhAE%: & 485 BI B 1)

EXMERZSRAL EAZEEZEIHER IRHRBETRE, Cisco Security Agent
EALBEREHELTIH, SEHEREEZEF —ERA , SN BEHFIHAETAERE
BETEENEH  YRBZSHNEKREREDBHE,

EERESARR , XA ERMURERTZEEN IR RBMEERBERER) , U
CERAERNTR, BREASTZEENEHE BRI ERBERER)E , ZEEHR
RAZRERSABEBE CENY . BAKEMRRMERA,

Cisto Systems Management Center for Cisco Security Agents v5.0

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration »Rule Modules » Windows Rule Modules » A Pilot Test[V5 0 r176] » Rules » Network shield [878]

»11 events generated by this rule|
*View change hictory

Description

[F1Detailed

[FlEnabled

[Taks the following action ]

Attnbute Value
|_°SBt j | Host Address ¥ as | Untrusted host (_!ocail}r_md_globaly) v

and

Log

Bh SRBHIHREREBBBRETEENRA

EREERNRAE | Cisco Security Agent HERE AJ R ZFEE 2 THIETRBMLEE
B, WAHEMU AR ERER P vuEES. EERESE—BASHAPIENESR K EEBE
PIER | THHE BB MAFTE#IT Cisco Security Agent HYR#t 2 B RRBIKIFRES
B,
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3 Management Center for Cisco Security kgents ¥5.0 - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Cisco Systems Management Center for Cisco Security Agents v5.0

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration Global Event Correlation

[|Correlate network scans | Events : 113 |

Log & message i 3 systems report this event within 3 minutes

[/ Correlate events received from operating system event logs and generate a summary event | Events : none |
[¥]Log indwiduzl events in addition to summary event
)

Log a message if systems report this event within 0 minutes

[/ Correlate

pected virus application events and add contaminated files to list of dynamically quarantined files [ Events : none |
Log amessage if & | systems report this event within | 80 | minutes

[“ Correlate events received from virus scanners and add contaminated files to list of dynamically quarantined files [ Events : nons |
Log amessage if 2 | systems report this event within | 60 | minutes

[+ Correlate communications with untrusted hosts and add peer addresses to list of dynamically quarantined 1P
addresses [ Events: 3]

Log & message ir 3 systems report this event within 3 minutes

Manage dynamically quarantined files 1P addresses

B+ 2B AR EFEB N RERA

BE - AXREEEHE , —ERMS4AASRERED IPS GRRESR  ELASBER
BEEREAY P fuut, MEANGE., YERVRSANDELAE, Bt , EXEFTERRFGE
¥, IPS AAFAMEBERRSEFLHESGEHEIRHIN).

BHIRER , B+ — 25 1P uthEE, E/EFE L IE— AR E R iR
B R#R(172.16.1.22) , AR —RBEBAEAEFBHMANRIRK(17.16.2.7).

A https://10.96.5.45 - Hanagement Center for Cisco Security Agents V5.0 - Quarantined IP Addresse - ...

CEX

] 1P Address Quarantine Time Source Events
[ 172.16.1.22 2006-12-11 13:27:57 global correlation of an untrusted address (low fidelity) vigw
[] i72.18.2.7 2006-12-11 15:09:49 entered by administrator

Add | Remove | Refresh l
£]Done 5 @ Trusied stes

B+ — PRk P uutrEE

IPS Event Action Override (IPS B4 B =0 FE{TE)
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WBIFTR | Cisco IPS EABREZEFERATRETIETERANED. #A Cisco
Security Agent 2IRBEBEPNEH B2 IPS AU TS HBA TR AW, BRE
AR BREEE—ERZE "EHEERETE. ( Event Action Override)fEE , LB
REHSEEREH,

"EHEEOETE. RE—ME-BUERR  SHRBRFEEARTEENSS , AHE
B MECIERECKBEERERSHE (signature ) BRFTRENEIEEIE. AREE
BEZHW , IPSEABEREFRNMERSEH ARG, —E "SHESEERTE. 2
RE , E—EEHERNEHCEEERRNERPIER | MR E T U HR BT,

ERMREERNDBRBEXN(PS)K , " SHEBEZLETE ) WEREME A LAER L HHKE
%, BERRRER DS EX , BB TUHHEERS B THEERER,

Cisco Srstens

2 @

Configursti ek

@

Refresh

2

Heb

o

Back

>

Home Forward

iterface Pairs ~ : rules)

YLAN Pairs - -

VLAN Grows Event Action Overrides | Target Valus Ratng | Event Action Fiters | OS Hentifications | Evert Variables | Gerersl Settnge
Eypass

Traffic Flow Motificats

An Event Action Owverride iets you assign a Risk Rating (RK) range 10 each event action lype. It an evernt ocours snd the
RR walue for that event fals within the defined range for a particuler action, that action i added tothe evert. Y'ou must

Fﬁmm&g‘m x - %
select Use Evert Acton Overrides to use any override that is currently enabled.

Virtual Sensors
Global Variables

Policis
= d & Cefintons
sig0

i
= BB

[¥] Use Evert Action Overrides

Event Action Enabled Risk Rating

Deny Attacker hiine
Dery Packet inine
Produce Alert

81-94
0100

Yes

Yes

Esocking Properties
Device Logn Prefiles
Ebocking Devices

Fouter Blocking Devic

Cat Bl Blocking Dewvic

Master Blocking Sens:

1.3 s

g General Configuration
Traps Configuration

lafafaful

£ =xtemal Product Interface
;“' Auto Updete
;_-'ﬁ Restore Detautts

IDM 15 indakized successfully sdmirestrator

B+= "SHEZDETE. 8

HE+=% , B=8 "SHEEOETE., REMBREE inline BXH IPS, BERFGE
5 5 HESHMERBRSEMN  SRBHFRENIHE IPS £ LH#H, MBI ER R
AMETE 80 B/ 94 M HE , S ER L WHRIER, KK  EAEAMRFFMETE 0 2 100
ZENEH , B SER KB (log) P EIHER,

"EHBECNETE. WEE , S2BAMNIE | A E§ Cisco Security Agent 4T #Y £ #
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R, AREIPS, AIE—EEENREER , KRR ERIBRNEL HRAEEBCERHR
BNFE  ERACHERFRLHEOLAZE !

o —HBRET BHBEENETH. cHSEARMERRIMELREEETINRS
B MAARARBLRBAREENTIRERNEL,

o THEEHERTLEANIHMSIZBHMNERTME , B "S4EELETE.) BENEER
281, IPS BTFEHEEEMITE ., ERTE IPS & Cisco Security Agent EEF &%
WEREHEAAEE YT VAR EM REETME IPS HRB—ESH4E,
T EEFEEEITE,

B A
1P BB 5

® Cisco IPS EpF

http://www.cisco.com/en/US/products/hw/vpndevc/products white paper0900aecd80191
021.s.html

e ZHEEBFEMA Cisco Intrusion Prevention System Device Manager 6.0

http://www.cisco.com/en/US/products/hw/vpndevc/ps4077/products configuration guide
book09186a00807a8a2a.html

® £/ Management Center for Cisco Security Agent 5.0

http://www.cisco.com/en/US/products/sw/secursw/ps5057/products configuration _guideb
00k09186a00805ae89c.html

® {#H Management Center for Cisco Security Agent 5.1

http://www.cisco.com/en/US/products/sw/secursw/ps5057/products configuration guideb
00k09186a008067b6a5.html

atess arhifER ERPER
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