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= |nternet Threats : latest trends
= E-Mail Security : lIronPort C-Series
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lronPort : who are we?
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Global Operations

Funded in 2000, now a Cisco
Business Unit

Worldwide HQ near San Francisco
45 offices in 35 countries
645 people

Analyst Leadership

Recognized as the leader of e-mail
security appliances by Gartner, IDC,
Radicati, etc.

Customer Leadership
325 million mail boxes secured

More than 7000 customers in 85
countries, including:

- 54% of the world’s Top 100
companies

-12 of the 15 biggest ISP’s worldwide
- 7 of the 10 biggest banks worldwide

Technology Leadership

1st to develop a high-performance
MTA

SenderBase: first & largest
monitoring database

1str with Reputation Filtering
1st with Virus Outbreak Filters



Internet Threats

Latest trends




Phishing is changing

= New trends

Pharm I ng New Phishing Sites by Month July '06 - July '07
Spear phishing : social engineering s
Typo attacks: www.googkle.com -
= 1/3 of phishing sites host = li I HI:I
malware PRSP SESF P

= Average on-line time for a
phishing site : 3.6 days

Source : Anti-Phishing Working Group



Zombies are changing
The Storm network

= The world’s most important
botnet

1000 contaminated PCs rented $220 in
Germany

1000 contaminated PC in the USA $110
Rented per hour, with phone support available

= Self-expanding: Recruiting emails

& Spam
= Coordinated: Synchronizes email &0 | - -
spam with web landing pages e el [ S VUSU——

= Peer-to-Peer: Uses fast-flux and
P2P network /
= Reusable: Spam, Phishing, DDoS, A
Blog Spam

= Self-Defending: Will DDoS those
to poke it




Spam keeps growing!
X4 In 2 years!
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Spam techniques are changing
From images to web links

s Daily Spam mmmm % Attachment Spam

: -~ Spam keeps growing,
‘ _ but attachment spam
) -« reduces
P R E— Percent of Spam Containing

0
200001 2000-02 200703 2007-04  2000-05 200706 200707
0% 20% 40% 60% 80% 100%

URL spam keeps growing """
Image .

(+ 253% in 2007 vs 2006) F




Threat vectors are changing

TD Ameritrade Breach
Affects 6.3M Customers

Emall Vector Brokerage firm uncovers data-sucking malware during
system audit

Fram: s
Wan you have got to tell me where you picked her up, | saw this on the web, it has to be you,
|\/|8.|Wal’e check it out yourself http S youtube comfwatch?v=IHzbpdl fpp/
|nfeCt|0nS Ay

You () U

Your Download Should Begm Shortly. If your download does not start m approsamately 15 secd B
you can click here to launch the download and then press Fun.

Dolphins' Web sites hacked in advance of Super Bowl

WEEK About Contacts Subscribe Advertise Jobs j
Horne | News | Analysis | Comment

IT Week = Mews = Hacking

Smart malware steals from SSL
streams

} Is nothing safe?
lain Thomson, vnunet.comn, 22 May 2007

Malware & Spyware is
the hidden enemy J

A new variant of th
is stealing daf




Legitimate Sites Hacked

= 70% of Web-based infections were
found on ‘legitimate’ websites
(Google survey, May 2007)

= |Frame attacks

1. A legitimate site is hacked (iFrame
added on a page)

2. The user is re-directed by the iFrame
towards an infected website

3. A malware is automatically

Broducts | Contact Us | Stamap | FAQ
Feels like someone took out ml

R o part of you and yet made

nnnnnnnnnn

downloaded on the desktop by e T—

exploiting a vulnerability of the web = - —
browser sur le poste en exploitant une | —— T e oo
vulnérabilité du navigateur web - s e

MySOL-hased

= Web 2.0 Sites

1. The hacker modifies the page with a
malicious code la page avec un code

2. The code potentially redirects the
users towards a malicious site.

Efficiency

0%



Data Loss Prevention
E-Mail is a major leak vector

= Intellectual Property Protection
Personal / Financial Data
Intellectual Property
Secure communications with partners or customers
A

Control communications with specific domains (competitors, etc.)
= Acceptable Use

Enforce messaging policy (size, type, content of attachments)

Control offensive content
Add legal disclaimers to outgoing mails

= Regulatory Compliance IIII
SOX, HIPAA, GLBA, PCI, etc. "

— IDC “Email has become the de facto filing system for nearly all
corporate information, making it even more critical to protect

Aﬁg{-yzg the Future the outbound flow of messages.”
- Brian Burke, Security Products Research Manager, IDC




The IronPort® Vision

Web Security

| Email Security

IronPort L
SenderBase "“ T
. .
‘\‘ BLOCK Incoming Threats
LY
‘&
‘t
APPLICATION-SPECIFIC . .
SECURITY GATEWAYS

EMAIL WEB
Security Appliance Security Appliance

CENTRALIZE Administration
PROTECT Corporate Assets

Data Loss Prevention
Security

MANAGEMENT
Appliance

CLIENTS

Security Management



IronPort SenderBase’

» Data Volume

* Message Structure
e Complaints

« Blacklists, whitelists
* Off-line data

¢ URL blacklists & whitelists
* HTML Content

* Domain Info

* Known “bad” URLs

» Website history...

J \

—/

e Statistics on more than 30% of
the world’s e-mail traffic

* New threats & alerts detection

* More than 150 parameters to build
reputation scores

E-Mail Reputation Filters _
feereeesasnnasecesannnnssesaannaasssp REPULAtION Score

Web Reputation Filters _
ceessesessssesssscssssssssssssssssss p REPULALION ScCOre



E-Mail Security

lronPort C-Series




lIronPort C-Series
Inbound & Outbound Security

INBOUND Anti-Spam Anti-Virus
Defense Defense

N

MAIL TRANSFER IRONPORT ASYNCOS™
AGENT FOR E-MAIL

—

Data Loss =\
Prevention Encryption

OUTBOUND




lIronPort Spam Defense

Multi-Layer Protection

Very positive score :
delivered

IronPort
Reputation Filters

- Block 90% of spam before it
comes into the network

- Use SenderBase reputation
scores

Very negative score :

TCP connection is
rejected

ng CR

SenderBase

3

IronPort Anti-Spam

Average

Score Who? How?

What? Where? %ﬁ

More than 100 000 daily
updates

Capture rate >98%

False positives <1 on
1 million

\H .i‘



IronPort Stops Phishing

. From: Barclays Bank PLC - URL I’eg iStel’ed tO

= Web Reputat|on: |r0nP0rt ?:-te: iunday,]uly 15, 2007 9:23 PM ISP in Mauritius, not
eXCI US|Ve teCh N Ology Suilject: [SPAM] [SPAM] Barclays Bank Secur| Barclays ;
assigns reputation score to _ domain on several )
URLs in emails based on AR blacklists f
likelihood to host phishy / Dear SitMada, — abnormally high
Spammy content mccomt manterance and gt caton poceawes]  VOlume traffic to s,

might be due to either of #e following reasons: d om ai n

= Stops over 97% of phishing 2 Submiting muaid iformation during the sl

attac kS Due to thi date and verify your information by clicking the link below:

https-/fibank barclays co uk/olb/x/L oginMember do

50.0 T
40.0 + 374 374 374
30.0 T 285 272
246
209
20.0 + 16.5
120 142
_ 10.0 101
- J I .
0.0 t t + t t + t t + t t
Jun Jul Aug Sep

Oct Nov Dec Jan Feb Mar Apr May

New Phishing Sites (thousands)

May



lronPort Virus Defense

Multi-layer virus defense

Virus Outbreak Filters Anti-Virus

@ oW W SOPHOS

i McAfee

=5mins

T=0 . | zip (exe) files C ee
-zip (exe) files

-Zip (exe) files | g, 50 to 55 KB |-Size 50 to 55KB

-“Price” in the
filename

Virus Outbreak Filters Advantage
www.ironport.com/toc

Average lead time on protection *............... over 13 hours
On atotal of major outbreaks of * ....................... 248 outbreaks
Total incremental protection * .............ooeviiienenn.. over 134 days

* Between Oct 2006 et Sept 2007.
Calculated From official release data from the following vendors : Sophos, Trend Micro, Computer Associates, F-Secure, Symantec et McAfee.



lIronPort Spam & Virus Defense
Dell Case Study

Incoming Mail Overview |

Time Range:
Incoming Mail: Mar 14, 00:00 to Mar 21, 09:22
S aa0e e e
3600000 Incoming Mail Category %% 2 Messages 1t h
3200000 — [ - Total Attempted Messages 22398160 I ro n PO rt aS
23000001 — ] Stopped by Reputation Filtering = 85.54 19159563 | ncreas ed th e q u al |ty
%j . Invalid Recipients 39.63 2157877 . I
E 1600000 Spam Messages Detected 0.62 139772 an d rel I ab I I Ity Of O u r
12000001 [ virus Messages Detected 0.05 11243 N etWO rk 0] p er at i ons
S00000 Total Threat Messages 95.85 21468455 . . '
4000001 ! - - - Clean Messages Accepted 4.15 929705 W h I I e red U CI n g
[}
].4-Mar|15-Mar|16-ll.lar|1?-Ma.r 18-Mar 19-Mar 20-Mar 21-Mar O u r C 0 StS . )

— Tim Helmsetetter
Manager, Global Collaborative

Accuracy of spam filtering increased 10x Systems Engineering and
. . Service Management,

68 servers running Spam Assassin replaced by 8

lronPort C-Series (70% consolidation)

: 0)
Operating costs reduced by 75% MAILBOXES

DELL CORPORATION

PROTECTED




e
lronPort Data Loss Prevention

Integrated scanning & remediation engine

Scanning Remediation

Dictionnaires

Filtres
Quarantaine

— Enab.\e Smar‘t Identifiers Weight (0-10)
|7 Credit Card Numbers l_ Chlffrement
Smart ldentifiers |F social security numbers F
| ABA Routing Numbers l_

[~ cusips l_

Scanning : pre-defined filters (SOX, HIPAA, etc.), compliance dictionaries, automatic

tracking of credit card numbers, etc.
Remediation : alerts, reporting, quarantine, encryption...



lIronPort Encryption Overview

Approved by the analysts...

lIronPort enables enterprises
to communicate sensitive
Information vital to
business and customer
relationships

1. Without the need for the
recipient to install software

2. Regardless of the e-maill
platform & OS used by the
recipient

| ability to execute |

challengers leaders

IronPort Systems

Tumbleweed Communications

Secure Computing
ZixCorp

PGP Corporation ' Voltage Security
Entrust

ZL Technologies

niche players visionaries

{ completeness of vision |

>
As of August 2007
Source: Gartner “Magic Quadrant”

E-Mail Encryption



lIronPort E-Malil Encryption

How does it work?

. Message pushed
f o Gateway encrypts message to Recipient

2.

Key PaW
/ /,
\ o

User opens IronPort
PXE in browser

Decrypted
message

Stored
displayed

g

— 9 User authenticates & é")"";"“mw ==
gets message key el
Cisco Registered Envelope Service =




lIronPort PXE: Receiving a Message
Seamless End-User Experience

1. Open Attachment
E— 2. Enter password

sl
cisco ]

3. View message

) postX Secure Message: Product Roadmap - Mozilla Firefox
File Edit View History Bookmarks Tools Help

P Getting Started E,' Latest Headlines

afear]n

Secured Message [(Reply | [ Replyall ] [ Forward |
From: kkennedy@ironport.com

To: Kevin_Kennedy45@yahoo.com

Date: October 12, 2007 6:30:50 AM PDT

Subject: Product Roadmap

Attachments: Roadmap.doc

Product roadmap doc attached, as requested.

Best regards.
- Hevin

[ Reply ] [ ReplyAll ] [ Forward

© 2000-2007 Cisco Systems Inc. All rights reserved.

Done




Ease of administration

g, Mosly yrre -l e
@lﬂl?ﬂl‘l’ [+10] R
Incoming Mail Policies
- Lt FReese sy *oae
Message Security
st s e e i e e e i i T bt el b bt el Aggransi [ Daecoes  NIEIEEEEN
et e T i e e S ] B e o S e O Sender
Orgar  Pokcy Neme | Ant-Soam Anteirun Cortent Fiters W Cattreak filters  Dhwlate
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Surpected: Dalves

3 | Leost (une defett) (una defauit) Archoeetad tratied o
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Dkt Pulicy  IromPort Saparnd: Daiar Quararteatify  Ernabied
Postree: Orop Encrypted: Delver SeripMgaliey
Susgeited; Debrver  Unscarnable: Delower

Email Security Manager
Configuration of policies pergroups, users, etc.

5-Step installation

" Executive Summary IranpoLyRELCom
Massage Tracking T P e
e [r—rrw—
=
N Tracking Tinia m currerify svmintie. Coin = b rage: BLA% comsiate e P ] " w
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Tracking of the messages E-Mail Security Monitor
Real-time reporting



lronPort M-Series

Centralized Spam Quarantine, Reporting & Tracking

= |ronPort Email Security
Monitor reports centrally
available on IronPort M-
Series

= Reports on C-Series
appliances managed
(system capacity,
functioning, etc.)

= Stores more than 1 year of
data

= Centralized tracking of
messages

= Centralized Spam
Quarantine

Message Tracking

No Tracking Data is currently available.

Data in time range: 58.6% complate

Envelope Sender: (2| [T EJ
Envelope Recipient: (2] [1s =
Subject: | [Ts =

Date and Time Range: | siart Date:

End Date: Time:

= Advanced

and

Sender IP Address: T

© search rejected cor]

Selecting multiple eve:
type.

[T virus positive

[T Spam Positive

[T Suspect Spam
[T Delivered

—

Select Host

Message Event:

Message ID Header:
TronPort MID:

IronPort Host:

Hessage Details

Envelope and Header Summary

Received Time:

05 Jun 2007 14:00 (GMT -0700)

MID: | 167660
Message Size @ | 905 Bytes
Subjéct: | (no subject)
Sender: | tacozillaBtacomaterritary.cam
R rits: 4148, 4148
Message [D Header: | SbtabSsSa®iea0l0.dz.clayton.ce
Recenving Host: | wanport.ga
Receraing IP:  172.22.141.2
SMTE Auth User 10z | M/A
Sending Host
Reverse CiE Hostname: | ironport.qa (verifed)
IP Address: | 172.12.141.2
SBAS Score: WA
Processing Details
Sep 18, 2006 12:11:40 -0B00 | Message engqueued
Sep 18, 2006 13:11:40 -0800 | Mestage nd
"DEFALT brightmailgdl
Sep 18, 2006 13:11:40 -0800 wend by Anbicgparm, Verdsct: Negats

Sep 18, 2006 12:11:40 -0800
Sep 18, 2006 12:11:40 -0800
Sep 18, 2006 12:11:40 -0800

Sep 18, 2006 12:11:40 -0800
Sep 18, 2006 12:12:90 0800
Sep 18, 2006 12:11:40 -0800
Sep 18, 2006 12:11:40 -0800
Sep 18, 2006 12:11:40 -0800

Sep 18, 2006 12:11:40 -0800

Message processed by Sophos Anbi-Virus. Ven

Message Tracking

Ervelops Sender or Sender I:7) | [Commaing

=l fazoma

Envelope Recipient: ) | [Containg

=] frongert.com

Subject:  [Bagine wen =] [

Einte and Time RADGS: | St Ote:

» Advanced

= o

arated: 0

Resuts

Dusplaying L — £ of 4 mems.

L Thu Jul 22 2005 16:37 (GHT -07040)

L sandarg 9401 thcama
jaradsagiranpar.com

(ne subject)

Hessage suceesshily delivered

588805054
runl,

Thes Jul 22 2005 16:37 (GMT -0700)
normai_sender 25501 tacoma
jeredosBirengan.com
(e subject)

Message successhully delivered

SEEBGESS

Tha Jul 22 2005 16:37 (GNT -0700)
normal_sender@19801.tacoms.
janedoediranpert.com

9E8E09E5L

Metiage suconsshly delivered

The Jul 22 2005 16:37 (GHT -0700)
narmal_senderB29801 tacama

SEROSEES
jaredosBironpan.com
{no subject)

Message successhuly delivered

Displaying  — 4 of 4 Eems.

ttwes pere page [

mailman.domain.com

mniknan.

miaibman.demain.com

misilman.domain.com

Show

Shaw

i

Shaw

DetaisS

Datais

Detaist

DetaistS

Message queued for delvery

Message successfully delivered to brightmad@d1
b T brighsmailgd .

Message processed by Anti-spam. Verdict: Negative

aad1.08"
adl.gn

at'172.2

. Response: "sent”

Message processed by Sophos Anti-Virss. Vierdict: Negative

Mesng

Bt'172.21.141.1", Response: “sent”

e ¥
Message defivered to 41.00"

" ipas_drap” ipas_drop@dl.cadl.gn
Message processed by Anti-Spam, Verdict: Suspected soam

ipas_drop’

ipas_dropSdl.cadl.ge

Message processed by Anti-Spam. Verdict: Suspected spam




Web Security

lronPort S-Series




e
Web Traffic

How to protect according to its nature?

50% of traffic is “easy to classify”
| Predictable traffic,

Recognized domains
——

50% of traffic is “hard to classify”
110M sites, growing 40% annually

Mixture of legitimate sites, spyware and malware
< >

Traffic Volume iy

Long Tail

# of Sites iy



lronPort S-Series
Architecture

Traffic Category-based
Monitor URL Filters

PROXY IRONPORT ASYNCOS™
CACHE FOR WEB

Web Reputation Anti-Malware /

Filters Anti-Virus




Detecting Existing Client Infections
Monitoring “Phone Home” Traffic

ad yieldmanager.com

= Detects all spyware/Trojan
communication with an
external server

Scans all traffic, all ports,

wiew. atdme. com

speatedme. com

A wiballusian, com

content yieldmanager com
www.appledsamantics. com

switch.atdme.com

all protocols et
= Compare contacted external
IP adresses with a — T
“‘command & control it | “Elied” | B
servers” blacklist o e
= Automatically updated anti- - P o
malware rUIeS 28555 875 0 875
= « Monitor » or « Monitor & = m| o
Block » modes 5 I e




lronPort URL Filters

Leading Accuracy and Control

= Enterprise-class database

52 categories, over 21 million
sites, ~3.5 billion webpages

1/3 of the database is
international

= 24 X 7 monitoring

= Regular, automated
updates

= Flexible policy management
Per user, per group policies

Monitor only mode

URL Categories

Printable (POF)

Time Range: | Hour (]

Top Categories Matched

Transactions.
W Completed I Blocked

Expart...

Top Categories Blocked

Transactions

I Completed I Blocked

Expart...

[T site Activity

Category
Finance & Investmer|
Computing & Interne
Search Engines

Web Based Emnail

Reference

Summary all

Time Range: Hour w

Ttams displayed 10 (v

Tatal High-Risk

ed by | Blocked by
L Web tected b Other Block: Transa: chiens
Reputation | Anti-Malware | Transsctions Detected =
5 5 5 2500
i FiY Ei 2100




Web Reputation Filtering

‘ Known good sites
aren’t scanned

ANTI-MALWARE
SYSTEM

Unknown sites are DECRYPTION

IRONPORT
WEB REPUTATION
FILTERS
scanned by one or ENGINE

Requested :
more engines

URLS /
@ ‘ Known bad sites

are blocked

SenderBase

= |IronPort Web Reputation technology determines need
for scanning by
- Decryption Engine
- IronPort Anti-Malware System™



Selective HTTPS scanning

Reputation-based

Decrypt » Inspect » Recrypt

el
e - -

Web
Server

Users Proxy
Web
Security
Appliance

= Selective HTTPS filtering :

- Respects the confidentiality of legitimate HTTPS sessions (for example
a user checking his bank account on-line)

- Prevents malware downloads using non-legitimate HTTPS traffic



lIronPort Anti-Malware System
Multi-Database & Stream Scanning

= DVS Engine : signature-
based & multi-database

engine including: Webroot
Webroot (N°1 in Anti- o
Spyware) IRONPORT
McAfee (N°1 in Anti-Virus & DS ENEIINE
2 in Anti-Spyware)
VERDICT
ENGINE
= High-performance scanning “N”

- Parallel scans _
_ Policy Management
- Stream scanning




Stream scanning

4 4
SEan Latency Scan ) Latency

: Progress

DETERMINE : DETERMINE .
¥YERDICT : YERDICT

Progress

INSPECT E BUFFER OBJECT
OBJECT : : T0O EMND USER

wRITT]EDngJKEET : START INSPECTING
: OBJECT

RECEIYE

EMTIRE OBJECT START RECEI¥IMNG

OBJECT

Time Time

« Given the real-time nature of HTTP (...) & HTTPS protocols and their
data streams, more sophisticated real-time scanning capabilities are
needed to ensure that traffic within these Web-based paths remain free
from successful attacks through these vectors » IDC




lronPort S-Series

Aurora Health Care Case Study

XY
ﬁyAurora Health Care®

“... we have been very
concerned about the
level of malware

= Aurora Health Care’s challenge:
— 13 Hospitals, 100 clinics, over 30,000 users
— Significant malware infections

— Large infrastructure, ~7 servers running Websense st e T G metsk

The fact that the IronPort
S-Series enables us to

= [ronPort’s solution:

— Blocked ~2 million additional suspect transactions stop malware at the
per week (downloads.hotbar.com, zedo.com) network edgeswhilealso

— Spyware filtering accuracy increased by 3x allowing us to deploy

— Replaced 7 servers with 2 IronPort S-Series™ URL filtering policies, is
appliances a big advantage for us.”

— Servers consolidated by 70% _
— Tim Sommers

AURORA HEALTH CARE

USERS
PROTECTED 30,000+




Ease of Administration

Web Filtering Policies
Add Group...
Order | Group Applications URL Categories | Objects Anti-Malware | Delete
Block: FTP Block: 52 Block: 256 Mb (global policy)
1 QA Block: User Agents Monitor: 2 o BE b Ee e e e
Allow: 0
Block: User Agents | Block: 50 Block: No Max Size (disabled)
2 Engineering Monitor: 2 Block: Object Types W
Allow: 2 Block: File Types
. (disabled) Block: 50 Block: No Max Size Block: 11 [
3 | Marketing ¥ Monitor: 2 Block: Object Types | Monitor: 2 w | -
Allow: 2 T =
i
_ (global policy) Block: 50 Block: No Max Size (global policy) "
4 Dev ¥ Monitor: 2 o e
Allow: 3 s e a—
- e —
Block: FTP, HTTPS Block: 46 Block: 256 Mb Block: 13 l et —
o | Allow: HTTR Monitor: & Block: Object Types | Monitor: 0 e S—
Global Policy ¥ | giooic: User Agents | Allows 0 FESrE R e e —
Allow: Ports 443, 21 ‘ - - ' - -
Fp— — w— W -
Key: fopmn farmn
T Authentication =

Web Security Monitor

Web Security Manager Real-time reporting

Configuration of policies per groups, users, etc.

Update Database | Rebuild Database I Ro N Po RT M _s E R IE s
s Overview
= overven ]
Ra——— |j Statistics for 26/Jun/2007 - 021Juli2007, 7 days
» Other
Log detail
Alldays  Average per day E‘a |<_
Requests 79,829 1140414 D t‘
Page views 71628 1023257 B Q
Unique source IPs 7 -
Size 1856 270.73M

CONFIGURATION PROFILES

Centralized Reporting Centralized Confirguration Management
Sawmill IronPort M-Series




DO NOT TRUST US...
TEST US !

—Free evaluation of the appliances & software

—Subscription to viral alerts :

—For more information:
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