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Name of 4 CCO IDs who opened cases to TAC

1. K. Ubonrat Duangthong , ubonratr@tot.co.th

2. K. Kanmanee Kulwanich , kanmanee@tot.co.th

3. K. Parnjit Meepayoong , parnjit@tot.co.th

4. K. Sittiraj Sriphotong , sittiraj@totiig.net

SR

mailto:ubonratr@tot.co.th
mailto:kanmanee@tot.co.th
mailto:parnjit@tot.co.th
mailto:sittiraj@totiig.net
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VNetwork Optimization is a continual 
process of Planning, Designing,
and Implementing incremental
improvements to existing networks 
and processes.

VCisco Optimization Services
provides the necessary tools,
deliverables and expertise to
support the growth and evolution
of your networks.

Optimize

Plan

Design

Implement

Supporting Network Growth and Evolution
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ÁConfiguration Best Practice Analysis (per quarter)

ÁCustom Configuration Analysis (per quarter)

ÁNetwork Analysis Report (per year)
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ÁSoftware Security Alert
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ÅCustom Configuration Analysis (quarterly)

ÅNetwork Analysis Report (yearly)
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ÅSoftware Analysis Report

ÅSoftware Security Alert
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Primary 
Category

Description
OS

Type
Qty. Responsible By

IP Applications http server no access -group IOS XR 2 үҜҝ. ̓ ҺҕүҺҜҧҥҳҗқӨ

IP Routing rp mgmtethernet forwarding enabled IOS XR 2 үҜҝ. ̓ ҺҕүҺҜҧҥҳҗқӨ

ISIS nsf (IS-IS) disabled IOS XR 3 үҜҝ. ̓ Һҕ҃ҴқҗӨңҕҷ

Infrastructure Interface POS no dampening configured IOS XR 2 үҜҝ. ̓ Һҕ҃ҴқҗӨңҕҷ

MPLS ISIS; mpls ldp sync disabled IOS XR 49 үҜҝ. ̓ Һҕ҃ҶҗҗҶҠ҉ҫӨ/҆ҺҕҕҳҒҩҳҔқӨ

MPLS ospf ; mpls ldp sync disabled IOS XR 2 үҜҝ. ̓ Һҕ҃ҶҗҗҶҠ҉ҫӨ/҆ҺҕҕҳҒҩҳҔқӨ

Management Logging to a console is enabled IOS XR 39 үҜҝ. ̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Management
Management Plane Protection ( MPP) not 
configured

IOS XR 13 үҜҝ. ̓ ҺҕҬңҌҴҤ

QOS
Egress Service Policy Not Applied on All Active 
Interfaces

IOS XR 13 үҜҝ. ̓ Һҕ҃ҴқҗӨңҕҷ

QOS Traffic Class May Starve Other Traffic Class( es) IOS XR 48
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Primary 
Category

Description
OS

Type
Qty. Responsible By

Security Banner login not configured IOS XR 48 үҜҝ. ̓ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Security
No Username with group root -system or cisco -
support

IOS XR 43 үҜҝ. ̓ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Availability Redundancy Mode SSO Not Enabled IOS 1 hk_ivpngw_01 ҠҩҞ.

LAN Spanning -tree disabled on one or more VLANs IOS 55 үҜҝ. ̓ҺҕҩҳҌҥҠ҉ҪӨ

Security
AAA authentication enable is not configured 
optimally.

IOS 665 үҜҝ. ̓ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Security
AAA authorization for administrative user 
(commands 15) is not set optimally.

IOS 665 үҜҝ. ̓ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Security
Authentication services are not configured 
optimally.

IOS 3 үҜҝ. ̓ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Security Enable password not adequately protected IOS 222 үҜҝ. ̓ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Security
IP directed broadcast enabled on an interface 
(where default is disabled)

IOS 3 үҜҝ. ̓ҺҕҬңҌҴҤ

Security
SNMP access for IPv4 is not protected with an 
access -list.

IOS 355 үҜҝ. ̓ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ
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Template Name
Total
Rules

# Rule
#

Device
# Device 
w/Exc.

% Device 
w/Exc.

Rating
Responsible 

By

7600 -AAA standard 
configuration 

13 12 191 34 26.77 Fair үҜҝ.̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

7600 -access -list 99 14 14 191 116 91.34 Poor ҠҹӇқҙҷӆҖӋҴҾқҶқ҃Ҵҥ

7600 -BB-QOS-class-map 15 5 191 43 33.86 Fair үҜҝ. ̓ ҺҕҌґҴҙҶҠҤӨ

7600 -HA 4 1 191 3 2.36 Good үҜҝ. ̓ ҺҕҌґҴҙҶҠҤӨ

7600 -hostname clock time 
zone and others 

6 5 191 127 100 Poor үҜҝ.̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

7600 -ISIS standard config 12 9 191 105 82.68 Poor үҜҝ.̓ ҺҕҬңҠҥ

7600 -line vty 0 4 standard 
configuration 

11 10 191 127 100 Poor үҜҝ.̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

7600 -line vty 5 15 standard 
configuration 

11 11 191 127 100 Poor үҜҝ.̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

CRS-logging & debugging 11 1 57 43 79.63 Poor үҜҝ.̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

CRS-mpls 9 2 57 2 3.70 Good үҜҝ.̓ ҺҕүҺҜҧҥҳҗқӨ

CRS-multicast routing 7 2 57 4 7.41 Good үҜҝ.̓ ҺҕүҺҜҧҥҳҗқӨ

CRS-ntp standard config 3 1 57 1 1.85 Good үҜҝ.̓ Һҕ҃ҶҗҗҶҠ҉ҫӨ

CRS-snmp 52 24 57 53 98.15 Poor үҜҝ.̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Exc. = Exceptions
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Rule Messages Responsible By

Administration: EXEC Mode Password Not Set 42 errors үҜҝ. ̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Administration: Local User Password Not Encrypted 113 errors үҜҝ. ̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

BGP: EBGP Neighbor not Locally Connected 1 error үҜҝ. ̓ ҺҕҬңҠҥ

BGP: Incorrect Neighbor Remote AS 1 error үҜҝ. ̓ ҺҕҝҥҲҾҙҹү҉

BGP: Invalid Neighbor Address 5 errors үҜҝ. ̓ ҺҕҝҥҲҾҙҹү҉

BGP: Route Filter References Undefined ACL 2 errors үҜҝ. ̓ ҺҕҝҥҲҾҙҹү҉

BGP: Router Configuration References Undefined Route Map 2 errors үҜҝ. ̓ ҺҕҝҥҲҾҙҹү҉

HSRP: Configured Standby Group Not Operational 80 errors үҜҝ. ̓ ҺҕҩҳҌҥҠ҉ҪӨ

HTTP: HTTP Service Enabled 299 errors үҜҝ. ̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

IP Routing: Mismatched Interface MTU 257 errors үҜҝ. ̓ ҺҕҕҳҒҩҳҔқӨ
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Rule Messages Responsible By

MPLS VPNs: Mismatched Layer 2 LDP VPN VC ID 84 errors
үҜҝ. ̓ ҺҕүҳҏҖҴ
үҜҝ. ̓ҺҕҬңҌҴҤ

Multicast VPNs: Inconsistent Data MDT Group Address 1 error үҜҝ. ̓ ҺҕүҺҜҧҥҳҗқӨ

OSPF: Incompatible Network Type Between Peers 1 error үҜҝ. ̓ ҺҕҝҥҲҾҙҹү҉

OSPF (Advanced): Discontiguous Area 3 errors, 1 warning үҜҝ. ̓ ҺҕҝҥҲҾҙҹү҉

Route Maps and ACLs: Redundant Statement in ACL 8 errors, 175 warnings үҜҝ. ̓ ҺҕҝҴқҊҶҗҗӨ

Route Maps and ACLs: Route Map References Undefined ACL 45 errors үҜҝ. ̓ ҺҕҝҴқҊҶҗҗӨ

SNMP: Community References Undefined ACL 6 errors үҜҝ. ̓ ҺҕҠ҉ҫӨҪҳ҃ҖҶӊ

Static Routing: Invalid Next Hop 15 errors, 24 warnings ҃Ҝҝ. ̓ ҺҕҩҶҤҲҖҴ

VLANs: Mismatched Port Type 5 errors үҜҝ. ̓ ҺҕҬңҠҥ
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V Proactive Advisory Report

V HW EOS/EOL Report

V Proactive Software Security Alert

V Custom Configuration Analysis

V Best Practice Report

V CRS-1 Audit

V Router Audit

V Switch Audit

V IPNGN Audit

V 7600/6500 Platform Audit

V Network Security Architecture
Review

V Design Collaboration

V Detailed Design Report

V Syslog Analysis Report

V Configuration Best Practices Report

V Proactive Advisory Report

V Proactive Software Security Alert

V Software Infrastructure Analysis
Report

V Software Management Strategy 
Review

V Software Recommendation Report
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Already Done

V Informal Knowledge Transfer #1

V IS-IS Network Design & Deployment

V Informal Knowledge Transfer #2

V Introduction to MPLS

V Introduction to IP Multicast

More to Come

V Informal Knowledge Transfer

V Introduction to QoS (Basic)

V Advance QoS (Intermediate)

V Router Security Strategies: Securing IP N
etwork Traffic Planes (Intermediate)

V Introduction to IPv6 (Intermediate)

V Service Provider IPv6 Deployment
(Advanced)

VFormal Training

V Deploying and Maintaining Carrier Ethern
et Services

V Course #2 - TBD
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Prepare

Plan

Design

Implement
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ÅStructural Approach

ÅWhat is Service Assurance Roadmap (SAR)?

ÅSAR, ITIL and Cisco Services mapping

ÅSAR Benefits

ÅCustomer References



35

Cisco Services.  Making Your Business Work Smarter.  

Network 

Downtime

Recurring

Problems

High Software

Maintenance

Capacity

Issue

Failed

Changes

Budget

Cut

IOS Version

Chaos

Too Many

IOS Bugs

Denied / Late

RMAs

Penalty
EoX / EoX

Hardware

Hardware 

Failure

Inefficient

Escalation

Design

Constraint

Poor Network

Response

QoS

Issues

Infrastructure/Basic 
Support

Process Issue Availability Focus Quality Focus



36

Cisco Services.  Making Your Business Work Smarter.  

ÅStructural Approach

ÅWhat is Service Assurance Roadmap (SAR)?
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A Cisco ómaturity modelôframework 
to guide our customers towards 

achieving improved business results.

Moves from getting 
the basic 

infrastructure and 
support right, 
to proactively 

predicting quality of 
end-user experience

Benchmark for 
diligent business 

decisions

Prepares the way for 
selective off-load of 
òcontextò activities
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Service Focus
Network Platform

Phase I: Foundation Phase II: Quality Phase III: Excellence

M1
M2

M7
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Support Baseline
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Service 
Predictability
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M1 - Infrastructure & 
Support  Baseline

Controlled Infrastructure: All network elements and assets 
discovered, support coverage optimized 

M2 - Process Optimization All relevant processes discovered and mapped out Interlocks 
defined, governance defined 

M3 - Network Availability Network availability targets granted
Key processes fully operational & interlocked 

M4 - Network Assurance Processes interlock/governance established 
Network assured (Performance, Resilience, Scalability)

M5 - Service Awareness Mapping of services to network
Monitoring on service level
Supporting processes service-centric 

M6 - Service Optimization Services optimized through e.g. decomposition into single 
components, virtualization, portfolio rationalization 

M7 - Service Predictability Services are predictable in terms of costs, quality, time-to-
market and impact of new service introduction

M8 - Service Assurance Service level KPIs are defined and implemented 
Service Assurance SLA for new and existing services 
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ÅStructural Approach

ÅWhat is Service Assurance Roadmap (SAR)?

ÅSAR, ITIL and Cisco Services mapping

ÅSAR Benefits

ÅCustomer References
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Roadmap 
Milestone 

ITIL
Processes

Process Description Critical Success Factors

M1 Configuration 
Management

ÁMaintain a snapshot of working 
network inventory configuration

ÁControl IT Assets, tracking move, add 
change and delete (MACD)

Incident 
Management 

ÁService Desk uses incident remediation 
procedures and works to restore 
services within agreed service levels. 

ÁQuickly resolve incidents 
ÁMaintain IT service quality 
ÁService Requests (MACD) within agreed 

service levels 

M1-2 Problem 
Management 

ÁPrevention and reduction of incidents 
and fast and effective resolution of 
Problems 

ÁImproved Service Quality 
ÁMinimize the impact of Problems 

ÁReduce the cost to Users of problems

M2-3 Change 
Management

ÁCost effective and timely introduction of 
changes with minimum risk using 
standard methods and procedures 

ÁRepeatable process for changes 
ÁQuick and accurate changes to meet 

business needs 
ÁProtect services when making changes 
ÁProcess efficiency & effectiveness

Release 
Management 

ÁSuccessful planning and control of 
hardware and software installations 

ÁBetter quality of SW and HW
ÁRepeatable process for rolling out 

software and hardware  releases 
ÁSwift & accurate implementation of 

releases to meet business needs 
ÁCost effective Releases

M3-4 Availability 
Management

ÁSuccessful planning of maintainability,  
reliability, and serviceability through 
reactive and proactive availability 
management procedures 

ÁManage availability and reliability of 
services to meet SLAs.
ÁAble to plan & implement capacity to 

match business needs


