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Web-based Threats
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What is Malware?
A Moving Target

� Malware is a generic term for undesirable computer-based software threats

� Worms get into your computer and spread

Viruses� Viruses do damage, and may also spread

� Trojans are invisible, may do damage and may also spread
Tricklers are trojans that fetch additional malware

Piggybacked malware are trojans contained within regular programs

� Spyware steals data or keystrokes by transmitting it to hackers

� Adware is software that displays pop-up advertisements

� Profit is the usual motive behind malware Crimeware

Malware 

Spyware
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� Crimeware is associated with highly illegal activities 
such as money laundering, bank theft, extortion, etc.

Viruses 

Worms 

Trojans 

Malware is Becoming Increasingly Devious & Sophisticated
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Botnet Business 
Models
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Criminal 1: 
The Amateur

� $60K from Adware on 
400K PCs

� Loudcash (now ZangoCash)
$0.40 per install

�Every day 7,500-10,000 
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�Every day 7,500-10,000 
ZangoCash affiliates distribute our 

software to users who are then 
connected with more than 6,000 

MetricsDirect advertisers.�

Jeanson James Ancheta
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Criminal 2: 
The Professional

Smartbot.Net MalwareSmartbot.Net Malware

� Opened CD-ROM tray

� “If your cd-rom drive’s open . . 
.you desperately need to rid 
your system of spyware pop-
ups immediately!  Download 
Spy Wiper now!”
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Spy Wiper now!”

� Spy Wiper and Spy Deleter 
sold for $30

$4M FTC judgment

Sanford Wallace

Social Engineering Scareware Spyware
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