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Email Threats
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Email System Security
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Virus Mail

Normal Situation � occasion spam mails and virus mails

Spam Mail

.. .
Spammer/emarketer

. .
Spammer/emarketer

Mail Server

Spam Mail

Spam Mail
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. .
Spammer/emarketer

Virus Mail

Spam Mail

Virus Mail
Spam Mail

Email Gateway is installed to filter spam and virus or content 

Email Gateway
(Anti-Virus Filter, Anti-Spam Filter

Content Filter)
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Groupware (Lotus notes, Domino, Exchange�)
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Today�s top enterprise email threats

1. Attacks on Email Services � DoS, DDoS, Software 
Vulnerability Vulnerability 

2. Theft of Data and Resources 

3. Impersonation Scams

4. Misdirected Bounces (NDR attack, fake 
notifications)
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notifications)

5. Virus

6. Spam

Email Blast Attack � from single location (DoS Attack)

A single hacker could send thousands of emails to a domain within 1 min

1. Attacks on Email Services

.

Mail Gateway

. .Hacker

Junk Mail
Junk Mail

Junk Mail

Junk Mail

Junk Mail
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Email Blast Attack � from multiple locations (DDoS Attack)

.Hijack

1. Attacks on Email Services

.

Mail Gateway

. .Hacker
.
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Directory Harvest Attack (DHA)/ Dictionary Attack

Collect proprietary email addresses for commercial purpose

1. Attacks on Email Services

Collect proprietary email addresses for commercial purpose

1. Spammers utilizes software that opens a connection to 
the target mail server and then rapidly submits millions of 
random email addresses

2. These addresses has slight variations 
(jdoe1adc@hotmail.com, jdoe2def@hotmail.com) 

3. Addresses are compiled and sold to spammer world-
wide.
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wide.
4. Mail servers of hotmail.com and msn.com were subjected 

to dictionary attack at a rate of 4 tries/sec, 24hrs/day for 5 
months
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Directory Harvest Attack (Dictionary Attack)
SMTP Session

1. Attacks on Email Services

.

Mail Gateway

. .Hacker

SMTP

SMTP
SMTPSMTP

SMTP
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� Spammers utilizes software that opens a connection to the target mail server and then rapidly 
submits millions of random email addresses

� These addresses has slight variations (jdoe1adc@hotmail.com, jdoe2def@hotmail.com) 

� Addresses are compiled and sold to spammer world-wide.

� Existing network based firewall could not effectively protect 

Email service � Security threat
Inadequacy of firewall, IDS, IPS

1. Attacks on Email Services

� Existing network based firewall could not effectively protect 
email systems. 

� To a network firewall, email is a legitimate application

� IDS/ IPS could not effectively prevent attacks targeted at email 
system

� Existing email security solution mainly based on content filters 
(anti-virus, anti-spam) - susceptible to mail blast type of attack 
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(anti-virus, anti-spam) - susceptible to mail blast type of attack 
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Email service � Security threat
It is easy to hack a email system

1. Attacks on Email Services

� Tools for mail blast, directory harvest are easily downloaded 
from Internet

� Most of them are freewares

� Don�t require any sophisticated techniques
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� Don�t require any sophisticated techniques

� Even school students could cause great damages to any email 
systems
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